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O nokymeHTe

[loKyMEHT COAEP>XUT CBeAEeHUs O Ha3HaueHun 1 npumeHeHun komnnekca ViPNet Coordinator HW B
cocTaBe 3alueHHbIx cetei ViPNet, cnocobax HacTponku 1 ynpaBaeHus, onvcaHue ucnonHernuii ViPNet
Coordinator HW un ycnoBuii nvueHsmpoBaHms. Takke B JOKYMEHTe MNpUBEAeH NopsfoK AeVCTBUA Mo
nogrotoske ViPNet Coordinator HW k pa6oTe.

[JokyMeHT npeaHa3HaueH ans agMuHucTpaTtopos ceTteli ViPNet.

CornaweHma AOKyMeHTa

O603HaueHne OnucaHue
HasBaHwue Ha3BaHune 3nemeHTa MHTEPd elica: OKHa, BKIAZAKWN, MOAS, KHOMKW, CCbIIKA
KnaBuwa+Knaeuwa CoueTaHue KNaBuLL: HAOXXMUTE MEPBYIO KNaBULLY U, HE OTNYyCKas e€, HaXMUTe BTOPYHO
MeHio > KomaHga MocneaoBaTeNbHOCTL 31EMEHTOB WU AEACTBUI
Kon WNms daiina, nyTb, @ parMeHT Koja UM KoMaHaa B KOMaHAHOW CTpoke

MpuMeyaHmne. B JokymeHTe MOTYT MPUCYTCTBOBAaTb CHUMKW UHTEpG elica U3 npeablayLLux BepCuii
. npoaykta. M03TOMY HEKOTOPbIE 3/1eMEHTbI UHTEPPENCa, KOTOPbIE HE BAMUAIOT Ha NMOHUMaHWe TEKCTa,
MOTYT BbIF1AJ€Tb He TaK, KaK B MPOAYyKTe.

O603Ha4yeHus npun onncaHMM KomMaHA B AOKYMEHTE!:

e KoMaHgbl, KOTOpble y4acTBYIOT B CLEHapuM agMUHUCTpaTopa, 0603HaYeHbl CUMBOJIOM #
hostname# admin config list

o KOMaH,ﬂ,bI, KOTOpbIe y4aCTBYHOT B CLeHapun noJib30oBaTens, 0603HayeHbl CUMBOJIOM >
hostname> firewall local show
Bce KOMaHAbl, KOTOPble AOCTYMNHbl MOJIb30BaTE/FO, AOCTYMNHbI U aAMUHUCTPATOPY.

° I'Iaparvleprl 3aK/IK04YeHbl B YyrnoBble CKOOKM:
inet bonding delete <uomep>

e Heobs3aTenbHble napamMeTpbl WK KAko4YeBble C/10Ba 3aK/IFOYeHbl B KBajpaTHble CKOBKM:
firewall <tun> add name @<mmsa> <cocrTaB> [exclude <MUCKJIIOUEHMUS> ]

e [lonycTvMble BapuaHTbl 3aK/ItOYeHbl B GUIypHble CKOBKM M paszenieHbl BEPTUKAIbHON YepTou:

inet ntp mode {on | off}
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41O HOBOTO B Bepchn 4.5.8

Mopaepxxka 4G-mopemoB

Tenepb ncnonHeHns HW50 n HW100 noaaepxvBatoT paboTy ¢ 4G-MozemMaMu i NMOAKIOUEHMS K

cetn. B annapatHble nnatdopmbl HW50 A1, HW50 N3 n HW100 N3, HW100 Q1, Q2 moaembl
yCTaHaBAMBAIOTCA Ha 3Tarne NMPOM3BOACTBA, B 3aBUCMMOCTM OT KOMMJIEKTa MOCTaBKM.

XapakTepuctvkv MoZeMOB CM. B fokymeHTe «OnncaHue annapaTHbix riathopm», pasgen
«becnpoBogHble MOayW».

ABTomaTtuueckas nposepka 3l ¢aiina obHoBaeHna MO

Mpwn o6HoBNeHWM O go cnegyrolert Bepcumn 6oNblue He HYXXHO BpPY4YHyro npoBepsTb 1 danna
obHoBnenus. ViPNet Coordinator HW nposepsiet 3l aBToMaTMyeckn nepes 3anyckoM npouecca
obHoBneHwa. Ecan 31 okaxeTca HegenctBuTebHOW, o6HOBAeHWe MO He 3anycTuTCs.

MoapobHee cM. AOKYMEHT «HacTpoika ¢ MOMOLLbIO KOMaHAHOrO MHTEpnpeTaTopa», pasgen
«OcobeHHOoCTN obHoBAEHNA O».

YcuneHHas 3alimTa TPaHCNOPTHbIX KOHBEPTOB

PacliunpeHbl KpUTepun MOAJMHHOCTU TPAHCMOPTHLIX KOHBEPTOB, COJAepykalmx obHoBaeHus MO,
CNPaBOYHUKOB WAN NoanTUK Be3onacHocTn. KoHBepThI, He yA0BAETBOPAOLME BCEM KPUTEPUAM
NOA/IMHHOCTY, B610KMPYrOTC U He MpumMmeHstoTcs Ha ViPNet Coordinator HW. Mpwu 3ToM Ha y3en ¢
ViPNet LLYC nan Prime otnpaBnseTtcad nHGoOpMaLmMa O TOM, UYTO KOHBEPT He Obln NPUMEHEH.

ViPNet Coordinator HW 4. Mogrotoska k pabote
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ObpaTtHad CBA3b

KoHTakTHasa nHpopmaums
e EAVHBI MHOTOKaHa/bHbIN TenedoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — H6ecnnatHbIM 3BOHOK U3 Poccum (kpome MoOCKBbI).
o Cayxba noagepxku: hotline@infotecs.ru.
®opma ana obpalleHns B ciyxby noasep >k 4vepes cauT.

Tenerpam-kaHan nogaepxku: t.me/vhd21

TenedoH AN KIMEHTOB C pacliMPEHHOW noaaep>kkon: +7 (495) 737-6196.

o Otaen npogax: soft@infotecs.ru.

[ononHutenbHas nHpopmauma Ha caute NHdoTeKC
e O npogayktax ViPNet.
e O peweHusax ViPNet.
e YacTo 3ajjaBaemMble BONPOCHI.

e ®opym nonb3sosateneit npogyktos ViPNet.

Ecav Bbl 0BHapyuam ya3BUMOCTM B MPOAYKTax KOMMaHWK, COOBLLMTE O HWX MO agpecy
security-notifications@infotecs.ru. PacnpocTpaHeHue vHbopmauum 06 ya3BMMOCTAX NMPOAYKTOB

NHdoTeKC perynvpyeTcs noavTmKor OTBETCTBEHHOTO pasrialleHus.
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3awmieHHada cetb ViPNet

Cetb ViPNet — BupTyanbHas 3alyuieHHas ceTb, KOTopasa MOXeT HbiTb pa3BepHyTa MOBEpPX J0KaNbHbIX U
rnobanbHbix IP-cetein. TexHonorus ViPNet nossonsiet co3gath 3awmiieHHble VPN -TyHHeAn mexay
y3namu cetn ViPNet c nomowbro npotokonos Tpex tmnos: 1P/241, UDP u TCP, B koTopble
WHKaNCy/MpyoTcA nakeTbl NtobbIx Apyrux IP-npoTtokonos. JaHHble, nepesaBaemble B VPN-TyHHensXx,
3aWMNPPOBBIBALOTCA C MOMOLLbIO CUMMETPUYHBIX KAtOYel; KNtoun WNGPOoBaHMA CO34atoTca U
pacnpegenstotcs LeHTpanmzoBaHHo. Kaxgaas ceTb ViPNet umeeT cBOW yHUKanbHbIA naeHTUdMKaTOP.

s —| OTKpbITbIA y3en 3allULLEeHHbIR y3en

. — Cepeep ViPNet-knueHT
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PucyHok 1. Tunei y3n08 cemu ViPNet

Tunbl y3noB cet ViPNet:

o ViPNet-knneHt — komnbroTtep (Windows, Linux, macOS) win mobunsHoe yctporicteo (i0S, Android
nnn ABpopa) c yctaHoBaeHHbIM KaneHTckum 10 ViPNet.

e ViPNet-koopauHatop — cepep cetn ViPNet. AnnapatHas niatdopma c MHTerpmpoBaHHbiM 10O
ViPNet nan MO ViPNet, pasBepHyToe Ha naathpopme Buptyanmsaummn: Hanpumep, ViPNet Coordinator
HW Ha 6a3e annapatHoii naatdpopmbl, ViPNet Coordinator VA Ha 6a3e nnatdopMbl BUpTyanusaLmn.

B TexHonornuecknx cetsax, Hanpumep ACY Tr1, B poaun ViPNet-koopanHatopa npumeHsetcs ViPNet
Coordinator |G, noaaep>xviBatoLLMiA MPOMbILLIEHHbIE MPOTOKO/bI U UHTEPPENCHI.

e OTKpbITEIN y3en — KOMMbIOTEP WK apyroe yctponcteo (Hanpumep SIP-tenedpoH) 6e3 MO ViPNet,
pacnonoxeHHble B ceTu «3a ViPNet-koopauHaTopom».

Hactpotika n ynpasneHune cetbto ViPNet BbinosHsetca u3 ynpasastowero MO: ViPNet Administrator nam
ViPNet Prime. OCHOBHble ®YHKLMM:

e Co3pgaHue y3noB cetn ViPNet 1 cBazel mexay HAMM.

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 10



e Hactpoiika y3nos cetn ViPNet.
o Co3paHue AUCTpUOYTMBOB Katouel ans y3noB cetn ViPNet.
o LleHTpann3oBaHHOe OHHOBAEHME CMPaBOYHMKOB WU KJIHOYEN.

e LleHTpanmzoBaHHoe ob6HoBaeHue MO ViPNet Ha y3nax cetn ViPNet.

/’\\g BHumaHue! OgHoBpemMeHHas pabota cetun ViPNet nog ynpaeneHnem ViPNet Administrator u
ViPNet Prime HeBO3MOXHa.

YnpaBneHve nonutukamu 6e3onacHocTy y3noB ceTn ViPNet BbINOMHAETCA LEHTPaAM30BaHHO C MOMOLLbIO
ViPNet Policy Manager nan moagynem ViPNet Prime Policy Management.

[na moHuTopuHra coctoaHmsa y3nos cetn ViPNet ncnone3yetca ViPNet StateWatcher wam ViPNet NVS.

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 11



ViPNet Coordinator HW

OcHoBHble pyHKkLMKM ViPNet Coordinator HW

CepBep IP-agpecoB. ObecneumBaeT BlaMmogencTBme 3almileHHbix y3noB ViPNet. Coobuiaet
ceTeBbIM y3naM nHPopmMaumo 06 agpecax U napameTpax AOCTyrna APYrux y3nos.

MapuwpyTtmnzatop VPN-naketos. ObecneuvBaeT MapLpyTM3aLMO TPaH3UTHOMO 3allWLEeHHOTO
IP-Tpaduka, NpoxoaALWero Yepes KOOPAMHATOP Ha ApYyrve 3allULLeHHble Y3/bl.

CepBep coegunHeHunii. ObecneuvBaeT COeAMHEHNE KINEHTOB W KOOPAMHATOPOB APYr C APYTOM.

VPN-wto3. MNo3sonser OpraHn3oBaTb COEAUNHEHWA MeEXAY Yy31aMUu CETU N MeXay CerMeHTamMu ceten

C NMOMOLLIbHO 3aLLMLLIEHHbIX KaHaNoB (TyHHenewn).

TpaHcropTHbIN cepeep MFTP. ObecneunBaeT AOCTaBKY Ha CETEBblE Y3/bl YNPaBASAOLWMX COOBLLEHMN,
OOHOB/IEHMA CNPaBOYHMKOB, KAtoUel u nporpammHoro obecneudenms us ViPNet LUYC wan Prime, a
Takke 06MeH NPUKIaZHbIMN TPAHCMOPTHLIMU KOHBEPTaMUN MEXAy y3namu.

3almileHHbIn MHTepHeT-wAt03. ObecneyrBaeT pasgesibHbll AOCTYN 3alUULLEHHbIX Y3/10B B MHTEPHET
M K pecypcaM 3aluueHHon cetn ViPNet.

MexceteBoi 3kpaH. PunbTpyeT IP-Tpaduk Ha ocHOBe 3afaHHbIX NpaBwa; TpaHcanpyeT agpeca (NAT)
ana otkpbitoro IP-Tpadwvka.

Cepsep IP-agpecos

KnuneHTy ans B3aMMOZAEWCTBMA C APYrMMU 3alUULLEHHBIMK y3n1aMu TpebyeTcs uHGopMaLms 06 agpecax u

napametpax goctyna. [laHHyt0 MHGOPMaLMIO KIMEHT MoJjlyyaeT aBToMaTMyeckn OT KOOPAMHATOpPa,
KOTOPbIV BbiNosHAET yHKUMIO cepBepa IP-agpecos.

MpuvHUMN paboTbl cepBepa IP-agpecos:

Mpw nosBaeHUM HOBOM MHPOPMALMMN O KNUEHTE, KOTOPbIM UCMO/b3YeT AaHHbIN KOOPAMHATOP B
KauecTBe cepBepa IP-agpecos, koopanMHaTOp paccbinaeT eé Ha CBA3aHHble KAVEHTbI U
KOOpAMHATOPbI.

Mpy nosiBeHUM HOBOM MHPOPMALMN O KIVEHTax APYrvMX KOOPAMHATOPOB, KOOPAMHATOP pacchbiiaeTt
3Ty MHPOPMALMIO Ha CBOM KAWEHTbI, KOTOPbIE CBSA3aHbl C KIVEHTAMWU APYroro KOopAunHatopa.

B cnyuae B3anmogeinctBua koopavHatopa c apyroli cetbto ViPNet Ha Lunt030BOM KOOpAMHATOP
APYroin cetv BbiCblnaeTcs MHGOPMaLMA O COCTOAHUN BCEX Y3/10B CBOEN CETY, CBA3aHHbIX C y3n1aMu
apyroin cetn ViPNet. Mpun nonydyeHnn Takon uHpopmaumm us gpyroin cetn ViPNet koopamHatop
paccbliaeT 3Ty MHGOPMaLMIO Ha BCe KOOPAUHATOPbI CBOEN CEeTH, a Takke Ha CBOW KAMUEHTbI,
CBfI3aHHbIE C y3/1aMV APYrOi CeTu.

Takke cepep IP-agpecoB paccbinaeT MHGOPMaLWMIO O CTaTyce CeTeBOro y3na:

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 12



e YT0ObI NOATBEPAUTL CBOE NMPUCYTCTBME B CETW, KIVEHT MEPUOANYECKM (MO YMONYaHUIO — Kaxable 5
MWHYT) OTNpPaBAsieT Ha cepBep COObLLEHNE O CBOEN akTMBHOCTU. Ecan Takoe cooblieHune He
NOCTYNUAO, KOOPAMHATOP MEPEBOAMUT KIMEHT B CTaTyC «HepocTyneH» n onoBeLlaeT agpyrue y3nbl, C
KOTOPbIMU Y J@aHHOTO K/IWEHTa eCTb CBA3b.

e UYT0ObI NOATBEPAUTL CBOE MPUCYTCTBME B CETW, KOOPAMHATOP nepuoauyeckn (Mo yMOAYaHWo —
Kaxaple 15 MUHYT) OTCblNaeT Ha ApYrne CBA3aHHbIE C HUM KOOPAMHATOPbI MOATBEPXKAEHVE O CBOEeW

AKTUBHOCTW.

Mo ymonuaHuio Anda KIveHTa B kadecTBe cepBepa |P-agpecos BbiCTynaeT KOOpAMHATOP, Ha KOTOPOM
knneHT 3apeructpuposaH B ViPNet LLYC wan Prime. CepBep IP-agpecoB MOXHO CMeHUTb, BblbpaB Apyrow
KOOpAMHATOP, € KOTOPbIM Y AHHOIO KANEeHTa eCTb CBA3b.

MapuwpyTtmnsatop VPN-naketos

KnveHTbl, Haxoaalimecs B pa3HbiX MOACETAX, CBA3bIBAOTCA APYr C APYrOM Yepe3 KOOPAMHATOPbI.
KoopanHaTop npuv 3TOM BbINOJHAET MapLupyTv3aLmio 3awmiéHHoro Tpadmka B cetn ViPNet.

3alUMLLEHHBIM TpadUK MapLlpyTU3MpyeTcs Ha ocHoBe uaeHTudmkatopos (ViPNet ID), koTopble
npuceamnBatoTca Kaxzaomy ysny cetn ViPNet n He meHsatoTca npu cmeHe IP-agpeca y3na. 310 nosgosser
y3naM 3alUMLLEHHOM CeTW B3aMMOJENCTBOBaTb MeXay CO60M He3aBUCMMO OT U3MEHEHMIA MapameTpoB U
KOHPUrypaumm ¢usnyeckomn cetu.

MopsaAoOK B3aMMOAENCTBUS KIMEHTOB Yepes3 KOOpPAMHATOP:

e KnuneHT BCTaBaAeT B OTKPbITYtO YacTb IP-naketa naeHTMOMKATOP Yy3/a HasHaveHus U oTnpasafeT
IP-nakeT KoopauHaTopy (MAeHTUdMKATOP 3awWMWEH OT MOAMEHbI).

e KoopauHatop Ha ocHoBe waeHTUdMKaTOpa onpegensieT MapLlpyT goctaBkv IP-naketa v oTnpaeaset
€ro agpecaty wiv Apyromy KOopAuHaTtopy, ykasas cBoW IP-agpec B kauecTBe agpeca UCTOYHVKa
(napameTpbl TpaHCAALMM aApecoB A/ 3aLUMLLEHHOTO Tpaduka M3MEHUTb Hesb3s).

Tpancnayua TpaHcnauus
agpeca UCTOYHMKA afgpeca UCTOYHUKaA
HW AR J(HW
- At s (=) —
L -l

PucyHok 2. @yHkyus Mapwpymusayuu 3awuuyeHHozo mpaguxka e cemu ViPNet

Tpaduvk MapLwpyTnsnpyeTcs kak BHyTpu oaHol cetv ViPNet, Tak n npu B3anMOAeNCTBUM C APYrMun
cetamu ViPNet.

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 13



CepBep coefmnHEeHNN

CepBep COeAVHEHN MO3BOSET:

e YCTaHOBUTb COEAMHEHVE MeXay Yy3/aMu, KOr4a OHW He MOTYT CBA3aTbCA HaNpAMYyHO (eCaun Ha
rPaHuULEe CeTU YCTaHOBJIEHO CTOPOHHEE YCTPOMCTBO, BbIMOJHSAOLEE GUABTPALMIO U TPAHCAALMIO
Tpaduka). B Takom cnyuae coeguHeHne ycTaHaBAMBAETCA Yepe3 KOOPAMHATOP, BbIMOJHAOLWMA
byHKUMIO cepBepa CoefVHEHNIA.

Cepsep \: YCTPOMCTBO Y aaneHHbili
coeiuHeHni i NAT KNMWEeHT

%
®
&

CoefnHeHMe HanpAaMYH HEBO3MOXHO

PucyHok 3. OpeaHuszayus coeduHeHUli mexdy cemessimMu y3namu ViPNet
e YctaHoBuTb TCP-TyHHenb npw 6nokuposke npotokona UDP.

Korzga yAaneHHbIN KAMEeHT He MOXeT noayuntb goctyn K cetu ViPNet no npotokosny UDP

(nHTEepHEeT-NpoBalgep 6aokumpyeT npoTtokon UDP), oH aBTOMaTUueckun yctaHaBAMBaeT CBA3b Yepes

TCP-TyHHeNb CBOeEro cepBepa coeanHeHWn. Ha cepBepe nosyyeHHble IP-nakeTbl M3BieKaroTCA U3
TCP-TyHHENA 1 nepeaaroTca fanblue Ha y3/bl Ha3HauYeHus.

Cepeep ) YcTtponcteo NAT
coeluHeHnn Brnokupyet UDP npotokon

UDP HW) . TCP-TyHHenb 78 @

F 3

— <—> &/ 3/ -

BaamMmongencTemne no Bsavmongencteune no YaaneHHblin
npotokony UDP npoTtokony TCP KIIMEHT

PucyHok 4. locmyn ydaneHHozo kaueHma k cemu ViPNet uepez TCP-myHHenb

[Jns KaXgoro ceteBOro y3/a (KIMEHTa M KOOPAMHATOPA) MOXHO Ha3HauuTb CBOW CepBeEpP COeAUHEHWIA.

Mo yMOAYaHWUIO CepBEPOM COEAMHEHWUN AN KIMEHTA CAYXUT KOOPAMHATOP, BbIMOAHAOLLMA GYHKLMIO
cepsepa IP-agpecos.

VPN-wnro3

KoopavHaTop 3aliuiaeT COeAVHEHNA MeXay y31amu ceTu, KoTopble obmeHvBatoTcA MHbOpMaLmeit
yepes nybanyHble cetw. [ns 3alnTbl COeAMHEHMA UCMOb3YyeTca TyHHenvpoBaHve. KoopauHaTtop
TYHHenupyeT y3/bl Ha ceTeBOM (L3) nnm kaHanbHOM (L2) ypoBHsax mogenn OSI.

ViPNet Coordinator HW 4. Mogrotoska k pabote
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TyHHenMpoBaHMe Ha CETEBOM YPOBHE

TyHHeNMpOBaHWE Ha CETEBOM YPOBHE MO3BO/SET OPraHM30BaTh 3alMLLE HHOE COeAVHEHME MeXay
OTKPbITbIM W 3aLUULLEHHBIM Y3IOM AW MeXay ABYMs OTKPbITbIMW Y3/aMK, KOTOpble TYHHeAUPYHTCS
pasHbIMK KOOpAMHaTopamMu. BeinonHseTcs cnegyroliym obpasom:

1 IP-nakeTbl OT OTKPLITLIX Y3/10B MOCTYMatoT Ha KOOpAuHaTop v 06pabaTbiBatoTCa CeTeBbIMM

dunbTpamm.

2 O6pabotaHHble IP-nakeTbl 3awwndpoBbLIBatOTCA M MHKANCyAMpYOTCa B HOBble IP-nakeTbl, nocne yero

nepegjatoTca:
o  Ha 3awwuieHHble y3nbl Ha3HaveHus.
o  Ha apyroin koopavHaToOp A8 OTKPbITbIX Y3/10B Ha3HaUYeHUs.

3 Ha apyrom koopamHatope 13 3awmndpoBaHHbIX IP-nakeToB m3BnekaroTca ncxogHole IP-nakeTsbl,
pacwundposbiBatoTci, 0O6pabaTtbiBatOTCs CeTEBbIMU GUAbTPaMUN 1 NepeaatoTcs Ha OTKPbITble Y3bl

Ha3Ha4eHuA.
TyHHENUpYyeMbIi WndposaHue u N3BneyeHne n TyHHenupyembii
ysen WHKancynauus pacwudpoBKa yaen

OTKpbITbIA TPAhKHK

v

v

v

3awmeHHbIn Tpaduk

PucyHok 5. 3aujuma coeduHeHusi Ha cemesom yposHe modenu OS/

TyHHennpoBaHWe Ha KaHanbHOM yposHe (L20verlP)

TyHHenvpoBaHMe Ha KaHanbHOM ypoBHe, win L20ver|P, no3BosifeT opraHM3oBaTth 3alluLLLEHHOE
coefiMHeHNe MeXAy y31aMu yAaseHHbIX ApYr OT Apyra CerMEHTOB CeTU TakK, YTO OHU HaxXoAATCA B OJHOM
LMpoKoBeLlaTeabHOM JOMeHe. Ha y3nax cermMeHToB ceTu, cBA3aHHbIX Yepe3 L20verlP, ncnonb3yetcs
aZipecHoe NpPOCTPaHCTBO B npegenax ogHol IP-noacetn. BeinosHaeTca cneayrolmm obpasom:

1 KoopauHaTtopbl, YCTaHOB/IEHHbIE Ha FPaHMWLE Pa3HbIX CETMEHTOB CETW, MepexBaTbiBatoT
Ethernet-kagpbl, NepesaBaemble Mexay CermeHTamu.

2 TepexBaueHHble Ethernet-kagpbl Ha kOOpAvMHaTOpax ynakoBbiBatoTcsA B IP-makeTbl cneupanbHoro

bopmaTa 1 nepesatoTca No 3alLULLEHHOMY KaHany.

3 W3 nonyueHHbix IP-nakeToB Ha kOOpAMHaTOpax M3BAEKAIOTCA MCXOAHblE Kajpbl U NepeaaroTca y3nam

CerMeHTa Ha3Ha4deHua.

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 15



L20verlP

82.16.10.10 @\ 82.16.10.20
eth1\ ¢—3 / port 1 ¥/ port 2

1
vy

CermeHT 1 CermeHT 2
= = = =

PucyHok 6. 3aujuma coeduHeHUs Ha kaHasneHom yposHe modenu OS/

TpaHcnopTHbIn cepBep MFTP
3aluuLLleHHbIE CETEBbIE Y3/bl, NOAAEPXMBaKOLWME PaboTy C AUCTPUOYTUBOM KItOYel dst, 0OMeHMBatoTCA
TPaHCNopTHbIMK KOoHBepTamu MFTP, B KOTOpbIX cogep kaTcs:

e ynpaBasroLine COODLLEHNS;

e OOGHOBJ/IEHUA MPOrpPaMMHOro obecneyeHus, CNPaBOYHMKOB U KIHOUEN U3 CUCTEMbI YrpaBAeHs;

e coobueHns cnyx6 1 NpUIoXKeHUIA.

TpaHcnopTHbin cepep MFTP npuHMMaeT KoHBepTbl OT Apyrux y3nos cetn ViPNet 1 nepecbinaet ux Ha
y3en Ha3HaueHus.

Mpv NoCTynAeHnn MNPUKIAZHOTO WAW YNpaBASOLLEro KOHBEPTa TPaHCMOpPTHbI cepBep MFTP B
COOTBETCTBUM C MapLUPYTHbIMW TabivuamMn onpeaensieT fasbHENLW WA MyTb NMepejaun 3TOro KOHBepTa.
MonyumB KOHBEPT, TPAHCMOPTHBLIN CEPBEP BLIMNOJHAET OAHO U3 AEWCTBUNA, B 3aBUCUMOCTU OT 3aZaHHbIX
napameTpoB:

e YcTaHaB/iMBaeT COeAMHEHME C 3aLUWLLEHHbIM CETEBbLIM Y3/10M (MO YMOJYaHMIO Takas Jioruka
JeNncTByeT Npu OTnNpaBke KOHBePTa Ha APYrov TPaHCMOPTHbIA cepBep).

e OxugaeT, KOrAa COeVHEHVEe YCTaHOBWUT MoJslyyaTeslb KOHBepTa (MO yMOJYaHWIO 3Ta N0ruKa
AeNCTBYeT MpU HaMuuM KOHBEPTOB ANSA KAWEHTOB).

Kpome Toro, MoXHO 3asaTb NepuoZ onpoca APYrxX Yy3N0B HE3aBUCMMO OT Ha/iMuusa ANs HUX KOHBEPTOB.
Mpun pa3pbiBax coeguHeHUn nepejava MHGOpPMaLWKU BCerga NpoAoKaeTca C TOUKM paspbiBa, UTo

0COHEHHO BaXXHO Ha KOMMYTUPYEMbIX KaHanax.

®yHKUMIO TpaHcnopTHOro cepsepa MFTP BbINOAHAET KOOPAMHATOP, HA KOTOPOM 3aperucTpupoBaH
KNMEHT. TPaHCMOPTHBIA CepBEP M3MEHUTb Hesb3s.

ViPNet Coordinator HW 4. MogaroTtoeka k pabote |
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3aWMLLEeHHbIN MHTEPHET-LLUH3

3aLLI,I/ILLI,éHHbIVI MHTEPHET-LW/IKO3 NO3BOAAET pa3jgenntb AOCTyNn Yy3/710B 3aUJ|I/IUJ|éHHOI7I CeTN B UHTEPHET U K

KOpNopaTVBHLIM pecypcam.

KAuneHTbl, cBA3aHHblE C 3aLUMLLEHHBIM MHTEPHET-LINK30M, MOTrYT paboTtaTh B OAHOM U3 ABYX PEXMMOB!
e PaboTa B vHTEpHeTe. KoprnopaTuBHble pecypchbl HEAOCTYMHBI.

e Paborta B KOpnopaTtvBHoi ceTu. JocTyn B MHTEPHET 3ab610KMPOBaH.

Takoe pasaeneHune obecneunsaet AOCTYyN B MHTEPHET C MakKCMalbHbIM YPOBHEM 6e30MnacHoOCTH,
BO3MOXHbIM 6e3 CI)VI3W-IeCKOI'O OTK/IIOYEeHUA KOMMbHOTEPA OT KOpI'IOpaTVIBHOl‘;I ceTwn.

Me>xxceTeBou 3KpaH

KoopanHaTtop BbinosHseT ¢punbTpaumio IP-nakeToB Ha KaxaoMm ceTeBOM MHTepdelice Mo ajpecam,
NPOTOKOJ/IaM 1 MOpPTaM B COOTBETCTBUM C HACTPOEHHbIMKN ceTeBbiIMU GuibTpamMu. C MOMOLLBbIO CETEBbIX
OUNBTPOB MOXHO He TOJ/IbKO 3a6/10KMpOBaTb HeXenaTeNbHble COEAUHEHMWS, HO U pa3peLLnTb COeANHEHNS
C OTKPbITbIMX y31aMK, He Bxoaawmumum B ceTb ViPNet. Takke MexceTeBOM 3KpaH 3alluLLaeT OT O4HOM U3
pacnpoCTpaHeHHbIX CeTeBbIX atak — crnyduHra.

ViPNet Coordinator HW MoxeT ocyuiectBaaTb TpaHcasaumo ceTeBbix agpecos (NAT) ans npoxoasiiero
Yepes Hero OTKPbITOro Tpaduka.

III MpymeuaHune. TpaHCaALMA CETEBLIX aAPECOB ANA 3aLL ML eHHOro Tpad nka BbIMOAHAETCA
asToMaTunyecku (cM. Mapu pytmsatop VPN-naketos).

OyHkuma NAT ans oTKpbiToro Tpaduka Nno3BosseT 3aZaTb NpaBuiaa TPAHCAALMK CeTeBbIX aApecoB A
peLleHns ABYX OCHOBHbIX 3ajauy:

o [loAKItOUEHWE NOKANIbHOM CETU K MHTEPHETY, KOrAa KOJMYEeCTBO Y3/10B NOKaJIbHOM CETW NpeBbIaeT
Bbl4@HHOE MOCTaBLUMKOM YCAYr UHTEPHETa KOAMYECTBO NybanuHbix IP-agpecos. B atom cayuae
MCNONb3yeTCA TPaHCAALMA ajpeca UCTOYHMKA, KOTopas Mo3BOJIAeT KOMMboTEPaM C YaCTHbIMU
IP-agpecamu nosnyyaTb JOCTYN K MHTEPHETY OT UMeHu nybaunyHoro IP-agpeca koopauHaTtopa.

e OpraHuzauys JoCTyna K JIOKaJbHbIM pecypcam U3 BHeLLHel ceTu. B aTom ciyyae ncnoabsyetcs
TpaHCASUMS ajpeca Ha3HauyeHWs, KoTopas MO3BOJIAET y3/1aM JIOKaJbHON CETH, MMEOLWUM UaCTHblE
IP-agpeca, 6biTb AOCTYMHLIMU MOJIbL30BATENAM MHTEPHETa Mo Ny6AnuHbIM IP-agpecam.

MoapobHee 06 ncnonbzoBaHum NAT ans oTkpbIToro Tpadurka CM. B AOKYMeHTax «HacTpoika ¢ NoMOLLbH
KOMaHZHOTO WHTeprnpeTaTopa» U «HacTpolika ¢ nomoLlbio Beb -nHTepdelica».

[na noasep>Xkn Monb30BaTeNbCKMX CETEBbIX CEPBUCOB, Hanpumep IP-TenedoHun, koopamHaTop
BbINOHAET 06paboTky NpuknagHbix npotokonos: FTP, DNS, H.323, SCCP, SIP.
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NononHutenbHble dyHkUmm ViIPNet Coordinator
HW

e PaboTta c BMpTyasbHbIMK nokanbHbiMu cetamm VLAN IEEE 802.1Q.

e ArpermpoBaHve ceTeBblx MHTepdelicos IEEE 802.3ad.

e Jloctyn K MO6MAbHBIM 1 BecnpoBogHbIM ceTam (ans HW50 AT/N2/N3, HW100 N2/N3/Q1/Q2).
o (Cratnyeckas u gnHamuyeckas (DHCP/PPP, OSPFv2) mapwpytusauma IP-tpaduka.

e PacnpegeneHvie Harpyskn Mexay KaHafnamu CBfi3W U pe3epBMPOBaHUE KaHa/lOB CBA3MW.

e BctpoeHHblie DHCP-, DNS- n NTP-cepBepbl.

e BcTpoeHHbIN npokcu-cepep ¢ puabTpaumeinn HTTP-Tpaduka No ero cogep>XMMoMy W aHTUBUPYCHOM
nposepkon (4epe3 npoTtokos ICAP).

o CuctemMa 3awWmuTtbl OT cOOEB AN KOHTPOAA COBCTBEHHOM PaboTOCNOCOHHOCTM M CO3zaHMa KnacTepa
ropsiuero pesepeupoBaHus Ha 6a3e aByx ViPNet Coordinator HW.

e B3aumogelictme ¢ MBI (annapatHble MCMONHEHWS).

ObpaboTka ceTeBOro Tpapmka B COOTBETCTBUM C
MPUOPUTETOM

B ViPNet Coordinator HW peanunsoBaHa nogaep>ka nNpoTokoaa knaccubukaumm ceteBoro tpaduka
DiffServ. Micnonb3oBaHWe 3TOro NpoToKo/ia npeanoaaraet, UYto B 3aroloBOK kaxaoro IP-naketa moxet
6biTb fob6aBneHa DSCP-meTka, 3agatowas npuoputet o6paboTku nakeTa.

Koraa Ha ViPNet Coordinator HW noctynatot IP-naketbl ¢ DSCP-MeTkamMK, Mo 3HaYeHWo MeTku
onpeaenseTca NpUHaANeXHOCTb Kaxgoro IP-naketa K ogHomy m3 8 knaccos npuopwuteta. IP-nakeTsl,
npvHagnexatlye K knaccy ¢ 6onee BbICOKMM MpuoputetoM, Bcerga obpabaTbiBatoTcs paHbLue NakeTos,
npuHagaexallinx K MeHee NPUOPUTETHLIM KjlaccaM.

Mpwu 3awndposaHmn 1 pacwmndposanHnm (MHkancynaumm w gekancynaumn) IP-naketa DSCP-metka
nepemeLLlaeTcss COOTBETCTBEHHO W3 3aKPbITOM B OTKPLITYHO WAW M3 OTKPLITOW B 3aKpbITyto uacTtb IP-naketa.
Moatomy B cayuae, korga Ha ViPNet Coordinator HW npuxoaut oTkpbiTeii IP-naket ¢ DSCP-meTtkow,
ViPNet Coordinator HW ero 3awudpoBbiBaeT 1 oTnpasaseT ganee noaydatento. Mo nym cnesoBaHus
IP-naketa ero DSCP-meTka MOXeT ObITb CHATa WAN M3MEHEHa W OCTaHeTCA TakoW nocsie pacwundpoBaHms.

ViPNet Coordinator HW nogaep>uvBaeTt cnegyrowime noamtmkn obpaboTtkv Tpaduka ¢ yyetom
npuopwuteta B cootBeTcTBUN C RFC 2474 n RFC 2475:

e Assured Forwarding — rapaHTpoBaHHas nepeagpecauus.
e (Class Selector — nosnutvka, obecneuvBatolas obpaTHyto coBMeCTMOCTb ¢ nosem IP Precedence.

e Default PHB (Best Effort) — HerapaHTMpoBaHHas AocTaBKa.

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 18


https://www.rfc-editor.org/rfc/rfc2474
https://www.rfc-editor.org/rfc/rfc2475

ViPNet Coordinator HW rapaHTtpyetr o6paboTky Tpadvka B COOTBETCTBMU C €r0 NPUOPUTETOM B TOM
C/lyyae, eCiv Ha ceTeBOM 0b6opyaoBaHUM (Hampumep, KOMMyTaTope), nogkntoueHHom K ViPNet

Coordinator HW, nogaep>xwvBaetca 3Ta QyHKUMA, a Takoke BKJIKOUYEHO YyrpaB/ieHVe MOTOKOM nepegauyu
ZAanHbIx (Ethernet Flow Control).
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ViPNet Coordinator VA

ViPNet Coordinator VA — BupTyanusnpoBaHHoe nporpaMMHoe obecrieyeHne, KOTOpOe npeAHa3Ha4yeHo
ANS pa3BepTbiBaHNA Ha naathopme BUPTyanmsaumw.

[ToanepxyBaemMble NNATGOPMbI BMPTYaNM3aLMK

ViPNet Coordinator VA nocraBnsetca B Buge obpasa BUPTYyasbHON MalluHbl, KOTOPbIA MOXHO
YCTaHOBMWTb Ha naaTdOpMbl BUPTyanm3aumu:

e KVM (Kernel-based Virtual Machine), Hanpumep Qemu-KVM man Proxmox.

e VMware vSphere 6.7, 7.0.

e VMware Workstation Pro

15.x, 16.x.

e Microsoft Hyper-V Server 2019.

e Oracle VM Server 3.4.

e Oracle VM VirtualBox 6.x.

e [IK CB «bpect» 3.3.

PaboTa Ha apyrux naatdopmax BUPTyanmsaLMy He rapaHtipyeTcs.

[lapameTpbl BUPTYaAbHOM MalLLHbI

Tabauya 1. MuHumansHele napamempel supmyansHoli mawuHel ViPNet Coordinator VA

Ha3BaHwue ponun

ViPNet Coordinator VA100
ViPNet Coordinator VA500

ViPNet Coordinator VA1000

ViPNet Coordinator VA2000

Hakonutenn

2 avcka, 4 v 80 Iéant

2 avicka, 4 v 80 Iéant

2 avcka, 4 v 80 réant

KonnuectBo KonnuectBo OI'IepaTMBHaﬂ
ceTeBbIX aaep namAaTb

MHTepdelicoB  npoLeccopa (F6awr)

1

2 2
4 4
8 8

MprMeuaHme. PekomeHayemM MCNoOAb30BaTb HE MeHee JBYX CETEBbIX MHTepdelicoB. Ecan

ceTeBbIX MHTEpPdelicoB MeHbLU g, TO ViPNet Coordinator VA 6yaeT HegocTyneH no
TEXHOJNOTMYECKOMY aZipecy. ITO 03HAUAET, UTO Bbl HE CMOXETE YCTAHOBUTL KJHOUM U
CMPaBOYHMKM C MOMOLL, b0 KOMMblOTEpPa No npotokony TFTP.

ViPNet Coordinator HW 4. Mogrotoska k pabote
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,E,OI'IOJ'IHI/ITeJ'IbeIe HaCTpOI\/JIKI/IZ

Ecan Ha ViPNet Coordinator VA npeanonaraetca peructpauua 6onee 1000 ViPNet-knneHTtoB, B
HaCTpoMKkax BUPTyasibHOM MaLUMHbI YKaXxuTe TWM A1cka BUPTYasbHOM MalluvHbl PUKCMPOBaHHbIN
wectkuin auck (Thick Provision).

Ecnm Ha ViPNet Coordinator VA nnaHupyeTca ncnonb3oBaHWe arperMpoBaHHOMO CETEBOrO
nHTepdelica, HacTpoliTe ero Ha naathopme BUPTyanM3aLmUm.

[Jna yMeHbLLEHWs pacxoAOB Ha BUPTyaaM3aLMio ComnocTaBbTe ceTeBOMy uHTepdeiicy ViPNet
Coordinator VA ¢usnyeckmin ceteBon agantep cpeactBamu naatdopmbl BUpTyanusaumn. Ans
MaKCMManbHON MPOU3BOAUTENBHOCTU WCMob3yiTe GyHKUMM SR-IOV mau DirectPath c ceteBbiMU
KapTamun nogaep>uBarownmmn pasgeneHune RSS (Mpu nx Haanumnm).

ViPNet Coordinator HW 4. Mogrotoska k pabote
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CoBMeCTMMOE NporpaMMHoe
obecneyeHye

ViPNet Prime:
o  ans ViPNet Coordinator HW10 — Bepcun 1.9.5,

o ANA ocTanbHbIX — Bepcun 1.7.2 1 Bbile;

ViPNet Administrator 4.6.9 v Bblwwe;

ViPNet Client 4U 4.14 v BbiWwe;

ViPNet Client for Windows 4.5.5 v BblLwe.
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JInueH3npoBaHme

®yHkumm ViPNet Coordinator HW B cetn ViPNet 1 Bo3moxHoCTM no obpaboTke Tpaduka onpesensiroTcs

POJIbHO (NLEH3MEN), KOTOpas Ha3HauyaeTcs ceTeBoMy y3ay B ynpasastowem MO (ViPNet Administrator
man ViPNet Prime).

Mpu Bbinycke nuueH3uMM Ha ceTb ViPNet yka3biBaeTcs MakcuMmanbHas Bepcus npoayktos ViPNet.
MakcumanbHas Bepcus ans ViPNet Coordinator HW gonxkHa 6biTb He MeHee 4.7. MNpoBepbTe B
ynpasastowem MO, uto nvueHsms Ha Bawy cetb ViPNet cooTBeTcTBYeT 3TOMY TpeboBaHmo. Ecnun B
ViPNet LIYC He yka3zaHa makcumanbHas Bepcus ans ViPNet Coordinator HW, To oHa coBnagaer ¢
MakcumanbHo Bepcunen ViPNet Administrator.

CooTBeTCTBME MCMOJHEHUA Ha3HauYeHHOW poaW (AuueH3nK) npoBepsaeTcs npu yctaHoBke Ha ViPNet
Coordinator HW aunctpubytmea kitouei.
Al'll'lapaTHbIe MCcnoaHeHnA

Ta6auya 2. Ponu (nuyeHsuu) ucnoaHeHuli ViPNet Coordinator HW e ViPNet L|YC (ViPNet Prime)

UcnonHenne AnnapatHble naat$opMbl Ponb (nnueH3na) Ponb pna
MCNoNb30BaHNA B

KnacTepe
HW10 HW10 F1 Coordinator HW10 -
HW50 A HWS50 N1, N2, N3, N4, A1 Coordinator HW50 A, Failover100
Coordinator HW50 AU
HWS50 B HWS50 N1, N2, N3, N4, A1 Coordinator HW50 B Failover100
HW 100 C HW100 N1, N2, N3, Q1, Q2 Coordinator HW100 C Failover100
Coordinator HW100 CU
HW1000 HW1000 Q4, Q7, Q10 Coordinator HW1000 He Tpebyetca
HW1000 C HW1000 Q5, Q8 Coordinator HW1000 C He Tpebyertcs
HW1000 D HW1000 Q6, Q9 Coordinator HW1000 D He Tpebyetcs
HW2000 HW2000 Q4, Q5 Coordinator HW2000 He Tpebyetcs
HWS5000 HW5000 Q1, Q2 Coordinator HW5000 He Tpebyertcs

B knactepe ropsuyero pesepBupOBaHMA Bbl MOXETE WMCMOJ/b30BaTh TONbKO OfMHAKOBbIE annapaTHble
nnatdopmel. Hanpumep, Bbl MOXeTe Mcnosib3oBaTh B knactepe aea ViPNet Coordinator HW Ha
annapatHoi nnatpopme HW1000 Q5 mnm gea ViPNet Coordinator HW Ha annapatHol naatdopme
HW1000 Q8.

ViPNet Coordinator HW 4. MoaroTtoeka k pabote |
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BupTyannsmpoBaHHOe WCNONHeHWe

Tabauya 3. Ponu (nuyeHsuu) ucnosHeHus ViPNet Coordinator VA

Ponb (nnueH3ns) Ponb pna ncnonbsoBaHusa B
Knactepe

Coordinator VA100 Failover100

Coordinator VA500 Failover500

Coordinator VA1000 Failover1000

Coordinator VA2000 Failover2000

B knactepe ropsuero pesepBupoBaHMs Bbl MoXeTe ucnonb3oBatb ViPNet Coordinator VA Tonbko ¢
OAMHaKOBOW POAbIO.
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PyHKLUMOHAbHbIE OrPaHUYEHNS

Mopaep>kka GyHKLMA TPAHCMOPTHOrO cepBepa W TYHHENNPOBAHWSA

Tabauya 4. /luyeH3uoHHble 02paHuU4YeHuUs, Hakiadsigaemvle posibto (nuyeHuel)

Ponb (nnueH3ns)

Coordinator HW10
Coordinator HW50 A
Coordinator HW50 B
Coordinator HW50 AU
Coordinator HW100 C
Coordinator HW100 CU
Coordinator HW1000
Coordinator HW1000 C
Coordinator HW1000 D
Coordinator HW2000
Coordinator HW5000
Coordinator VA100
Coordinator VA500
Coordinator VA1000

Coordinator VA2000

TpaHcnopTHBINA cepBep

Her
Het
Her
Her
Jla
[Ja
[la
[Ja
Ja
Jla
[Ja
[la
[Ja
[Ja
[Ja

Makc. uncno
TYHHENUpPYeMbIX
COeANHEHUIN Ha
cetreBoM ypoBHe (LLYC)

65535
2

5
65535
10
65535
65535
65535
65535
65535
65535
65535
65535
65535

65535

TyHHennpoBsaHue Ha
KaHaNbHOM YpOBHe

Her
Her
Her
Her
N
Ja
Nla
Ja
Ja
[la
Ja
[la
[Ja
Ja
Ja

B ncnosnreHusx ViPNet Coordinator HW10, HW50 A, B He noaaep>vBatoTcs GyHKUMWM LLIJHO30BOTrO

KOOpAMHaTOpa W TPaHCNMOPTHOro cepBepa. [o3ToMy BO3HMKAOT OrpaHuyeHus npu GopmmupoBaHum

cTpykTypbl cetn ViPNet:

o KoopanHaTop Hesnb3s perucTpypoBaTh B KayecTBe LWW030BOro B Apyrve cetn ViPNet. MHaue ero
paboTocnocobHOCTb MOXeT HbITb HapyLleHa.

e 3a KoOpAMHAaTOPOM Henb3s pernctpupoBsate ViPNet-knneHtoB. B gaHHOM cnydae OH MOXeT
MCNob30BaThCA A4 TYHHENMPOBaHMA OTKpbIToro IP-Tpaduika.

KonnuectBo ceTeBbIX MHTEpdencoB

e eth — no koAnYecTBy Gusmueckmx uHTepdeicos Ethernet.

e wlan — 1, eCAU NpUCYTCTBYET.

ViPNet Coordinator HW 4. Mogrotoska k pabote
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e localhost — 1.

e bond — 8, eC/AM CO3jaHbl arpermpoBaHHble MHTEPdENCHI.

e vlan M alias — B CyMMe C APYyrnmMu MHTepq)eﬁcaMM He npesBbllaeT MakCMMaJibHOIo KoJnm4vecTBa

VHTEpbENCOB AN annapaTHOW NaaThopMbl.

MakcrmanbHOe KOAMYeCTBO CeTeBbIX MHTepdeicoB:
e 32 — ana annapatHbix iatpopm HW10, HWS5O0.

e 128 — pna octanbHbix naatdopm.

KonnuectBo cazen ¢ ViPNet-y3namu

Tabauya 5. Konuyecmeo ViPNet-knueHmos u ceszeli ViPNet Coordinator HW

WNcnonHenmne / Ponb PekomeHgoBaHHO  Makc. Makc.
€ UMCJIO KINEHTOB  KOJIMYECTBO KOJINYECTBO
Ha KoopAMHaTope  CBfA3eN C cBA3en ¢

ViPNet-y3namn TyHHenvpyowmm

Makc. KonmuecTtBo
3aflaHHbIX
AVanasoHoB
TYHHEAUpyeMbIX

" y3/10B
KOOpAMHaTOpam
"
ViPNet Coordinator HW10 0 500 50 1000
ViPNet Coordinator HW50 A, 0 500 50 1000
50 B
ViPNet Coordinator HW100 C 10 1000 50 1000
ViPNet Coordinator HW1000 500 5000 100 1000
ViPNet Coordinator HW1000 C, 1000 10000 1000 1000
1000 D
ViPNet Coordinator HW2000 5000 15000 5000 1000
ViPNet Coordinator HW5000 6000 15000 5000 1000
ViPNet Coordinator VA100 100 100 50 1000
ViPNet Coordinator VA500 500 500 250 1000
ViPNet Coordinator VA1000 1000 1000 500 1000
ViPNet Coordinator VA2000 2000 2000 1000 1000
Yucno coegnHernn MC3
Tabauya 6. Yucno coeduHeHuli MC3
AnnapartHasa nnatpopma 3HayeHve No yMOAYaHM1IO Makc. 3HayeHune
HW10 F1 150 000 150 000
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AnnapatHas nnatdopma
HWS50 (Bce nnatdopmbl)
HW100 (Bce nnatdpopmbl)
HW1000 (Bce nnatdopmbl)
HW2000 Q4

HW2000 Q5

HW5000 Q1, Q2

VA100

VAS500

VA1000

VA2000

3HayeHune No yMoa4YaHUo
150 000

150 000

800 000

2 500 000

6 000 000

6 000 000

150 000

400 000

800 000

2 500 000

Makc. 3HaueHne

150 000

150 000

1000 000

3 000 000

6 500 000

6 500 000

150 000

500 000

1 000 000

3 000 000
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BO3MOXHOCTM YMpaBAeHMA

Cnocobebl ynpaBieHus 30

MoaxnroueHme Kk ViPNet Coordinator HW 32
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Cnocobsbl ynpaBneHms

Ynpagnatouwiee 10 ViPNet

ViPNet LLYC nnan Prime. YaaneHHas Hactpoiika ViPNet Coordinator HW:

o  UeHTpanv3oBaHHOEe OBHOBAEHWE KItoYel WM MPorpaMMHOro obecneveHus;

o  Hactpolvika agpecos goctyna k ViPNet Coordinator HW;

o  HacTpolika TyHHe/NMpyeMbIX Y3/0B;

o  HacTpovka napameTtpoB nogiatouerna ViPNet Coordinator HW k BHelwHen cetw.

ViPNet Policy Manager nan ViPNet Prime Policy Management. ®opmMupoBaHmne noamntuk
6e30mnacHOCTV M UX paccbiika Ha y3nbl no cetn ViPNet. Moauntnkn 6e3onacHocTM MOryT BKIHOYaTh B
cebs ceteBble GUABLTPLI U NpaBwuia TpaHcaaLummn IP-agpecos. PuabTpbl 1 NpaBuaa TPAHCAALMN,
nonydyeHHble n3 ViPNet Policy Manager (ViPNet Prime Policy Management), HegocTynHbl ans
pefakTMpoBaHus Ha y3nax. MogpobHee o noautukax 6e3onacHoct cM. B gokymeHTax «ViPNet Policy
Manager. PykoBogctBo agmuHuctpatopa» wiam «ViPNet Prime Policy Management. PykoBoacTsBo
ajgMuUHMCTpaTopa».

Beb-mHTepdenc ViPNet Coordinator HW

B Be6-uHTEpdeNce Bbl MOXeETE:

Hactpoutb gaty n Bpewms.

Hactpouts nogkntoueHve ViPNet Coordinator HW k cetw, ceTeBble UHTepdenchl.
YnpaensTb ceTeBbIMW GUABTPAMU 1 NpaBuUAaMU TPAHCAALMX afpecoB.

YnpaBaaTb TYHHENMPOBaHWEM aApecoB.

Hactpoutb 06paboTky NpukiagHbIX NMPOTOKOJ/IOB.

Hactpoutb ceTeBble cnyxb6bl: BcTpoeHHbin DHCP-, DNS-, NTP- 1 npokcu-cepsep, DHCP-relay.
Hactpowtb L20verlP, MultiWAN.

Hactpoutb cTtaTuueckyto v AMHaMUYECKY MapLupyTM3aLmio.

Hactpowutb yaaneHHbIi MOHUTOPUHT No npoTtokoay SNMP.

Cnepautb 3a coctosiHnem ViPNet Coordinator HW.

Hactpoutb BMAUMMOCTb CeTeBbIX Y3108,

MepeBbIMycTUTb CaMOMOANUCaHHbIN cepTUdMKAT A4 NMOAKIOYEHMA K Beb-nHTepdelicy.

CdhopmupoBaTb 3ampocC Ha BbIMYCK CEPBEPHOrO cepTudmKaTa, 3arpysutb CepBEPHbIV cepTudmkaTt v
CMUCKN aHHYNIMPOBaHHbIX CepTUdMKATOB.
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MoCMOTPEeTb CUCTEMHBIV XypHaJ, XypHaa pervctpauum IP-nakeToB, TPaHCMOPTHLIX KOHBEPTOB,
NepeKItoUYeHNA pexxMMoB kinactepa (B pexxume knactepa).

Hactpoutb XypHan peructpauun IP-nakeTtos.

MocmoTpeTb cnmcok ceTeBbix y310B ViPNet.

B Be6-mHTEpdelice pocTynHbl He Bce HacTpowikmn ViPNet Coordinator HW. MosiHbIn Habop HacTpoek ecTb
TO/IbKO B KOMaHAHOM WHTeprnpeTtaTope.

KomaHaHbin nHTepnpetatop ViPNet Coordinator
HW

B gononHeHve k HacTpoWkaM u3 Beb-uHTepdeica B KOMaHAHOM MHTEPrpeTaTope AOCTYrMHbI:

HacTtpoiika pexumos nogiitodeHus ViPNet Coordinator HW k ceT uepes MexceTeBOM 3KpaH.
Ynpasnenue koHdurypaumamm VPN.

HacTpoiika cucTembl 3aLiuTtbl OT COOEB.

Hactpolika TpaHcnoptHoro cepsepa MFTP B TpaH3UTHOM pexume.

PesepBupoBaHve cnpaBoYHMKOB, Kitouel n Hactpoek ViPNet Coordinator HW, o6HoBneHne MO
ViPNet Coordinator HW.

JlokanbHoe 06HOBAEHME CMPABOYHUKOB U KIHOUEN.

Hactpolika nogkntoueruns k Beb-uHtepdeicy ViPNet Coordinator HW no npotokony HTTP wan
HTTPS.
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[ToaknroueHme k ViIPNet Coordinator
HW

JlokanbHOEe MOAKNHOYEHME

Mpu nokanbHOM NogKtoUveHun aoctynHo ynpasaeHne ViPNet Coordinator HW ¢ nomolbo komMaHAHOro
nHTepnpeTtaTopa. KoMaHAHbIM MHTepNpeTaTop 3amnyckaeTcs aBTOMaTUYeckn rnocae ayTteHTudukaumu.

Y paneHHoe noaKaryYeHme

YpaneHnHoe nogxntoueHne k ViPNet Coordinator HW goctynHo nocsie ycTaHOBKM CMPaBOYHUKOB U
KNtoUel. YnpaBaeHne NpouUCXoauT vepes KOMaHAHbIN MHTepnpeTaTtop Mo npoTtokoay SSH wan yepes
Beb-uHTEpdelic.

Moapo6bHoe onvcaHve Mpouecca MOAKIHOUEHNST OMUCAHO B OKyMeHTax «HacTpovika B Be6-vHTEpOECe»
n «HacTpolika ¢ NOMOLLbI KOMaHAHOTO WMHTeprpeTaTtopa».

Bo3moxHo ogHoBpeMeHHoe noakntoyeHve k ViPNet Coordinator HW ¢ Heckonbkux y3noB. Koamyectso
OJHOBPEMEHHbIX ceccuii 3aBucKT oT ucnonHenus ViPNet Coordinator HW:

e 5 — ana Bcex ncnonHermn HW10, HW50, HW100 n ViPNet Coordinator VA.

e 30 — Ans oCTaNbHbIX UCMOJIHEHWUNA.

Tonbko B OAHOVI yﬂ,aJ'IEHHOl‘/’I ceccnm MOXHO pa6OTaTb B peXrnMme agMUHUCTpaTopa.

BHumanwme! He npegoctasnsite goctyn K ViPNet Coordinator HW ¢ He3aw nw eHHbI X y3n08B. Ans
pabouero mecTa agmuHuctpatopa Ha ViPNet Coordinator HW HacTtpolite ¢uabTpbl, KOTOpble
pa3peLl atoT TONbKO yAaneHHOe ynpaBaeHre U nepesady AaHHbIX N0 CAyXXebHbIM NPOTOKOAaM
ViPNet.

>

YaaneHHoe noakaroueHue no SSH

,ﬂ,ﬂﬂ YAAN€HHOTo NoAgKAH4YeHUA Bbl MOXETE MCMOJIb30BaTb nobov SSH-kAneHT ¢ NnapoabHbIM TUMNOM
ayTeHTudmKaLmu.

MoakntoueHne yvepes Beb-mHTepdenc

Bbl MoxkeTe noakntountecs k Beb-uHtepdericy ViPNet Coordinator HW ¢ 6paysepos Microsoft Edge,
Google Chrome wnu Firefox nocneaHux Bepcuii.

Y106kl nogkntoueHne Kk ViPNet Coordinator HW uepes Be6-uHTepdelic 6bi10 6e30mnacHbIM:
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e T[oakntovartech ¢ 3awuuieHHoro ysna ViPNet. Mexay atum y3nom n ViPNet Coordinator HW
Jo/mkHa BbITb co3faHa cBA3b B ynpasastowem [MO.

o [logkntouantecb no npotokony HTTPS. MogkntoueHne NPOMCXOAUT aBTOMATMUECKN C MOMOLLbHO
caMonojnucaHHoro ceptudmkata. Takke Bbl MoxeTe ycTaHoBUTL Ha ViPNet Coordinator HW
cepBepHbIi cepTudmKaT, BblgaHHbIA YL,

Cnocobbl ayTeHTUdMKaLMM NOAb30BaTENS

e «[laponb». Mpun ayteHTndUKaummn TpebyeTca BBECTU MMS YYETHOW 3amucu 1 NapoJib MoJb30BaTens.
Kaxapli pa3 npu BBOAE Mapos BbIUMCAAETCA MaPObHbIN KIOY, KOTOPbIV UCMOJb3yeTcs Ans
JOCTYNa K BalleMy NepcoHasbHOMY KoY.

o «YctpolictBo». Mpu ayTeHTVdVKaLMM TpebyeTcs BBECTU MMS YYETHOWM 3anucy, MOAKAHOUUTL

YCTPOMCTBO, Ha KOTOPOM COXpPaHeH MepcoHabHbIA KaroY, 1 BBectv MUH goctyma k yctpoincTay.

OcobeHHOCTM M orpaHMyeHuns

e Cnocob ayTeHTUPUKALUN «YCTPOWCTBO» MPUMEHUM TOJIbKO MPU JIOKaAbHOM noakntoveHnn k ViPNet
Coordinator HW ¢ nomouwbto koHcoau. Mpu nogxkntoueHnr ¢ noMoLbio npoTokosia SSH nan
Beb-mHTEpdelica NpuMeHseTcs cnocob ayteHTudmkaumm «Maponb».

e [pu ynpaeneHun ¢ nomoubto ViPNet Prime Bo3MOXeH TONbKO OAWH cnocob ayTeHTUdrKauum —
«Maponb».

o [lnatdopmsbl BupTyanmsaumm Microsoft Hyper-V n Oracle VM Server He nogaep>xusatot
nogxntoueHne USB-ycTpOMCTB K BUPTyaabHON MalwuHe. MNo3ToMy ayTeHTUdMKaLMS C MOMOLLbH
YCTPOMCTBa Ha 3TWX MaaThopmMax HEBO3MOXKHA.

e [lna ayTeHTVVKALMM MOTYT UCMO/b30BaTbCSA TOIbKO BHeLLHMe ycTpoicTBa PytokeH Lite
MPOMW3BOACTBA KOMMAHUN «AKTVB».

e [lpun ynpasneHun ¢ nomoubto ViPNet LLYC cnocob ayteHTUGUKALMM MOXKHO WM3MEHUTb NIOKaJbHO Ha
ViPNet Coordinator HW. MNpu 3TOM M3MeHUTb MOXHO TOJIbKO Cnocob ayTeHTUduKaLmm «lMaponb» Ha
«YcTpolictBo». MNMogpobHee cM. B JOKyMeHTe «HacTpolika ¢ MOMOLLbI KOMaHAHOTO
WHTepnpeTaTopa».

o [lpv nogkntoueHUn uepes Beb-vHTepPOENC WUAN YAaNEHHOM MOAKAOYEeHMM Mo SSH ¢ 3almLeHHoro
y3na ayTeHTMduKaLuma COCTOUT M3 ABYX 3Tamnos:

o  AyteHtndukauma B 1O ViPNet, koTopoe ycTaHOB/NEHO Ha yaaneHHOM pabouem mecte Ans
3aluTbl KaHana nepegaun gaHHbix ¢ ViPNet Coordinator HW.

o  AyteHTMduKauma npu HenocpeacTBeHHoM nogiitodveHun K ViPNet Coordinator HW uepes
Beb-nHTepdenc mam no SSH.
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[loarotoBka Kk pabore

YcraHoBka ViPNet Coordinator VA Ha nnaTdopmy BUpPTyaam3sauum
Cnocobbl yCTaHOBK/ ANCTPUOYTUBA KAtOUen

MepsuuHasn HacTpoiika ViPNet Coordinator HW
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Yctanoska ViPNet Coordinator VA
Ha NAaTGOpPMy BMPTYam3aLmm

VMware vSphere ESXi

1 3anyctute vSphere Client n Boibepute Actions > Deploy OVF Template.

Iil Mpumeuanue. Ecame meHto File HeT nyHkTa Deploy OVF Template, yctaHoBUTE pacluvpeHune
Client Integration, gob6aBnstoL ee nosaep>xxky obpazos popmara OVF.

2 Ha ctpanuue Select an OVF template ykaxute nyTb kK 06pa3sy BUPTyasbHOW MalUWHbl *.ova.

Deploy OVF Template

1 Select an OVF template Select an OVF template

Seiect an OVF template from remote URL or local file system

CANCEL NEXT

B

PucyHok 7. 3adarue ¢palina c obpasom supmyansHol MAauwluHel

3 Ha ctpanuue Select a name and folder ykaxxute npouvsBosbHOe MMs 1 Nanky Ans ¢parinos
BMPTYabHOW MalluHBbI.
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Deploy OVF Template

+ 1Select an OVF template

Select a name and folder

Specify a unique name and target location

vipnet_base_x86_64

PucyHok 8. 3ad0aHue uMeHU U pacnosioxeHuUs 8upmyaasHol MawuHs!

4 Ha ctpaHuue Select a compute resource BbibepuTte «Mya pPecypcoB», TO eCTb rpynny HocuTenewn

MHGOpPMaLMKY, BblgensaemMblx AN XpaHeHus $parnoB BUPTyasbHOW MallWHbI.

Deploy OVF Template

v 1Select an OVF template

v 2 Select a name and foider

3 Select a compute resource

Select a compute resource

Select the destination compute resource for this operation

PucyHok 9. Belbop nyna

5 Ha ctpanuue Select storage BbibepuTe HakonuTeb U3 BbIBPaHHOTO Myfa PecypcoB, Ha KOTOPOM

pecypcoe

6yayT XpaHUTbCa Palnbl BUPTYabHOM MalUWHbI W yKaxute popmaT BUPTyaNbHOIO AucKa.

®opmat Thin Provision nogxoaut ans HeboabLKUX NO 06bEMY AUCKOB UAN AN HEGONLLIMX CceTen

ViPNet: ¢ain ¢ BUPTyanbHbIM JUCKOM MMeeT NnepeMeHHbIn pasmep — Gaiin yBeamumBaeTcs wim

YMEHbLUaeTCA B 3aBUCMMOCTM OT pa3Mepa COAEPXKMMOTo BUPTYyasbHOTO AWNCKa.

Ecnun Ha koopauHaTope

ancka ykaxute tmn Thick Provision, nHaue pa6ota B cetn ViPNet 6yaeT cyllecTBeHHO 3ames/ieHa.

6yaet 3apeructpupoBaHo 6onee 1000 KIMEHTOB, TO 418 BUPTYaNbHOTO
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Deploy OVF Template

v 1Select an OVF template Select storage
v 2 Select a name and folder Select the storage for the configuration and disk
+ 3 Select a compute resource

+ 4 Review details

m

BACK ‘ NEXT

Pucyrok 10. Beibop ¢popmama supmyansHozo ducka

Ha ctpanuue Select networks 3azaite duanueckmin wan BUpTyasbHbIA ceTeBOW KommyTtaTtop ESXi,
KOTOpbIA ByAeT MO yMOAYaHUIO COMOCTaB/IEH BCEM CETEBbIM MHTepdericaM Ballein BUPTyaabHOM
MallmHbl. Jns aToro conoctaBbTe ero cetn bridged. BnocneactBum Bam 6yaeT Hy>KHO COMOCTaBUTb
dusnUeckMiA UAN BUPTYaNbHbIA CETEBOW KOMMYTATOP KaXaoMy K3 ceTeBbix MHTepdericos ViPNet

Coordinator VA (cm. war 10).

Deploy OVF Template

1 Select an OVF template Select networks

2 Select a name and folder Select a destination network for each source net

Source Network 4

v
v
v 3 Select a compute resource
' 4 Review details

v

S Select storage

IP Allocation Settings

work

Destination Network

QM_VLAN1413

m

BACK ‘ NEXT

Pucyrok 11. Hacmpolika cemesbix uHmepgbeticos

Ha ctpanuue Ready to complete npoBepbTe HaCTPOWKM BMPTYaAbHOM MalUUWHbl Y HAXMUTE KHOMKY

Finish.

Joxantecb OKOHYaHUA pa3BepTbiBaHMA — B narnke 6ygeT co3faHa BUMPTyasbHaa MalluHa.

Mepenaute B HAaCTPOMKN BUPTyasibHON MaliuHbl U Ha Bknagke Edit Settings > Virtual Hardware

fobaBbTe ceTeBble UHTEPDENCHI.

Ecnm ceTeBbix MHTepdelicoB byaeT meHblue agyx, To ViPNet Coordinator VA 6yaeT HegocTyneH no

TeXHONOTN4YeCKOMy ajpecy. JTO O3Hau4aeT, UTo Bbl HE CMOXeTe YCTaHOBUTb K/IHOUU N CMNPaBOYHUKN C

NOMOLLIbIO KOMMbIOTEPa No npotokony TFTP.
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10 O6HOBWTE YPOBEHb COBMECTUMOCTN CO3JaHHOW BMPTyasbHOW MalwwuHbl Ha ESXi 6.7 and later (VM
version 14).

[Ans atoro B cBoicTBax nepengute Actions > Compatibility > Upgrade VM Compatibility.
1 Ykaxute TN onepauvoHHoi cuctembl Other 4.x or later Linux (64-bit).

12 3anyctute BUpPTyaNbHYrO MawwuHy u nHuumanmsmpyite ViPNet Coordinator HW.

VMware Workstation Pro

[Ons yctaHosku ViPNet Coordinator VA Ha nnatdopmy BupTtyanmsaumm VMware Workstation Pro:

1 3anyctute VMware Workstation Pro n Beibepute File > Open.

2 Ykaxute nyTb K Gainy C pacluMpeHnem *.ova, cogepallemy obpas BUPTyasbHON MalLVHbI U
HaxxmuTe OTKpBbITh.

3 B okHe Import Virtual Machine ykaxxute vms 1 nanky Ans pazMeLLeHvs BUPTyaJbHOM MallWHbI.
Haxxmute Import.

Impeort Virtual Machine x

Store the new Virtual Machine

Provide a name and local storage path for the new
virtual machine.

Mame for the new virtual machine:
| HVU-VA

Storage path for the new virtual machine:
[D:WMHw-vAl | | Browse..

Help Cancel

PucyHok 12. YkazaHue umeHU U pacnoJsioxeHusi 8UupmyanbHol MauluHsl
4 [loxautecb 3aBepLUeHUs pa3BepTbiBaHUA BUPTYasbHOM MallvHbL.

5 B rnaBHOM OKHE MPOrpaMMbl B KOHTEKCTHOM MEHIO CO3aHHOW BUPTya/bHOW MalluHbl BbibGepuTe
nyHKT Settings.

ViPNet Coordinator HW 4. MoaroTtoeka k pabote |

38



Virtual Machine Settings *
Hardware Options
Device Summary Memary
Spedfy the amount of memory allocated to this virtual machine, The
memory size must be a multle of 4 MB.
L JProcessors 2 .
=3 Hard Disk (IDE) 4GB Memory for this virtual machine: €04 T mB
S Hard Disk 2 (IDE) 80 GB ;
(=) €D/OND (IDE) Using urknown backend eice
o Network Adapter LAN Segment - <
G Network: Adapter 2 Bridged (Automatic) ece
CNetwork Adapter 3 Bridged (Automatic) ccs B Maximum reo ded v
[CNetwork Adapter ¢ Bridged (Automatic)
sGE (Memory swapping may
[£)uss Controller Present a occur beyand this size.)
Clbisplay Auto detect 168 -
168 *
siz ME - B Recommended memary
meme 384 MB
128 ME
64 ME Guest 05 recommended minimum
B me 32M8
16 ME
& ME
4ME
Add... Remowve
T

Pucyrok 13. Hacmpolika napamempos supmyasibHolU MAauwluHel
6 B okHe HacTpoWiku BupTyanbHOW MawwwmHbl Virtual Machine Settings Ha Bknagke Hardware:
6.1 HactpoinTte kKOHOUrypaumto BUPTyanbHOW MallVHbl B COOTBETCTBUM C Ballel IMLEH3NEN.

6.2 HactponTe BMpTya/ibHble ceTeBble UHTEPdENCHI.

|1| MpumeuaHmne. YTobbl NoaKNOYaTb K BUPTyanbHOW Mall MHe USB-Hocutenw, HactTponTe Tun
USB-koHTponnepa (Bknagka USB Controller).

7 3anyctute BUPTyafbHYHO MallWHY W YCTaHOBUTE CMPaBOUHMKA W KIHOUW.

Oracle VM Server

Oracle VM Server He nogaep>xvBaeT nogkatoueHve USB-yCcTpOWCTB K BUPTyafbHOM MallWHE, NMO3TOMY:

e YcTaHOBKa AMCTpWOYTMBa KItOUel BO3MOXHa TOJbKO C MOMOLLbHO KOMMbIOTepa no npotokonay TFTP
nnn BHewHero CD-npuBoa.

e B KoMaHgHOM WHTeprpeTaTope He HyayT BbINOMHATLCA KOMaHAbl, ucnoabsytowme USB-Hocutens.

Mocne 3anycka wam nepesarpyskn Oracle VM Server unmn euptyansHoin MawmHbl ViPNet Coordinator VA
CHWXaeTcs CKOPOCTb Mepejaun JaHHbIX Ha ceTeBbIx MHTepdeincax ViPNet Coordinator VA. YTobel
CKOPOCTb Mepesaun He CHUXanacb, A5 BCEX CeTeBbIX MHTEPdENCOB:

e [locne 3anycka wan nepesarpysku Oracle VM Server B Oracle VM CLI BbINOAHWTE KOMaHAy:

ethtool -K eth<uomep wuuTepderica> gro off gso off
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e [locne 3anycka wan nepesarpyskv BupTtyanbHOW MawwuHbl ViPNet Coordinator VA B Oracle VM CLI
BbINOJHUTE KOMaHAbI:

ip 1i set vif<upmenTmdmuxaTop BMPTyaslbHOM MalMHEI>.<HOMep MHTepdelica> glen 1000

ethtool -K vif<mpeHTudukKaToOp BMPTYyaJIbHOM MalMHBED>.<HOMep MHTepderca> tx off

B Oracle VM Server He noaaep>vBaeTcs nepesanyck v NpMoCcTaHoBKa BUPTyaJbHOW MawuHbl ViPNet
Coordinator VA c nomowbto kHonok Restart u Suspend. lns nepesanycka BMPTyaAbHOW MaLlWHbI
ncnonb3yite kHomku Stop u Start, an60o nepesarpyxaite ViPNet Coordinator VA ¢ nomouwbto
KOMaHZAHOTO WHTepnpeTatopa win Beb-uHTepdeiica.

[na yctaHoskn ViPNet Coordinator VA Ha nnatdopmy Buptyanmsaumm Oracle VM Server:
1 3arpysute dain *.ova Ha FTP- uan HTTP-cepBep, pa3BepHyTbil B BalLen CETU.

2 B 6paysepe oTkpowTe cTpaHuuy goctyna k Oracle VM Manager.

3 Ha Bknagke Repositories HaxmuTe & Import Virtual Appliance.

ORACLE VM Manager

Health Servers and VMs Repositories Networking Storage Reports and Re

* Show My Repositories View ~ FRED

Show All Peposiiories GG L
[0 data o o ekl tual Appliance...
-l

> QAP
7 [&y Reposilories

7@, first

3 1S0s

1 Fil

PucyHok 14. imnopm o6pasza supmyaneHol MawiuHs!

4 B okHe Import Virtual Appliance:

o B none Virtual Appliance download location ykaxxute ceteBow nyTb k panny *.ova,

3arpy>xeHHomy Ha ware 1.
o  YcraHosute ¢naxok Create VM.

o  Bcnucke Server Pool Beibepute obiactb, B KOTOpOW 6yayT coxpaHeHbl dainbl BUPTyasbHOM
MaLUUHbI.

o Haxxmute OK.
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@ Import Virmal Appliance @

*Wirtual Appliance download location: | ptp:172.16.100.151
fdataiva_vipnet_advanced_x86_64_4.2.0-134

G.ova
Proxy:
Create VM: L
Server Pool: first i

Cancel 0K

PucyHok 15. 3a0aHue nymu k obpa3y supmyaibHoU MauluHel

5 Ha Bknagke Servers and VMs BbibepuTe HOBYHO BUPTYaNbHYO MallWHy W HaXXmuTe W Edit.

ORALCLE VM Manager

m Servers and VMs Repositories Networking Storage Reports and Resources Jobs

}
BRI 2R 40 View »  Perspective: Virtual Machines x| P
v [ SererPools |Name A~ |Status |Tag(s) |EventSeveriy |Se
> B% fust B3 va_vipnet_adva . Stopped Informational 'h
= B% second

[l Unassigned Servers
[J Unassigned Virtual Machines

PucyHok 16. PedakmuposaHue Hacmpoek supmyaabHOU MawiuHbl
6 B okHe Edit Virtual Machine:
o  Ha Bknagke Configuration, B cnucke Domain Type Bbibepute Xen HVM PV Drivers.
o Ykaxwute napametpel CPU, RAM, HDD.
o  Ha Bknagke Networks pob6aBbTe ceteBble MHTEpPdENCHI.

Ecnv ceteBbix nHTepdelicoB 6yaeT meHblue aByx, To ViPNet Coordinator VA 6yaeT HegocTyneH
Mo TEXHONOTMYECKOMY ajpecy. TO O3HauaeT, YToO Bbl HE CMOXeTe YCTaHOBUTb KIHOUM U
CNPaBOYHMKM C NMOMOLLbIO KOMMbIOTEpa no npotokony TFTP.

o Haxxmute OK.
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o Edit Virual Machine: va_vipnet_advanced_x86_64_4.2.0-1346.0va_vm @

Configuration Networks Disks Boot Order Tags
ID: 0004fh0000060000d11ed6251bc172a8
*Name: val00-1 Operating System: Other Linux Rd|
| Enable High Availability ® Mouse Device Type: 0S Default =l
B chable Huge Pages @ Keymap: en-us (English, United Stat ~ |
Repository: first *Domain Type: IEXen HVM PV Drivers LII
Description: Avirtual machine Start Policy: Use Pool Policy R4l
Max. Memory (MB): 20483
Memory (MB): 20483
Max. Processors: 23 @
Processors: 2l
Priority: 503
Processor Cap %: 100 j
Restart Action On Crash: | Festart x| @

Cancel| 0K

Pucyrok 17. Hacmpolika supmyaneHol mawiuHel

7 3anyctute BMPTyajibHYIO MallWHY W YCTaHOBUTE CMPABOYHMKM W KIHOUN.

BHumaHme! Mpu ycTaHOBKeE KtOYER 1 CMPaBOYHUKOB UCMONb3yiiTe obpa3s CD-gycka ans

nepegauv aMcTpubyTuea Katouen i epannammnopra. Jas 3Toro ckonupyite 31oT obpas Ha
FTP- nnn HTTP-cepBep B Ball e/l CETU U yKaxmnTe agpec 3Toro Gaina B OKHe NapameTpoB
BUpPTyanbHOM MaLl uHbI Edit Virtual Machine > Disks.

Oracle VM VirtualBox

1 Bblbepute ®ann > mnopTt KoHGUrypaumi.

2 Ha nepBoli cTpaHuLe MacTepa yKaxute NyTb K 06pa3sy BUPTyanbHOW MallvHbl *.ova.
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MRinepT seH$Rry PR

Bribepute KOHUIYpaUKo

Ul DEINACOE

Hetoass: | Nosamnnss GARA0ESS CICTERS

opin: | C:\sers I Deskiopva_vipnet_base_x55_64.0va

MenyiacTa, Bufepure NCTOH St AR8 RROTS Kidur YDaLIM, IT0 mooeT Boffl Kis NONARHER GAMMOBAN CICTENE 208 veRODTS OVF B0, TAK 1 ORIM 13 HIBECTrRO
[ & oy B MBSl AT W SIS,

Mooasyisca, sedepume dafn 2ns iwmopTa monder ypawsss, VirtualBco: B narendt mOmERT NOLOECOMBALT ISTOQT Kondur yDaEST, conpimieno: B OTipeTon ScpmaTe
Sprranoass: (OVF). Bubepure dalin, uTofe NEOR0EOTE,

T

OTrena

PucyHok 18. Beibop ¢palina c obpazom supmyanseHol MawiuHs!

3 Ha cTpaHuvue Ykaxute napameTpbl UMnopTa B noJsie MIMa Bbl MOXETE W3MEHWUTb UMSA BMPTyalbHOW

MallMHbl. 3aTeM HaXXmuTte MMﬂOpT.

BHumaHwue! Bo Bpems yctaHoBku ViPNet Coordinator VA Ha naatdpopmy BUpTyanumsaumm n npu

XKeCTKOro gmcka.

€ro JanbHelLL ei 3KCMayaTaLmmn He MeHsANTe TUM KOHTPOJIIepa XXeCcTKoro ancka. KoppektHas
pabota ViPNet Coordinator VA rapaHTuMpyeTcs TONbKO Npu ncnonb3oBaHuu IDE-KoHTponnepa

& Mwnopt kondmrypaunid

YkaxuTe napaMeTpel MMNOpTa

Janee NEpEMCNEHES BMDT YaNEHSIE HALMHE! H HX YCTPOMCTSA, ONMCAHHSIE 8 MMNOPTHPYEMONA KOHGMT YPaLK. BONSLIMHETED M3 YASaHHSX NAPAMETPOS MOKHD MSHEHHTS
LBOAHSM WEMKON NELLS Ha BblﬁDaHmH INENEHTE, o oTKICuNTS WMONE3YR CD0TBETCTEYROWME FanoqsHM,

Bupryanehaa cucrema 1
i&’ Wran
m Twn recresan OC
D Mpoueccop
& oz
(&) DVD-npreog
L)’ USB-kouTponnep
Ll'? Ceresoil aganTep
[-j] CeTesoil agantep
E',J Ceresoii agantep
Eﬂ Ceresoii aganTep
e Q Koutponnep (1DE)
BupTyansxeii obpas gucka
Bupryanshbiii oGpas gncra
o Kowtponnep (IDE)
> Kowrponnep (5C5I)
BasoBeif kaTanor

@ OcHoBHaA rpynna

ViPNet_ HW VA

B3 Linux 2.6/ 3. / 4 (64-bit)

2

2048 Mb

|

M

] Intel PRO/1000 MT Desktop (82540EM)
£ Intel PRO/1000 MT Desktop (82540EM)
[ Intel PRO/1000 MT Desktop (82540EM)
F4] Intel PRO/1000 MT Desktop (82540EM)
Plixa

va_vipnet_base_x86_0d-diskZ vmdk
va_vipnet_bace x86_64-dickl.vmdk

Pllx4

LsiLogic

C:/VirtualBox

/

Manka mawwrs: | C:iWirtuaBox

KoHWryDaLMA HE JEBEDEHE

Mamtieca MAC-aapeca: BRAOYATL Tofoko MAC-aapeca cETEBOro ARanTEpa NAT

ononHATEMsHEIE ONUMAZ MnopTHpoBaTe WECTKIE ANaH kar VDI

OTrHena

p—

PucyHok 19. M3meHeHue napamempos supmyaibHoOU MauluHbel

5

r-".)
4 Hactpoiite BMPTyasbHYO MalluHy — Haxxmute Hactpoutb s
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5 Buibepute Cucrema > Mpoueccop n yctaHosute Brarountb PAE/NX (nopsep>xka pexuma

pacwupenms dusmuecknx agpecos PAE — Physical Address Extension).

23 ViPNet_HW_VA - Hactpoiiku ? X
E Obwme ‘ Cucrema ‘
E Cucrema MaTepuHokan nnata  [Opoueccop YokopeHue
I:.J Awecnnei Mpousccop{sr): ' 1 =
Vo e
(2)| Hocurenn un 1sun
Mpeaen zarpyska LINY: '
1 1 1 1 1 1
(‘D] Ayano 1% 100%
Iﬁ Cems JononHATENEHEIE BOZMOMKHOCTH? Encmoumb PAE/MNX
BrokoumnTe Nested VT-x/AMD-V
@ COM-nopThl
ﬁ USE
Ij OBLme nanku
EI WHTepdeiic noneszosatens
s
Pucyrok 20. BkntodeHue noddepxku npoyeccopom pexuma PAE
6 Ha Bkiagke MaTepuHckas naata yctaHoBute Yackl B cucteme UTC.
? *

£33 ViPNet_HW_VA - Hactpoiiku

OO EH<ENEMm

Obwme
Cucrema
Aducnnei
Hocutenn
Ayano

Cets
COM-nopTh
USE

CBwme nanku

WuTepdeiic nonesceatens

Cucrema

MaTepmHckan nnata Mpoueccop Yoxoperue

gCHOEIHaﬂ NaMATE:

4Mb

MuBkuid gueck +
(=) OnTuuecknii guek | [+
KECTKMI gnck
O Iﬂ Cete

YunceT: |PIIX3 ~

MopRaok 3arpyskuM:

MaHunynATop Kypcopa: | P52 meiws -

AonNanHATENEHEIE BOSMOKHOCTH: BrnounTe 1/0 APIC

. Yacel B cucTeme UTC

2048MB 5

32768 Mb

[ Brnroumrs EFI (Tonbko crewmansHbe OC)

OTmeHa

Pucyrok 21. BknroueHue pexuma UTC 0na annapamusix vacoe 8 VirtualBox
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Ecnm Ha koopguHaTope bByaeT 3apervctpupoBaHo 6onee 1000 KIMEHTOB, TO 414 BUPTYabHOTO
ancka ykaxute dopmaT xpaHeHs — OUKCUPOBaHHbIN BUPTYaibHbIA XECTKUIM AUCK, MHadve paboTa
B ceT ViPNet 6yaeT cyLlecTBeHHO 3amea/ieHa.

7 Boibepute CeTb 1 gobaBbTe ceTeBble MHTEPdENCH. Ecam ceTeBbIx MHTEpdENcoB ByaeT MeHbLle ABYX,
10 ViPNet Coordinator VA 6yaeT HefoCTyneH Mo TeXHONOrMYeckoMy agpecy. OTO O3HayaeT, YTo Bbl
He CMOXeTe YCTaHOBUTb KIHOUM M CMPABOYHMKM C MOMOLLbIO KOMMbIOTEpPa no npotokoay TFTP.

[Ana ceTeBbIX NHTEPPENCOB yKaxuTe:
o  Twun nogkntoueHns — CeTeBol MOCT, BHYTpeHHsAA ceTb, 60 BupTtyanbHbii agantep xocra.
o  Tun apantepa — nto6oe 3HaueHne kpome MNapaBupTyanbHas ceTb (virtio-net).

8 UYT06bI 3aMyCcTUTL BUPTYasbHYIO MalUWHy, HaXMWUTe 3anycTuTb.

¥ Oracle VM VirtualBox Menegprep - m} x

®aiin  Mawwna Cnpaeka

Cospate Hactpowte COpoouTe | 3anycTute
= _ = obume =] npesoio
2.6 8¢y WMma:  ViPNet_HW_VA
OC:  Linux 2.6 { 3.x / 4.x (64-bit)
ncrema
OnepaTusHan namaTb: 2048 MB =
MopAROK 38rpyaKM: TBKMIA ANCK, ONTUYECKMI AWCK, ViPN Et_HW_VA
HECTKMIA oMK
YKopeHWe: VT-xfAMD-V, Nested Paging, PAE/MYX,

MapaewpTyanusauaa KVM

™ awcnneii

BuneonamaTe: 16 MB
Mpaduuyeckuii KoHTponnep: VMSYGA
Cepsep yoanédHoro anannes:  Boicmoqen
Januce: BrIknioueHa

=
Hoonrenn

KoHTponnep: IDE
Bropuarbii macTep IDE:  va_vipnet_base_xB86_&4-disk 1. vdi (ObbmMHbn, 4,00 MB)
BTopuuHbid cnsite IDE:  va_vipnet_base_x85_&4-disk2.vdi (O8kaHen4, 50,00 TE)
KoHTponnep: SCSI

(DII Ayamno

Ayavoapaissp: Windows DirectSound
AyawokoHTponnep: ICH ACS7

@ Cetb

PucyHok 22. 3anyck saupmyaneHol MauiuHel

Mocne 3arpy3kn ViPNet Coordinator VA ycTaHOBWTE CNPaBOYHUKA W KJTHOUMW.

Microsoft Hyper-V

Microsoft Hyper-V He noagep>xwvBaeT nogkatoueHve USB-ycTpOWCTB K BUPTYanbHOM MallWHE, MO3TOMY:

e YcTaHOBKa AUCTPMOYTMBa KIHOUElN BO3MOXHA TOJbKO C MOMOLLbH KOMMbIOTEPa no npotokony TFTP
nan BHewHero CD-npuBoga.

e B KOMaHAHOM WHTepnpeTaTtope He ByAyT BbIMOJHATHCA KOMaHZAbl, ucrnosab3yowme USB-Hocutensb.

[Ona yctanoBku ViPNet Coordinator VA Ha nnatdopmy BupTyanuzaumm Microsoft Hyper-V:
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1 Pacnakyiite apxuB C pacClUMpeHMeM vhdx.tar.gz, COoAep>kaluii aBa obpa3sa aucka ViPNet
Coordinator VA gns Microsoft Hyper-V.

2 B nporpamme [ucnetuep Hyper-V Bbibepute fleiictBue > [lncnetyuep BUpPTYasbHbIX KOMMYTaTOpPOB
W co3jaliTe HOBYIO BMPTYaNbHytO CeTb.

|
=]

% _BupTyanbhbie KoMMyTaTOPbI ks CBOMCTEA BMDTYaNbHOrD KOMMYTATOPE

._,'JE CozaaTh BUPTYaNsHEIA CRTEB0M K. ..

=%, Default Switch Wns:
CTanaapTHaA CeTh [External vi Switch
=t External VM Switch
Intel(R) 82574L Gigabit Netwo... | PYMEaHAS:

# T[nobanbHble napamerpol CETH
& AwanazeH MAC-agpecos

OT 00-15-5D-05-0C-00 &

Tun NogKAKKYEHUA
KaK Bbl XOTHTE NOAKNIOHMTE STOT BUPTYANEHEIA KOMMYTaTop?

@ EHelwHaa ceTh:
Intel(R) 82574 Gigabit Network Connection w

PaspewnTs YNPEENAOWEN ONEPELMOHHOIN CCTEME NPEAOCTABNATh
obWwmil LOCTYN K SToMy CETEBOMY AAanTepy

O BHYTPEHHAR CETh

O YacTHan ceTe

VLAN ID

[] PaspewnTh MABHTUUKELIIO BUPT YansHoi NoKansHoi ceTi Ansa
YNPEENAOLLEN ONEPELMOHHON CMCTEMB

YoanuTe

OTMeHa MpUMEHMTE

PucyHok 23. Co3daHue supmyaneroli cemu g Virtual Switch Manager
3 B nporpamme Hyper-V Manager co3galite HOBYIO BUPTYa/bHYHO MallVHy.
4 Ha Bknagke Ykaxute nokoneHue Bbibepute MokoneHwne 1.

5 Ha Bknagke MoakAOUNTL BUPTYaabHbIN XECTKUI ANCK BbibepuTe Vicnosb3oBaTb UMEOLMIACA

BUPTYabHbIN XECTKUM AUCK 1 yKaxuTe MyTb K nepBomMy obpasy ViPNet Coordinator VA ans
Microsoft Hyper-V (dain ¢ paclwumpenvemM .vhdx).
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3 Macrep cosganmn empTyaneHoil MaWnHel X

= MoOKNHUNTE BUPTYasIbHBIM MKECTKHI ONCK

MpucTynas k paboTe BWPTyankeHoi MaLMHE TPEBYETCA XPAHWMMLWLE ANA YCTEHOBKM ONEPaLMOHHON CMCTEMEI Bel MOKeTe

VIEHHTE MMA 1 3a0a8Tb ero CEMYEC MK HacTpoMTE NO3AHEE, MSMEHWE CBOMCTEA BMDTYEJ’IbHDﬁ MELUMHbBI.

MECTOHEXOMAEHUE - .
= () CozaaTe BUPTYaNbHLIN KECTRMIA ANCK

YESHMTE NOKONEHWE . - e
|ﬂ'1CI'IUJ'Ib3y'IJ1TE 3TOT NapaMeTp, uTobel CO3AaTh AWMHAMWUYECKH PAtUMPAEMBIM BUPTYanbHBIM

BelAENMTE NaMATE HECTKMA Anck ¢ dopmaTtom VHDX,
HacTpolika ceTi
P | ra.vhdx
MoAKMCHMTD BUPT YanbHBIA
HECTKWIA ANCK. C:'\ProgramData\Microsoft\Windows \Virtual Hard Disks},
Ceoara

127 IB (makoamym: 64 TE)

(®) MNonb30BaTE MMEKOLLMACA BUPT YaNEHBIA KECTKWIA AMCK

MenonbsyiiTe 3TOT NapaMeTp, YTobsl NOAKMOYMTE CYLLECTEYIOWMIA BHPT yansHEI HEecTrMi Amck
chopmaTa VHD wumm VHDX.

PacnonoxeHue: |C: \wa'wva_vipnet_base_x86_&4_disk1.vhdx OB30p...

(O MoaknuMTE BUPTYaNbHEIM HeCTRMIA ANcE NosaHes

Menonk3yiiTe sToT NapameTp, YTobsl NPonyCcTHTE ASHHOE AEACTEWME W NOAKTHOUMTE
CYLLECTEYHOLWMA BMPT YaneHBIA RECTKMI AWK No3AHEE,

< Hazan loToBo OTMEHA

PucyHok 24. Beibop obpaza .vhdx

6 [ocne co3faHus BMPTyanbHOW MallWHbl B €e CBOMCTBaX f06aBbTe BTOPOM XeCTKUN AMCK, YKa3aB
nyTe ko BTopoMy ob6pa3y ViPNet Coordinator VA ans Microsoft Hyper-V (dbain ¢ paclwmpermem
. vhdx).

7 B cBOlCTBax BMPTyasbHON MalUVHbl J06aBbTe ceTeBble MHTEPENCHI.

Ecnn ceteBbix uHTEpdencoB byzaeT MeHblue aByx, To ViPNet Coordinator VA 6yzeT HegocTyneH no
TEXHOJIOTUYECKOMY ajpecy. 9TO O3HauyaeT, YTo Bbl HE CMOXKETE YCTaHOBUTb KIHOUM W CMPABOYHMKM C
NOMOLLIbIO KOMMbtoTEpa no npoTtokony TFTP.

8 Ecau Ha koopavHatope 6yaeT 3apeructpuposaHo 6osiee 1000 kKIMEHTOB, TO ANs BUPTYaabHOTO
ancka ykaxute tin — PukcupoBaHHoOro pasmepa, vHave paborta B cetn ViPNet 6yzeT cyliectBeHHO
3ameaneHa.

9 3anyctute CO3jaHHYH BUMPTYasbHYHO MaLluHY.

Mpumeuanue. Mpu nepeoii 3arpyske ViPNet Coordinator VA B >xypHane MOXeT NoABUTLCSA
Kputnyeckas oLl nbka ¢ kogom 18590. OHa cBsizaHa ¢ 0cobeHHOCTbIO NaaTdopmbl Microsoft
Hyper-V n He BaunseT Ha paboTocnocobHOCTb KoopanHaTOpa.

10 Mocne 3arpy3ku ViPNet Coordinator VA ycTaHOBUTE CMPABOYHVKM W KIKOUN.
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Proxmox

Mpumeuanune. CueHapwuii yCTaHOBKM NpejcTaBaeH Ana Proxmox Bepcun 7.3-3.

Warn 3 n 5 (cozgaHve v NOAKNOUEHUE ANCKOB) MOXHO BbIMOJHUTL B rpad Mueckom
NHTepderice MeHepKepa BUPTYasbHbIX MaLl MH Proxmox.

Lar 4 (pa3sepTbiBaHWe 06Pa30B) BbIMOAHAETCA TONbKO B KOMaHAHOW CTPOKE..

1 MMoaroTtoBbTe damnbl *.raw, *vhdx WIN *.gcow2 C 0H6pa3zamMu BUpTyanbHOW MalimHbl ViPNet
Coordinator VA

2 3anyctute KOMaHAHYIO CTPOKY W BOWAMTE B PEXUM Cyrneprnosib3oBaTens.

3 Cosgalite HOBOE PaCMoNOXeHVe A7 BUPTYaAbHOW MallUHbI U yKaXkute ee napameTpbl:

gqm create <HomMep VM> --name va —-netO virtio,bridge=vmbr0 --serial0O socket --bootdisk
scsi0 --scsihw virtio-scsi-pci

<HOMep VM> — MPOW3BOJIbHbLIN HOMEp BMPTYaJbHOW MalluWHbl, B KOMaHAAX HWxXe OH byaeTt 110.
4 3anyctute pa3BepTbiBaHVWe 0Opa30B BUPTYaIbHOW MalLlWHbI:

gm disk import 110 <nyTe k mepBoMy 00paszy> local-lvm

gm disk import 110 <nyTe k0 BTOpOMy o0Opaszy> local-lvm

5 Tocne pa3BepTbiBaHUA MOAKNHOUMTE AUCKU BUPTyasibHOW MaluHbl K SCSI-KOHTpoaiepam:
gn set 110 --scsi0 local-lvm:vm-110-disk-0

gn set 110 --scsil local-lvm:vm-110-disk-1

6 OrtkpoliTe MeHeaXep BUPTyaslbHbIX MalluH W Bbibepute CO3AaHHYO BUPTyanbHyto MalunHy 110(va).

XPROXMOX Virtual Environment 7.3-3 TMouck & Doxymentaums
Mpocmotp cepsep Bupryanstas mawuka 110 (va)Ha yane pve  No Tags¢® P 3anycx E >_. Kowconsb
2= [laraueHTp
B pve & Csopka DoGasuTs
100 (va) >_ Kokcono Namats 2.00GiB
110 (va) 2 OBopynosarue {8 Npoueccopb! 2 (1 sockets, 2 cores)
>
- :003: :pve) & Cloud-Init 8 BIOS Mo ymonuanuio (SeaBlOS)
= Llocakivm (g & AOucnnein Mo ymonyaumio
£ Napametps
&% Machine Mo ymorMaknmio (i440fx)
" =
il | Ym———— VirtlO SCS! single
@ MokuTop (©®© CD/DVD npuson (ide2) none,media=cdrom
Peaepenasn konua 8 Xecrkui auck (scsi0) local-lvm:vm-110-disk-0,size=4G
£3 Pennukauua &8 Xectkuir anck (scsi1) local-lvm:vm-110-disk-1,size=80G
9 Chumkn = Ceresoe ycrponcreo (netd)  virtio=92:5E:C1:1A:36:BE bridge=vmbr0 firewall=1
U Bpaunamayap
o' Paspelwenus

PucyHok 25. 3anyck supmyaneHol MawiuHel

7 B pa3gene ObopypoBaHue gobaBbTe ceTeBble MHTEPHENCHI.
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Ecnm ceteBbix nHTepdericoB 6yaet meHble ayx, To ViPNet Coordinator VA 6yaet HegocTyneH no
TEXHOJIOTUYECKOMY ajpecy. OTO O3Ha4aeT, YTo Bbl HE CMOXKeTe YCTaHOBUTb KAFOUM W CMPaBOYHMKU C
NOMOLLIbIO KOMMbIOTEPa no npotokony TFTP.

8 B pa3zgene Napametpsl yctaHoBUTEe Mopsagok 3arpysku. CuctemMa JO/KHA YCTaHaBAMBATLCA C
HaVMeHbLLIEro XeCTKoro AWcka.

PenaktupoBaTb: [MopAaoK 3arpysku

# Brriou. .. YctpoucTso Onucanue

= 9 8 scsi0 local-lvm:vm-110-disk-1,iothread=1,size=4G

= © ide2 none,media=cdrom

— = net0 virtio=3A:8F:94:27:8A:CE bridge=vmbr0 firewall=1
= 8 scsil local-lvm:vm-110-disk-0,iothread=1,size=80G

Drag and drop to reorder

PucyHok 26. lNopsadok 3azpy3ku

9 3anyctute BUPTyafbHYHO MalUWHY W YCTaHOBUTE CMPaBOUHMKA W KIHOUW.

[1K CB «bpect»

1 PacnakyiTe apxuvB C paclUMpeHWeM tar.gz, COAep>Xalimii aBa paina BMPTyanbHOW MawmHbl ViPNet
Coordinator VA dopmata gcow2 ¢ MeTkaMun diskl u disk2, HanpumMep:

o va vipnet base x86 64 4.5.6-844 diskl.gcow2

o va vipnet base x86 64 4.5.6-844 disk2.gcow2

2 [Mogxntoumtechb k Beb-uHTepdeicy MK CB «bpect». ns atoro B 6paysepe BBeaute

https://<IP-ampec WM IOOMEHHOE WMS IJif [IOOKJIOUEHMS>.
Ecnun MK CB «bpect» paboTtaert:

o B CEPBUCHOM pexume — /A NOAKIOYEHNA ykaxuTe IP-agpec v JOMeHHoe MMA
KOMMbtoTepa, Ha KoTopoM yctaHosaeH 1K CB «bpect»;

o B AUCKPELMOHHOM pexvMe — A MOAKI0YEHWs yKaxuTte IP-agpec nav goMeHHoe ums
KOMMbOTEpPa, Ha KOTOPOM Pa3BEPHYT CepBUC GPOHTaNbHON MalLMHBI.

3 Cosgante y3en:

3.1 Bblbepute UHdpacTpykTypa > Y3abl. Haxmute
3.2 B cnucke Tun Bbibepute KVM.

3.3 YkaxuTte MMA XOCTa, I0TUH 1 Napoab agMmuHuctpatopa OC Astra n Haxkvnte Co3aathb.
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& brestadmin i OpenNebula

Co3patb y3en
Cbpoc
Tun Knactep
KVM v 0: default v
Wma xocTa

server_hw_va

1554 kntou ysxe npoBpolwex
TNorux agmuHucTpatopa

admin

Maponk agMuHUCTpaTopa

PucyHok 27. Co30aHue y3aa

4 Cospavite obpas gna danna c MeTkon diskl:

4.1

4.2
43
4.4

4.5

4.6

Boibepute XpaHunuwe > O6pasbl.

Haxkmure > Co3patb.
Ykaxute Ha3sBaHue — vms o6pa3sa, Hanpumep va_diskl.
B cnucke Tun BbiGepute O6WMIA 610K AaHHbBIX XpaHUAULLA.

B pa3gene PacnonoxxeHne obpasa Bbibepute 3arpysutb 1 ykaxute MyTb K $paiiny C METKOR
diskl.

Haxxmute Co3patb.
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@

Oopaz
MacTep HacTPOWKM
HassauHwe Onucaque
va_diskl
Twn Xpanunuwe
OBuyui Bnok gaHHLX XpaHunuwa v 1: default v

3101 ofpas AENAETCA NOCTORHHLIM

Pacnonomexne obpasa

MyTs/UsL @ 3arpyaurs O Mycrod ofpaz gucka

PucyHok 28. Co3daHue obpasza ducka

5 Co3zgaiite o6pas ans parina c MeTkon disk2. [ns aToro nostopute waru 4.2-4.6.

6 Coszgaute WabaoH BMpTyanbHOW MawwmHbl ViPNet Coordinator VA:

6.1

6.2
6.3

Buibepute WabaoHbl > BM.

Haxkmure > Co3patb.

Ha Bknaake O6uwue:

6.3.1 B ctpoke 'mnepeusop Bbibepute KVM.
6.3.2 Ykaxure:

o HasBaHue — vma WwabnoHa BUPTyaNbHON MalLvHbL. Hanpumep, HW VA1000.
Mamate — o6bem O3Y B BbIbpaHHOW eauHULe m3MepeHus (M6aut nan F6awr).
®dusunueckmii CPU — 1015 NpoOLECCOPHOTO BPEMEHW, BbiAensemMas BUPTYyanbHOM
MalwwuHe. Hanpumep, 4tobbl BbigeAUTb MOJOBMHY MPOLIECCOPHOTO BPEMEHM, yKaXute
0,5.

o BupTtyanbHbin CPU — Konn4ecTBO BUPTyasibHbIX MNPOLECCOPOB.
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L= | cspoc | Conen |

Xpanunuiye

=]
O6wue

® s

MeTku

Hazganue

HW_VA1000

Onucauue

Namate

2 13
Duanueckuin CPU
05

Bupryansuei CPU

2

Brnwounts ropavee

v vamexenue paamepa’

HeT \ 4

BrniounTs ropavee
WU3IMEHeHKe pasmepa’

Her v

=) =] i =
807 Bl HTEN PacnucaHmue pynna ¢
Munepeusop/ ® K O Cantar O WXC O Firacrsckar
Norotun
-
Moaudurkaums O3Y

noboe aHaver ¥

Moaudurkauyma CPU

moboe aHaver ¥

Moaudpurkauma VCPU

moboe sHaves ¥

Pucyrok 29. Co30aHue wabnoHa supmyansHol mMawiuHel, skaadka «Obujue»

6.4 Ha Bknagke XpaHunauue:

6.4.1 Ans ANCK O Buibepute O6pas, 3aTeM M3 cnncka Hke Bblbepute daiin obpasa ancka ¢

MeTKOW diskl, Hanpumep va diskl.

6.4.2 Haxxmute n ana ANCK 1 Boibepute O6pas, 3aTeM 13 Cnmcka HUXKe Bbibepute daiin

obpasa ancka ¢ MeTkoM disk2, Hanpumep va disk2.

= 0] =] ]
( Xpauunuwe oCwuul DeicTenA KOHTEKCT py 3M
L { ]
MeTkH
I ® OBpaz O BpemenHuit nucd
AMCK1© Bt aeibpany cneqyowmii obpas: c
I\.
([ ] Haszeauwwe Bnageney Mpynna Xpauunuwe Tun Cratyc Kon-go
N BM
a7 va_disk2 brestadmin  brestadm... default Bnoxkgan.. MOTOBO 0
35 va_diskl brestadmin  brestadm default brokgad.. MOTOBO 0

PucyHok 30. Coz0aHue wiabnoHa supmyansHol

yto disk0 — nepBoe 3arpy304HOe YCTPONCTBO.
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6.5 Ha Bknagke OC u LM B pa3gene 3arpy3ka > Mopsagok 3arpysku Boibepute disk0 1 ybeantecs,
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= m s = . M"ICTEP HACTPOMWEN
o = » = = = =
Gy I ocaun ICTBM y
> (|
| 3arpyaka Apxutertypa CFU Wkwa ana 30 gucroe Tun mawmHe
RootyeTpofcTan
MNopraos sarpyaeu
diskC = e okl [+ [ +]
diskl i a_disk2 nn

PucyHok 31. Co30aHue wabnoHa supmyanbHol mawiuHel, eknadka «OC u L1»
6.6 Ha Bknagke Mogenb LIM B cnincke Mogens LIM BeiGepute host-passthrough.

Mogenb host-passthrough obecneuvBaeT MakcuManbHy0 NPOM3BOAWTENLHOCTL MpoOLieccopa
BMPTYaJlbHOW MaLlUHbl.

6.7 Ha naHenn cBepxy Haxmute Co3paTsb.

7 Co3galite BUPTYaJbHYIO MaLLUHY:

7.1 Bobibepute dk3emnaapbl BM > BM u HaxxmuTe
7.2 B cnvcke BbibepuTe WabnoOH BUPTYaAbHOM MalluHbl U Haxkmute Co3paTb.

8 B pazgene dk3emnasapbl BM > BM Bbibepute BUPTYanbHyt0 MaLlWHYy W HaXkmuTe m >
Pasmectutb Ha y3ne. Boibepute paHee cO3AaHHbIV y3en 1 Haxkmute PasmecTuTb Ha y3ne.

9 Bratouute BMPTYasbHYHO MaLllUHY.

Ecnv BbI 3amyckann BUpTyaibHYO MallWHY paHee, AOXAMTeCb cTaTyca BbikatoueHo, mpexge yem
3anycTuTb eé CHoBa.

MopkntoueHne BHELHMX YCTPONCTB

B npouecce nepeuuHoi Hactpoiku ViPNet Coordinator HW Heo6xoAMMO yCTaHOBUTL AUCTPUOYTUB
K/t0Yel, B KOTOPOM COZep>aTcs cnpaBoYHuMKY, katoum v nnueHsms ViPNet Coordinator HW (nogpo6bHee
cM. Cnocobbl YCTaHOBKN AUCTPUOYTMBA KAHOUEN).

Huxe onuncaHbl cnocobbl nogkntoueHus yctpoicts K MK CB «bpect» ans yctaHOBKM AMCTpUOYTUBa
Ko Yen.

MogkntoueHne BUPTYyanbHOro MHTepdenca (ans yctaHoBkn no TFTP)

1 Hactpomnte ceteBoin MocT cpeactBamum OC Astra.
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Mpwn HacTpolike ceTeBOro MocTta ykaxute Ethernet-wHtepdeiic, KOTOPbIA NOAKIOUEH K KOMMbIOTEPY

C AUCTPUOYTUBOM K/THOYEN.

Moaknrountech Kk Be6-mHTEpdericy MK CB «bpect». [lns atoro B 6pay3epe BBegute

https://<IP-ampeCc wiIM OOMEHHOE WMs IJIs [HOIKJIUEHMS>.

Boibepute CeTb > BupTt. cetn n Haxkmute > Cosgarb:

BHumaHue! YbeanTech, UTO BUPTyanbHas CETb, KOTOPYHO Bbl CO34aéTe, BTOpas Mo cYéty. MiHaue
MK CB «bpecTt» He nonyumt anctpnbyTtme katoyen no TFTP.

//A\ B ViPNet Coordinator VA nHtepdeincbl HyMepyoTcs aBTOMaTUYeCKW: MepBON CO34aHHOW
BUPTYyasIbHOMN CETU Ha3HayaeTcs UHTepdelic eth0, BTOpoid — ethl u Tak ganee. Auctpubytms
katouen no TFTP MOXHO MOAYYUTb TONIbKO Ha MHTepdelic ethl BUPTyanbHOM Malll UHBbI.

3.1 Ha Bkiagke Obwme ykaxute HasBaHne — vMsA BUPTyasibHOW CETW.
3.2 Ha Bknagke KoHdurypauums:

3.2.1 Ykaxute UHTepdeWnc ceT. MOcTa — MM ceTeBOro MocTa (co3gaHHoro Ha ware 1) gna
MOAK/NOUEHUSI CETEBbIX KapT BUPTyasbHbIX MalLlH.

3.2.2B cnucke Pexkum paboTbl ceTn Boibepute Bridged.
3.3 Ha Bknagke Appeca:
3.3.1 Boibepute IPv4.
3.3.2B nosie MepBbint IPv4 agpec ykaxute 169.254.241.1
3.3.3B cnucke Pa3smep Bbibepute 1.
3.4 Ha Briagke besonacHoctb Bhibepute rpynny default.
3.5 Haxwmwure Co3partb.
Bbibepute dk3emnaapbl BM > BM 1 B cnvcke BbibepuTe BUPTYaibHYIO MalUUWHY:
41 Ha sknagke CeTb Haxmute [lobaBUTb ceTeBOW MHTepdeiiC.

4.2 Bouibepute ceTeBOW MHTEPdENC U3 CNMcKa W HaxkmuTe MpucoesuHuUTb.

Mepes ycTaHOBKOW AWUCTPUOYTMBA KAtOUEN BO BPEMS MePBMUYHON HaCTPOMKM:

1

MpoBepbTe coeanHeHe:

1.1 Ethernet-uHtepdeic yctporictBa ¢ yctaHoBaeHHbIM ViPNet Coordinator VA 1 komnbtoTep, Ha
KOTOPOM HaxoAuTCA AUCTPUOYTUB KItOUel, JO/XHbI ObiTb COeAnHeHbl kabenem.

1.2 IP-agpec koMnbtoTEpPaA C AUCTPUOYTUBOM KIOUEN — 169.254.241.5/24.

Mepeaante dann c anctpubytmsom kiroyert Ha ViPNet Coordinator VA no TFTP:

hostname# tftp -m ascii <IP-ampec BUMPTYaJlbHOTO MHTepdelica> -c put <mmsa danna
oucTpubyTuBa kKjmouer (*.dst)>

Hanpwumep:

hostname# tftp -m ascii 169.254.241.1 -c put hw va.dst
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MoaknroueHne CD-gunckos

1 KoHBepTupyinte dainn c AncTprbyTMBOM KatoYel (*.dst) B ISO-o06pa3 (*.iso). Hanpumep, c
nomoubto nporpammel CDBurnerXP.

2 Mogxntoumtech Kk Beb-uHTepdeincy MK CB «bpect». ins aToro B 6paysepe BBeaute
https://<IP-ampec w4 LOOMEHHOE MMA IJiA [OAKJIOUEHUA>.

3 Bouibepute XpaHuaviwe > O6pasbl U HaxXMUTE > Co3paTb:
3.1 Ykaxwurte HasBaHue — vms obpasa.
3.2 Bcnucke Tun Bbibepute CD-ROM TOABKO AN UTEHMA.
3.3 B cnucke XpaHunuue Boibepurte 1: default.
3.4 B pa3pgene PacnonoxkeHne obpasa Bbibepute 3arpysutb 1 ykaxute nyTb K Ganny *.iso.
3.5 Haxwmute Co3gatb.

4 Bbibepute dk3emnasapbl BM > BM v B cnicke BbibepuTe BUPTyanbHyO MalLVHY:
41 Ha Bknagke XpaHuavuwe Haxmvute [lobaButh AUCK.
4.2 Bobibepute Obpas.
4.3 B cnucke BbIbepuTe 06pa3 un Haxxmute lMpucoeanHUTb.

BupTyanbHas MalluHa AOMKHA ObiTb BbIKIOUEHA.

Bo Bpems nepBMUYHOW HacTpoWiku Bblibepute cnocob yctaHoBKM ancTpubyTuea kitouelr — ¢ CD-awncka.

MoakntoueHne USB-HocuTenen

1 Mogxntoumtechk Kk Beb-uHtepdeincy MK CB «bpect». ins atoro B 6paysepe BBeaute

https://<IP-ampec wiM HOOMEHHOE WM IJIS MNONKJIOUEHMUS>.
2 Bbibepute dk3emnaspbl BM > BM.

3 Haxmwute Ha BMPTya/ibHYO MallUWHy, K KOTOPORN HYXHO nogkntounts USB-HocuTens.

g BHumaHume! BypTyasnbHas Mall Ha JON>KHa ObiTh BbIK/HOUEH, MHAYe U3MeHeHNs KOH Urypaumm
He ByAyT NPUMeHeHbI.

4 Ha sknagke KoHdurypaumsa Haxmute MN3mMeHMTb KOHGUrypaumio.

5 Bblbepute Bkiagky Metku v B none [daHHble fobaBbTe KO, naeHTMduumpytownin USB-Hocutens B
BMPTyanbHOM MallUUHe:

Mpumeuanune. Y106kl y3HaTh vendor id M product id USB-HocuTens, BbINOAHWTE KOMaHAY:

hostname# lsusb

Mapametpbl 6yayT BbiBegeHbl B dopmate: ID [vendor id]: [product id]

<devices>

ViPNet Coordinator HW 4. MogroTtoeka k pabote | 55



<hostdev mode='subsystem' type='usb'>
<source startupPolicy='optional'>
<vendor id='0x8564"'/>
<product id='0x1000'/>
</source>
</hostdev>

</devices>

6 Buibepute YTBepaUTb 1 BBEPXY CieBa Haxmute U3meHUTb.

Bo Bpems nepBUYHOM HaCTPOVKM Bbibepute CNOCO6 YCTaHOBKN AWUCTPUOYTMBA KAtOUEW — C
USB-Hocutens.

MNepeHanpasneHne PCl-ycTponcTs

Yepes mexanm3m PCl Passthrough Bbl moxeTe pa3spewmntb ViPNet Coordinator VA Ha MK CB «bpect»
MCMO/b30BaTh YCTPOWCTBA anmapaTHON naaThopmbl, HAMPUMEP CETEBYHO KapTy WK BUAEOKaPTY.

1 Bxatouute noagepxky IOMMU (6noka ynpaBaeHns namsaTbio 415 Onepauyini BBOAA -BbIBOAA):
1.1 Otkponte dann /etc/default/grub:
hostname# nano /etc/default/grub

1.2 [JononHute napameTp GRUB CMDLINE LINUX DEFAULT 3Ha4yeHVeM quiet intel iommu=on
iommu=pt:
GRUB_CMDLINE LINUX DEFAULT="quiet intel iommu=on iommu=pt"
2 Bxarouute noanepikky BUMPTyanvsvpoBaHHbIX Mogynei VFIO:
21 Ortkpowte ¢ann /etc/modules:
hostname# nano /etc/modules
2.2 [obasbTe B paiin 610k
vfio
vfio iommu typel
vfio pci
vfio virgfd
3 lNpuMeHuTe M3MeHeHua:
hostname# update-initramfs -u
hostname# update-grub

hostname# reboot

4 TlpoBepbTe, 4to IOMMU BKAKOYUEH:

hostname# dmesg | grep -e DMAR -e IOMMU -e AMD-Vi
B BbIBOAE KOMaHAb! AOMKHO OTOBpaXaTbCsi enabled.

5 TMpuesxute yctponctea k VFIO:
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5.1 Co3pante n otkpowte dan /usr/local/bin/vfio-bind

5.2 TMponuwwute B daine 610k Koga:
#!/bin/sh
modprobe vfio-pci
for dev in "$@"; do
vendor=$ (cat /sys/bus/pci/devices/S$dev/vendor)
device=$ (cat /sys/bus/pci/devices/S$dev/device)
if [ -e /sys/bus/pci/devices/\$dev/driver ]; then
echo $dev > /sys/bus/pci/devices/$dev/driver/unbind
fi
echo $vendor $device > /sys/bus/pci/drivers/vfio-pci/new id

done

6 Boblgaiite daliny /usr/local/bin/vfio-bind npaBa Ha BbINOJHEHVE:

hostname# chmod ugo+x /usr/local/bin/vfio-bind
7 Ykaxwute KoHdUrypaumo B pamne /etc/default/vEio-bind:

7.1 BbeinonHuTe KOMaHAy:
hostname# sudo lspci
KomaHaa BbiBegeT naeHTMdMKaTOpbl YCTPOWCTB. Haaute v 3anoMHWUTE uaeHTUOUKaToOpbI
PCl-yctpolicTs.

7.2 Otkpoute Paunn /etc/default/vfio-bind:
hostname# nano /etc/default/vfio-bind

7.3 TMponuwute naeHtnourkatopbl PCl-ycTpolicTB B napameTpe DEVICES, NpU 3TOM K KaXzomy
naeHtndurkatopy fgobaBbTe JoMeH 0000. Hanpumep:

DEVICES="0000:01:00.0 0000:01:00.1 0000:01:00.2 0000:01:00.3 0000:02:00.0
0000:02:00.1 0000:02:00.2 0000:02:00.3"

8 Co3zpgalite cepBuUc vfio-bind. s 3TOro cosganite unit-paiin
/etc/systemd/system/vfio-bind.service W fo6aBbTe B hain ciegyrowmin 610k
[Unit]

Description=Binds devices to vfio-pci
After=syslog.target

[Service]
EnvironmentFile=-/etc/default/vfio-bind
Type=oneshot

RemainAfterExit=yes

ExecStart=-/usr/local /bin/vfio-bind $DEVICES
[Install]

WantedBy=multi-user.target

9 [lepesarpysute CNUCOK CEPBUCOB:
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hostname# sudo systemctl daemon-reload
10 [lobaBbTe cepBUC vEio-bind B aBTO3arpysky:
hostname# sudo systemctl enable vfio-bind
11 NMpepoctaBbTe goctyn k VFIO-yctporicteam ansa rpynn PCl-ycTpolicTs:
1.1 Ortkpoiirte dain:
hostname# nano /etc/libvirt/gemu.conf
1.2 Ykaxute rpynnbl PCl-ycTpoiicTB B napameTpe cgroup device acl. Hanpumep:
cgroup device acl = |
"/dev/null", "/dev/full", "/dev/zero", "/dev/random", "/dev/urandom",
"/dev/ptmx", "/dev/kvm", "/dev/kgemu", "/dev/rtc","/dev/hpet",
"/dev/vfio/vfio", "/dev/vfio/1"

]

UTtobbl onpeaenuts, B kakoi rpynne Haxoautca PCl-ycTpoWcTBO, BbINO/HWUTE KOMaHay:

find /sys/kernel/iommu_ groups/
12 Mogxntoumte PCl-ycTpoKcTBa K BUPTyaibHOW MallWHe:
12.1 Bbibepute 3k3emnaspbl BM > BM.

12.2 Haxxmute Ha BUpTyaibHylO MalluWHy, K KOTOPOM Hy>XHO noakatoumtb PCl-yctpoliictBo.

g BHumaHune! BupTyanbHas Mall Ha JoN>KHa HbiThb BbIKNFOUEHA, MHaYe N3MEHEH NS KOHP Urypaumnm
He 6yAyT NPUMEHEHbI.

12.3 Ha Bknagke KoHdurypaumsa Haxmute MN3meHUTb KOHbUrypaumio.

12.4 Boibepute Bknagky MeTku v B none JaHHble gobaBbTe KOA, UAEHTUOULUPYIOLL NI
PCl-ycTpoiicTBO B BUPTYa/lbHOW MalUuWHe.

MprmeyvaHme.

o [lpu gobaBneHnmn Heckonbkux PCl-ycTpoicTs npogybampyinte 610K Koja C ykasaHueM
address domain, bus, slot # function pgns kaxgoro PCl-ycTpoiicTsa.

e UYT10bbI y3HaTh address domain, bus, slot # function PCl-ycTpoiicTBa, BbIMONHMTE
KOMaHAy: hostname# lspci
MapameTpbl 6yayT BbiBegeHbl B dopmarte: [bus]: [slot]: [function]

e /[lna KaXAoro ycTpouncTea B 610ke hostdev yKkaxuTe napamerp managed="'yes'. MHaue
BUPTYyasibHas Mall Ha He 3anyCcTUTCA.

Hanpumep:
<devices>
<hostdev mode='subsystem' type='pci' managed='yes'>

<driver name='vfio'/>
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<source>

<address domain='0x0000"' bus='0x01"' slot='0x0"
function='0x0"'/>

</source>
</hostdev>

</devices>

12.5 Boibepute YTBEpAUTL 1 BBEPXY C/ieBa Haxmute U3MeHUTb.
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Cnocobbl YCTaHOBKM AUCTPUOYTVBA
KTHOYEM

B npouecce nepeuuHon Hactpoikn ViPNet Coordinator HW Heob6xoaMMO yCcTaHOBUTL AUCTPUOYTUB
K/NHOUEW, B KOTOPOM COAEeP>KaTca CnpaBoYHuky, knroum u avueHsua ViPNet Coordinator HW. bes
BbIMOJIHEHUs 3TOro 3Tana paboTa ViPNet Coordinator HW B cetn ViPNet HeBo3mo>Ha. CywiectyeT
HeCKONbKO CrocoboB YCTaHOBKM AWUCTPUOYTMBA KAHOUEW, KOTOPble 3aBUCAT OT cnocoba NoAKNOYEHUA K

ViPNet Coordinator HW.

e C nomouwbo BHelwHero yctporictBa — USB-Hocutens unn CD-npuBoga. Pann anctpmnbyTmBa katouel
pacnonaraetca Ha USB-Hocutene unm CD-aucke, kotopble nogkntoueHsl K ViPNet Coordinator HW.

Cnocob6 yaobeH, ecam Bbl nogkntouvaetecb k ViPNet Coordinator HW nokanbHO € MOMOLLbH KOHCOAM
(annapaTtHble UCMOAHEHWS) WM eCan naaThopmMa BUPTyanM3aLmmM NOAAEPKMBAET MOAKIOUYEHMe
BHELLHWX HOocuTenel (BUPTyasM3aMpOBaHHOE WCTOJHEHUE).

e C nomoubto KoMMbtoTeEpPa No npoTtokoay TFTP. daiin auctpnbytvBa Karouel pacrionaraeTcs B narnke

Ha KOMMbOTEpe.

Cnocob ynobeH, ecam Bbl NoAKIOYaeTe KOMMbOTEP K ceTeBOMy UHTepdency ethl ViPNet
Coordinator HW Hanpsmyto (ans annapatHbix naatpopm mcnonb3yite ceteBoi kabenb RJ-45 Cat. 5).

YCTaHOBKa C MOMOLLbHO BHELLHETO YCTPOMCTBA

[ns yctaHoBKM AMCTPMOYTMBa KItOYeW AaHHbIM CMOCO6OM:
1 Otdopmatupyiite USB-Hocutens B ofHy w3 dainosbix cuctem: FAT32, ext2, ext3 maum extd.
2 3anuwwute Ha USB-Hocutens wnm CD-guck dain auctpubytmea Karouen.

3 Moaxntouute USB-Hocutenb man CD-npwBog k ViPNet Coordinator HW; BctaBbTe CD-gu1cK B NPUBOA.

|i| Mpumeuanme. MoaxkntouerHne USB-HocuTtens nnmn CD-npusoga k ViPNet Coordinator VA
NPOU3BOANTCA CpeacTBaMu NaaThopMbl BUPTyaansaumu.

4 [ns annapaTHbix ucnoaHennin ViPNet Coordinator HW:
o nogiatounte MoHutop (K VGA nan HDMI nopty) v knasumatypy (kK PS/2 nan USB nopty).

o MOAKNYMTE KOMMbIOTEP K KOHcoNbHOMY nopTy ViPNet Coordinator HW (kpome HW10 F1).

|i| MpyuMeyuaHmne. Pazbem KOHCOBHOIO MopTa MOXET OT/NINYATLCA Ha Pa3HbIX annapaTHbIX
nnatpopmax ViPNet Coordinator HW.
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[na xoppektHo paboTbl 3agalTe NapamMeTpbl NOAKIHOUEHNS KOHCOM:
e Speed (ckopocTb o6MeHa gaHHbIMK) — 38400.

e Data (pa3mep gaHHbIX) — 8.

e Parity (yetHocTb) — None.

e  Stopbits (ctonosbie 6utbl) — 1.

e Tuwn TepmunHana — VT100+.

e Flow Control — None.

e Remote character set (koguposka) — KOI8-R.

YCTaHOBKa C NMOMOLLbHO KOMMbOTEPA MO
npotokony TFTP

[Ans ycTaHoBKU AUCTpUBYTVBA KItOUE BaM NMOHazo6aTCs:
e KomnbroTep ¢ ceteBoin kaptoi Ethernet n Windows wam Linux nt06bix Bepcuii.

o CeteBol kabenb RJ-45 Cat. 5 ans nogkntoueHms komnbroTepa k ViPNet Coordinator HW.

Ha koMnbtoTepe AO/IXKHbI BbITb BKIKOUEHbI CTaHAaPTHbIE CAYXObl, HEOBXOAVUMbIE A5 YCTaHOBKM
ANCTPUBYTUBA KAtOYel:

o Telnet man SSH — pana nogxntouenns k ViPNet Coordinator HW.

e TFTP — panda nepeHoca auctpmbytmea katoderi Ha ViPNet Coordinator HW.
B Linux 311 ciyx6bl BKAKOYEHBI MO YMOSYaHMIO.

B Windows 3Tv ciyx6bl MO yMOAUYaHWIO OTKAHOUEHbI, YTOBbI UX BKIHOUMUTD!

1 B meHto Myck HauHUTE BBOAUTL «KOMIMOHEHTLI» U1 BbibepuTe BkitoueHue nam otkaroueHne
komnoHeHToB Windows (Turn Windows features on or off).

2 Bbibepute Knuent TFTP (TFTP Client) n Mpoctbie cayx6bl TCPIP (Simple TCPIP services).

3 Haxmute OK.

Ha Bpems ycTaHOBKM AMCTPUOYTUBA KIOYEN:
1 OTtkntounTe KOMMbIOTEP OT BHELUHEN CeTw.

2 Ecam Ha komnbtoTepe yctaHoBaeH ViPNet Client — otkatoumte 3awmty ViPNet. Jnas 3toro B
ocHoeHOM MeHto ViPNet Client Boibepute ®aiin > KoHdurypauum > OTKAOUAUTB 3aLLuTy.

3 Ha komnbtoTepe ¢ Windows:
3.1 Otkntoumte cnyxObl 6e30MacHOCTN M O6HOBAEHNS:
e bpaHamaysp Windows (Windows Firewall).

e ZawwutHuk Windows (Windows Defender).
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e LleHTp obHOoBAeHMs Windows (Windows Update).

3.2 Ha naHenun ynpasnerusa Windows Bbibepute Cetb u NMHTepHeT (Network and Internet) >
CBoiictBa 6pay3epa (Manage browser add-ons) > besonacHocTb (Security) > WHTepHeT
(Internet) > Apyron (Custom level) v oTkatoumte 3awmty no Bcem napametpam. Haxmute OK.

Mepes HayasOM YCTaHOBKN AMCTPUOYTMBA KIOYEN:
1 TlepeHecute Ha koMMbtOTEP dainn AUCTPUOYTVMBa KIOYEN.
2 C rnomMoubio ceTeBOro kabens nogkitoumte komnbtoTep K nopTy ethl ViPNet Coordinator HW.
3 YcraHoBWTE Ha ceTeBOM MHTepdelice komnbroTepa IP-agpec 169.254.241.5.

4 Mopxntountech Kk ViPNet Coordinator HW ¢ nomouwbto Telnet- nan SSH-knveHta no IP-agpecy
169.254.241.1; B NapameTpax NOAKIOUYEHUA ykaxute (npuBeseHbl HacTpoiuku PuTTY):

o  Tun tepmuHana VT100 (Terminal > Keyboard > VT100+).

o  Koauposka cumeosos KOI8-R (Window > Translation, B cnncke Remote character set
Bbibepute KOI8-R).

o  Metog BBoga linux (Connection > Data > Terminal type string, BBeaute linux).

o  WwpwHa okHa no ymonuaHuto 120 cumeosio (Windows > Columns, BBegute 120).
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[lepBryHag HacTpowrka ViPNet
Coordinator HW

MepBWUYHas HaCTpOIKa NO3BOASET 3ajaTb MapamMeTpbl, HeobxoauMble Ans nogkntodeHus ViPNet
Coordinator HW k cywectsytowein cetn ViPNet nam ucnonb3osanua ViPNet Coordinator HW B kauectse

nepBoro koopavHatopa HoBoW cetn ViPNet. MepBrUYHas HacCTpoWKa BbINOAHAETCA C MOMOLLbIO MacTepa
YCTaHOBKN AUCTPUOYTMBa Katouel. [JO BbINONHEHWS NMEPBUYHOM HACTPOMKM:

1 Monyuute y agmmHucTpaTopa cet ViPNet dann auctpnbytmea kntouelr v napoib JOCTyMa K HEMy.
Ecnv npu cosganum auctpmbytnea katouer Obin 3agaH cnocob ayTeHTUdUKaLmMM Mnoab3oBaTens
«YcTpolicTBO», Nnoayunte y agmuHuctpatopa cetv ViPNet BHelLlHee yCTPONCTBO ayTeHTUdMKaLMM 1

MVH poctyna K Hemy.
2 TMopkntoumtech Kk ViPNet Coordinator HW nokanbHO ogHUM 13 cnoco6o0B.

3 Ecau gns yctaHoBkM daina AnctpubyTtmBa Kitouen 6yaeT UCnonb30BaTbCA BHELLHEE YCTPOMCTBO,

noaroToBbTE €ro.

BHumaHwme! He oTkntouaiite nutaHme ViPNet Coordinator HW go 3aBepLu eHuns npouecca
YCTaHOBKM ANCTPUOYTUBA KatOUel, Tak Kak 3TO MOXeT NPUBECTU K HepaboTocnocobHOCTH

/\E ViPNet Coordinator HW.

Bbl MOXeTe OCTaHOBWTbL YCTaHOBKY AMCTPMBYTUBa 1 cbpocuTb ViPNet Coordinator HW k
3aBOACKMM HacTpoiikam Haxas Ctrl+C B npouecce nepBMUHOM HAacTPOku. JaHHbIR cnocob
6yneT paboTaTh A0 Liara3arpy3ky OCHOBHbIX ApaiBepoB U CyO.

BoinosHute nepsuuHyto Hactpoiky ViPNet Coordinator HW:
1 Britouute ViPNet Coordinator HW.

2 B cTpoke npurnawenus Linux BBeaMTe MMA NMOAb30OBaTeNs user WM Napob user. [1pu ycnewHom

aBTopu3aummn ByaeT 3anyleH MacTep YCTaHOBKW AUCTPUOYTMBA KAHOYEN.
3 Bouibepute pexuMm paboTbl MacTepa:
0 1 — KOHCOJbHbIN.

0 2 — MOJIHO3KPAHHbIN.

Iil MpumeuaHue. [Janee, B KaXAOM L are paboTbl MacTepa NPVBEAEHbI AEACTBUA ANS ABYX
PEXMMOB: CHauana 1A KOHCOIbHOTO, 3aTeM A1 MOJHO3KPaHHOTO.

4 O3HakoMbTeCh C JIMLUEH3VNOHHbIM COrnalleHunem. ,ﬂ,]’lﬂ NpoAO/IKEHNA YCTAaHOBKU MpUMUTE YCOBUA

cornawieHuma.

Ecnv Bbl He npumeTe anueH3noHHoe cornawenune, ViPNet Coordinator HW 6yaeT BbikntoueH. Bbl
mMoxeTe copocutb ViPNet Coordinator HW k 3aBoAckMM HacTpovikaM U BbIKNHOUYMTL €ro Ha Ntobom
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ware JO YCTaHOBKN AUCTPUBYTMBa Katouel. Jaa 3toro Haxmute Ctrl+C 1 oTKaxutecb OT NPUHATUSA
JMLIEH3VOHHOTO COTAaLleHus.

MprmeuaHme. TeKCT NMLIEH3VOHHOIO COrall eHnst oTobpaxaetcs B kogamposke KOI8-R,

no3Tomy ecnv Bbl nogrntoumnmce k ViPNet Coordinator HW uepes koHconb, Telnet unn SSH, a
TEKCT JIMLEH3MOHHOTO COrJ/all eHna oTobpaxkaeTcs HEKOPPEKTHO, YbeanTech, YTO 3ajaHbl
BEpHble napameTpbl.

5 HauHute yctaHoBKYy:

o B ctpoke Would you like to start installing keys/restoring configuration? [Yes/No]
BBeauTe y 1 Haxxmute Enter.

o Haxxwmute Next.
6 Bbibepute KOHTUHeHT uamn Bpemsa UTC 3 cnmvcka:

o Beegute Homep KoHTUHeHTa wan UTC n Haxkmute Enter.

o Buibepute koHTUHEHT mam UTC B cnincke n Haxkmute Next.
7 Bbibepute cTpaHy m3 cnmcka:

o  Bsegute HOMep cTpaHbl u Haxxmute Enter.

o Boibepute cTpaHy B crincke n Haxkmute Next.

ChnnCOK COAEPXKUT CTPaHbl, PacroiOXKeHHbIE Ha BbIOPaHHOM KOHTUHEHTE.
8 BbibepuTe yacoBoW NOAC M3 crncka:

o  Bsegute Homep nosca u HaxwvuTe Enter.

o  Bbibepute uvacosown nosic B cnucke 1 Haxxmute Next.

ChnncoK CoAep>XUT YacoBble nosica BbIbpaHHOW cTpaHbl. Ecn B cTpaHe TObKO O4UH 4acOBOM MOSC,
TO OH ByaeT BbIbpaH aBTOMaTUYECKM.

9 nOATBepAVITe YCTaHOBKY 4aCOBOTO noAca:
o B ctpoke Is the above information OK? BBeaute 1 n Haxmute Enter.

o Haxmute Yes.
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< Yes 3

PucyHok 32. 3anpoc Ha ycmaHoeKy 4aco8020 NOSICa 8 NOJIHOIKPAHHOM pexume

10 Ecnv TpebyeTcs M3MeHUTb TeKyLLyt AaTy U Bpewms:
o  Bsegute paTy v Bpema B dopmMaTe YYYY-MM-DD hh:mm:ss u Haxxmute Enter.
o  YcTaHOBUTe faTy W Bpemsa C NOMOLLbIO KaneHaapa, Haxmvute Next.

1 Bobibepute cnocob yctaHoBku daina auctpubytrBa KiIkOYen:

o B ctpoke Would you like to install keys from TFTP, USB or CD storage device? [t/u/c]
BBEAUTE:

e t — CKOMMblOTepa no npotokoay TFTP.
e u— c USB-HocuTens.
e ¢ — cCD-pgucka.
o  YctaHoBwTe nepekntovaTesib B HYXXHOE MONOXEHWE C MOMOLLbIO npobena n Haxmute Next.
12 [lna ycTaHOBKM C KOMMbtOTEpa Mo npotokoay TFTP:

12.1 Ha komnbtoTEpPE BBIMOJAHUTE KOMaHAY:

tftp -i 169.254.241.1 put <umsa odanna>

12.2 B MacTepe ycTaHOBKM NOATBEpAUTE YCTaHOBKY Qaina AucTpubyTmBa katouei — Haxxmute Enter
nnn Next.

13 [Ana ycraHosku ¢ USB-Hocutena nan CD-aucka:

13.1 Noakntouute USB-Hocutenb man CD-npusog k USB-pasbemy ViPNet Coordinator HW; BctaBbTe
CD-pucek B npusoa.

13.2 Y106bl HaliTn dainbl dst, B MacTepe ycTaHOBKM Haxxmute Enter unn Next.

Ecnm Ha USB-Hocutene wam CD-gucke obHapyskeH TONbKO oAWH dain dst, TO OH byaeT BbibpaH ans
YCTaHOBKM.

Ecnm o6HapyxeHO Heckonbko daiinos dst:

o  Beegwte Homep daiina 3 cnucka Found several DST and VBE files W Haxmute Enter.
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o Bbibepute daiin B cnucke 1 Haxxmute Next.

bn_0026 . dst@15C00033 5568_CH_24 HU-UA-1

< Hext >

PucyHok 33. Bbibop ¢balina 0ns ycmaHosKku cnpagoyHUKo8 U Karodell 8 NOJIHOIKPAHHOM pexume

MpumMeuaHmne. B cnivcke ykasbliBatoTCa MeHa U uaeHTUd nkatopsl y310B cetn ViPNet, koTopbim
COOTBETCTBYIOT painbl dst.

Ecnv B KOHCONBHOM pexrMe HaligeHo bonbl e 20 b aliioB, CMMCOK BbIBOAWUTCS MOCTPAHUYHO.

B non HO3KPaHHOM pexXume A1nNHHble UMEeHa (baifm OB MOryT 6bITb OTO6pa)KeHbI He NMOJIHOCTb 1O.

YT06bl MPOCMOTPETL NMOJHOE UMS, BbIbepuTe balin B Cnucke — ero uMs byaet oTobpaxkeHo
noj OKHOM MacTepa.

Ecan paiinoB dst He obHapyxeHO, MacTep NPeAsoXUT 3aHOBO BblBpaTh cnocob nepeHoca
anctpubytrea kntouen (war 11).

14 Bsegwte napoab K dpaitny auctpmbytnea Kitouei:

o  BcTpoke Enter password BBeAuTe Maposb W Haxmwute Enter.
o Beegute naposb 1 Haxmute Next.

15 Ecam cnocob ayteHTudmkaumm nosb3osatens Ha ViPNet Coordinator HW — «YcTpolictBo»:
15.1 Moakntounte K USB-paszvemy ViPNet Coordinator HW yctpolictBo ayTeHTUdMKaLIM.
15.2 Beeaute MWH goctyna k ycTpoiicTsy:

e Bcrpoke Insert token and enter PIN Code BBegute MMVH n Haxwvute Enter.

o  Beegurte MNH u Haxxmute Next.

BHumaHue! Ha ycTpoicTBe ayTeHTUd MKMW A0JIKEH ObITb TONIbKO OAMH KOHTEWHEP, B KOTOPOM
& COAEPXKMTCA NEPCOHaNbHbI KtOY NoAb30BaTeNs. [1py HaNMUNM HECKONbKMX KOHTEMHEPOB Ha
YCTPOWMCTBE MacTep yCTaHOBKMU ANCTPUBYTUBA KIHOUEN 3aBepLU UT paboTy.
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16 Hactpowre ceteBble MHTEpdENcbl NOCAeA0BaTENbHO, HaUMHaA C eth0. YTOObI HacTPOUTb MHTepdEVIC,
BKAKOUUTE €ro:

o B cTpoke Configure interface eth<uomep>? [Yes/No] BBegute y u Haxmute Enter.

o YctaHoBuTe nepeknoyvaTeb B NMNOJOXeEHNE UP ¢ noMoLWwbHO npo6ena n Haxxmute Next.

YTO6bI MPONYCTUTL HACTPOWKY UHTepdeNnca 1 nepenTn K cneayroLemy:

o Beeaute n n Haxmute Enter.

o YcraHoBuTe nepekntoyaTtens B nosoxeHne DOWN u Haxxmute Next.

B cnyyae oTkasza OT HAaCTPOWKM MOCAEAHEro CeTeBOro uHTepderica, Mactep nepengeT K HacTpolike

UMeHU KOoMMbtoTepa (war 24).
17 YctaHoBute ans uHtepdenca pexum DHCP:
o BCTpOKe Use dhcp on the interface eth<uomep>? [Yes/No] BBegute y 1 Haxxmute Enter.

o  YctaHoBuTe nepekntoyatens B nosoxeHve DHCP n Haxxmute Next.

Wnu yctaHoBUTE peXuM CTaTUUYeckoro agpecauuvm:
o Beeaute n n Haxmute Enter.

o  YctaHoBuTe mepekitoyaTtesb B noaoxeHue StaticlP v Haxxmute Next.

18 Ecnv 6bin BbIOpaH pexxuM cTaTuyeckor agpecaumn, 3agaute IP-agpec:
o  Beeaute nocnepoBaTenbHo IP-agpec n macky nHtepderica n Haxmute Enter.

o Beepute IP-aspec u macky nHTepderica B COOTBETCTBYHOLLME MoAas U Haxmute Next.

BHumanwme! OrpaHuueHuns npu 3agaHun IP-agpeca:

/\ e 3anpeueHo 3agaBaTb IP-agpec 0.0.0.0.
A e 3anpeueHo 3agatb macku nogcetu 0.0.0.0, 255.255.255.254 wn 255.255.255.255.
e /[lns pa3HbIX CeTeBbIX MHTePd encoB 3anpeLy eHo 3agaTb IP-agpeca, OTHOCALLMECs K OAHOM

noaceTw.

Ecnm nHTepdeiic He nocnesHui, MacTep nepengeT K HacTponke creayrowero nHtepdeica (war 16).

19 Ecam HM ans ogHoro vHtepodelica He 6bin 3agaH pexxum DHCP, 3agaiTe W a03 MO yMOYaHUIO:

BBeauTe IP-agpec waro3a n Haxmute Enter nam Next.
20 Bxkntouute aBTOMatMyeckmin 3anyck DNS-cepsepa npw 3arpyske ViPNet Coordinator HW:

o BCTpOKe Do you want to enable DNS server? [Yes/No] BBEAUTE y U HaXmute Enter.

o  YctaHoBute nepekitoyatesib B nosoxeHve ON (Enable starting the DNS server at boot) u

Haxxmute Next.
Ecnn DNS-cepBep 3anyckaTb He Hy>XXHO:

o Beeaute n n Haxmute Enter.
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o  YcraHoBuTe nepekitoyatens B nonoxeHne OFF (Disable starting the DNS server at boot) u
HaxxmuTe Next.

Mactep nepewnget k HacTpovike NTP-cepsepa (war 22).

21 MNpwv nogkNroYeHUN K MHTepHeTy B kadectBe DNS-cepBepOB Mo yMONUaHUIO UCMOAb3YHOTCA
kopHeBble DNS-cepBepbl. YT06b1 fo6aBUTE DNS-CepBep:

o B cTpoke Do you want to add custom DNS server? [Yes/No] BBeaute y W Haxmute Enter.

Beeawnte IP-agpec DNS-cepsepa v Haxxmute Enter.

o YctaHoBuTe nepektoyatesnb B nonoxeHne Yes (Add custom DNS server) n Haxmute Next.
Beegurte IP-agpec DNS-cepsepa v Haxxmute Next.

Ecnv DNS-cepBep f00aBAsiTb HE HYXHO:
o Beegute n n Haxxmute Enter.

o YctaHoBuTe nepekntoyatenb B nonoxeHve No (Leave the default setting) n HaxxmuTe Next.

{ IBYe=MAdd custom DN3 server

< Next >

Pucyrok 34. 3anpoc Ha dobasneHue IP-adpeca DNS-cepsepa 8 nosHOSKPAHHOM pexume
22 Britouute aBTOMaTtudeckuin 3anyck NTP-cepepa npwu 3arpyske ViPNet Coordinator HW:
o B cTpoke Do you want to enable NTP server? [Yes/No] BBeaute y W Haxwumute Enter.

o YctaHoBuTe nepekitoyatens B nonoxeHne ON (Enable starting the NTP server at boot) n
HaxkmuTte Next.

Ecam NTP-cepBep 3anyckaTb He Hy>HO:
o Beeaute n mn Haxxmute Enter.

o  YcraHoBuTe nepekitoyatens B nonoxeHne OFF (Disable starting the NTP server at boot) 1
HaxxmuTe Next.

MacTtep nepeingeT K HaCTPOMKe MMEHW KOMMbtoTepa (war 24).

23 1N CMHXPOHM3ALWMN CUCTEMHOFO BPEMEHM MO YMOAUYAHWUIO WCMOAb3YOTCA Ny6anYHble
NTP-cepBepbl. YT06bI flo6aBUTE NTP-cepBep:
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o B cTpoke Do you want to add custom NTP server? [Yes/No] BBeauTe y u Haxmute Enter.
Beegute IP-agpec unn DNS-uma NTP-cepBepa 1 Haxxmute Enter.

o YctaHoBuTe nepekitoyatenb B nonoxeHne Yes (Add custom NTP server) n Haxxmmte Next.
Beegute IP-agpec unn DNS-numa NTP-cepepa u Haxxmute Next.

Ecnn NTP-cepBep f06aBAsiTb He Hy>HO:
o Beeaute n mn Haxxmute Enter.

o YctaHoBMWTe nepekntouatens B nosnoxeHve No (Leave the default setting) u Haxmute Next.

[ IBYe=@8Add custom NTP seruver

PucyHok 35. 3anpoc Ha dobasseHue NTP-cepgepa 8 NOJIHOIKPAHHOM pexume

24 Mo ymonyaHmo uma komnbtotepa ViPNet Coordinator HW ¢opmupyetca no wabnoHy <ucnonnenue
ViPNet Coordinator HW>-<mpmeHTMOukaTOp y3sa>, HaNpumep, HW1000-270E033A. YT106bl UISMEHUTb
nMms, BBeguTe HoBoe M Haxxmute Enter unn Next. Eciv umsa nsmeHaTb He HyxHO, Haxkmute Enter vwam
Next.

25 TekywWw i Anana3oH BMPTyasbHbIX aZpecoB MOXeT nepecekaTbcs ¢ AvanasoHom IP-agpecos,
KOTOpPbIV MCMONb3yeTca AN ajpecauuny B Ballel ceTh. YTobbl USMEHWUTb Auana3oH BUPTYaibHbIX
ajpecos:

o B cTpoke Do you want to specify custom virtual IP address range? [Yes/No] BBeAauTe
y W Haxmute Enter. BBegute HauyanbHbIA W KOHEYHbIV ajpeca (MK TONbKO HayvalbHbl aApec B
HoTaumm CIDR) HoBOro amana3oHa BMpTyaibHbIX agpecos, Hanpumep, 11.0.0.1-11.0.254.254 van
11.0.0.1/16 n HaxkmuTte Enter.

o YctaHoBUTEe MepektoyaTtesnb B noaoxeHne Range (Set custom virtual IP range) nan CIDR (Set
custom virtual IP range in the CIDR notation) u Haxxvute Next. BBeaute HaudanbHbIl 1
KOHeUHbIN agpeca (Win TOIbKO HayasbHbIM agpec B HoTauum CIDR) HoBoro avanasoHa
BMPTYanbHbIX agpecos u Haxwvute Next.

Ecan grnana3oH BMpTyasbHbIX aApeCcoOB M3MEHATb HE HY>KHO:
o Beegute n n Haxxmute Enter.

o YctaHoBuTe nepekntoyatenb B nonoxeHve No (Leave the default setting) n Haxxmute Next.
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MpymeuaHme. Mo ymonyaHuno MacTep Npeanaraet gnanasoH BUPTYasbHbIX afpecoB
11.0.0.1-11.255.255.254 (B HoTauwmm CIDR 11.0.0.1/8).

MoapobHee 0 BUPTyanbHbIX agpecax CM. JOKYMeHT «HacTpoiika ¢ MOMOLL b KOMaHAHOTO
MHTepnpeTaTopa», pasgen «Hactporika BUpTyanbHbix IP-agpecos».

BupTyanbHble agpeca 13 yka3aHHOro AvanasoHa byayT Ha3HauaTbCA OANHOYHbIM

TYHHenupyemMbIM agpecam. N5 AnanasoHoOB TYHHENNPYEMbIX Y310B ajpeca Ha3HayaroTca 13
nHTepBana <x+1>.0.0.1-<x+1>.255.255.254, rze x — nepBbIli OKTET 33/j@HHONO AvanasoHa

BUPTYa/bHbIX aPEeCcoB.
MoapobHee 0 3afiaHUN BUPTYaNbHbIX aAPECOB /151 TYHHENNPYEMbIX Y3/10B CM. JOKYMEHT
«HacTpoiika c MToMOoLL blo KOMaHAHOTO UHTEPNpeTaTopa», pasgen «HacTpoika BUagMoCTH
Y3/10B».

26 Ecnm 6bin HacTpoeH xoTs 6bl oAMH ceTeBOW UHTepdeic, nposepbTe cBA3b ViPNet Coordinator HW ¢
y3nom cetn ViPNet:

o B cTpoke Do you want to probe VPN-connection with some host in order to verify the

configuration you've just made? [Yes/No] BBeaute y U Haxxmute Enter.

o Haxmute Yes.

Mpumeuanue. MNMposepky cBA3M ¢ Apyrumu y3namm cetn ViPNet pekoMeHayeTca BbIMOAHATL BO

n3bexaHune BoamoxHou notepu goctyna k ViPNet Coordinator HW no 3aBeptLu eHunm
NEPBUYHON HACTPOWKM.

Ecam npoBepATb cBA3b € y310M cetn ViPNet He HyxHO:
o Beeaute n n Haxmute Enter.
o Haxxmute No.
MacTep ycTaHOBKM AMCTPMOYTMBa KItOUen nepengeT K 3anycky apanBepoB v cayxb (war 34).
27 3apgante pexxum nogkatouenus ViPNet Coordinator HW k BHelwHel ceTu:

o B oTBET Ha coobllEeHMe Do you want to configure firewall mode? [Yes/No] BBEAWUTE CUMBOJ

vy U Haxmute Enter.
o B nonHoskpaHHOM pexxunme Haxmute Yes.

Ecnn Bbl x0TWTE Mcnonb3oBaTb HacTponkn noakntoueHus ViPNet Coordinator HW k BHelwHen ceTu u3

danna anctpubytmea KItouei:
o Beeaute n n Haxmute Enter.
o Haxxmute No.
MacTep nepenget K npoBepke cBsA3u C ApyrumM y3nom cetn ViPNet (war 31).

28 Bbibepute pexum nogintoveHus ViPNet Coordinator HW k BHewwHel ceTu:
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BHumaHue! He pekomeHgyem 1Mcnonb3oBaTth peXxuMbl nogkatoveHmns «bes ncnonbsosaxus
MeXCeTeBOro akpaHa» 1 «KoopamHaTop», Tak Kak OHW ABAAIOTCA yCTapeBL MU 1 ByayT
yAaneHbl B Caefytolnux Bepcusax npodykra. Mpu Boibope 3TMX peXXMMOB BO3MOXHa noTeps
CBA3M Cy3namu.
Ecav Bbl BIGpanu 04uH 13 3TUX PEXMMOB, BHECUTE U3MeHeHWs B ¢pain iplir. conf.

& MoapobHee cM. B JOKyMeHTe «HacTpoiika C MOMOLL b0 KOMaHAHOTO NHTepnpeTaTopa» pasjen
«HacTpoiika napaMeTpoB CETEBOro MOAKIOUYEHUA KOOPAMHATOPa».

BMecTo ycTapeBLl X peXXMMOB PEKOMEHYEM MCMO/b30BaTh:

e pexum «Co CTaTUUecKon TpaHcaALmelt agpecoB» BMECTO pexinma «bes mexceTeBoro
aKpaHa»;

e pexunm «C gHaMUNYecKon TpaHCasALMel ajpecoB» BMeCTo pexunma «KoopauHatop».

o  YT0b6bl BIOpaTh pexvM be3s ncnonb3oBaHMA MeXCETEBOro 3KpaHa:
e Beeaute 1 n Haxwuute Enter.
o  Buibepure pexum 1(No External Firewall) n Haxxwvute Next.
o  YT06bI BEIOpaTh pexvm KoopauHatop:
e Beeaute 2 v Haxmute Enter.
e Buibepure pexum 2 (VPN Coordinator) n Haxxmute Next.
o  YT0bbl BbIOpaTh pexvm Co cTaTUUECKOW TpaHCcasAunel agpecoB:
e Beaute 3 n Haxwwute Enter.
o  Buibepute pexum 3 (Static NAT) n Haxwvute Next.
o Y106bI BbIGpaTh pexxum C AMHaMUUeCcKoW TpaHcasaumell ajpecos:
e Beeaute 4 n Haxmute Enter.

e Buibepute pexum 4 (Dynamic NAT) n Haxxmmte Next.

Mo External Firewall

PucyHok 36. Bbibop pexuma pabomesl Yepe3 Mexcemesoli SKpaH 8 NOJIHOIKPAHHOM pexume
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MoapobHee O pexnmMax MoAKIFUEHUsT K CETU Uepe3 MeXCETEBOM 3KPaH CM. B AOKYMeHTe
«HacTpolika ¢ NOMOLLbI KOMaHAHOTO MHTEpnpeTaTopa».

29 Ecau Bbl BbIOpanu pexum Co cTaTUUecKor TpaHCasLmMen agpecos:

29.1 Mo ymonvaHuto A otnpaBky 1 nonydeHna UDP-naketoB mcnonb3yetca nopt 55777. YTobbl
M3MeHWTb HOMep nopTa:
o B ctpoke Do you want to specify custom UDP port? [Yes/No] BBeAguTe y U Ha>Xmute Enter.

Beegute Homep UDP-nopta v Haxwute Enter.

o Haxxmute Yes. Beeaute Homep UDP-nopTa 1 Haxxmute Next.

MpumeuaHme. Ecavyuepes oanH mexceteBon skpaH (nam NAT-ycTpoiicTBO)
noakatoueHbl Heckosbko ViPNet Coordinator HW, To nx Homepa UDP-nopToB foAXHb!
6bITb pPasHbIMU.

29.1 3apalite PprKCMpOBaHHbIN IP-aspec BHeLHEro MeXceTeBOro aKpaHa:

BHumaHwe! Mpu 3agaHnm GUKCMpPOBaHHOrO agpeca BO3MOXHa NOTeps CBA3W C y31aMy,

/A\ HaxoAsLL MMUCS 32 MEXCETEBLIM 3KPAHOM C AMHAMUYECKOW TpaHCAsALMEN aapecoB. Pexxum co
CTaTUYeCKOM TpaHcaaumeln n GukcMpoBaHHbIM IP-aapecom BHELL HEro MEXCETEBOTO 3KpaHa
ABNAETCA yCTapeBLU UM 1 ByAeT yaneH B CAefyHoLL X BEPCUAX MPOAYKTa.

[ B ctpoke Do you want to specify fixed IP address of the external firewall?
[Yes/No] BBegute y u Haxxmute Enter. Beegute IP-agpec v Haxxmute Enter.

e Haxmute Yes. Beegute IP-agpec n Haxxmute Next.

Mpumeuanune. rkcMpoBaHHbIY IP-agpec MeXCceTeBOro 3KkpaHa Hy>KHO 3ajaBaTb, YTOObI

BXOJALL e NakeTbl NoCTynaan Ha OI'IpEAGHEHHbII\/'I ajpec MeXCeTeBoro s3KpaHa
HE3aBNCUMO OT TOTO, C Kakoro ajgpeca Obinn OTnpaBaA€eHbl NCXO AL Me NaKeTbl.

MacTep nepeinget K NpoBepke CBA3N € ApyruM y3aom cetn ViPNet (war 31).

30 Ecav Bbl Bbibpanu pexum C AMHaMUUECKOW TpaHCasaUunen ajpecos:

30.1 Beibepute koopauHaTop, Yepe3 koTopblin ViPNet Coordinator HW 6yaeT noakitoyatbcs K cety,

KaK Ha ware 29.2.

30.2 Ecam gns BbIOpaHHOTrO KOOpAMHaTOpa He ykasaH IP-agpec, 3aganTe ero BpyuHyto, kak Ha Lare
29.3.

MacTep nepewger K NpoBepke CBA3M C ApyruM y3nom ceTn ViPNet (war 31).

31 Boibepute u3 cnvcka ceteBbix y310B ViPNet, c kotopbimu ViPNet Coordinator HW nmeeT cBA3w, y3en

[N IPOBEPKU:

o BCTpOKe Specify the sequence number of the VPN host [<gmuanazon uudp,
COOTBETCTBYyIMX y3JlaM B cImcke>] or [g] to cancel or press Enter for next page

BBeJAMTe HOMep CEeTeBOrO y3/1a B Cnucke W Haxkwmute Enter.

o  Bolbepwute ceTeBoli y3en n Haxmute Next.
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Mpumeuanmne. NHpopmaLms o CBA3AX COAEPXKUTCS B CMPaBOYHMKaX yCTaHaB/IMBaEMOro
AVCTPUBYTUBA KJTHOUEl.

x15c0000e@5568_AFPZ_of f

PucyHok 37. Bbibop y3na cemu ViPNet Ons nposepku ces3u 8 NOJIHOSKPAHHOM pexume

32 Ecam B cnNpaBOYHMKaxX YCTaHaBAMBAaEMOro AUCTPUOYTMBA KItOUel He ykasaH IP-agpec BbIOpaHHOro
y3na cetn ViPNet, 3agaiite ero BpyuHyto:

o B CTpOKe The IP address of the ViPNet host has not been found. Do you want to specify
one? [Yes/No] BBegute yu Haxmute Enter. Beeaute IP-agpec n Haxxmute Enter.

o Haxwute Yes. Beeaute IP-agpec un Haxxmute Next.

33 MNpoBsepka cBaA3wn ¢ y310M ceTn ViPNet MoOXeT 3aHATb HECKOABbKO MUHYT. Joxantecb coobuieHne o
pe3yabTaTtax NPOBepKu:

o  EcnmceaAsb cy3nom cetn ViPNet 6blna ycTaHOB/EHA, BCE HACTPOWKY, BbINOAHEHHbIE A0
NPoOBEepPKW, COXPaHATCA B KOHPUrypaumoHHOM daine iplir.conf ViPNet Coordinator HW. Ans
NPoAo/IKeEHMs paboTbl MacTepa Haxmute Enter nnn OK.

o  Ecaun cBasb cy3nom cetn ViPNet ycTaHOBUTb He yAanoch, TO ANS BbIACHEHWS MPUYMHBI,
npocmoTpuTte XypHan peructpaupmn IP-naketoB. MNoapobHee o paboTe C XXypHaAOM perncTpauum
IP-nakeToB CM. B JOKyMeHTe «HacTpoWka C MOMOLLbHO KOMaHAHOIO WMHTeprnpeTatopa».

34 3anyctute apaviBepbl n cnyx6bl ViPNet Coordinator HW nepeg 3aBepLieHveM paboTbl MacTepa:

o B cTpoke Do you want to start VPN services before leaving the installation wizard?

[Yes/No] BBeAuTe y W Haxmute Enter.
o Haxwute Yes.
35 3anyctute KomaHgHbIn mHTepnpeTatop ViPNet Coordinator HW:

o B cTpoke Do you want to start the command shell now? [Yes/No] BBEAUTE y W HaXmuTe
Enter.

o Haxxmute Run Command shell.
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MepBMUHas HacTpoWka 3aBeplueHa, BbinoaHeHO noakatoveHne K ViPNet Coordinator HW B pexume
nosb3oBaTens.

Tenepb Bbl MOxeTe nogkntoumtbca K ViPNet Coordinator HW B pexxume agmuHuctpatopa w
MCNoONb30BaTh ANA HACTPOWKN KOMaHAHbIA MHTepnpeTaTtop win Beb-uHTepdeiic. MNMoapobHee

CM. JOKYMeHTbl «HacTpolika ¢ NoMOLL b0 KOMaHAHOrO MHTEpnpeTatopa» W «HacTpoika ¢ MoOMOLLbHO
Beb-nHTepdeica.

Ecnv ana ceteBoro uHtepdeiica 6611 3agaH pexvm DHCP, nposepbTe, uto o1 DHCP-cepBepa nosyyeH
MapLUpPYT MO YMOAYaHWUIO:
e B KOMaHAHOM WHTepnpeTaTtope MPOCMOTPUTE TabauLy MapLUpPyTU3aLum:
hostname> inet show routing
Ecnv MmapwpyT no ymMonuaHuio He Obln nosyyeH, ByaeT BoiBeAeHO npeaynpexaeHne. B atom cayuae

3ajalTe cTaTMUeCcKUii MapLIpyT MO YMONYaHWUIO (CM. JOKYMEHT «HacTpoika C MOMOLLbI KOMaHAHOTO
WHTepnpeTaTopa», pasgen «Hactporika mMapLpyTusaumm»).

e B pazgene CeteBble HacTponku > MapupyTtumsauusa Beb-uHtepdeiica npoBepbTe Haanuve
Maplwpyta no ymoadaHuo (oH umeet sua 0.0.0.0/0).

Ecnun Takoro MapLupyta HeT, 3ajaiiTe CTaTUUECKUA MapLUpyT MO YMOAUaHUIO (CM. AOKYMEHT
«Hactpoiika ¢ nomoubto Be6-nHTepdelica», pasgen «Hactpoiika MapLpyTUsaLmm»).

BHumaHue! Ybeautech, UTO 3aZaHHbIN B MapLU pyTe L 103 MO YMOJYaHWIO JOCTYMEH NS

//A\ ceteBoro y3na ViPNet Coordinator HW. Ecav W nt03 N0 yMOAYaHWIO OKaXeTcs HeoCTyreH,
HekoTopble pyHKUMM ViPNet Coordinator HW He ByayT paboTaTk, Hanpumep, BUPTyanbHble
IP-agpeca, 06paboTka NpukaaZHbIX MPOTOKO/OB, CETEBblE CNYXbbl 1 Apyrue.
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TepMUHbI 1 CoKpalLLeHMA

DiffServ (Differentiated Service)

MpoTokon, obecneuvBatoLWuii Knaccudpukaumo ceteBoro Tpaduvka npu nomoim DSCP-meToK,
fobaBnsembix B 3aronoBku IP-nakeTos.

L2OverlP

TexHonorus, KOTopas NO3BO/IAET OPraHN30BaThb 3aLUTy YAaNEHHbIX CETMEHTOB CETW, UCMOJIb3YHOLLMX
OfHO 1 TO e agpecHoe NPOCTPaHCTBO, Ha KaHaabHOM ypoBHe mogenn OSI. B pesynbTaTte y3abl u3
pa3HbIX CEFMEHTOB CETU CMOTYT B3aMMOAENCTBOBaTL APYr C APYrOM B OAHOM LUMPOKOBELLaTelbHOM
JOMeHe. B oCHOBE TEXHONOTUM NIeXUT NepexBaT Ha KaHasbHOM ypoBHe mogenn OSI Ethernet-kazpos,
OTMPAaB/IEHHbIX U3 OAHOFO CEerMeHTa CeTU B APYrow.

OSPF (Open Shortest Path First)

MpoTOKOA AMHAMWYECKON MapLUpyTU3aLmK, OCHOBAHHbIA Ha TEXHOJIOTUMM OTCIEXMBAHWA COCTOSHMS
KaHasa A1 HaXOXAEHWs KpaTuyaliero MapupyTa. PacmpoctpaHseT MHPOpMaLmio O JOCTYMHbIX
MapLupyTax BHYTPY aBTOHOMHOW CUCTEMbI.

PPP (Point-to-Point Protocol)

npOTOKOJ'I KaHa/lbHOIo ypOBH4, I/1CI'IOJ1b3y}OLIJ,I/IIZCFI Ana yCTaHOBJIEHUA I'IpFIMOﬁ CBA3N MeXay ABYMA
y31iaMn ceTu.

TCP-TyHHenb

Cnocob coepunHeHua kiveHToB ViPNet, HaxoAAaLWMXCA BO BHELLHUX CETAX, CO CBOMM CEPBEPOM
COeAVHeHUI, a 3aTeM v C agpyrumn y3namm cetn ViPNet no npotokony TCP. Vicnosnb3yeTcsa B TOM caydae,
ecnn coejuHerne no npotokony UDP 3abnokupoBaHo mpoBsaligepamMu yolyr NHTepHeTa.
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TCP-TyHHENb HacTpamBaeTca Ha KoopAuHaTope, KOTOPbIV ABASETCA A/1A KINEHTa CEPBEPOM COEAUHEHWN.

ViPNet Administrator

Habop nporpamMmMHoro obecneveHvs ana agMuHUCTpupoBanus cetn ViPNet, Bkatovarowmin B cebs
cepBepHoe 1 knveHTckoe npunoxeHus ViPNet LleHTp ynpaBneHus ceTbto, a Takke nporpammy ViPNet
YA0CTOBEPAIOLWMNIA U KIHOUEBOW LEHTP.

ViPNet Policy Manager

I'Iporpalvlma ANa UeHTPpaaM3OBaHHOIO ynpasaeHna noJiMtrkamm 6e30MacHOCTK y3noB 3aU4MU.LeHHOﬁ cetn
ViPNet.

ViPNet Prime

MO ans ueHTpanmsoBaHHOro ynpasaeHus peleHuamu ViPNet. [Mo3BoasieT ynpaBasTe KOHOUrypaumen
ceTu (BK/ItOYas YCTPOMCTBA, MOJIb30OBATENIEN U IMLEH3UM), UEHTpaam3oBaHHO 06HoBAATL MO ViPNet u
BbINOHATb MOHUTOPWHI cocTosiHUA ceTu ViPNet.

Bkntouaet B ceb6q OCHOBHblE q)yHKLI,I/IOHaJ]beIe Moaynu:

e ViPNet VPN — Moay/nb ynpaBieHus TOMOJOTUEN CETU, PErUCTPUPYET 3allyMliaemMble YCTPONCTBA U
3ajlaeT CBA3N MeXAY HUMMU.

e ViPNet Network Visibility System — Moaynb MoHutopuHra coctosiHna cetn ViPNet 1 Bxogawwmx B
Hee YCTPOMWCTB.

e ViPNet Policy Management — mMoaynb LEHTPaAM30BaHHOIO YynpaBieHVs NoauTukaMu 6e3onacHoCTU
y3noB ceTn ViPNet.

ViPNet StateWatcher

MporpaMMHbIA KOMMeKC AN HabaroAeHns 3a cocTosiHneM Yy3n0B ceTein ViPNet, MoHWTOpUHra cobbiTuin
6e30nacHOCTY, MPOUCXOAALLMX Ha CEeTeBbIX y3/1aX, CBOEBPEMEHHOrO BbiAB/JEHMA Henonajok B paboTte
Y3/10B 1 OMepaTBHOTO OMOBELLEHNs MO/b30BaTeNell O BO3HMKaOWMX nNpobaemax.

ViPNet YaoctoBepstowmin 1 knrovesou LeHTp (YKLL)

Mporpamma, Bxoasllas B cOCTaB nporpaMmHoro obecneverums ViPNet Administrator. MNpegHa3HaueHa
ans dopmupoBaHus 1 06HOBEHMS Kitoueln ceTeBbix y3n10B ViPNet, a Taioke ans ynpasieHus
cepTvduKaTaMmn U CNUCKaMU aHHYNIMPOBaHHbIX CEPTUPUKATOB.

ViPNet LleHTp ynpaenenuns cetbro (LLYC)

Mporpamma, Bxoasllas B cocTaB nporpamMmmHoro obecneueHus ViPNet Administrator. MNpeaHasHaveHa
A7 CO3JaHuns 1 ynpaBaeHUs KOHbUrypaupelr cetv v No3BOAseT PellunTb CledytoLlne OCHOBHbIE 3ajauut:

® [OCTPOEHWE BUPTyanbHOMU ceTu (ceTeBble OOBEKTbI U CBA3U MEXAY HUMMW, BKIKOUas MeEXCETeBble);
® V3MeHeHMe KOHbUrypaumm cetu;

e dopmMuMpoBaHMe U paccblika CNPaBOYHNKOB;
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® paccblika KIHOUEW Y310B U KIOUEN nonb3oBaTenew;

e dopMupoBaHMe MHGOPMALWKM O CBA3AX NOJb30BaTENEN A/ YAOCTOBEPAIOLLErO W KIHOUYEBOro
LEHTPa;

e 3ajlaHve MOJIHOMOUMIA MoJib30BaTeNen ceTeBbIX y3/10B ViPNet.

AamunHuctpatop cetn ViPNet

Jlnuo, oTBevatowee 3a ynpasieHve ceTbto ViPNet, co3gaHve n 06HOBNEHME CMPaBOYHNKOB W KAtOYeElN
ans ceTeBbix y370B ViPNet, HacTpoiiky MeXCeTeBOro B3auUMOAEWCTBUA C AOBEPEHHBIMU CETAMM.

BMpTyaanaﬂ 3aljmieHHan CeETb

TexHonorma, No3BoastoLan co3aTb NOrMYECKyto ceTb, YToBbl 0becrneunTb MHOXECTBEHHbIE CeTeBble
COeAVHEHUA MeXay KOMMbOTepaMn UAN NIOKaNbHBIMW CETAMMN Yepes CYLLLeCTBYIOLWYIO GU3NYECKyto CeTb.
YpoBeHb AoBepusa K TakOM BUPTyasbHOW CETU He 3aBUCUT OT YPOBHA J0Bepusa K U3NUECKMM CeTAM
6narofaps UCNONb30BaHUIO CPEACTB KpunTorpadum (lWndpoBaHus, ayTeHTUdUKaUNM) 1 CpescTs

nepcoHanbHOIO N MeXCeTeBOro 3KpaHMpOBaHWA.

BuptyanbHbin IP-agpec

IP-agpec, KOTOpbIV NpUAOXeHMs Ha ceTeBoM Yy3ne ViPNet (A) ncnonb3yoT ana obpalleHns K pecypcam
ceteBoro y3na ViPNet (b) nan TyHHenvpyembix WM y3n10B BMecTO peanbHoro IP-agpeca y3na.
BupTyanbHble IP-agpeca y3ny ViPNet (B) HazHauaroTCcA HenocpeacTBeHHO Ha y3ne A. Ha apyrux ysnax
y3ny ViPNet (B) MoryT 6biTb Ha3HaueHbl Apyrve BUpTyaibHble ajpeca. Y3ay ViPNet (b) HazHauaeTcs
CTONbKO BMPTYaNbHbIX afpecoB, CKONbKO peasbHbIX ajpecoB UMEEeT AaHHbI y3en. Mpu nameHeHum
peanbHbIX aapecoB Y y3ia b BbigeneHHble eMy BUpTyasbHble agpeca He U3MeHANTCA. BupTtyanbHble
ajpeca TyHHe/VpyeMbIX Y3/10B NMPUBA3bIBAIOTCA K PeasbHbIM agpecam 3TUX Y310B U CyLecTBYHOT, Moka
CyLWecTBYeT AaHHbIM peanbHbIn agpec. Vicnonb3oBaHve BUPTYasbHbIX ajpecoB No3soaseT nsbexartb
KOHGNMKTa peanbHbix IP-agpecoB B caydae, ecim ceTteBble y3abl ViPNet paboTtatoT B 1OKanbHbIX CETAX C
nepecekaroLwMMca agpecHbiM NPOCTPAHCTBOM, a Takxke MCMo/b30BaTh 3TW agpeca AN ayTeHTUdMKaLmnm
yAaneHHbIX y310B B npunoxeHuax ViPNet.

AnctpnbyTuB KNtouen

®ann c pacwmpeHvem *.dst, co3gaBaembli B nporpamme ViPNet YaoctoBepstolwmii U KNkOUEBOW LIEHTP
nnn ViPNet Prime ans kaxgoro noab3osaTtens ceteBoro y3na ViPNet. Cofep>uT CNPaBOYHVKY, KIHOUM U
dalin AMUeH3MM AN NepBMYHOTO 3anycka v nociegyroulein paboTtbl nporpammel ViPNet Ha ceTeBoM y3ne.
[na pabotbl nporpammel ViPNet gnctpubytne knroyeit HeOHXOAUMO YCTaHOBUTbL Ha CETeBOM y3en.

3alLMLLEHHBIA MHTEPHET-LLK3 (OTKPbITbIA MHTEPHET)

TexHonorws, peannsoBaHHas B nporpaMmHom obecneueHun ViPNet. Mpu nogkitoueHWn K MHTepHETY
y3/1bl JIOKa/IbHOW CeTV M30IMPYHOTCA OT 3alLMLLIEHHON ceTw, a Npy paboTe B 3alMLLIEHHON CeT — OT
MHTEpPHeTa, YTo obecrneunBaeT 3aluTy OT BO3MOXHbIX CETEBbIX aTak U3BHe 6e3 dpr3nueckoro
OTK/HOUYEHMSI KOMMbIOTEPOB OT JIOKaJbHOW CETU.
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3alunLLEHHbIN y3en

CeTeBOW y3e/1, Ha KOTOPOM YCTaHOBJIEHO MporpammHoe obecneveHne ViPNet ¢ dyHkumen wudppoBaHus
Tpaduvka Ha CETEBOM YpPOBHE.

Knnent (ViPNet-kaneHT)

CeteBoi y3en ViPNet, KOTOpbIA SBAAETCA HaYaJlbHOM UAWN KOHEYHOM TOUKON nepejaun AaHHbIX. B
OT/IUME OT KOOPAMHATOPa KIMEHT He BbINOJHAET QYHKUMM Map LpyTm3aumm Tpaduka n ciy>kebHowm
MHPOpPMaLmn.

Kntoun y3na ViPNet

COBOKYMHOCTb K/IHOYEN, C UCMONb30BaHMEM KOTOPbIX MPOU3BOAUTCA LinbpoBaHMe Tpaduka, cnyebHO
nHpopmaumm 1 nucem nporpammbl ViPNet [lenosas noura.

KoopawnHatop (ViPNet-koopanHaTop)

CeteBoli y3en ViPNet, npeactaBastowmii coboli KOMMbOTEP C YCTaHOBAEHHBIM MPOrPaMMHbIM
obecneueHnem koopauHatopa (ViPNet Coordinator) uam nporpammHo -annapaTtHbI Kommaekc. B ceTu
ViPNet-koopanHaTOp BLINOJHAET CepBepHble GYHKLMK, a Talkoke MapLupyTusaumo Tpaduka u ciyxxebHown
nHbopmMaumn.

MapLpyT no ymMmon4yaHuo

Myte cnegoBaHus IP-nakeToB, AnS KOTOPbIX He Hbli HalAeH MOAXOAALLMA MapLIpyT B Tabavue
MapLLpyTU3aLmm.

MapLwpyTnsaumsa

Mpouecc BbibOpa Nyt Ans Nepesaun MHGOpMaLMn B CETU.

MexxceTeBon 3kpaH

YCTpOWCTBO Ha rpaHuvue N0KalibHOW CeTuw, cayxaliee Ans NpesoTBpa LeHNs HeCaHKLUMOHMPOBAHHOTO
JOCTyrNa V3 OZHOWM CeTu B ApYyryto. MexceTeBOl 3KpaH NpoBepsieT BECb BXOAALLMA N UCXOAALLNA
IP-Tpadunk, nocne yero NPUHUMAETCA peLleHMe O BO3MOXHOCTU JajbHeWLero HanpaeaeHua Tpaduka k
MyHKTY Ha3HaueHusi. MexceTeBoOM 3KkpaH 06bIYHO NpeobpasyeT BHyTpeHHWe IP-agpeca B agpeca,
JLOCTyMNHble W3 BHelWHeW ceTu (BbinoaHaeT NAT).

Moaynb ViPNet Network Visibility System

®yHKUMOHaNBHBIA MOAyNb cucTeMbl ynpaBaeHus ViPNet Prime gna céopa nHbopMaLmm o coCTOAHUM
YCTPOWCTB.
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Mogaynb ViPNet Policy Management

®yHKUMOHabHbIA Moaynb cuctembl ViPNet Prime ans ynpasaenHns noavtukamy 6e3omnacHoCTv
YCTPOWCTB 3awmweHHon cetn ViPNet.

OTKpbITBIN y3en

Y3en 6e3 MO ViPNet ¢ dyHkuveln wundpoBaHma Tpadurka Ha CETEBOM YPOBHE, PaCMO/IOXeHHbIM B CETU «3a
KOOpAVHATOPOM».

Ma pOJIb NMOJb30OBaTeENA

NHaneuayanbHelli naponb nosnb3oBatens Ans pabotsel B npunoxerusx ViPNet Ha ceTeBom y3ne ViPNet.
MepBoHayanbHO co3gaeTcs agMuHucTpaTopom cetn ViPNet B mporpamme ViPNet YaoctoBepsatowuii u
kntoueBol LeHTp uam ViPNet Prime. 3T0T naposib MOXeT ObITb M3MeHeH MoJib30BaTeNeM Ha CeTe BOM
y3ne ViPNet.

rlepCOHaJ'IbeII7I KNHOY MNoJib30BaTeiga

FNaBHbIA KIOY 3aLLWTbl KIOYEN, K KOTOPbIM UMeeT AOCTyN Mnojib30BaTesb. [eACTByoW A NepcoHanbHbIM
KIOY HeObXOAMMO XpaHWUTb B HesonacHoOM MecTe.

MonnTtnkmn 6e3onacHocTu

Habop napametpoB — ceTeBbIx QUALTPOB W NPaBUA TPAHCAALMKU CETEBbLIX afpPecoB, PEryampyoLx
6e30MacHOCTb CeTeBOrO y3a.

Ponb

®yHKUMOHANIbHOCTL  CETeBOrO Yy3n1a, KOTopas pellaet uenesble u cnyxebHble 3agaum cetn ViPNet. Ponb
MCMONb3YeTCA B JIMLEH3MPOBAHMN CeTW C MOMOLbIo daiina AMLEH3UM 1 onpeaenseT BO3MOXHOCTH
ceTeBOro y3sia v nporpaMmHoe obecneyerve ViPNet, koTopoe MOXeT 6bITb YCTaHOBAEHO Ha 3TOM Y3fe.

Habop poneit gns kaxaoro ceteBoro y3na 3agaet agmuHuctpatop cetv ViPNet B nporpamme ViPNet
LleHTp ynpaBneHunsa ceTbio.

Cepsep IP-agpecos

dyHKUMOHaNBbHOCTL  KOOpAMHaTOpa, obecneunBatoLLLas pPermcTpaLmio, paccbiiky 1 npejocTaB/ieHne
MHGOPMaLMN O COCTOAHUN 3aLLMLLEHHBIX Y310B.

CepBep coeanHeHWI

®yHKLMOHaNbHOCTb KOOpAMHaTOpa, obecneynBatolLlas COeAVHEHVE KINEHTOB APYr C APYroM B ciaydae,
€C/I OHN HaXoAATCA B Pa3HbIX MOACETAX W HE MOTYT COeAVHUTLCA HanpaMyto. [na KaXaoro KineHTa
MOXHO Bbl6paTb CBOW cepBep coefmHeHU. 1o yMOYaHUIO cepBep COEAMHEHUM ANfA KINEHTa Takxke
ABnaetca cepsepoM IP-agpecos.
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CeteBow y3en ViPNet

CeteBoti y3en ¢ MO ViPNet, 3apernctpupoBanHbii B ViPNet Prime VPN.

CeTb ViPNet

Jlornueckas ceTb, OpraHM3oBaHHAs C NMOMOLLbIO MporpaMmmHoro obecnevenns ViPNet u
npeacTaBastoLWwas cobom COBOKYNHOCTb 3almieHHbIX y3i10B ViPNet. Cetb ViPNet nmeet HanoxxeHHyto
MapLpyTi3aumio, obecneumBatoLLyto B3avmogencTere y3nos cetn. Kaxagas cets ViPNet nmeet coi
YHVKaNbHbIA HOMeEP.

CnpaBOYHMKN N KAKOUN

CI'IpaBO‘-IHVIKI/I, KJIKO4YW y31a N KNK4YKM Noib30BaTens.

TpaHCNOPTHBIA KOHBEPT

3awmndpoBaHHas MHGopMaLmMa CyXO Wan NPUNOXKEHWH, JocCTaBisemMasn Ha 3aliuilieHHble y3abl ViPNet
TpaHcnopTHbIM cepBepom MFTP.

TpaHcnopTHbIA cepBep MFTP

KoMnoHeHT nporpammHoro obecneyenus ViPNet, npesHa3HaueHHbI ans obMeHa nHpopMaLmen B cetu
ViPNet.

TyHHennposaHue

TexHonOrMa AN8 3aLUWUTbl COEAUHEHWIA MEXAY YCTPOMCTBAMM JIOKaNbHbIX CETEN, KOTOpble CBs3aHbl Yepes
WHTEPHET wan apyrve nybavuHble cetw. LndposaHmne Tpadurka YCTPONCTB BbINOIHAETCA
KOOPAMHAaTOPaMK, YCTaHOBIEHHLIMU Ha rPaHUL@AX JIOKaJbHbIX CEeTeM.

LLInto30BON KOOpAMHATOP

KoopavHaTtop, yepes KOTOpPbI NPOUCXOAUT OOMeEH TPaHCMOPTHBIMU KOHBepTamu Mexay cetamm ViPNet,
YCTaHOBMBLUMMMK MeXceTeBOe B3aumogerctaue. LLnto3oBble koopauHaTopbl HasHauyatotcs B ViPNet LLYC
unn Prime KaXgoi ceTn npu opraHvsaumy B3avMOZEUCTBUS MeXay ABYyMA pasinuHbiMu cetamm ViPNet.
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I3MEHEeHMA B IOKYMEHTaLMM

e 08.07.2025 — 06HOBNEHbI AOKYMEHThI:
o  «Hactpolika c noMoLblO KOMaHAHOIO MHTEpPNpeTaTopax»:
O6HoBneH pa3gen «Hactpovika DHCP-relay».
o  «Hacrpoiika c nomolibto Beb-nHTepdeica»:
O6HoBneH pa3gen «Hactpoiika DHCP-relay».
e 04.06.2025 — o6HOBNEHbI AOKYMEHTbI:
o «[oaroToBka k paboTe»:
O6HoBneH pa3gen «410 HOBOTO B Bepcum 4.5.8».
o  «Hacrpoiika c noMolLLbO KOMaHAHOIO NHTepNpeTaTopa»:

O6HoBeHbl pa3gensl «Hactpoiika DHCP-cepeepa», «Hactpoiika NTP-cepBepa», «HacTtpoiika
npsaMol MapLpyTusaumm 6e3 06paboTkM TPAHCMOPTHLIX KOHBEPTOB Ha LUAHO30BbIX
KoopavHaTopax, «Hactpolika MaplupyTsaumm 6e3 06paboTku TPaHCMOPTHLIX MakeToB Ha
LUINHO30BOM KOOPAMHATOPE CBOEN CeTu», «YaaneHHoe o6HosaeHue MO».

YaaneH pasgen «JlokanbHoe 06HOB/IEHUE CMPABOYHUKOB U KIHOUEN».
JobasneH pasgen «O6HOBAEHNE CMPABOYHUKOB U KAHOUEW».
o  «Hacrpoiika c nomoubto Beb6-nHTEepdeica»:
O6HoBneH pasgen «Hactpowika DHCP-cepBepa».
o  «CnpaBOYHUK KOMaHJ N KOHPUIYPALMOHHbIX (ainoB»:
O6HoBneH pasgen «Cekums [misc]» ana danna mftp.conf.
YaaneH pasgen «inet ntp used_default».
[JobaneH pasgen «inet ntp use-default».

e 25.04.2025 — o6HOBNEHbI AOKYMEHTbI:
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o «[MoarotoBka k paboTte»:
e (Ob6HoBneH pasgen «4to HoBoro B Bepcun 4.5.8».
o  «OnucaHue annapaTtHbIX NaaTpopm»:

e O6HoBAeHbI pasgenbl «<HW1000 Q10», «CoBMeCTUMblEe TpaHcMBeEpPbI», «,fopsayas” 3ameHa
6/10K0B MUTAHMA».

o <<HaCTp0ﬁKa C NOMOLWbIHO KOMaHAHOIO MHTEpNpeTaTopa»:

e O6HoBAeHbI pa3genbl «OcobeHHoCT o6HoBAeHUsA MO», «[Mpoeepka 3 dparina
O06HOB/IEHUS».

o «CnpaBOYHUK KOMaHZA 1 KOHUTYpaLMOHHbIX (ainoB»:
e O6HoBneH pazgen «Cekuma [misc]» ansa danna mftp.conf.
e 11.12.2024 — 06HOB/EHbI JOKYMEHTbI:
o  «Hacrpoiika c nomolLbio KOMaHAHOIo MHTepNpeTaTopax»:

e  O6HoBAeHbI pa3gensl «JlokanbHoe nogintouerne k ViPNet Coordinator HW ¢ nomouwbio
KOHCOW», «YaaneHHoe noakntodeHve k ViPNet Coordinator HW ¢ nomoLlbto npoTokona
SSH» 1 «OB6HOBNEHME KAKOUEW MPU NCTEUEHUU CPOKa WX AeNCTBUA». YTOUHEHO
npvMedyaHne o6 MUCTeUEHUM CpoKa Aencteus kntouel. [JobaeneHa nHGopMaLms O TOM, UTO
Ana obHOoBAEHMs Ktouvell HeobxoamMMo obpaluaTbca K agMmuHucTpatopy cetn ViPNet.

e O6HOBNEHbI pa3genbl «MapaMeTpbl CTaTMUYECKON MapLLpyTM3aumm» 1 «OcobeHHOCTH
obHoBneHusa MO» — fobaBseHO NpUMeYaHe MPO NPoBepKy napamMeTpoB
MapLupyTu3aumm npu obHoBneHUM ¢ Bepcumn 4.3.2.

e OO6HOBNEH pa3gen «Pa3BepTbiBaHWE KaacTepa ropsayero pesepBrpoBaHua» — gobaBaeHo
onucaHue posien aas ucnoab3osaHus ViPNet Coordinator VA B knactepe.

e B cnvcok TepMrHOB 1 COKpalleHuin gobaBaeH TEPMUH «Kato4 obmeHa».
o  «Hactpolika B 6pay3sepe»:

e O6HoBneH pazgen «MogkntoueHre Kk Beb-uHTepdency». YTOUHeHO npumedaHre o6
UCTEYEHUN CPOKa AENCTBUA KIHOUEN.

e OO6HoBNeH pa3gen «[apameTpbl CTaTMUECKOM MapLlpyTM3aumm» — gobaBaeHo
nprYMeYaHne O HeobXOAUMOCTY YBeanTbC B TOM, YTO MakeTbl MPOXOAAT OT UCTOYHMKA A0
MyHKTa Ha3HayeHUs ¥ 0HpaTHO Yepe3 KoopAMHATOP.

e B cnmcok TepMUHOB 1 cokpalleHWA aobaBieH TePMUH «k1to4 obMeHa».
o  «OnucaHue annapaTHbIX NAaTGoOpPM»:

O6HoBneH pa3gen «[opsyas» 3ameHa 610KOB NUTaHUsA». AKTyanusvMpoBaHa WHbopmauus o6
MHAVKaLWW MPW HEUCNPABHOCTU 6J10Ka NUTaHWs.

e 15.10.2024 — BbINyLWEeHa AOKYMeHTauus K Bepcum 4.5.8.
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