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BBeaeHMe

O o0KymMeHTe

[aHHbI JOKYMEHT coAep>XUT MHGOPMaLMIO O TOM, KaK BbINOAHUTL Murpaumto MO ViPNet Administrator®
BEpCMM 4.X C OJHOrO KOMMbIOTEPA Ha APYron B Cyvae 3aMeHbl KOMMbOTEPa AN NPU CMEHe CXeMbI
pa3mMelleHus KomnoHeHToB [10.

,[Lﬂﬂ KOTO rnpedHasHad4eH AOKYMEHT

[aHHbIA JOKYMEHT NpesHa3HaueH A8 ajMUHUCTPATOPOB, OTBEYaroLLMX 3a 3kcrnayaTaumio MO ViPNet
Administrator® B cetax ViPNet®.

CornawleHma okymeHTa

O603HaueHue OnucaHue
HaseaHue Ha3BaHue anemeHTa nHTepdelica: okHa, BKNAAKM, NOAS, KHOMKK, CCbIAKM
KnaBnwa+Knasuwa CoueTaHWe KNaBULL: HaXXMUTe MEPBYHO KNaBULLY U, HE OTMYCKas ee, HaXXMUTe BTOPYHO
MeHto > KomaHga MocnenoBaTeNbHOCTb 3/1IEMEHTOB UK AeNCTBUIA
Kom Vims dalina, nyTb, GparMeHT KoZa Uan KOMaHAa B KOMaHAHOM CTpoOKe

ﬂpmmeanMe. B AOKYyMEHTE MOTYT NMPpUCyTCTBOBAaThb CHUMKUN MHTepq>e17|ca M3 npeablayumx Bepcw7|
npoaykTa. I'IoaTomy HEeKOTOpbleé 3/1eMEHTbI I/IHTepq)el)’lca, KOTOpbl€ HE BAUAKOT Ha NMOHMMaHne TeKCTa,
MOTYT BbITNAAETb HE TaK, KakK B MPOAYKTE.

O nporpamme

MO ViPNet Administrator® npegHasHaveHo ans agMUHUCTPUPOBaHMA ceTeld ViPNet n cocTonT n3 aByx

KOMMOHEHTOB:
e ViPNet LleHTp ynpaBnenus cetbto (LLYC).

o ViPNet YaocTtoBepstowmin n kntouesol LeHTp (YKL).
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Mporpamma ViPNet LleHTp ynpaBaeHus ceTbio NpegHa3HayeHa ans GopMUPOBaHNSA CTPYKTYpPbI
3awmuieHHon cetn ViPNet, HacTporikn napamMeTpoB CeTEBbIX Y3/10B, PErMCTpaLLMmM Nosib3oBaTes e Ha
ceTeBbIX y3/1aX U ynpaBaeHUA obbekTamun ceTu.

Mporpamma ViPNet YaocToBepsitoLWmnin 1 KAHOUEBOW LIEHTP NpesHa3HayveHa A5 U3jaHus 1
0bcnyxmnBaHus cepTMdMKaTOB KatOUa NPOBEPKM 3/1eKTPOHHON noanuncy. OHa BbIMOAHAET GYHKL MM
YAOCTOBEPAIOLLErO LIeHTPpa 1 NpeAoCTaBAseT kKatoumn ana pabotbl B cetn ViPNet.

CunctemMHble ToeboBaH KA

Ans yctaHoBKM nporpamm, Bxoaawmx B coctaB M0 ViPNet Administrator, KOMNbrOTEPbI J4OMXKHbI
yAOBAETBOPATL pady TpeboBaHW.

KomnbtoTep, Ha KOTOpbIA byAeT yCTaHOBAEHO Heckobko nporpamm ViPNet Administrator, goskeH
COOTBETCTBOBATH MakCMMasibHbIM TPEOOBAHUAM M3 UMCNA YKa3aHHBIX.

VIPNet LleHTp yrnpasaeHna cetsro

CepBepHoe npuaoxeHue
TpeboBaHuWsA K annapaTHOMy obecneyeHnto KOMMbIOTEPa /18 YCTAHOBKM CEPBEPHOIO NMPUAOXKEHNA
ViPNet LleHTp ynpaBaeHus cetblo:

e [lpoueccop — Intel Core 2 Quad nam apyromn CXoXnii MO NPOU3BOAUTENBHOCTN X86-COBMECTUMbIN
NpoLLeccop ¢ KOAN4YecTBoM sigep 4 v 6onee.

¢ OnepatuBHas NnamaTb — He MeHee 4 [6anT.

MpumeyvaHue. Mpu 60abLLIOM KONMYeCTBe Y3108 U cBszel B ceTn ViPNet (6onee 30000 y3noB)
Mcnosb3yiTe 60ee MOLLHbIA KOMMbIOTEP:

e [poueccop — Intel Core i7 nan Apyron cxoxuii No NPON3BOAUTENBHOCTA
x86-COBMECTUMbI NPOLIECCOp C KOMYeCcTBOM agep 8 u 6onee.
e OnepaTnBHas NamsaTb — He MeHee 16 GanT.
e Pepakuua Microsoft SQL Server Bbiwe, yem Express Edition.
Mpw atom nporpamma ViPNet Client for Windows 3anyckaetcs:
e npu 10000 cBsAzen — 3-5 MUHYT;
e npu 20000 cBszert — 5-10 MUHYT;
e npu 30000 cBsAzennt — 15-20 MUHyT;
e npu 60000 cBszeint — 30-40 MUHYT.

e (CBOHOAHOE MECTO Ha XXeCTKOM auncke — He MeHee 20 6anT.

¢ OnepaunoHHas cuctema — Windows Server 2012 R2 (64-pa3psgHas), Windows 10
(32/64-pa3psgHas), Windows Server 2016, Windows Server 2019, Windows 11, Windows Server 2022.
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[na onepaumMoHHON CUCTEMBI JOMKEH ObITh YCTAHOB/IEH CaMblli NOCAEAHNN NakeT O6GHOBAEHWN.

MpumeuaHue. Mepey ycTaHoBKOM cepBepHOro npunoxenus ViPNet LieHTp
|1| ynpaeneHus ceTbto ybeamutech, UTO Ha BalleM KOMMbtoTepe B pasgene Mporpammel
. KOMMOHEeHTbI > BkatoueHne nau otiitoueHne komnoHentos Windows BkaroueH
komnoHeHT .Net Framework 3.5.

Ans yctaHoBKM 1 GYHKUNOHMPOBaHUS cepBepHoro npuaoxenuns ViPNet LieHTp ynpaBieHuns ceTbro
HeobxoANMO CieaytoLliee NporpaMMHoe obecrneyeHre CTOPOHHWX NPOU3BOAUTENEN:

e Ha KomnbtoTEpe AOMKHbI ObITh YCTAHOBJ/IEHBI CIEAYIOLLME NPUIOXEHNS:
o Microsoft NET Framework Bepcun 4.6.2 (nporpammHas naatopma).

o Microsoft Visual C++ 2010 Redistributable Package (Habop kKOMNOHeHTOB cpeabl BbINOJHEHWSA
6ubamotek Visual C++).

YKazaHHble MPUIOXKEHWS BKIKOUEHbI B KOMMAEKT MOCTaBKMN NporpaMmHoro obecrneyeHms ViPNet
LleHTp ynpaBneHuns ceTblo.

o [ins pa3melleHns 6a3bl aHHbIX HA KOMMbIOTEPE C CEPBEPHBIM NMPUNOXKEHNEM WU Ha APYrOM
KOMMblOTEpE, AOCTYMHOM MO CeTU, AONXKHA ObITb YCTaHOB/AEHA CUCTEMa yrnpaBaeHns 6azaMu AaHHbIX
(CYBA). Nopaep>xunsatotcsa cnegyrowme sepcmmn CYBA:

o Microsoft SQL Server 2014.
o Microsoft SQL Server 2017.
o Microsoft SQL Server 2019.

Pesakums ykasaHHbix CYB/, MoxeT 6bITb 1t060W, B TOM uncie un Express Edition. B komnnekt
noctaeku ViPNet LleHTp ynpasneHus cetbto BkatoveHa CYB/, Microsoft SQL Server 2014 Service Pack
3 (SP3) Express. OHa moxceT 6bITb aBTOMaTMUECKN YyCTaHOB/IEHA BMeCTe C CePBEPHbIM NMPUNOXKEHNEM.

BHumaHme! B npouecce skcnayataummn nporpammel ViPNet LieHTp ynpaBaeHus ceTtbto
A\ HeobXxoAMMO OTCAEXMBaTb BbINyCK OBHOBAEHMI 6e3onacHOCTK Ans ykazaHHoro MO Microsoft
1 CBOEBPEMEHHO 1X YCTaHaBAMBaTb.

KnnenTckoe NnpuUnaoXKeHNe
TpeboBaHuMa K annapaTHOMy obecneyeHnto KOMMNbIOTEPa /18 YCTAHOBKW KIMEHTCKOTO MPUIOXKEHWS
ViPNet LleHTp ynpaBaeHusa ceTblo:

e Tpoueccop — Intel Core 2 Duo naun gpyroin CXOXWI MO NPOU3BOANTENBHOCTU X86-COBMECTUMDIN
MpOoLeccop € KOMYeCTBOM sAaep 2 1 bosee.

e OnepaTtuBHas NamsaTb — He MeHee 1 [6anT (Mpu ncnonbzoBaHun 64-paspsgHbix Bepcunii Windows —
He MeHee 2 [6anT).

e (CBOHOAHOE MECTO Ha XXEeCTKOM Aucke — He MeHee 1 [6auT.

e OnepauwnoHHas cuctema — Windows Server 2012 R2 (64-pa3psgHas), Windows 10
(32/64-pa3psaaHas), Windows Server 2016, Windows Server 2019, Windows 11, Windows Server 2022.
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[na onepaumMoHHON CUCTEMBI JOIXKEH ObITh YCTAHOBAEH CaMbllii NOCAEAHNA NakeT O6GHOBAEHWN.

MpumeuaHue. Mepey ycTaHoBKOM cepBepHOro npunoxenus ViPNet LieHTp
|1| ynpaeneHus ceTbio ybeautech, UTo Ha BalleM KOMMbloTepe B pasgene Mporpammel 1
. KOMMOHEeHTbI > BkatoueHne nau otiitoueHne komnoHeHtos Windows BkaroueH
komnoHeHT .Net Framework 3.5.

Ans yctaHoBKM 1 GYHKLNOHMPOBaHWS KAMEHTCKOro npuaoxerus ViPNet LleHTp ynpaBaeHus ceTbio Ha
KOMMbHOTEpPe AOKHO 6bITb YCTAHOBAEHO CeaytoLLee NporpaMMHoe obecneveHrie CTOPOHHMX
npounsBoauTenen:

e Microsoft .NET Framework Bepcum 4.6.2 (NnporpammHas naatdopma).

e Microsoft Visual C++ 2010 Redistributable Package (Habop KOMNOHEHTOB cpeAbl BbIMOAHEHNA
6ubamotek Visual C++).

YKasaHHble NPUIOXKEHUS BKAKOUEHbI B KOMMJIEKT MOCTaBKM NporpaMmHoro obecnedenuns ViPNet LieHTp
yrpaB/eHUsl CETbIO.

BHumaHme! B npouecce skcnayataummn nporpammel ViPNet LieHTp ynpaBaeHus cetbto
/A\ HeobXxoAMMO OTCNEXMBaTb BbINyCck 0BHOBAEHMI 6e3onacHOCTU A ykazaHHoro MO Microsoft
1 CBOEBPEMEHHO MX YCTaHaBAMBaTb.

VIPNet Y 10CTOBEPAROLLMA U KIKOYEBOM LIEHTP

TpeboBaHWA K KOMMbIOTEPY A1 yCTaHOBKM nporpaMmbl ViPNet YaocToBepstoLwmiA 1 KAHOYEBOW LIEHTP:

e [lpoueccop — Intel Core 2 Duo nan 4pyrom cxoxXuin No Npov3BOAUTENBHOCTU X86-COBMECTUMBIA
MpoLLeccop ¢ KOANYECTBOM sigep 2 v bonee.

e OnepaTtuBHas namsaTb — He MeHee 1 F6anT (Npu MCcnoab3oBaHWUK 64-pa3psagHbix Bepcnin OC
Microsoft Windows — He MmeHee 2 [6anT).

e (CB0bOAHOE MECTO Ha XeCTKOM Ancke — He MeHee 20 6anT.

¢ OnepaunoHHas cuctema — Windows Server 2012 R2 (64-pa3psgHasn), Windows 10
(32/64-pa3psaaHasn), Windows Server 2016, Windows Server 2019, Windows 11, Windows Server 2022.

[ns onepaumOHHON CUCTEMBI AOMKEH ObITh YCTAHOBAEH CaMblii NOCAEAHUIN NaKeT OGHOBIEHUA.

JononHutenbHble TpeboBaHMs:

e [lna coxpaHeHuWs naposiein nosb3oBaTesnein B Ganibl Ha KOMMbIOTEPE AOAXKEH ObITb YCTaHOB/EH
BUPTYyanbHbI NpuHTep Microsoft XPS Document Writer. laHHbIV NPUHTEP MO YMOAYaHWUIO
npucyTcTByeT B onepaunoHHol cucteme Windows 10 (32/64-pa3psagHas). Ecam ncnonb3yertcs
onepaumoHHas cuctema Windows Server 2012 R2 SP1 uan Windows Server 2016, BUpTyanbHbii
NPUHTEP yCTaHOBUTE BPYUHY!HO.

e [lpw neyatn naponei nonb3osatesnenn ViPNet Ha MNH-koHBepTax peKOMeHAYeTCA NCNO/Ib30BaTh:
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o CneunannsnpoBaHHble NpuHTEpPbl Aaa nevaty NIH-KOHBEPTOB MAM aHaNOrMYHbIE MaTPUYHbIE
npuHTepbl Mogenn OKI ML5100FB.

o CraHaapTHble YyeTbipexciorHble MAH-KoHBEPTBI C pacliMpPeHHbIM MOAEM A5 CEKPETHOM
nHdopmMaumm.

ObpaTtHad CBA3b

KoHTakTHaa nHdopmauyma

e EAWHBIA MHOTOKaHaNbHbIN TenedoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becrnnaTHbI 3BOHOK M3 Poccmm (kpome Mockabl).

o Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ans obpalleHns B CNy>XOy NOAAEPIKKM Uepes CauT.
Tenerpam-kaHan nogaepxku: t.me/vhd21
TenedoH ana KIMEHTOB C paclUMPEeHHOW noasep>KKon: +7 (495) 737-6196.

e OTtgen npogax: soft@infotecs.ru.

[ononHutenbHas nHdopmaums Ha cante MHpoTeKC
e O npoayktax ViPNet.
e O peweHunsax ViPNet.
e Yacro 3aziaBaeMble BOMPOCHI.

e ®opym nonb3osatenen npoayktos ViPNet.

Ecnun Bbl 06Hapy>XXuan ya3BMMOCTY B MPOAYKTax KOMMaHuK, coobLmute o H1X No agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHve nHpopmaLmm 06 ya3BUMOCTAX NPOAYKTOB
koMnaHnum NHdoTeKC peryanpyeTtca NosMTUKON OTBETCTBEHHOTO pasrialleHus.
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BO3MOXHble CLeHapum MUrpaLmm
[10 ViPNet Administrator

B npouecce skcnayataumm MO ViPNet Administrator Bepcumn 4.x MoxeT noTpeboBaTbCA BbINOAHUTL €ro
MUrpaLmIo C OAHOTO KOMMbIOTepa Ha APYyron. B 3aBMCMMOCTM OT Balleit TekyLlen cxeMbl pa3MeLLeHns
komMnoHeHToB MO ViPNet Administrator n ot TOl cxeMbl, KOTOPYHO Bbl MJaHUPYETE UCMOIb30BaTb NOCAE
MUrpaLmm, CLieHapyn MUrpaLMn MOTyT pas3anyaTtbca. BoaModkHbI cnegytoLme cLeHapumn Myurpasum:

e KomnoHeHTbl ViPNet Administrator yctaHOB/AI€Hbl Ha O4HOM KOMMbIOTEPE W NMEPEHOCATCA TakXKe Ha

O4AVH KOMNbHOTEP.

KnueHickoe
npunoxesne LIYCa

KhneHTcKoe
npunoxeHuwe LYCa

vet Client

/E ViPNet Client /a ViPh
@ p |8
l’.'f-p[zc';m:,:p b g / YKL Lepsepnnoe\ ; @ YKL

npunoxesne LYCa npunosenne L[yCa ™

baza SQl

baza SOL

Crapbiin KOomnbloTep Hoebi komnblotep

PucyHok 1. CyeHapuli muepayuu komnoHeHmos 10 ViPNet Administrator Ha 00uH KoMneromep

OTO MOXET b6bITh HY>XHO NMpun cMeHe OﬂepaLl,I/IOHHOl\;I CNCTEMBI NI CaMOTro KOMMbHOTEPA, Ha KOTOPOM

dyHkumoHupyet ViPNet Administrator.

e KomnoHeHTbl ViPNet Administrator yctaHOB/I€HbI Ha O4HOM KOMMbIOTEpe U TpebyeTca pasHecTn nx

Ha pa3Hble KOMMNbOTEPbI.
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ViPNet Client

KnweHtckoe
npunoxenne LYCa %_ a

2 ViPNet Client Cepseproe\  KnmenTckoe
/ npUnoXeHue NPUNOXKEHNe
o g
< L7 Vit . g

Cepeephoe
npunoxetme LYCa N a Ba3a SQL

ba3a SQL /
Crapbiit KOMnNbloTEP

YKLl ViPNet Client

PucyHok 2. CyeHapuli muepayuu komnoHeHmos 10 ViPNet Administrator Ha pasHsie Komneromeps!

3TO MOXET ObITb HYXHO Npwu nepeHoce 6a3bl aaHHbIX ViIPNet Administrator Ha oTaeNbHbIN
KOMMblOTEp — BblAeneHHbI SQL-cepBep (HanpyMep, eciv 3TOro TpebyeT NonTnka 6e3onacHoCTU
opraHusauum). B gaHHoM cnyyae nepeHoc 6asbl faHHbIX JOMKEH OCYLLECTBAATLCA CpeacTBaMu
SQL-cepBepa. MNpu 3TOM HOBbIV MMEHOBaHHBIN 3k3emnasp SQL-cepsepa (instance), Ha kOTOpoM
byaet pa3mellatbcs 6a3a gaHHbix ViPNet Administrator, 4okeH MMeTb TO XKe Ha3BaHue U
yAOBNETBOPATL TpeboBaHMAM, NpuBeaeHHbIM B AokyMeHTe «ViPNet Administrator. PykoBoacTeo no
yCTaHOBKe», B pa3gesie «/IHpopmauma ana aammHuctparopa SQL».

ViPNet Administrator 4. PykoBoACTBO MO MUrpaLm NporpaMmmMHOro obecrnedyeHus Ha Apyroi komnbtotep | 10



[lopAaaoK AeNCTBUM NMPY MUTPaLLMMK
KoMmroHeHToB 10 VIPNet
Administrator Ha oavH
KOMMbHOTEP

Ecnn Bam Tpebyetca nepeHectn komnoHeHTbl MO ViPNet Administrator ¢ ogHoro komnbtoTepa Ha
JPYrov, BbINOJHUTE BCE AEWUCTBUS U3 NMPUBEAEHHOTO HUXE CNCKa B YKa3aHHOW NOCNeA0BaTENbHOCTY.

Tabauya 1. MNMopsdok delicmeuli npu Mu2payuu ¢ y4emom nepeHoca komnoHeHmos 10O ViPNet
Administrator Ha 00uH KoMneromep

[Jewnictene Ccbuika

O [lloAroToBbTE KOMMbIOTEP, HA KOTOPBIA NAAHUPYeTCA NepeHoC
MO ViPNet Administrator, n opraHu3yliTe ero NoAKIOYEHME K
du3nueckon cetu.

O [loAroToBbTe AaHHblE, HEOBXOAMMbIE A1 MUTPALIUN. MoaroToBKa AaHHbIX 418 MUTpaLn
MO ViPNet Administrator

[0 YcraHoBuTe cepBepHoe NpuaoxeHue nporpammbl ViPNet
LleHTp ynpaBneHusa cetbto. B npoLecce yctaHoBKM
cepBepHOro npuaoxexus byaet passepHyT SQL-cepsep ¢
6a3o1 gaHHbIx ViPNet Administrator. CM. «ViPNet Administrator.

BHumaHume! Vimsa HoBoro 3k3emnaspa SQL-cepBepa (instance) PykoBoacTBO MO ycTaHOBKe», rnaBy
JOJIKHO COBMajaTh CO CTapbIM. «YCcTaHOBKa NpoOrpaMMHoOro

obecrnieueHus ViPNet Administrator»
YctaHoBuUTE KNneHTckoe npuaoxerue LIYCa.

YctaHoBwuTe nporpammy ViPNet YaocToBepstownii n
KJIFOYEBOW LIEHTP.

O YcraHosute MO ViPNet Client Bepcun 4.2 unm BoiLwue. Cwm. «ViPNet Client for Windows.
PyKoBOZCTBO MO/Ib30BaTENS», Pa3gen
«YcraHoeka ViPNet Client»

O BbinosHUTe NepBbIN 3aMyck KAMEHTCKOTo npuaoxexus LIYCa un

yKaxuTte dainn amueHsmmn Ha Bawy cetb ViPNet.
CM. «ViPNet Administrator.

O Bbinonnute nepsbin 3amyck YKL, n nposeanTe nepBuyHyto PyKOBOACTBO MO yCTaHOBKE, [aBy
]
VH1UManusauuio. [lna 3toro B okHe Hauano pabotbl ¢ «Hauano paboTbi»

nporpaMmon Y0CTOBepPAIOLWMIA U KJIHOUEBOW LLEHTP
BbI6epuTe NyHKT HacTpoika HoBoW 6a3bl AaHHbIX.
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[Jenctene

B YKL BbINONHWTE BOCCTAHOBAEHNE KOHOUIypaLmn ceTn ns
pe3epBHON KOMWU.

BoccraHoBuTe yueTHyto 3anucek agMuHuctpatopa YKL,
nepeHeceHHYH CO CTaporo KOMMboTEpPa.

3anyctute LYC 1 YKL, n npoingute ayTeHTUdMKaLMIO C
MOMOLLbIO TeX YYETHbIX 3amnncei, KOTopble UCMOb30BaNNCh
nepes Murpaumven.

MepeHecuTe CNPaBOYHMKM M KAFOUM /15 3anycka NporpamMmel
ViPNet Client for Windows. Nocne ycnewHoro paseepTbiBaHUA
CMPaBOYHUKOB U K/IHOYEN Ha HOBOM KOMMbIOTEPE Ha CTapoM
komnbtotepe yganute ViPNet Client co Bcemn
MO/Ib30BaTENbCKUMU AaHHBIMU.

BHumaHwme! Mpun Hanmumm B ceTn ViPNet aByx y3108B ¢
OAMHAKOBbIMW CMPaBOYHMKaMM U KNHOYaMU BO3HUKHYT
npobaemMsbl € X PaboTOCNOCOBHOCTLHO.

Mpu ycnewHoM BbINOAHEHWUN BCEX NPEAbIAYLLMX LIAroB Ha
CTapoOM KOMMbIOTEPE YAannTe BCE KOMMOHEHTbI
nporpammHoro obecnevenmns ViPNet Administrator BmecTe ¢
6a30¥ AaHHbIX U APYTMMM MOJIb30BaTENbCKUMM JaHHBIMMU.

Ccbinka

BoccTaHoBeHVEe KOHGUIypaLmum ceTu
3 pe3epBHON Komuu

BoccraHoBEHMe yueTHOW 3anuncu
agMuHncTpatopa YKL,

CM. «ViPNet Administrator.
PyKkoBOACTBO MO yCTaHOBKE», F1aBy
«Hauvano pabotbl»

CM. «ViPNet Client. PykoBogcTtBO
nosb3oBaTensa», pasgen «lepeHoc
CeTeBOrO y31a Ha ApPYron KoMnbroTep»
(Bepcnmn 4.3.x 1 HUXKE)

CMm. «ViPNet Administrator.
PyKkoBOACTBO MO yCTaHOBKE», F1aBy
«YpaneHve nporpaMMHOro
obecnevenns ViPNet Administrator»

[lopaaoK AeNCTBUM MPY MUTPaLLMM
koMmnoHeHTOoB 10 ViPNet
Administrator Ha pa3Hble
KOMTMbBHOTEPD!

Y106kl nepeHectn komnoHeHTbl MO ViPNet Administrator co cTaporo kKoMnbroTepPa Ha HECKOJIbKO HOBbIX
KOMMbHOTEPOB (CM. BoamodkHble cleHapumn murpauum MO ViPNet Administrator), BoinonaHuTe Bce
[eNCTBUA 13 MPUBEAEHHOTO HIXKe CMMCKa B YKa3aHHOW NociefoBaTeIbHOCTY.
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Tabauya 2. MNopadok delicmeuli npu muzpayuu 0O ViPNet Administrator

[JelictBre

MoAroToBbTE HYXHOE KOJANYECTBO KOMMbBIOTEPOB, KOTOPbIE
OyAyT NCMNob30BaTLCS B HOBOM CXEME pa3MELLEHUS
komnoHeHToB ViPNet Administrator. OpraHusyiite nx
NOAKIOYEHNE K GU3NUYECKON ceTu.

MoarotoBbTe faHHbIe, HEOBXOAMMbIE AN MUTPALLN.

Pa3BepHuTe SQL-cepBep Ha BblAeNEHHOM KOMIMbIOTEPE U
nepeHecuTe Ha Hero 6a3y agaHHbix ViPNet Administrator
cpeactBamn SQL-cepsepa.

BHumaHwme! Vimsa HoBoro ak3emnaspa SQL-cepBepa (instance)
JOJIXKHO CoBMagaTh CO CTapbIM.

YcraHoBuTe cepBepHoe npunoxenHune ViPNet LieHTp
yrnpaBAeHNsa CETbIO C YYETOM HOBOW CXeMbl Pa3MeLLLeHMs
KOMMOHeHTOB. [pun ycTaHOBKe NOoAKAOUMTEC K Ha3e AaHHbIX
ViPNet Administrator.

YcraHoBuTe kimeHTckoe npunoxerue LYCa ¢ yuetom
BblIOpaHHOM CXeMbl pa3MeLLEHNS KOMMOHEHTOB.

YctaHoBuTe nporpammy ViPNet YaocToBeparowmin n katoueBon

LIeHTP C yYeTOM BbIBpaHHOM CXeMbl pasMelLeHuns
KOMTMOHEHTOB.

Ycranosute MO ViPNet Client for Windows Bepcuun 4.2 1 Bbiwe
Ha KOMMbIOTEPbI C CEPBEPHBIM U KIMEHTCKUM MPUNOXKEHNSMM
LIYCa, a Takxe Ha komnbtoTep ¢ YKLL.

BbimonHWTe NepBbIv 3amyck KANEHTCKOro npuioxeHus LIYCa v
yKaxuTte dainn amueHsnmn Ha Bawy cetb ViPNet.

BeinonHuTe nepsbivi 3anyck YKL, 1 npoBegute nepBryHyto
nHuumManusaumto. [lns storo B okHe Hauano paborbi ¢
nporpaMmMon Y0CTOBEpPAIOLWMIA U KJIHOUEBOW LLEHTP
Bbl6epuTe NyHKT HacTpoiika HoBOW 6a3bl A@aHHBbIX.

B YKL, BbINOAHUTE HacTpOiKy NapaMeTpoB CO3AaHuA
pe3epBHbIX KOMUA.

B YKL| BbinonHMTe BOCCTaHOBAEHME KOHbUrypaLmm cetn u3
pe3epBHON KOMWU.

Ccbinka

MoarotoBka AaHHbIX ANS
murpaumm MO ViPNet
Administrator

CM. aKcnayaTauMOHHYH
AoKyMeHTaumto Ha SQL-cepsep.

Cm. «ViPNet Administrator.
PykoBoaCTBO MO ycTaHOBKe»,
rnaBy «YcTaHOBKa MPOrpamMmMHOro
obecneueHus ViPNet
Administrator»

Cwm. «ViPNet Client for Windows.
PykoBoACTBO nosib3oBaTens»,
pasgen «YcraHoBka ViPNet
Client»

Cm. «ViPNet Administrator.
PyKOBOACTBO MO yCTaHOBKe»,
rnaey «Hauyano pabotbi»

CwMm. «ViPNet YaocToBepstowuii u
KNtoUeBOl LieHTp. PykoBoacTBO
aAMUHWUCTpaTopa», rnaBy
«HacTtpoiika napameTpoB
CO3JaHns pe3epBHbIX KOMUn»

BoccTtaHoBsieHne koHUrypauum
CeTn 13 pe3epBHOWN KOMUM

ViPNet Administrator 4. PykoBoACTBO MO MUFpaLLMM NPOrpaMMHOro obecredeHuns Ha Apyroi KOMMbroTep
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[Jenctene

O BoccraHoBuTe yueTHyO 3anucb agMmuHuctpatopa YKL,
nepeHeceHHyo CO CTaporo KoMrbroTepa.

O 3anyctute LIYC n YKL n npoianTe ayTeHTUdMUKaLMIO C
MOMOLLbIO TeX YYETHbIX 3anuncei, KoTopble NCMOb30BaaNCh
nepes Murpamen.

O [epeHecuTe Ha KOMMbIOTEP C CePBEPHBLIM NpuoxeHnem LIYCa
CNpaBOYHUKM U KUK AnA 3anycka nporpammel ViPNet Client.

Ccbinka

BoccTtaHoBNEHME yUeTHOW 3anucu
agMunHuctpartopa YKL,

Cm. «ViPNet Administrator.
PykoBOACTBO MO ycTaHOBKe»,
rnaBy «Hauyano pabotbl»

Cm. «ViPNet Client MoHwuTOp.
PykoBoACTBO nosb3oBatens»,
pa3sgen «[lepeHoc ceTeBOro y3na
Ha Apyrov KoMmnbtoTep» (Bepcum
4.3.X N HUXKe)

[loarotoBka gaHHbIX AN4

Murpaumm 110 ViIPNet

Administrator

Mepea Havanom murpaumm MO ViPNet Administrator ¢ ogHOro KomnbroTEPa Ha APYrov Npw aH06oM
CLeHapuM 13 PacCMOTPEHHbIX B 3TOM AOKYMeHTE NOAroTOBbTE CAeAytolme AaHHble:

e Pe3epBHYH KONWIO KOHUrypauum cetm (bain *.zip UK *.rp), B COCTaB KOTOPOW BXOAUT:

o Pe3epsHas konusa 6a3bl gaHHbIX ViPNet Administrator.

o Konus nvueHsnoHHoro ¢aiina (infotecs.reg WAN *.itcslic).

o Konus nanku c:\ProgrambData\Infotecs\ViPNet Administrator\KC

PezepBHyto konuto co3gaite B nporpamme ViPNet YaoctoBepstowmin n kntoueBown LeHTp. Gain

pe3epBHOM Konuu ByaeT HaXOAUTLCA B Nanke C:\ProgramData\InfoTeCS\ViPNet

Administrator\KC\Restore. [logpobHee cm. pasgen Co3saHve pe3epBHOWN KOMUK KOHOUrypaumm

ceTun.

MpumMeuaHue. ECiM IMLEH3MOHHBIE OrpaHnYeHus (HanpyuMep, MakcumanbHas Bepcus ViPNet
Administrator) HeakTyanbHbl ¥ CBON ANLEH3NOHHbIV dain Bbl MoaAyYanay OT agMUHUCTpaTopa
ronosHow cetn ViPNet, 3anpocuTe y Hero AuLLEeH3No elle pas.

e Konwuo apxuBa, cogep>Kallero Crmcok BCex pe3epBHbIX KOMW, KOTOpble CO34aBannch Npu

akcnayataumm cetn (bann rpts_50.stg). Panin apxvMBa HaXO4MTCA B Nanke

C:\ProgramData\InfoTeCS\ViPNet Administrator\KC\Restore.

ViPNet Administrator 4. PykoBOACTBO NO MUrpaLuy NporpaMMHOro obecnedyeHns Ha 4pyrovi Komnototep |
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JINuEeH3NOHHBbIM dain (infotecs.reg UAM *.itcslic). [NoTpebyeTtca npu pa3sepTbiBaHMK ViPNet
Administrator B npouecce murpaguu.

Ecan BbI agMNHUCTpUpyeTe JOBEPEHHYHO CETb, O6paTI/ITer 3a nojayyeHunem q>a|7u1a JINLUEH3NN K
aAMMHMCTpaTOpyrﬂaBHOﬁCETW

Konwuto nanku ¢ KOHTeI‘/’IHepaMI/I K/touen aagMUHUCTpaTopa yKLLZ C:\Users\<mMs ydeTHOM BalucCu
JIOKAJIbHOT'O aAMMHMUCTpaTopa Windows, oT juila kKOTOporo Owjla NpoM3BeleHa yCTaHOBKa

YKI>\AppData\Roaming\Infotecs\ViPNet Administrator.

an/IMe‘—IaHVIe. B cootBeTcTBMN C TpE6OBaHI/IF|MI/I 6e3onacHoCcTH npu cosgaHnn
pe3epBHO|7| Konunn KOHq)I/IpraLI.VIVI CETUN B HEE HE NMOoMeLLaoTCAa Konnun KOHTeVIHepOB

KAtouen agMuHUCTpaTopa. Bam TpebyeTcs co3gatbh KOMMM KOHTEMHEPOB BPYYHYHO.

Ecnn Bce KOHTeVIHepr KArouen aaAMUHNCTPAaTOpPa pa3MeLllatoTCa Ha BHELWHUX
yCTpOI\/’|CTBaX, TO yKa3aHHaA nanka 6yAET OTCYTCTBOBaTb Ha KOMMNbHOTEPE. B aTtom cnydae
CO34aBaTb KONnn KOHTeI;IHepOB HE HY>XXHO.

Cnncok y4yeTHbIx 3anucer agmuHuctpatopos LIYCa n YKL, ¢ nomMoLLbio KOTOPbIX OCYLLLECTBASIETCA
ayTeHTUdMKaLMA B yKasaHHbIX MPOrpaMmax, ¥ Napoan K Ka>kaon 13 HUX.

CrnpaBOYHUKN U KAOYW, KOTOPbIE MO3BOASAT BOCCTaHOBUTL pabotocnocobHocTts MO ViPNet Client.
MoapobHee 0 TOM, kakue dalinbl BXOAAT B COCTAB CMPAaBOYHUKOB U K/IOYEN, CM. B JOKYMEHTe
«ViPNet Client MoHuTOp. PykoBOACTBO NOAb30BaTeNs», B pa3gene «[lepeHoc ceTeBoOro y3ia Ha
APYron KomnbroTep».

Mpumeyvanue. CueHapuin Murpauum garHbix MO ViPNet Administrator He

npesycMaTpuBaeT NepeHoc XypHanos nporpamMmsl ViPNet LieHTp ynpaBieHus ceTbto.

Ecnn HeOBXOANMO NEPEHECTUN 3TW AaHHble Ha HOBbIA KOMMbHOTEDP, BOCMOAb3YNTEChH
cpeacteamm SQL.

HauunHas c Bepcum MO ViPNet Administrator 4.6.3, B ciiyvae ncnosb3oBaHus ceptudukara
agMuHucTpaTopa YKL, Ha ocHOBe anropuTma 3nekTpOHHOW nognuck RSA (kpuntonpoBargep
Microsoft) Tpebyetca akcnopTupoBaTth cepTudurkaT agMmHucTpaTopa B dann popmaTta *.pfx U
MMMNOPTUPOBATL CEPTUPMKAT Ha HOBOM KOMMbLoTepe (CM. [LlonoNHUTeIbHbIE AENCTBUA B Cay4Yae
ncnoab3oBaHUA cepTndmnkaTa agMMHUCTPaToOpa Ha OCHoBe aaroputMa RSA).

ViPNet Administrator 4. PykoBOACTBO NO MUrpaLuy NporpaMMHOro obecnedyeHns Ha 4pyrovi Komnototep |
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[1ONONHUTENIBHBbIE AEUNCTBMSA B
Cay4yae MCnoab30BaHMA
cepTmdukaTa agMMHUCTPATOPAa Ha
OCHOBE anropntMa RSA

HauuHas c Bepcun MO ViPNet Administrator 4.6.3, npu ncnonb3oBaHuu ceptndmkata agMUHUCTPaTopa
YKL, BbINyLLEHHOrO C MOMOLLbIO aAropmntMa 3NeKTpPoHHOM noanucn RSA (kpuntonposarigep Microsoft),
Heobxognmo nepeg nposegeHnem murpaumm MO ViPNet Administrator skcnoptupoBath cepTudukat
agmuHuctpatopa YKL, a nocne murpaumm — MMnopTnpoBath cepTudukaTt B CUCTEMHOE XpaHUauLLe
Windows Ha HOBOM KomMbtoTepe. [114 3TOro BbIMOAHWUTE Cleaytolime AeACTBUS:

1 3kcnopTupywTe cepTudukaT agMUHUCTpaTopa B dopmaTe * .pfx. [lNs 3TOro BbINONHUTE CeaytoLme
AencTeums:

1.1 B cnucke cepTUdMKaToB TekyLLero agMMHUCTpaToOpa Hanaute HeobxoanMbIn cepTndmKaT u
LeNIKHUTE ero NpaBoW KHOMKOM MbILUW, Y B KOHTEKCTHOM MEHHO BblBepuTe NYHKT DKCMOPT.

Otkpoetca okHo MacTep skcnopTa ceptudmkaros. Haxmute kHonky Janee.

1.2 Ha ctpanuue ®opmart akcnoptupyemoro ¢daina sbibepute PFX (PKCS#12). B ykazaHHOM
dopmaTe daina byaeT coxpaHeH cepTUdMKAT U KNHOY 3NEKTPOHHON noagnucy,
COOTBETCTBYHOLUNIA cepTUdUKaTy.

MacTep 3kcnopra cepTdukaTos IEI

DopMaT IKCNOPTHPYeMoro daiina i

CepTHdMKaTE MOrYT BEITh 3KCNOPTHPOEaHE! B PA3NMUHEIX HOPHaTEX.

BribepuTe doprat daina cepTudmKkaTa:
(7 taiins 5 DER +oavposke ¥, 509 (LCER)
(") Daiinel B BaseG4-xoampoeke X.509 (.CER)
(") CTaHaapT Cryptographic Message Syntax - cepTudmkaTsl PKCS #7 (p7b)
BRAMOYHMTE MO BOSMOMHOCTM BCE CEPTUMKATEI B NYTh CepTHdMKETa
() dalinel 8 HTML-bopmate (HTM)
() TewcToBble dainsl
BI(.nIO'—MTb CEPTMDMKET B Baset4-+KoaupoBKe
@ PFX{PKCS#12)

’ < Hazaa ][ Aanee = ] ’ OTHEHE ]

PucyHok 3. Beibop popmama ¢paiina cepmugpukama admuHucmpamopa

1.3 Ha ctpaHuue Umsa dpanna akcnopta ykaxute nms danna (pacwmpeHne gobasnsercs
aBTOMaTMYeCKN B COOTBETCTBMU C BbIBpPaHHbIM GOpMATOM), @ TakKe NyTb A8 ero COXpaHeHus,
Hanpumep, Ha USB-HocuTtene. Haxmute kHonky fanee.
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1.4 Ha nocnegHen cTpaHuULe Mactepa HaxmuTe kHonky FoToBo.

1.5 B otkpbiBwemMcs okHe ViPNet CSP — naposib KOHTeliHepa katouei 3ajaliTe napoJib, KOTOPbIM
6yAeT 3amLLEeH KU 31eKTPOHHON NOANNCHY, COAEePXKaLLMIACA B cepTudunKaTe agMMHUCTPATOPa,
1 BBEAUTE ero noAaTeepXaeHune. 3atem HaxxmuTe kHonky OK.

B pe3ynbTate akcnopTa ceptudukat byaet coxpaHeH B daline 3agaHHoro ¢opmaTta no
yKazaHHOMY MyTw.

BbinonHuTe nopsagok AenicTBuii no murpaumm komnoHeHTos MO ViPNet Administrator Ha oanH
(cm. Mopsagok aencteuid npu murpaumm komnoHeHToB MO ViPNet Administrator Ha oanH
KOMMbIOTEP) WAN Pa3Hble KOMMbrOTEPbI (CM. [opsaoK AeNCTBUA Npu MUrpaLmm KomnoHeHToB 10
ViPNet Administrator Ha pa3Hble KOMMbIOTEPHI).

VmnopTupyiite cepTndumkat n COOTBETCTBYHOLLMI KAKOY 3NEKTPOHHOM NOAMUCK B CUCTEMHOE
XpaHuaviie ceptudukaTos nonbzosatens Windows Ha HOBOM KoMnbroTepe. [as 3TOro BbINOJHUTE
cnepyroLLne AencTBus:

3.1 [na yctaHOBKM cepTudumkata Ha HOBOM KOMMbIOTEPE ABaXAbl LWeNKHUTe cepTudukar.
OTKpoeTtcsa OKHO MacTepa umnopTa ceptnudukaTos. Haxmute kHonky [anee.
3.2 Ha ctpaHunue mnoptupyembiii paitn HaxmuTe kKHonky [flanee.

3.3 Ha ctpanuue Mapoab BBeAWTE Naposib, ykasaHHbIM Npu 3KcnopTe cepTudurkaTta, U ycTaHOBUTE
dnaxok HanpoTne NoMeTUTb 3TOT KJIHOU KakK SKCMOPTUPYEMbINA, UTO MO3BOJINUT COXPaHATb
apX1MBHYIO KOMMIO KJIFOYa U NepemeLlaTb ero. Ybeamtecn, 4To ycTaHOBAEH GaaXKOK HanpoTUB
nyHkTa BkntounTtb Bce paclumpeHHble cBoicTBa. Haxxmumte kHonky Janee.

MacTep umnopra cepTudmkatos @

Mapone
AnA obecneyeHra BE30NaCHOCTH 3EKPEITEIM KNKOY 3alUMILEH NaponeM,

Bseaute Naponb ANA 38KpEITOro KNioYa.

Mapons:

BrnoumTe YOUNEHHYHD 3alUMTY 3aKpRITOro KNkoda. B 3ToM cnyyae Npy KaH410M
MMONb30EaHMA NPMNOHEHWMEM 3aKPEITOrD KNHOYa EYD.ET BblAaBaTbCA 3anpoc,

| MoMETUTE 3TOT KMKOY KK SKIOPTHPYENEIH, YT MO3B0NWT COXPaHATE
BPXMBHYHD KOMMKD KNoYa M NEPEMELLETE Ero.

| BKnowmTe BCE pacuMpeHHbie CBORCTEA.

HUD,DDSHEE 0 33alUMNTE 33KPbITEIX KIHOYER

| < Hasan H Janee = ] | OTMeHa |

PucyHok 4. Beod napona 015 docmyna kK uMnopmuposaHHomy cepmugbukamy
3.4 Ha ctpaHuue XpaHuauie ceptudmkKaToB HaxXxmMuTe KHonky fanee.

3.5 Ha nocnegHen ctpaHuLe Mactepa HaxXMuTe KHoMKy FoToBo. B oTkpbiBLIEMCA OKHe
MpepynpexaeHve o 6e3onacHOCTU NOATBEPAWTE JOBEPME K YKa3aHHOMY B cepTudukaTe
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yAOCTOBEpPSAOLLLEMY LIeHTPY. MNosBUTCA OKHO 06 ycnewHoM nMnopTe ceptudurkata. Haxmute
kHonky OK.

B pe3ynbTate ceptudmkat agmmHmcTpatopa YKL, npu co3gaHum KOTOporo ncnosib3osanca aaroputm RSA
(kpunTonposanaep Microsoft), byseT nepemMelleH Ha HOBbIA KOMMbIOTEP.

Co34aHME pe3epBHOW KOMmMm
KOHOUIYpaLWMK CeTH

Ana nposegeHus ycnewHon murpauum ViPNet Administrator ¢ ogHoro komnberoTepa Ha Apyrom

TpebyeTcs Hannume pe3epBHON Konuu KoHbUrypaumm cetu (cMm. MNMoarotoska AaHHbIX ais Murpaumm MO
ViPNet Administrator).

Ecam 6a3a gaHHbIx SQL 1 nporpamma ViPNet Ya0cTOBepAIOLWLMIA 1 KAOYEBOM LEHTP YCTaHOB/IEHbI Ha
pa3HbIX KOMMNbIOTEPAX, TO Mepes Co3jaHneM pe3epBHOI KOMUK KOHPUTypaLumn ceTn ybeamtecs, UTo
BbINONHEHbI C/IefyHoLLME HAaCTPOMKM: yKa3aH NyTb K narke, KOTopas UCMoAb3yeTcs Ha YAaNeHHOM
KOMMbIOTEPe /17 Pa3MeLLeHns pe3epBHbIX KOMWI, U CETEBOW afpec, MO KOTOPOMY 3Ta nanka AoCTyrnHa
Ha NI0Ka/IbHOM KOMMbOTEpeE.

YTobbI CO34aTb pe3epBHYHO KOMUKO KOH(I)I/II'ypaLI,I/IVI CeTu, BbiNOAHUTE Cheayrowmne AeVICTBI/IFII

1 B okHe nporpammbl ViPNet YaocToBepstoLWwmii U kKnroueBon LeHTP B MeHto CepBuUC BbIGeEpUTE MYHKT
PesepBHOE KONMMpPOBaHWE U BOCCTaHOBJIEHNE.

2 Ha nepBoi cTpaHuLEe MacTepa BOCCTaHOB/IEHWS KOHdUrypauun BoibepuTte Co3paTth pe3epBHYHO
KOMUIO TeKyluel KOHGUrypaumum 1 HaxxmuTe KHornky Janee.

3 Ha ctpaHuue Co3aaHue pesepBHOW konuu B nosie KommeHTapuii kK pesepBHOM Konuu gobaBbTe
KOMMeHTapWuii C onncaHneM Co3faBaeMoi Pe3epPBHON KOMUN KOHPUIypaLMK CeTU 1 HaxMuTe
KHonky [flanee.
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pﬂEpBHOE KOMWpOBEaHWE M BOCCTAHOBNEHWE

Cospanne pesepeHoi Konnm
BseanTe KOMMEHTEPHIA K PESEPBHON KOMWK KOHDUIYPaLMK, TEKYIWHE A8TE 1
BpeMs ByayT SBToMaTHYeKK AoGaENeHsl K 3Toll pe3epeHoi KoMK,

KOMMEHTSPWIA K DE3EDEHOM KOMWM:

Pe3epBHaA KOMWA KoHOUr YPaLAM CETH Neped Murpawei ViPNet Administrator
@ BBOAMTE KOMMEHTEPMIA, NEMKO Y3HABSEMBIA B (TMCKE PE3EPEHBIX KOMWA, 3To

roMozeT BLICTPEE HANTH HYRHYIO PESEPEHYID KOMWIO B CNYYaE BOCCTAHOBNEHWA
KOHDMYPaLLMA.

[lNA HaYana pe3epEHOro KOMMPOBEHNA HaMUTE "anse”,

[ < Hazag ][ Hanee > ] [ OTMeHa ] [ Cnpaeka ]

PucyHok 5. Co3daHue pe3epsHoli konuu neped muepayueli [10 ViPNet Administrator

Ha cTpaHuue 3aBeplueHue co3gaHus pe3epBHON KONUU KOHGUrypaLumm HaxmuTe kHonky FoToso.
PaboTa mactepa 6yaeT 3aBepLueHa.

CoszgaHHas pesepBHas konwus (dbarn ¢ pacluMpeHneM * . zip) NOSBUTCA B Marnke
C:\ProgramData\InfoTeCS\ViPNet Administrator\KC\Restore.lCNOAb3ylTE NMEHHO 3Ty
Konuto Npw BocctaHoBAeHUN aaHHbIX ViPNet Administrator Ha HOBOM KoMMbrOTEpE.

MoapobHee o paboTe C pe3epBHLIMU KONMUAMU KOHOUTYpaLmin ceTn cM. B fokyMeHTe «ViPNet
YA0CTOBEPAIOLMIA U KNHOUEBOW LIEHTP. PyKOBOACTBO agMUHKUCTpaTopa», B pasgene «AAMUHUCTPATBHbIE

OyHKLUN»,

BOCCTaHOBAEHME KOHOUTYPaLIMM
CETU 13 PE3EPBHOM KOMMM

Mocne pa3septbiBaHua MO ViPNet Administrator Ha HOBOM KOMMblOTEPE TPEBYETCA BOCCTAHOBUTD

pe3epBHYHO KOMUIO KOHPUIypaLMK CETH, CO3aHHYIO Mepes HauyaaoM MUrpaLum.

[ns BOCCTaHOBNEHWA pe3epBHOM KOMWW BbIMOAHUTE CAeAytoLmne AeUCTBUS:

1

CkonupyinTe pe3epBHYHO KOMUIO KOHPUTypaumum cet (Gann *.zip AW *.rp) U KOMUKO apxmBa Co

CMMCKOM BCEeX CO3JaHHbIX pe3epBHbIX Konuin (Gaiin rpts_50.stg), KOTopble bblAW caenaHbl nepes
Ha4asoM murpaumu, B nanky C:\ProgramData\InfoTeCS\ViPNet Administrator\KC\Restore

(cm. MoaroToBka gaHHbIX ans murpauunm MO ViPNet Administrator).

Bonawnte B nporpammy ViPNet YaoctoBepstowmii U KNKOYEBOM LLEHTP C MOMOLLbIO YUYETHOM 3anmcu
aAMVHUWCTpaTOpPa, KoTopas bblna co3zaHa BO BPeMSA NepBUUYHON MHULManm3aumm YKL, Ha HoBoMm
KOMMbOTEpE.

3 B okHe nporpammbl B MeHto CepBuC Bbibepute NyHKT Pe3epBHOE KONMpOBaHME 1 BOCCTaHOBJIEHME.

ViPNet Administrator 4. PykoBoACTBO MO MUrpaLMm NporpaMmmMHOro obecrneyeHus Ha Apyroi komnbtotep | 19



4 B nosiBUBLUEMCS OKHe MacTepa BOCCTaHOBAeHUA KoHdUrypaLumm Boibepute BocctaHoBUTH
koHourypaumio ViPNet Administrator n HaxxmuTte kHonky [Janee.

5 Ha ctpaHuue Bbibop pe3epBHOM KOMUKU yKaxKMTe KOMUIO, N3 KOTOPOU ByaeT BOCCTaHOBJ/IEHA
KOHUrypaumsa cetm, n Haxxmute kHonky [anee.

pEEpBHOE KOMWpOBaHWE W BOCCTAHOBNEHWE

Beibop pesepsHoil Konma
BoifepHTe B CMCKE PESEPBHYIO KOMMIO ANA BO3BPaTA K Bonee paHHEMY
COCTOAHMIO KoHMr ypaLwmK ViPNet Administrator.

=
NaTa 1 BpemMa Co3aaHHA KomMMeHTapuit

15 Hoabpa 2017 . 17:3%:13  PeIepeHas KOMUA KOHGMMYDALYIM CETH NEPEL MArpaLwme ViPig

4 L} 2

@ IMpH BOCCTAHOBNEHWM KOHGMMYPaLMKM NPOMSE0AATCA MSMEHEHUA, KOTOPEIE B Cy4ae
HeoBx0AMMOCTH ModkHO BYAET OTMEHWTE.

[ < Hasan ” Nanee = ] ’ OTMeHa ] [ Cnpaska ]

PucyHok 6. BoccmaHoeneHue koHguypayuu cemu u3 pesepgHol konuu

6 HauHeTca npouecc BOCCTaHOB/IEHNA KOHGUrypaumun. B npoLecce BOCCTaHOBAEHMA KOHPUIYpaLUn
npomv3sogmnTca obpalleHmne K 6ase gaHHbix ViPNet Administrator.

7 Ecan B npouecce murpaunm 6asa gaHHbix ViPNet Administrator 6bina pa3melleHa Ha OTAe/bHOM
KoMMbtoTepe, NoTpebyercs aBToOpM3auma agmuHucTpatopa SQL-cepeepa (NnogpobHee cMm. B
fokymeHTe «ViPNet Administrator. PykoBoacTBo no yctaHoOBKe», B r1aBe «YcTaHOBKa NPOrpamMMHOro
obecneuyeHmns ViPNet Administrator», B pasgene «MHdopmauna ana agmmHuctpatopos SQL»). B
NOABMBLUEMCS OKHE YKaXXNTe UMs yUETHON 3anncu 1 napoab agMuHucTpatopa SQL-cepsepa. MHaue
6yzeT oTkazaHo B fOCTyne K AaHHbIM SQL-cepBepa u, chegoBaTentHo, B 40CTyne K 6a3e AaHHbIX
ViPNet Administrator, n koHbUrypaLmsa He CMOXeT HbITb BOCCTaHOB/IEHA.
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Boccranoenenwe kondurypaynn ViPMNet Administrator

BBop pesepsHoi Kommwa
BeifepuTe B CNVCKEe PESEPEHYI0 KOMMID ANA BOSEPATA K Gones paHHeMy
COCTORHMIO KoHMrypaww ViPNet Administrator.

MNoakatoyenne k SQL Server ¢ npasamu agMUHWCTPATO . @
Brifep

[ing EEINOMHEHNS OMEPALYAW BOCCTEHOENEHMA 68351 AEHHEIX
Oa1q  Heofxoaumo ofnanaTs NPaBaMM 3AMHHUCTPETOPE CEpEepa.
195 YREMATE AaHHBIE AAMARMCTPATOPE CEPSEDA.

Cepeep:  192.168.32.231\winncesal

Wmg: |

Maponk: m

C@— OK ]I OTmeHa ‘ i

m

I < Hasan “ Danee = I I OmeHa I I Cnpaexa I

PucyHok 7. BeoO daHHbix admuHucmpamopa SQL-cepsepa 015 noaydeHus docmyna k 6ase 0aHHbIX
ViPNet Administrator

8 Ha ctpaHuue 3aBeplueHue BocctaHoBAEHUA KoHbuUrypauun ViPNet Administrator HaxxmuTe
KHOMKY 3aKpbITb, 4TOObI 3aKOHUYNTL paboTy mMacTepa.

B pe3ynbTtaTe KOHOUrypaLmsa ceTy, KOTopas Mcnosb3oBanachk A0 Havana murpauun ViPNet
Administrator, 6yaet BocctaHoBneHa. Mporpamma ViPNet YaocToBepstowmnin n KNtoYeBOW LIEHTP
6yseT nepesanyLueHa.

9 T[lepeg BXO4OM B MpOrpaMmMy BOCCTaHOBUTe Karoumn agmuHmctpatopa YKL, co ctaporo komnbetotepa
(cm. BoccTaHOBIEHME YyUETHOM 3anncn agmuHncTpatopa YKLL).

BHumaHwue! Ecan Bbl BOCCTaHOBUAWM pe3epBHYHO KOMUIO KOHGUTypaLmm ceTu, Kotopas bbiia
co3gaHa B nporpamme ViPNet Y10CTOBEPAIOLWMIA 1 KIHOYUEBOM LEEHTP Bepcun 4.3 1 HUXKe, ANs
KOPPEKTHOro obHoBAEHMA 6a3bl AaHHbIX BbINOAHWUTE CAeAyHoLLMe AeNCTBUA:

/\g 1 3anyctute nporpaMMy ycTaHOBKM cepepHoro npunoxenuns ViPNet LeHTp ynpaBneHns
ceTblo.

2 B okHe MacTepa yCTaHOBKU Bbl6epV]Te NYHKT BoccTtaHOBUTBL 1 BbINOAHWTE BOCCTAaHOB/IEHNE
CEPBEPHOTO NPUNOXKEHNA.

Mocne 3toro nporpammHoe obecneuyenune ViPNet Administrator rotoBo k paboTe.

MoapobHee o paboTe C pe3epBHLIMU KONMUAMU KOHOUTYpaLmMin ceTn cM. B AokyMeHTe «ViPNet
YA0CTOBEPSIOLWMIA 1 KNHOUEBOW LIEHTP. PyKOBOACTBO agMUHUCTpaTopa», B pasfen «AAMUHUCTPaTUBHbIE
OYHKLNN».
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BOCCTaHOB/IEHME YUETHOW 3aMnCK
aaMmHMcTpatopa YKL

Yto6bl agmuHucTpatop YKLL Mor npogonkmTb paboTy co CBOEl YUYETHOM 3annCbio Ha HOBOM
KOMMbIOTEPE, HEOOXOANMO NEPEHECTU Ha HOBbIW KOMMbIOTEP KAOUM agMuHucTpatopa YKL Ansa atoro
BbINOMHNTE ClefyroLLne AeNCTBUS:

1 Ha HoBom komnbtoTepe ¢ YKL, yaanute gaHHble o nogkatoueHmnn k SQL-cepBepy, BOCCTaHOBAEHHbIE
13 pe3epBHOW konuu. [1na 3Toro yaanute U3 nanku C: \ProgramData\InfoTeCS\ViPNet
Administrator\KC\Ini ¢a|7u1 sglloginfo.dat.

2 YpanuTte KOHTEMHep KAtOUelr agMUHUCTpaTopa, CO3AaHHbIV NPy NepBUYHO UHMLManm3auum YKL,
[nsa aToro yganute nanky C:\Users\<mMa JIOKaJBHOTO amMuMHMUCTparopa Windows, oT smua

KOTOPOTO yCTaHoBJieHa nporpamMa YKI>\AppData\Roaming\Infotecs\ViPNet Administrator.

3 TepeHecuTe Ha HOBbI KOMMLIOTEP KOMMWIO Manki ¢ KOHTEMHEPAMW KAtOUelr agMUHUCTPATOPa,

KoTopas 6bina co3saHa nepes MUrpaumen, B nanky C:\Users\<mMs JIOKAJIBHOTO AIMMHMUCTPATOPA
Windows, OT Jmila KOTOPOTO ObUla yCTaHOBJIeHa nporpamma YKI mo

vurpaumn>\AppData\Roaming\Infotecs\ViPNet Administrator.

Mpumeyanwue. Ecnn HazBaHWe nanku B C: \Users\ 6yaeT cogepxkaTb HempaBuibHOe UMs

NokanbHOro agMuHucTpatopa Windows, To yueTHas 3anmcb He CMOXET BbITb BOCCTaHOB/IEHA.
Ecnv Bce KOHTeMHepbI KoYen afMUHUCTPATOPOB Pa3MELLAOTCA Ha BHELLIHUX YCTPOWCTBAX, TO
MpOoMyCcTUTe 3TOT LUar.

4 3anyctute nporpammy ViPNet YaocToBepsitowmin n kntoueBow LieHTp. B okHe Bxog B
Ya0CTOBEpSAIOLWNIA U KNHOUEBOW LLEHTP BbiGEPUTE MMS YUETHOW 3anncu agMUHUCTPaTOpa,
nepeHeceHHOM CO CTaporo KOMMbIOTEPA, €CAN HEOHXOAMMO, YKaXUTe NyTb K Nanke ¢ KOHTEMHepamu
K/tOUer afMUHUCTpaTOPa U BBEAUTE Napoib.

5 B okHe MogkntoueHune k SQL Server ykaxute nmsa SQL-cepsepa 1 yueTHble AaHHbIV NOAb30BaTeNS
SQL-cepBepa. 3Ta yueTHaa 3anucb CO34aeTca NPK ycTaHOBKe cepBepHoro npunoxerus LIYCa, no
YMOJYaHWIO ee napaMeTpbl UMEIOT cneaytolime 3HaueHus:

o WMA — KcaUser;,

o NapoJib — Numberl.

Mocne BbINOAHEHWS NepeYnCiIeHHbIX AeNCTBUI Bbl MOXETE MCNO/Ib30BaTh yUeTHYro 3anuck YKL,
nepeHeceHHYyo CO CTaporo KoMmbroTepa.
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TepMUHbI 1 coKkpaLlleHns

ViPNet Administrator

Habop nporpammHoro obecneyeHns ansa agMmHUCTpupoBaHua cetn ViPNet, Bkatovatowmii B ceba
cepBepHoe u kaneHTckoe npunoxenusa ViPNet LleHTp ynpasaeHus ceTbio, a Takxxe nporpammy ViPNet
YA0CTOBEPSIOLWMNIA 1 KNHOUEBOW LIEHTP.

ViPNet YgoctoBepstowmii n kntoueson ueHTp (YKLL)

Mporpamma, BxoasLLas B cocTaB nporpammHoro obecneuexus ViPNet Administrator. MpegHasHaueHa
418 GopMMpoBaHMs 1 O6HOBEHUS Katouel ceTeBbix y310B ViPNet, a Takke a5 ynpasaeHus
cepTudrKaTamMmm 1 CNMCKamm aHHYAMPOBaHHbIX CepTUdUKATOB.

ViPNet LleHTp ynpaBneHusa cetbto (LLYC)

MporpamMma, BxoasLias B cOCTaB nporpammHoro obecrnedenus ViPNet Administrator. MpegHa3HaueHa

ANnAa Co34aHnA U ynpaBieHnA KOH(I)I/IpraLI,I/IeIz CeTN N NO3BOJIAET peWwnTb cregyroune OCHOBHbIE 3a4ayn:

e MOCTPOEHMWE BMPTYyasbHON CETU (CeTeBble OBBEKTbI U CBA3M MEXAY HUMU, BKIOUAA MEXCETEBbIE);
e V3MeHeHWe KOHUrypaLmumn ceTu;

e (HopMUpOBaHKE M pacchblika CNPaBOYHUKOB;

e paccblika KJKOUel yY3/10B 1 KIOUen noab3osaTenel;

e dOpMUpOBaHME NHPOPMALIMK O CBA3AX NONb30OBaTeNEN ANA YAOCTOBEPAIOLLErO M KAHOUYEBOro
LeHTpa;

e 33JaHuWe NOJHOMOUMI Moab3oBaTenel ceTeBbix y308B ViPNet.

Aamunuctpatop cetn ViPNet

JNinuo, otBevatoLlee 3a ynpaeneHue ceTbto ViPNet, cozgaHne n o6HoBAEHWE CNPaBOYHWKOB U KtOYel
ana ceteBbIX y310B ViPNet, HacTpoiiky MexceTeBOro B3aMMOAENCTBUA C JOBEPEHHBIMU CETAMMU U
obnagatolee npaBomM goctyna k nporpamme ViPNet LleHTp ynpaaeHus cetbto 1 (uam) ViPNet
YA0CTOBEPSIOLWMNIA 1 KNHOUEBOW LIEHTP.

KnueHnt (ViPNet-kamneHT)

CeteBoW y3en ViPNet, KOTOpbIN ABASETCA HaYabHOW UM KOHEUHOMW TOUKOW nepesaym gaHHbIX. B
OT/IMUME OT KOOPAMHATOPA KAMEHT He BbINOAHAET PYHKLMM MapLupyTu3aumnm tpaduka n cryxebHom
NHPopMaL L.
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Kntoun agmuHuctpartopa YKL,

DopMUpPYHOTCS NPU CO34aHUN YUETHOW 3anucK agMmuHucTpaTopa YKL, n BkatoyatoT B cebs:
e KJHOM 3aWUTbl a4MUHNCTPATOPA, 3aMPPOBaHHbIV Ha Naposie agMUHUCTPATOPa;
e Koy 3awmTbl YKL, 3awimdpoBaHHbI Ha Kato4ye 3almTbl afMUHUCTPATOPa;

L KOHTePIHepr C KNK0O4YaMu nognuncun.

Kntoum nonb3osatensa ViPNet

CoBOKYMNHOCTb KJtOUEl, KOTOpble HEOHX0AMMbI NOJIb30BaTENO ANs ayTeHTUdMKauum B cetn ViPNet u
LWUNPPOBAHMS APYTUX KJIHOUER, Y K KOTOPbIM MMEET JOCTYM TONbKO AaHHbIA MNOb30BaTENb.

Kntoum nonb3oBatens MOryT cosepkatb:
e [eliCTBYIOLLMIA NEPCOHANbHbIV KKOY MOAb30BaTENS;

e  KJIOY JIEKTPOHHON MOAMMNCK Y COOTBETCTBYHOLLMI eMy cepTUdUKAT KAtoUa NPOBEPKN 3NEKTPOHHOWM
noanucy;

® X3 NapoJiA NoJib3oBaTesis.

Copep>xnmoe katoyein noab3osatens GOpMMpPYeTca B 3aBUCUMOCTU OT TMNa ayTeHTUPMKaLIMM
nonb3oBsaTens.

Kntoum y3na ViPNet

COBOKYMHOCTb K/ItOUel, C UCMOJIb30BaHNEM KOTOPbIX MPOM3BOAMTCA WndpoBaHMe Tpaduka, cayxebHom
nHdopmauumn n nucem nporpammsbl ViPNet lenosas nouta.

Cetb ViPNet

Jlornyeckas ceTb, opraHM3oBaHHas C MOMOLLbIO NporpamMmmHoro obecneverus ViPNet n
npeAcTaBAstoLas cobon COBOKYMHOCTb 3alumileHHbIx y310B ViPNet. CeTb ViPNet nMeeT HanoXeHHYH
MapLUpyTM3aLumio, obecneunBatoLLyto B3aumogericteme y3nos cetu. Kaxaas cetb ViPNet nmeet ceol
YHUWKaNbHbIN HOMep (MaeHTudunKaTop).

CnpaBoYHMKMK

Habop dannos, cogepxalumx nHpopmaumto o6 obbektax cetn ViPNet, B Tom uncne o6 nx umeHax,
naeHTdUKaTopax, agpecax, cBasax. 3T danabl dopmmpytotcs B nporpamme ViPNet LieHTp ynpaBieHus
CeTbto, NPejHa3HaUYeHHOW A/1A CO3AaHNsA CTPYKTYpbl U KOHdUTypupoBaHus ceTn ViPNet.
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