ViPNet LleHTp ynpaBaeHus
ceTbto 4

PykoBOACTBO aaAMUHKUCTpaTopa

Bepcna npoaykta: 4.6.11

infotecs



© AO «MHpoTeKC», 2024
®PKE.00109-08 32 01
Bepcusa npoaykTta 4.6.11, sokymeHT o6HoBAeH 05.03.2025.

JToT AOKYMEHT BXOAUT B KOMTIJIEKT NOCTaBKWM NMPOAYKTa ViPNet, 1 Ha Hero PacnpoCcTpaHATCA BCE yCN0BUA TNLEH3NOHHOTO
cornawieHusa.

Hwv oaHa 13 yacTeli 3TOro AokyMeHTa He MOXeT BbiTb BOCMPOU3BeAEHa, onyb/MKoBaHa, COXpaHeHa B 3/IEKTPOHHOM Ha3e AaHHbIX
nav nepegara B 10601 dopme nan ntobbiMun cpescTBaMm, TaKMMU Kak S1eKTPOHHbIE, MEXaHUYeCKune, 3anncbiBatoLLne Uan nHave,
ans ntobon uenn 6e3 npeABapuTeNbHOrO NUcbMeHHoro paspetenns AO «HboTeKC».

. ®
ViPNet = aBnsetcsa 3aperncrpupoBaHHbiM ToBapHbIM 3HakoM AO «/HPoTeKC».

Bce Ha3BaHWs KOMMaHWA 1 NPOAYKTOB, KOTOPbIE ABNAKOTCA TOBAPHbIMW 3HakKaMu NN 3aperncTpupoBaHHbIMU TOBapPHbIMU 3HaKaMW,
nprHaanexat COOTBETCTBYHOLWWMM BaajeNbLaM.

AO «NHPoTeKC»

127083, Mocksa, ynnua MuwmHa, 4. 56, cTp. 2, atax 2, nomelyeHmne IX, komHaTa 29

TenedoH: +7 (495) 737-6192, 8 (800) 250-0260 — becnnaTtHbIN 3BOHOK M3 Poccmm (kpome MockBbI)
Canr: infotecs.ru

Cnyxb6a noaaepxku: hotline@infotecs.ru


https://infotecs.ru/
mailto:hotline@infotecs.ru

CoaepxaHue

BeeaeHue 9
O BOKYMEHTE ..ottt eseetse e ease s st e e e e e ettt e e e 10
[N KOTO MPEAHA3HAUEH JOKYMEHT ....ouuvumeruenirrenrmanrssserisserisesssesssessssessssssssesssnesssnsessnessssssssessssssisecns 10
COTMNALLEHUIA JOKYMEHTQ c.eueriereereineeeseeseaseeesetssssseessessseess e sase s ssecsse s sssessssesssessssssessessssnessssssasessssssaees 10

O MPOTPAMME ..ot eereeese e e e e s ssess e ss s ss e e e e o2 e e e e et e e 11
UTO HOBOTO B BEPCUM 4.0.T T oottt ettt s ss st 12
CHICTEMHDBIE TPEOOBAHMS ....eevereerrerereresesesesestsstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssnsssnsssnsssnsssssans 13
CEPBEPHOE MPUITONKEHME ...oeereereereereeneesseteeeseeessesssesssessessssssssssssssssssssesssssssesssssssesssesssessessesssesssees 13
KIINEHTCKOE MPUTIONKEHMIE .....eveeeecereereeeeeae et sssess s es s s sases st et s s nsases e snneanes 14
KOMMAMEKT MOCTABKM c.cccorevericrinicrincrinerancsanessssesissesisesaseesiseesisesesessesecsssssssnssssnessssessssessssesssesisessssessineessssessnssssnessss 16
OB PATHAN CBABD .vuvvveereenresresesssesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssessssssnsssnessssssnsssnsssssassssssnsssssens 17
naBa 1. O6bwme cBeaeHuns o cetax ViPNet 18
MprHUMN QYHKLUNOHNPOBAHUA CETU VIPNET ...ttt sttt ettt et et seseees 19
JIVLLEHBMA HA CETD VPN ..ottt ae st s s s s s s s s s s sassanes 21
Mporpamma VIPNet LLEHTP YMPABAEHUA CETBIO...cuuiereierereeeeeeteeesseesessessesssssssssssssssssesssssssssssssssesssees 22
HazHaueHne nporpammbl ViPNet LLeHTP YNPABAEHMSA CETBIO ....urververeeeieeieeiesesesssssssssnssans 22
ApxuTektypa nporpaMmbl ViPNet LLeHTP YNPaBAEHUA CETBHO ....vuuueerreeeeeeeereeeeeeeneseneseessseenes 22
B3anmogelicteue ¢ nporpammori ViPNet Ya0CTOBEPAIOLWNIN N KAHOUEBOWN LEHTP....ocvenvve. 23
B3anmogelicteme c nporpammort ViPNet Registration POINt ... 24
CBA3U MEXAY OOBEKTAMM CETU VIPNEL ...t 27
POJTN CETEBBIX YBIIOB ..ccuuvmiimicimiineieisecineiseesseeise bttt ettt ettt ettt bttt est s 29
CNPaBOUYHUKM M KITHOUM VIPNET ...ttt s 30
OyHKLMM KOOPANHATOPA B 3ALUULLEHHOM CETU VIPNEL ...t 31
TYHHEIMPOBAHMIE ..ottt ettt et s s e et b sttt 33
MapaMeTpbl NOAKAHOUEHWNSA 3aLLNLLEHHBIX Y3N0B K BHELUHEN COTU coumeemeerreereeeereeeeeeiseeeseeeseessenens 35
MpuHUMNBI ocyLecTBAEHUN COEAUHEHUM B CETU VIPNET ... 35
MoakntoueHne 6e3 NCMONb30BAHNA MEXKCETEBOTO IKPAHA cvvuuvermrermeerenereesseeeseesssesseesssesssecens 37
[TOAKNHOUEHME UEPE3 KOOPLMHATOP coouevremeeererreessssetsessesssesessesssessesssessssesssessessessssssssessssssssesssssessessnes 38
MoakntoueHne Yepes MeXCeTEBOM 3KPaH C AMHaMUYECKOW TpaHCaaLumnen aapecos........ 40
MoakntoueHne yepe3 MeXCeTeBOMW 3KPaH CO CTaTUUYeCKON TpaHCAALMEN ajpecos .......... 42
lnaBa 2. Hauano pa6otbi ¢ nporpammoit ViPNet LLeHTp YNPaBAEHUA CETBIO ......cceeueecrercreeenereeenenes 45
YcraHoBka nporpamMMbl ViPNet LLEHTP YNPaBAEHMA CETBHO......vuuruureeereeieersessseissssssssssssssssssssssssssesans 46

3anyck 1 3aBepLueHne paboTtbl nporpaMmbl ViPNet LIeHTp ynpaBAeHNs CETBHO ..eereenreenes 47



3aMNYCK CEPBEPHOTO MPUIIONKEHMIA c..cerieereereireeeeereieesseesessesase s sssessessssssesss e sssesssssssass s sasessssssasessssssaees 47

3anyck v 3aBepLueHne PaboTbl KAMEHTCKOTO MPUNONKEHMS ....cverncvermcerercereseesessesisecsssnesssenesess 47
MepBbIA 3aMYCK KNNEHTCKOTO MPUONKEHMS ....vereerrerrreesessesssessssssssssssssssssssssssssssssssssssssssssssasssnns 49
NHutepdenc nporpammbl ViPNet LLeHTP YMPABAEHMA CETBIO ...cucvimceimecreieerireereeerisncsssnesesenesesens 52
[TPEACTABNEHNME KIMOSA COTB ..cuiecerireieeieieeeeetss e sesetse et es s s s et e saenaes 53
MMPeACTaBAEHNE «LOBEPEHHBIE CEOTUI .....oueurureeneeeeeeeseeesetsseseessessssssessessssssesss s ssssssssssssssssssssasssssssesanes 54
MpeactaBaeHne <ALMUHNUCTPUPOBAHMED .......cueeeereererereireeseessetsesseessessesssessesesssesssssessssssssesssssessessnes 56
Co3paHue ceTh VIPNet: MOPABOK LEUCTBUM .......reereerrrerreerseerssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 58
CozgaHue cTpykTypbl CeTU VIPNEt C MOMOLLBIO MACTEPA ... vureereereimeeesersesssessesssessesssesssesssessssssesssesnns 60
lnaBa 3. Ynpasnenue cetbto ViPNet 66
OcHoBHble BO3MOXHOCTU nporpaMmbl ViPNet LLeHTP yNpaBAeHUSA CETBHO ...irenrinreesirneiseeenne 67
YnpasneHne yYeTHbIMN 3aNUCAMU aAMUHUCTPATOPOB .....uwereerermeerceersectesesssessessesssessessesssessessesssesessces 69
MHOrononb30BaTENbCKAA PAOOTA B MPOTPAMME........urierrerrreesssssssssssssssssssssssssssssssssssssssasssans 69
COBAAHNE YUETHOM BATTUCH ..ooneernreerrienesisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssnesssnessssesssness 69
YAANEHNE YUETHOM BATUCH cec.eeeeeereerieeesessssessesssssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnes 70
N3MEHEHME MAPONA YUETHOM BAMUCH . ccoreevericeereremmcrsmnesssssesessssessssssesssesssssesssssesesssssssssssssssessssnesessnecs 71
Hactpoiika napaMeTpoB NPOTrPAMMbI MO YMOTUAHUED c....cvurcermeemneeeseeesseessseessssssssessssessssssssesssssesssssssnesens 72
MapamMeTpbl PABOTEI C OOBEKTAMM CEOTU ..ueureereereererereeseeseessessessesssesssesssesssssssesssssssssssssssssssssssasssnns 72
MapaMeTPbl BE30MACHOCTU Y3MOB....rrereerreesesssnsssssssnssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssssnessss 73
POV Y3/TOB MO YMOTTUAHMIED ..couveriercireirecieeieeiesiesie s s s e 76
[TAPAMETPBI KYPHANMOB ..cuveeeeerirreeeeiressseaesesssesse e sssetse e ssse et s s sase s et s ettt sise b baenies 78
MPOBEPKA KOHPUTYPALIMM CETU..uuemnerneerieeneimcimeametseessesssesssesssesssesssesssesssesssesssesssesssesssesssesssessessessesssesssesssens 80
CO3/1aHNE OTUETA O CTPYKTYPE COTU corveureeririmeireiresiseiessesssetessessse e saesss e ssse s essse s saessss e sasssse e sssessesessees 82
OTNPaBKa OOHOBAEHUI HA CETEBBIE Y3JIBI w..cuueuumeermeerresseeesseessseessseessesssesssessssssssessssessssessssssssssssessssesssnees 84
OBHOB/IEHNE CMTPABOUHUKOB M KITHOUEM ...ovvvrnrernrvissresesssssssssssssssssssssssssssssssssssssssssssssssssssssssnesssssssnens 84
CO3@HNE CTIPABOUHUKOB .....ueeeerrereiaeesseesesasessessssssessssssssssssessssssesss s sassssssssssssssssssssssssssssssssssassanees 86
OTNPaBKa CMIPABOUYHUKOB U KJTFOUEBM .....cvverreeneresssesesessssssnssssssssssssssssssssssssssssssssssssssssssssssssssnns 88
OBHOBIEHNE NMPOTPAMMHOTO OBECTIEUEHUIS «..cceeeveierirsiseiessestsssssssssssssssssssssssssssssssssssnssnsssnes 91
Ob6HoBneHWe Habopa npunoxeHuii n NpotokonoB Ana ViPNet xFirewall ........ocovecencens 96
Pe3epBHOE KOMUPOBAHNE N BOCCTAHOBAEHME JAHHBIX....cuerreerresneeeseeesseesseesssessssesssessssssssssssssssssesssnecens 97
TTDOCMOTP HKYPHAMOB .ceveriaecereireemeeeiesssesse e sssease s esase s ettt et e ettt 98
PKYPHAMBE QYLNTA oottt ettt e sssei et e s e s et ettt 98
KypPHasibl TPAHCMOPTHBIX KOHBEPTOB ....ucuueureeerresrssenssesssesssesssesssesssesssesssesssesssssssssssssssesssessnssaessssans 100
PABOTA C JIALLEHBUEM ...ttt s a st as s s sas s st s s e sassassanes 104
MpPOCMOTP CBEAEHUN O NNLEH3NM ANF CBOCM CETU woorvreerreereeereeeseeesseesssessssssssssssssssssssssssssssessnns 104
OOBOHOBIEHUE JINLLEHBUM ..ot vesses s tesassasssss st ssessesassassasssssssssessssassassnssssssssssssassassassanes 106

CO34aHNE OTUETOB O JINLLEH3MM HA CETD .ouvuveverereseereere st sesae st ses s s s s sassassessanes 108



lnaBa 4. HacTpoiika napaMeTpoB ceTeBbIX Y3/10B 109

COBLAHME CETEBOTNO Y31 wuueunreunrerneereeseesesssesssesssesssesssesssesssesssessss s s ssse s sasesasssssesasessssssssssssasesssesans 110
LLOBABNEHNE KOOPLMHATOPA ccerrverrerrenresesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 110
JLOBABNIEHME KITMBHTA ....oovoeeeeeeceeeeeeeevs e sesssssss s s s s sssssss s s s s ssssssssssssassassssssssssssssssasssessassassssssassens 111
[0BABNEHNE TYHHENNPYHOLLETO KITMEHT A couverrverreerreesesssesssssssssssssssssssssssssssssssssssssssssssssssnsssssssssans 113

OCob6EHHOCTU UCMONb30BaAHUA TYHHENNPYHOLLETO KIMEHTA woovervenrieneveersessssssssssssenns 114

YOANEHNE CETEBOTO Y38 ccueuuruniereruneureerensetessessessesseessesesssesse e sssessesessse e sssssssesssessesessssssssnessssssssessnssnesaesns 115
YBANEHNE KOOPIMHATOPA ce.eueuncereereemeeseessessessessssssessesesssessessssssssssssssessssssssssssssssessesssasssnsssssasessssssascens 115
YAQNEHME KIIMEHTA ettt sas bbb sas s s s b s s e sss e ses b s et sas b b et ebasbesssbesassesssbessssessssessssesananns 116

HacTponka NapaMETPOB KOOPAMHATOPA .....rurrerrrerrrereresnsesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsses 117
MpocMOTp 1 N3MEHEHME OCHOBHbIX MAPaMETPOB KOOPANHATOPA ...uveunremnremeereemeeneeseenseenns 118
VI3mMeHeHne cnncka y310B, 3aperncTpMpOBaHHBIX Ha KOOPANMHATOPE .....ceeermermermcrmcenne 119

HaCTp0|7||<a MeXCepBepPHbIX KaHaJIoB MeXAYy KoopanHaTtopamMu, BbIMONHAOLWNMHN

DYHKLMUN VPN =CEPBEPA. ...ttt sssesse e ssse b e ssse ettt e 120
HACTPOMNKA TYHHEIMPOBAHM c....eorieeencerncereeaseeeseeeeseessses e e ssss s sssss s sssesssssssssessssasssnssssnas 122
MepeHoc koopanHaTtopa 6e3 pyHkumii VPN-cepBepa Ha Apyroi KOOPANHATOP ............. 123
HaCTPOMKA MAPAMETPOB KIMEHTA . ....cuuverreerereresesesessssssessssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsses 126
[MpoCcMOTP 1 M3MEHEHNE OCHOBHbIX MAPAMETPOB KIMEHT. ..ccuueerrmeereerenseeeisesssessesesssessesesans 126
MepeHOC KAMEHTA Ha APYTON KOOPAMHATOP ..rverrverrrerersssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 127
MepeHoc knaveHTa LLYCa Ha APYrOM KOOPAMHATOP w..ouruemreemeeeeeeseeeseeeseesssssssessssssssssssssessscssnes 129
CMEHA CEPBEPA IP-8LPECOB ...ttt sess sttt ss s ss et st ss e seenes 131
3a,aHNE PACLUMPEHHDBIX HACTPOECK c..cerereereereereesreesesesssesseessssssssssssssssssssssesssssssssessssssasessssssasessssassaseens 132
3mMeHeHMe CNUCKA MONb30BATENEN CETEBOTO YT c.uruurrverriernrssnnsssnsssssssssssssssssssssssssssssssssssssssssssssnns 135
3MeHEeHME CBAZEN MEXAY CETEBBIMU YBITAMM .....eeureerreereeereeeseeeseeesseessesssseesssssssessssessssssssssssesssssessnes 136
CBA3M C CETEBDBIMU Y3MAMM.cuieeiieririneeeiressseese e sseesse e sssesse e ssse s e ssse s essse s s s ssessss e sseans 136
CBABN C TPYTIMIAMMY YBITOB ..ceuurimerimertrceresesesisessesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssesssessnessnessneses 138
[LOBABNIEHNE PONEM HA CETEBDBIE Y3ITblu.vurireenreenresnesssesssesssessssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssnns 140
VI3MEHEHME CMNCKA POSNEN CETEBOTO Y3IIA wuuieerneerreereesseessseessssessseesssessssessssessssessssessssssssssssssssssesssnas 140
[pynnoBoe AO6ABAEHUNE POJIEN HA CETEBBIE Y3JIBl.....urverrrerrrennrssnsssssessssssssssssssssssssssssssssssnsssnns 142
Vi3meHeHVEe YPOBHSA MONHOMOUMMA MOMB3OBATENIA ..ceeuereerreereesseesseeessesssessssessssssssssssssssssssssesssnes 144
Hactpoiika napametpoB posn «OBMeEH COOBLEHUAMMU N GANNAMUS ......corverereernrrernrrenrrenn. 146
[o6asnerne poneli «<DNS-CepBep» N «WINS-CEPBEP® ....ovcrmrvermrvermrrenrrensrisesesssssssssssssnssenns 147
Hactpoiika cnvcka ynpaBasemMblx y310B aas poau «Policy Managers.........eeneeenne. 148
VI3mMeHeHMe uncna y310B MOHUTOPUHIa Ans poan «StateWatcher ..., 149
Vi3MeHeHVe JoMyCTUMOro Yncaa 3anpocoB Ans poan «Registration Point» .................. 150
HacTpoika NapamMeTpoB POMU «TEIMMINAI ...t ssssssesans 151
Hactpoiika nonHomounin nonbzoBatens ViPNet Terminal.........cooenneennrennreneeenne. 152

Hactpowka napameTtpoB nogkatoueHns USB-moaema B TepMuHanbHom ceccum... 154

HacTpoiika napaMeTpoB MPOKCU-CEPBEPA A/1A BED-OPAYIEPA ...cvvvermmreeeerereeeerereenenne 156



HacTtpowka AONOAHUTENbHBIX NAPAMETPOB TEPMUHANA ... veerereerererereneessesssssssssnsssnsenes 158

VI3MeHeHMe CcKa TEPMUHANBHDBIX CEPBEPOB ......cuurereeretrereeeeseesessesssesssesssesssessessssssees 159
HacTtpowka napameTpoB NOAKNHOUEHNS K TEPMUHANBHOMY CEPBEPY ..ververrernrernrenns 159
JlobaBneHre N0b30BATENBCKUX MAPAMETPOB ......wwemeremmcrimmcrsessessseessssesisesssssssssnesesens 163
BiatoueHne GyHKUNM 3aMLLEHHOTO MHTEPHET-LLITHO3@ . cuueueereereeseceeeeeseeesessesssessessssasessssssanes 164
ViameHeHMe yncna anemeHToB knactepa ansa ponn «Cluster Windows».........eveereerenenn. 164
Hactpoiika Tvna mexceteBoro a3kpaHa MNAK ViPNet Coordinator IG .......ccoonnrecnnrennneene. 165
HacTpowka napametpoB ponent «<KYKC», «<PYKC», «MYKCo ..o 166
HacTpoika 3aNILEHHBIX DNS-CEPBEPOB ......cvreereereerereeesitreseesesessssesssssssssssesssssssssssss st s ssssssssssssssssnns 167
HacTpowka cnuncka 3awmieHHbix DNS-cepBepoB Y LOMEHHDBIX 30H ..vvreererrerrerresnseseenn. 168
Hactpolika cnnckoB DNS- 1 WINS-CEPBEPOB CETEBOTO Y3/M....c.ccwummrerireerereerssnecsssnecesineens 171
3a[aHNE QIPECOB CETEBOTO Y318 .uucuuueuueumnerrersessessessessesssesssssesse et ssse s s sasessnesane 174
3a0aHNE |P-aAPECOB CETEBOTO Y3/ .. uuuueeeirerueeeeressessesesssessesesssessessesssessesesssessessessse e ssessssssesscens 174
338aHNE DNS-UMEH CETEBOTO Y3J1A c.ueueuiereeeiereereeeeseeeseeseessesseissssessssssssssssssessessssssssss s sasssssssssaneens 175
3agaHune agpeca AN CBA3MN MO KAHANY SMTP ..ot 176
HacTtpoika napamMeTpoB MNOAKAFOUEHMS K BHELLUHEM CETU ...uuvuereereereeseesessessssssssssssssssssssssssssssssnsses 177
MapameTpbl MEXCETEBOrO 3KPAHA KOOPAMHATOPA .cvuuecrereererecrenersnemsnrssmesssnesisnesiseesiscsisecsinecsenee 177
[MapameTpbl MEXCETEBOTO IKPAHA KITMEHTA ...cueerrerreueereeeesreeeseessesssssesssssssssesssssssssessssassassssssnsans 179

HacTpoika noakiroueHms Yepes MEXCETEBOM 3KpaH C AMHAMUYECKOW TpaHCAALMEN

QULPECOB ..ot eee e es e e s s s s e R AR AR R bRt 181
HacTpolika nogkitoueHmns yepes MexXCceTeBOM 3KpaH CO CTaTUYeCKoW TpaHcasaumen
BUPECOB .c.eeeernereiseeseeese et eee bbb eb s e e b e R RS R R RS E R R R Rt 182
Hactpoiika nogkntoueHns Yyepes KOOPAMHATOP B Ka4eCcTBe MEXCETEBOrO 3KPaHa ........ 184
Hactpoiika napaMeTpoB MeXCETEBOrO 3KpaHa KNMEHTOB Ha cepBepe IP-agpecos ........ 185
3meHeHune cnucka rpynm, B KOTOPbIE BXOANUT CETEBOM Y3BT....urummrummrereeeseeemeeseessssessssssssessssessnns 188
Pab0Ta C LUABNOHAMM CETEBDBIX Y3ITOB.......curuueerrereeeseesseresesesessssssssssssssssssssssssssesssssssesssssssssssssssessssssssssssssnsses 190
CO3AaHNE LUABTOHA CETEBDBIX Y3IMOB ..ueuuirerrresnresneessessseesseessseessseesssessssessssesssessssessssessssesssssssssesssnesens 190
HacTPOMKa LUABOHA CETEBBIX Y3MOB ... vuurirrresesesssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssnns 191
MpumeHeHWe WabnoHOB ANA PeAAKTUPOBAHNA CBOMCTB CETEBBIX Y3/IOB.....creeeeerreerecennee 193
YAANEHNE LUAOSIOHA CETEBDIX YBITOB ...cuucuunrerrereeerereseesseesesssessssssssssssssssssssssssssesssssssssssssssssssssssssssessneses 194
PaBOTA C TPYMIIAMMU YBITOB «..ouveerereereeeneeesseeesseeaseessseesssessseessseessssesssee s sssesssssssssessssessssessssesssssssessssessssasssssessnes 195
JLOB@BIIEHME TPYIIIIBI Y3ITOB.....eouiceereereeeseeeseeeeseeeseessssesseessseesssess st s s sssssssessssessssssssssssssssssssssnas 195
YBANEHNE TPYMITIBI Y3MOBceucuuiuiereireemeeseeesseeeseisesssesse e sssessessessse s ssse s ssessst e sssssse s sasssse e saessssssesseens 196
VI3MeHeHMEe CMMCKA CETEBDBIX Y3/I0B B TPYIIIIE w..uvuuucumeeueeneeseiseessessessessesssesssssssssssssssssesssessssans 196
VI3MEHEHME CBAZEN C CETEBBIMU YMAMY ...oorerrirrereireeseessessssssss s sssssssssssssssssssssssssssssssssssssssssans 197
VI3MEHEHME CBAZEM C TPYMMAMMY YBIIOB .cuuceumeerneereesseeeseessseesseesssssssssssssesssssssssssssssssssssssssssssssesssnns 198
lnaBa 5. Hactpoiika napameTpoB nosb3oBaTtesieit 200

Co3zaHve NoAb30BaTeNS U HACTPOMKA €I0 MAPAMETPOB ....oorverrvenrrsnessssssssssssssssssssssssssssssssssssssssnnsses 201



naBa 6.

FnaBa 7.

L OBABNIEHNE TMOMIBBOBATEIIN «...eoeeeverrecrereetesseeae s ssses s sessessesasssssssssss s sesssssssassassassassssassssassassassassanes 202

YAANEHME MOSBIOBATESIS .ceeeveiecieeeieesieseeiesessessssessssessssessssessssessssesassessssessssessssessssessssessssessssessssessssesassns 202
OCHOBHbBIE MAPAMETPbI MOTB30BATEIA c.cuceuereeeeereereeseeseeeessessssesssessssessssssssssessesssssssssssssasssssssssaseens 203
VI3MeHeHMe CMNCKA CETEBBIX Y3/10B MOJB30BATEM A ....vuueereerersneeseeseessesssesssesssssssssssssssesssesasssnns 204
VI3MeHeHME CBAZEN MEXKAY MONBIOBATENAMMY ....cuurvereererneisnsssessessssssssssssssssssssssssssssssssssssssssssssans 205
MN3MeHeHME NCEBAOHNUMOB MOTb30BATE ....ccvveeveerreecreeesesessesssesssesessesssesssesessesassesassesassesassenes 208
Vi3meHeHMe cnuncka rpymnn, B KOTOPbIE BXOAMUT MONb30BATEND ......unvermeereeeseesssesssesssnsssnseenns 209
VIaMeHeHWe CBs3el NOAb30BaTENS C FPYMNNAMM MONb30BATENEM .ouvunreereereerisnsissssessesssnsenns 210
PaboTa C rPYMMAMUN MONBIOBATENEM ...uuvvurevereeseeeseessssssesssssesssesssesssssssssssssssssssessssessssesssssssssessssssssessssnsssnns 213
[0BaBAEHNE TPYMMBI MONB3OBATENEM ..ouverrerrerrrereessssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 213
YAaN€HNE TPYNMbI NMOMB3OBATESIEM ..couneurirernrerneeeseesssessseessesssssssssssssssssessssssssssssssssssssssssssssssssssssnesens 214
V3meHeHMe cnuncka y4acTHUKOB FPYMMbl MOMB30BATEEM .....uueeunremnrereeereeesensseseseessseesseesenas 214
Vi3MeHEeHME CBAZEN TPYMMbl MOMB30BATENEM .c....creerriererrernsssnssssssssssssssssssssssssssssssssssssssssssssssnsssnns 216
Nepapxmueckas cuCTEMA CETEM VIPNEL ... rcrececcerecenecenecnecnseensecnsesessecssecssescssescnes 218
MpuHUMn paboTbl nepapxmyeckon CUCTEMbI CETEM VIPNEL ... seenes 219
Pa3BepTbiBaHWEe nepapXnueckom CUCTEMbI CETEM VIPNEL ... esssessenns 221
PacrnipeseneHine OBLLEN NULLEH3UM MEXKAY CETAMM .....vurrerrerreresensssssssssssssssssssssssssssssssssssssssssssssssssnsses 223
PacripeseneHmne IMLEH3MM AN BCEX CETEM w.muruenruenrsensssnsssssssssssssssssssssssssssssssssssssssssssssssssnns 223
Ha3sHaueHne NMLEH3NOHHBIX OFPaHUUYEHNI AN OTAENBHOMN CETU ..ouvverneerreerreeesseeeseessenns 225
MPOCMOTP CBEAEHNN OO0 OOLLEM MTNLLEHIMM ..coceeerrerrereeeseesesssesssssssssssssssssssssssssssssssssssssssssssssssssssssnsses 228
YaaneHve cetv n3 nepapxmueckort CUCTEMbI CETEN VIPNEL ... ssssssenens 230
MEXKCETEBOE B3AUMOLEIMCTBUIE ........cvvererrereresesesesesesasesasesesssesesesesasesasssssasssssssssasesssasesesasssasesesssssssases 231
OpraHm3aLmsa MEXCETEBOTO B3AUMOIEMCTBUIA ....c.uerverreerrsesisnsssnsssnssssssssssssssssssssssssssssssssssssssssssssssssssans 232
VIHMUMALMA MEXKCETEBOTO B3AUMOZECUCTBUI .....oocveeeeeeerveeeeeesresesssessesssssssssssssssssssassssssessnssssssssaes 233
OcobeHHoCTM co3aaHus mexceteBon nHdopmaumm B MO ViPNet Administrator 3.x....235
Mpuem 1 06paboTka NONYUEHHON MEXKCETEBON UHDOPMALMM ....cc.veenrernrerrrerrrseeeseessenssenns 235
3aBepLUeHNe OpraHN3aL MM MEXKCETEBOTO B3AUMOLECUCTBUS........ucverrerrereresesessssesessessssessnnses 239
CBA3M C O6BEKTAMUY AOBEPEHHDIX CETEM...ouurvunrieniisnesisesssesssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssses 241
V3ameHeHMe cnuncka 06bekTOB, y4acTBYHOLLMX B MEXCETEBOM B3aUMOAENCTBUM ............. 242
V3meHeHMe cBA3el C O6BEKTAMMU JOBEPEHHOM CETU...uumirerrennrienerisnesssssssnsssssssssssssssssssssssssssenns 244
Vi3meHeHue cTaTyca cBA3el C 06 bEKTaMU AOBEPEHHBIX CETEM .....uuremrereeereeerneeeeesseeesseeeenas 246
V3meHeHMe LWN030BOTr0 KOOPAMHATOPA CBOEM CETU...uumeerreereesrereseeeseesseesssssssssssssssesssssssesssssssnns 248
OTnpaBKa MEXCETEBOM MHPOPMALINM........urvererrerreiseisseessessssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 250
Co3aaHNE MEXKCETEBON MHDOPMALNM ....eerieercereereeeeeeeeesseesssesssssssesssssssssssssessssessssesssssssssesssnesens 250
OTnpaBka mexceTeBon MHGopMaLnmM Yepe3 CETb VIPNEL ... 251
IpynnoBas oTnpaBKa MEXCETEBOM MHDOPMALIMM .....crverreereereeereeeseeessesesssesssessssssssssssssssesssnns 252

Mepegava MeXCETEBON UHPOPMALNMN B BUAE PANTIA ...ccvverreerreerieerisesiessiesssssssesssssssssssnssenns 253



MPUEM MEXKCETEBON MHDOPMALIMM ..o rereeesesesesesssesesessssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssnsses 254

ObpaboTka MexceTeBON MHGOPMALMNM ANA OTAETBHOM CETU wouvevenecreereerereeriseensseeesssesesenens 255

IpynnoBas 06paboTka MEXCETEBON MHPOPMALMM .......ereereerernrirsissisnsssssssssssssssssssssssssssssssssans 256

3arpyska MexXceTeBOM UHPOPMALIMN N3 DA .c....cwuemrerereerirecriecsiseessissesisessisesssssesesssesesenens 258
MpeKkpaLLeHNE MEXCETEBOTO B3AUMOIEMCTBUIS ...vvuurerrererereeessessssssssesssssssssssssssssssssssssssssssssssssssssssssnsses 260
MpunodkeHNE A. BO3MOIKHBIE HEMOMALKM ......cucueueueuemcnenencnenenencncnenenenenencnencnenencnencnenencnencncnenenenenenenenenenenenenenenes 261

He ypaetcs yctaHOBUTb coeanHeHmne ¢ cepepom ViPNet LleHTp ynpaBaeHus ceTbto... 261

He yaaetca yctaHOBUTL coeANHEHNE C SQL-CEPBEPOM.....uucvureenrrereerircriscrisecrisecsisecresecsenes 262
Owwmbka Npu BBOAE UMEHWN aAMUHNCTPATOPA U MAPOII coourerrerrrerereereressssssesssssssssssssssssssssneses 263
HekoppekTHas 06paboTka MeXCETEBON MHPOPMALNM ........eerreerreenrereeesesesnsssssssssessssssssnssenns 263

Owmnbkn Npwu 3arpyske cTpyKTypbl ceTh 3 nporpammbl ViPNet LieHTp ynpaBaeHus

COTBHD BEPCUIM 3. X uueereereineeuseeeeseesseesssssessesssssesss s sases e e st s es s s s ee s s s e ane s nsanes et assaneens 263
VcTekaeT cpok AeMcTBUA NNLEH3INN HA CETb VIPNEL......cooieeeeeeeseses e 264
MpeBbILEHO MaKCMMalbHOE YNCO Y3/10B, Ha KOTOPbIE A00aBAEHA POSb....eerreerceercennee 264
OWnBKN NPY COXPAHEHNMN OTUETA O CTPYKTYPE COTU oouuremicrericreniemsnrisnerisecriscrisecsisecseneessnsessnseens 264
MPUNOIKEHNE B. POSIN CETEBBIX Y3/IOB ...ttt sess s ss s st s as s sasas s s sesasasaes 265
MPUNOXKEHNE C. VICTOPUA BEPCUM .....uceecurecmecmecneenecnsaensecnsescssesensescssesessesensasensesesssscsseensesensssensssensssenssscnns 283
UTO HOBOTO B BEPCUM 4.6.9 R3 .coei ettt ettt et 283
UTO HOBOTO B BEPCUM 4.6.T0 ..ottt ettt ss ettt s s s 284
UTO HOBOTO B BEPCUM 4.6.9 R2 ...ttt et e e 285
UTO HOBOTO B BEPCUM 4.6.9 RT .ottt sttt st 285
UTO HOBOTO B BEPCUM 4.0.7 ..ottt ettt ettt st e 287
UTO HOBOTO B BEPCUM 4.5.6.....oeeeeeeiee ettt ssse s s es st ssss st st snsas 287
UTO HOBOTO B BEPCUM 4.0.5...cuoireetctse ettt et e 289
UTO HOBOTO B BEPCUM 4.5.4 ...ttt sttt st st sansaes 289
UTO HOBOTO B BEPCUM 4.0.3 ..ottt ettt ettt s e 291
UTO HOBOTO B BEPCUM 4.5.2......ooeeeeeeeeie ettt ssss s ses st ssses s s sss st sansanes 294
UTO HOBOTO B BEPCUM 4.5 .ottt ettt et et e 298
UTO HOBOTO B BEPCUIM 4l ..ottt st et sansaes 299
UTO HOBOTO B BEPCUM 4.3 ..ottt ettt st e et et et 301
UTO HOBOTO B BEPCUM 4.2 ...t s s st s st s st st s s 304
UTO HOBOTO B BEPCUM 4.7 .ottt e s st s s e 307
UTO HOBOTO B BEPCUM 4.0 ..ottt ettt et e 309
MpurnoxxeHNE D. TEPMUHDBI U COKPALLEHUE ....ucueeurmencrenenecterenenctesessnctesessestsessacstsessacscssssssenssessasacsessssnens 312

MpunodkeHne E. U3SMEHEHNA B AOKYMEHTALMM .....ucucuimiriririririresesesesisesesesesesesesesesesesesesesesesssssssesssssssesssssssessses 323



BBeajeHme

O pokymeHTe

O nporpamme
CuctemHble TpeboBaHMA
KomnaekT nocraBku

ObpaTtHas cBA3b

ViPNet LleHTp ynpaBneHus ceTbto 4. PykOBOACTBO agMUHUCTpaTOPa

10
11
13
16

17

9



O A0KymMeHTe

[laHHbIA JOKYMEHT ABASETCS PYKOBOACTBOM MO paboTe ¢ nporpaMmMom ViPNet® LleHTp ynpaBneHus
ceTbto. [IokyMEHT COLepPXUT 0bLLme cBegeHUs o TexHonorum ViPNet, kpaTtkoe onmncaHme ycTaHOBKU
nporpammel ViPNet LieHTp ynpaBneHus ceTbto, a Takxke OCHOBHbIE CLLeHapun paboTbl agMUHUCTPaTOpa
ceTn ViPNet c nporpammoii: co3saHue ceTv, USMEHeHWe NapaMeTpoB 06bEKTOB CETH, YCTaHOB/IEHNE
MEXCETEBOrO B3aUMOZAENCTBUSA, HAaCTPOMKa NporpamMmbl U apyrue.

Takxe pekoMeHAyeTCs 03HAaKOMUTLCA C APYroi JOKYMEHTaLWeN, BXOAALLEA B KOMMJIEKT NOCTaBKM
nporpammHoro obecneuvenus ViPNet Administrator (cm. Komniekt nocrasku).

[lna Koro npeaHasHayeH A0KYMEHT

HacTosAwmii AoKyMeHT npesHa3HayeH 418 ajMUHUCTPATOPOB, B 0643aHHOCTN KOTOPbIX BXOAUT CO3AaHwe,
HacTpoika v ynpasseHve 3awmieHHol cetbro ViPNet ¢ nomouysto nporpammel ViPNet LieHTp
yrnpaBieHus CeTbHO.

MpeanonaraeTcs, UTo YMTaTeNb JAHHOTO PYKOBOACTBA UMEET ObLLee NpPesCTaBieHNe O CETEBbIX
TEXHOJIOTUAX U MPUHLUMNax opraHuaunm cetent ViPNet.

CornaweHmsa 40kyMeHTa

0603HaueHue OnucaHune
HaseaHue Ha3BaHue 3neMeHTa nHTEpdElica: OKHa, BKAAZKM, MO, KHOMKW, CCbIKM
Knasuwa+Knasuiua CoueTaHune KNaBULL: HAXXMUTE MEPBYIO KNABULLY W, HE OTMYCKas ee, HaXMUTe BTOPYHD
MeHto > KomaHaa MocneaoBaTeNIbHOCTb 31EMEHTOB UKW AENCTBUN
Kom Wms daina, nytb, pparMeHT Koda Un KOMaHAa B KOMaHAHOW CTPOKe

I'Ipwmeanme. B AOKYMEHTE MOTYT NMPUCYTCTBOBaTb CHUMKUN VIHTep¢eI7IC8 M3 npeapiaymx Bepcm7|
npoaykTa. ﬂoaTomy HEKOTOPbIE 3/IEMEHTbI MHTep¢e|7|ca, KOTOpPbI€ HE BANAKOT Ha NOHMMaHWE TEKCTa,
MOTYT BbIrNA4E€Tb HE TaK, KakK B NPOAYKTE.
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O nporpamme

Mporpamma ViPNet LleHTp ynpaBaeHus ceTbto ABAAETCA COCTaBHOW YacCTblo MPOrpaMMHOro obecneveHms
ViPNet Administrator®, KOTOPOE MUCMOAb3YyeTcs Ana agMUHUCTpUpoBaHus ceTei ViPNet. Mporpamma
ViPNet LleHTp ynpaBaeHus ceTbto NpeAHa3HayeHa ana popMmpoBaHma cTpykTypbl cetu ViPNet, 3agaHna
OCHOBHbIX MapaMeTPOB CETEBbIX Y3/10B M NOJIb30BaTe/ e, LLeHTPaAN30BaHHOW OTNpPaBkyn OBHOBAEHWI
K/IHOUer, CNpaBoOYHMKOB U NPOrpaMMHOro obecrneueHmns Ha ceteBble y3bl ViPNet.

Mporpamma ViPNet LleHTp ynpaBaeHus ceTbto BKAOYAET ABa KOMMOHEHTa:

o CepBepHoe NpuaoXeHWe, C MOMOLLbIO KOTOPOro ocylecTBaseTcA paboTa ¢ 6a301 JaHHbIX,
cofepkallen noaHyto MHGopMaLmio o CTPyKType 1 obbektax cetn ViPNet.

e KineHTCKOe NpuioXeHWe, KOTOpoe NpeacTaBaseT coboin yaobHbIl rpaduyecknii MHTepdenc ans
ynpasneHus cTpykTypon cetu ViPNet 1 cBoicTBamMu ceTeBbIX 06EKTOB.

Bo3moxxHo yAaneHHoe NogKNHUYEeHNE KIIMEHTCKOIO NPUIOXeEHUA K CepBePHOMY NMPUNOXKEHUIO, a
TakK>XXe ogHOBpeMeHHOE NoAKNAYeEHUE K cepBepy HECKOJIbKUX KIMEHTCKUX r|p|/|/10>|<eH|/||7|.
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o TMoaaep>xxka Windows 11 n Windows Server 2022
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CuncTeMHble TpeboBaHMA

TpeboBaHWsA K KOMMNbIOTEPY ANs ycTaHOBKM Nporpammbl ViPNet LleHTp ynpaBaeHus cetbio
OonpeaenatoTCs B COOTBETCTBMM C TpebOBaHMAMM AN ee KOMMOHEHTOB.

Mpumeuanume. MNpu yctaHoBKe Bex npunoxeruin ViPNet LieHTp ynpaBaeHus ceTbto Ha
OZVH KOMMbIOTEP OH JOJIXKEH YAOBNETBOPATL MakCUMaibHbIM TpeboBaHMAM 13
yKa3aHHbIX.

CepBepHOoe MNpuIoXeHme

TpeboBaHusa K annapaTHOMy obecneyeHnto KOMMboTepa A1 YCTaHOBKM CEPBEPHOrO MPUNOXKEHMSA
ViPNet LleHTp ynpaBaeHus ceTblo:

e [lpoueccop — Intel Core 2 Quad nam fpyromn cxoXunii MO NPON3BOAUTENBHOCTN X86-COBMECTUMbIN
NpoLeccop ¢ KoMYecTBoM saep 4 1 6oee.

e OnepaTtuBHas NamsTb — He MeHee 4 [6ainT.

Mpumeyanue. Mpun H6oablOM KoanyecTBe y310B 1 cBA3en B ceTn ViPNet (6onee 30000 y3noB)
ncnonb3yiite 601ee MOLHBIA KOMMbIOTEP:

e [poueccop — Intel Core i7 nan Apyron cXoxui No NPOnN3BOAUTENBHOCTA
x86-COBMECTMMbIV NPOLLECCop C KOANYeCcTBOM sigep 8 n 6onee.
e OnepaTvBHas NamsTb — He MeHee 16 [6anT.
e Pepakuua Microsoft SQL Server Bbiwe, yem Express Edition.
Mpw 3Tom nporpamma ViPNet Client for Windows 3anyckaetcs:
e npu 10000 cBsA3en — 3-5 MUHYT;
e npu 20000 cBszert — 5-10 MUHYT;
e npu 30000 cBszennt — 15-20 MUHYT;
e npu 60000 cBsAzenn — 30-40 MUHYT.

¢ CBObHOAHOE MECTO Ha XXEeCTKOM Ancke — He MeHee 20 [6aliT.

¢ OnepaunoHHasa cuctema — Windows Server 2012 R2 (64-pa3psgHas), Windows 10
(32/64-pa3psagHas), Windows Server 2016, Windows Server 2019, Windows 11, Windows Server 2022.

[na onepaumMoOHHON CUCTEMBI JOMKEH ObITh YCTAHOBAEH CaMbli NOCAEAHNN NakeT O6HOBAEHWI.

MpumeuaHue. Mepey yctaHoBKOW cepBepHoro npunoxeHus ViPNet LieHTp ynpaeneHus

ceTbto ybeamnTech, UTO Ha BalleM KOMMbloTepe B pasgene [porpaMMbl 1 KOMMNOHEHTBI
> BrsitoueHune unm otisitoveHne komnoHeHToB Windows BiitoueH komnoHeHT .Net
Framework 3.5.
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Ans yctaHoBKM 1 GYHKUNOHMPOBaHUA cepBepHoro npuaoxenuns ViPNet LieHTp ynpaBieHus ceTbro
HeobxoANMO Cieaytolliee NporpaMMHoOe obecrneyeHne CTOPOHHUX NPON3BOANTENEN:

Ha komnbtoTepe f0/KHBI ObITh YCTAHOB/EHbI CIEAYIOLLME NMPUIOXKEHUS:
o Microsoft NET Framework Bepcun 4.6.2 (nporpammHas naatdopma).

o Microsoft Visual C++ 2010 Redistributable Package (Habop KOMMOHEHTOB CpeAbl BbIMOJHEHWUS
enbanortek Visual C++).

YKazaHHble NPUNOXKEHNA BKIOYEHbI B KOMMIEKT MOCTaBKM NporpaMMmHoro obecneuverms ViPNet
LleHTp ynpaBaeHus ceTbto.

[ns pa3meleHns 6a3bl JaHHbIX HA KOMMBIOTEPE C CEPBEPHBLIM MPUAOXKEHUEM WU Ha APYroM
KOMMbLOTEpPE, AOCTYMHOM MO CETU, AONXKHA ObITh YCTAaHOB/IEHA CMCTEMA YNpaB/ieHns BasaMu JaHHbIX
(CYBA). Nopaep>xunsatoTcsa cnegytowme sepcmm CYB/:

o Microsoft SQL Server 2014.
o Microsoft SQL Server 2017.
o Microsoft SQL Server 2019.

Pesakums ykasaHHbix CYB/, MoxeT 6bITb 1t060W, B TOM uncie un Express Edition. B komnnekt
noctaeku ViPNet LleHTp ynpasneHus cetbto BitoueHa CYB/, Microsoft SQL Server 2014 Service Pack
3 (SP3) Express. OHa moxeT HbITb aBTOMaTMUECKN yCTaHOB/IEHA BMECTe C CePBEPHbIM MPUAOXKEHNEM.

BHumaHme! B npouecce skcnyataumm nporpammel ViPNet LieHTp ynpaBaeHuns ceTbto

/A\ HeobXx0AMMO OTCNEXMBATb BbINyck 06HOBAEHN 6e3onacHOCTM Ansa ykasaHHoro MO Microsoft u

i}

CBOEBPEMEHHO UX yCTaHaBAMBATb.

KNIMEeHTCKOE NpuioXeHue

Tpe6OBava K annapatHOMYy obecneyeHuto KOMMNbHOTEPA ANA YCTAHOBKW KNINEHTCKOTO NPUAO>XKeHNA

ViPNet LleHTp ynpaBaeHus cetblo:

Mpoueccop — Intel Core 2 Duo uaun Apyrom CXOXnin No NPOV3BOAUTENBHOCTU X86-COBMECTUMbI
npoLieccop ¢ KOANYECTBOM sigep 2 1 6onee.

OnepatvBHas NaMaTb — He MeHee 1 ['6aiiT (Npu ncnoab3oBaHUK 64-pa3pasHbix Bepcmii Windows —
He MeHee 2 [6aunT).

CBO6OAHOE MECTO Ha XeCTKOM Ancke — He MeHee 1 [GaidT.

OnepaumnoHHas cuctema — Windows Server 2012 R2 (64-pa3psaaHas), Windows 10
(32/64-pa3psagHas), Windows Server 2016, Windows Server 2019, Windows 11, Windows Server 2022.

[na onepaumMoOHHON CUCTEMBI JOMKEH ObITh YCTAHOBAEH CaMblli NOCAEAHNN NakeT 06GHOBAEHWN.
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MpumeyaHue. Mepey yctaHoBKOW cepBepHoro npunoxeHus ViPNet LieHTp ynpaeneHus
ceTbto ybeamTech, UTO Ha BalleM KOMMbloTepe B pasgene MporpaMMbl U KOMMNOHEHTbI

> BrsitoueHmne unm otivitoveHne komnoHeHToB Windows BiitoueH koMnoHeHT .Net
Framework 3.5.

[ns yctaHOBKM U GYHKLMOHMPOBaHNUSA KAMEHTCKOro npunoxenns ViPNet LleHTp ynpaBaeHus cetbto Ha
KOMMbHOTEPE LOJIKHO ObITb YCTAHOBAEHO C/eaytoLLee NporpaMMHoe obecrneyeHre CTOPOHHMX
npounsBoauTenen:

e Microsoft .NET Framework Bepcum 4.6.2 (NnporpammHas naatdopma).

e Microsoft Visual C++ 2010 Redistributable Package (Habop KOMNOHEHTOB Cpesbl BbINMOJHEHWS
6ubamotek Visual C++).

YKa3saHHble NPUIOXKEHUS BKAKOUEHbI B KOMMIEKT NOCTaBKM NporpaMmHoro obecnedenuns ViPNet LieHTp
yrpaB/eHUsl CETbHO.

BHumaHme! B npouecce skcnyataumm nporpammbl ViPNet LieHTp ynpaBaeHuns ceTbto
/(A\ HeobXx0AMMO OTCNEXMBATb BbINyck 06HOBAEHWI 6e3onacHOCTW Ana ykasaHHoro MO Microsoft n

CBOEBPEMEHHO MX yCTaHaBAMBaTb.
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KOMMAeKT MOCTaBKU

B komnaekT noctaBky nporpaMmmHoro obecnevenuns ViPNet Administrator Bxoaur:

YcraHOBOUHbIV dann cepepHoro npuaoxeHusa ViPNet LleHTp ynpaBaeHus ceTblo.

YcTtaHOBOUHbIV dann kanmeHTckoro npunoxexus ViPNet LleHTp ynpaBaeHus ceTblo.

MpPWAOXKEHUS CTOPOHHMX MPON3BOAUTENEN, HEOBXOANMBIE A/1s PaboTbl KOMMOHEHTOB NMPOrpaMMbl

ViPNet LleHTp ynpaBaeHus ceTblo.

YcrtaHOBOUHbIV dann nporpammbl ViPNet YaoctoBepstowmii U KAHOUYEBOM LIEHTP.

JokymeHTtauunsa B dopmate PDF:

(¢]

«ViPNet Administrator. PykoBoacTBO No ycTaHOBKE>.
«ViPNet Administrator. PykoBogctBo no obHoOBAEHMIO € Bepcum 3.2.X A0 Bepcum 4.x».

«ViPNet Administrator. PykoBogcTBO NO MUrpaumm nporpammHoro obecrneyeHuns Ha Apyrow
KOMMbIOTEP>.

«ViPNet Administrator. BeicTpbI cTapT».

«ViPNet LleHTp ynpaBieHus ceTbto. PyKOBOACTBO aAMUHMCTpaTOpa».

«ViPNet YaocToBepstoLnii 1 KIHOUEBOM LEHTP. PyKOBOACTBO agMUHUCTPATOpPa».
«ViPNet Administrator. PykoBozCTBO No cmeHe macTep-kitoyeli B cet ViPNet».

«ViPNet CSP. PykoBoAcTBO Nosib30BaTENSA».

«Pa3BepTbiBaHue cetn ¢ nomolbio ViPNet Administrator 4.x. PykoBoACTBO agMUHUCTPaTOpa».

«HoBble Bo3amoxxHocTn ViPNet Administrator. MpunoxeHune k gokymeHTaumnm ViPNet».
«[Meyatb cepTndunkaTos. MNpunoxeHne Kk gokymeHTaumm ViPNet».

«ViPNet Administrator. JINLLeH3MOHHbIe CornalleHnsa Ha KOMMOHEHTbI CTOPOHHMX
npov3sBoguTenemn».

Mpumeyanue. CNMCOK NPUIOXEHUH, HEOBXOAUMBIX A paboTbl Mporpammsl ViPNet
LleHTp ynpaBneHuna ceTbto, cogepxmTcs B pasgene CructeMHble TpeboBaHuA.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKoBOACTBO aAMUHUCTPaTOpa
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ObpatHasa CBA3b

KoHTakTHaa nidopmauma
e EAVHbBIA MHOTrOKaHaAbHbIN TenepoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becnnaTtHbIN 3BOHOK M3 Poccun (kpome MoCKBbI).
o Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ans obpalleHns B Cy>KOy NOAAEPIKKM Uepes CaT.

Tenerpam-kaHan nogaep>xku: t.me/vhd21

TenedoH i KINEHTOB C paclUMPEHHOWN Noaaep>KKom: +7 (495) 737-6196.

e OTtpen npogax: soft@infotecs.ru.

AononHuntenbHaa nHbopmauma Ha cante MHdoTeKC
e O npoaykrtax ViPNet.
e O peweHusax ViPNet.
e YacTo 3azaBaemMble BOMpPOCHI.

o ®opym nosnb3oBatenen npoaykTos ViPNet.

Ecnun Bbl 06HapyXXmMAn ya3BUMOCTM B MPOAYKTax KOMMaHUK, CoobLwmuTe 0 H1X No agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHune nHdopmaLmm 06 yasBUMOCTAX NPOAYKTOB
komnaHun NHboTeKC perynmpyeTcs noAUTUKOK OTBETCTBEHHOTO pa3srialleHus.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKoBOACTBO aAMUHUCTPaTOpa
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[TpUHUMN GYHKUMOHMPOBAHNA CETH
VIPNet

Cetb ViPNet npegcraBaser coboi 3almLLEHHYO CeTb, KOTOPas MOXET ObiTb pa3BepHyTa NOBEPX
NOKanbHbIX UAK rnobanbHbIX ceTein Ntoboi cTpykTypbl. Ana 3awmntel uHGopmaummn B cetn ViPNet
NCNONb3YIOTCA ABE TEXHONOTNM:

e VPN — texHonorus, o6ecr|el-||/|Ba+ou.|,aﬂ 3awnTty COGAI/IHGHI/IVI MeXAYy JIOKaJibHbIM CETAMU NN
OTAE€NbHbIMU KOMIMbHOTEPAMK C UCMOJIb30OBaHNEM CPEeACTB KpVII'ITOFpaCI)VII/I.

e PKl — TexHONOTNA, OCHOBHbLIM 3/IEMEHTOM KOTOPOM ABASAETCS UCMOJIb30BaHNE Napbl aCUMMETPUYHbIX
Kitouen ans GopMUpPOBaHUA INEKTPOHHON NOAMWUCY, ayTEHTUPUKALIMM 1 APYTUX LieNen.

B pamkax ogHou cetn ViPNet MOXET MPUMEHATLCA OAHA U3 3TUX TEXHONIOTUIA 16O 0be TeXHOoTNN
oaHoBpeMeHHo. CeTb ViPNet, B koTopol ncnonbayercs texHonorns VPN, Ha3biBaeTCs 3alUMLLEHHOWN
CeTbHo.

Cetb ViPNet cocTonT 13 ceTeBbIX Y310B — KOMMBHOTEPOB W APYINX YCTPOMNCTB, HAa KOTOPbIX YCTaHOBJEHO
nporpamMmmHoe obecneyeHue ViPNet. CeTeBble y3/1bl A€NATCA Ha ABE KaTeropumn:

e KoopguHatopbl — cepsepsbl ceTn ViPNet. OcHoBHasa QyHKLMA KOOpAMHATOPa — MapLupyTu3aums
NPUKNAAHBIX 1 YNPaBAAOLMNX TPaHCMOPTHbIX KOHBEPTOB, NepejaBaeMbIx MexXay kaneHTamu. Ha
KoopgamMHaTope MoryT 6biTb OTKAKOUEHbl GyHKLMKN cepBepa IP-agpecos 1 TpaHCMOPTHOrO cepeepa
(cm. DyHKLUMM KOOpAMHATOPa B 3awniieHHon ceTn ViPNet). B 3Tom cnyyae koopanHatop He
obecneunBaet o6MeH cnyxxebHoW MHPOPMaLMen O NapameTpax AOCTyna y3noB ApPYr K Apyry.

e KnneHTbl — paboumne MecTta nonb3oBateneri cetn ViPNet.

[Ans kaxgoro ceteBoro y3na agMuHuctpatop cetn ViPNet co3gaet o4HOro Man HeCKoIbKO
nonb3oBaTenen, kotopble ByayT paboTaTb Ha y3/e, a Takxke 3agaeT Habop poseli (cM. Ponu ceTeBbix
Y3/10B), OT KOTOPOrO 3aBMCAT BO3MOXHOCTM y3/a U NporpammHoe obecneyeHmne, KOTOPoe MOXeT ObITb
YCTaHOBJ/IEHO Ha 3TOM y3sie. CNUCOK POse, KOTOPblE MOTYT ObITb MCMOJIb30BaHbl B CETH, @ TakXe
OrpaHMyYeHnsa Ha KONMYECTBO Y3/10B C Pa3NINUHbIMU POAAMM, MaKCUMalbHOE KOANYECTBO CETEBbIX Y3/10B
N Apyrue orpaHuUeHuns cogepykatca B dparine nmueHsum Ha cetb ViPNet (cM. JlvueH3ns Ha ceTb ViPNet).

[ns ynpoleHmns npouecca ynpasieHns ceTeBbIMU y31aMn 1 NOAb30BATENAMN aAMUHUCTPATOP CeTh
ViPNet MoxeT 06beMHUTL HECKOIbKO CETEBbIX Y3/10B B rpynny y3aoB (cM. PaboTa ¢ rpynnamu y3nos),
HeCKOJIbKO MoJib30BaTesielt — B rpynny nosb3osatenen (cM. Pabota ¢ rpynnamu nosib3oBatesieit).

B 3awmweHHow cetun ViPNet y3/bl, Ha KOTOpble YCTaHOB/IEHO NporpaMmMHoe obecneyeHne ViPNet
Ha3blBakOTCA 3aLLMLLEHHBIMW y3naMu, y3abl 6e€3 nporpammHoro obecneyerns ViPNet — otkpbiTbiMu. B
cetn ViPNet Takxxe MOryT NpucyTCTBOBaTb TYHHEAMPYEMbIE y3/bl (CM. TyHHennpoBaHue).

Ha 3awwyieHHbIX y3i1ax nporpaMmHoe obecniedermve ViPNet ocylecTBaseT ABe OCHOBHbIE GYHKLNM:

e  OunbTpaumto Bcero IP-Tpaduka ceTeBbIX Y310B.
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o llinppoBaHune coearHEHNN MeXAY 3alLMLLEHHBIMMY Y3namu. Jas wndposaHusa Tpadumka
NCMOAb3YOTCA CMMMETPUYHble Katoum (cM. CnpaBouHmky v kntoum ViPNet), koTopble co3garotca m
pacnpeAensatoTca LLeHTpaan30BaHHO.

BO3MOXHOCTb COeAMHEHUIA MeXAY 3alUMLLEHHBIMW Y31amMn onpeaenseTcs cBasaMu (cMm. CBA3M mexay
obbektamu cetn ViPNet), koTopble 3agaeT agmuHuctpatop cetn ViPNet.

[Ans ynpasneHus cetbto ViPNet ncnonbsyetca nporpammHoe obecrnieyeHune ViPNet Administrator,
KOTOpOe BK/HOYAET ABa KOMMNOHEHTa:

e ViPNet LleHTp ynpaBneHus cetbto (cM. [porpamma ViPNet LieHTp ynpaeaeHusa ceTbio) —
nporpamMma, npeAHasHavyeHHas ANA ynpaBaeHUsa CTPYKTYpPOW CeTU, CBOMCTBAMMW CETEBLIX Y3/10B U
nosab3oBarene.

e ViPNet YaocToBepstoLWmii U KNHOYEBOW LIEHTP — NporpaMmMa, npejHasHayeHHas Ans
dopmupoBaHusa katouer y3a0B 1 nonb3osatenen ViPNet, a Takoke ocywectsaatowan GyHKL N
YAOCTOBEPAIOLLErO LeHTPa.
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JInueH3na Ha ceTb VIPNet

[Ans Toro utobbl pazsepHyTh ceTb ViPNet, HeobxoaMMa COOTBETCTBYHOLLAS ANLEH3MNS, KOTOPYH MOXHO
npuobpectn B IHPoTeKC (cm. ObpaTHas cBs3b).

Mapametpbl ceTn ViPNet, koTopble onpeaenstoTcs NPUobpeTeHHOM NLLEH3MEN, XPaHATCA B
JNNUEH3NOHHOM ¢aline *.itcslic MAN infotecs.reg. ITOT daiin HEOOXOAMMO MPefOCTaBUTb NPU
nepBoM 3anycke nporpammbl ViPNet LieHTp ynpaBieHus ceTbto, MHaue NpPoAOKUTL paboTy byaeT
HeBO3MOXHO (nogpobHee cM. okyMeHT «ViPNet Administrator. PykoBoAcCTBO Mo ycTaHOBKE»).

®ain NMNMUEH3MM COAEPXKUT CAeayroLLy0 MHGOPMaLLUIO:

e Homep cetu ViPNet 1 HoMepa NOAYMHEHHBIX CETEN — B TOM C/yYae, eC/IN IMLEH3MS nNpegnonaraeT
co3gaHve nepapxumm cetein ViPNet (cm. Mlepapxmnyeckas cuctema cetert ViPNet).

o (CBeseHus O BnajenbLie ceTu.

e Bo3MOXHOCTb MCNONb30BaHMA GYHKLMIA YAOCTOBEPSAIOLLETO LEHTPA U MaKCMMalbHOE UNC/Io
cepTMdUKaTOB KJtOUa MPOBEPKUN INEKTPOHHOMN NOAMUCHU, KOTOPOE MOXET 6biTb M3gaHo B YKL, ans
BHeLLUHMX noJsib3oBaTenien n nonb3osarenen ViPNet.

e Cnncok posei, paspeLleHHbIX A5 Ucrnosb3oBaHus B cetn ViPNet 1 orpaHMyeHns Ha KOAMUECTBO
Y3/10B C Pa3YHbIMWN PONAMU (CM. Posin ceTeBbIX y310B).

e OrpaHVYeHUns Ha BEPCUM 1 Meprnos NCMOIb30BaHNA NPOrpaMMHOro obecrnedeHns aas poaen.

e OO CPOK AEUCTBUA NNLEH3INN.

Mpwn HeobxoammocTn pacwmputb ceTb ViPNet n ee BO3MOXHOCTM Bbl MOXeTe OOHOBUTb JNLEH3MIO.
MoppobHee o paboTe ¢ AnLEH3MeN cM. pa3gen PaboTa ¢ nueH3nen.
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[Tporpamma ViPNet LieHTp
yNpaBaeH1aA CeTbHO

HazHaueHwe nporpammbl ViPNet LieHTp
YMPABAEHMA CETbIO

Mporpamma ViPNet LleHTp ynpaBaeHus ceTbto ABASETCA COCTaBHOM YacCTbO NPOrpaMMHOro obecrneyeHus

ViPNet Administrator, koTopoe Takxe BkatovaeT nporpammy ViPNet YaoctoBepstowmii 1 KAH0UYEBOM

ueHTp. MporpammHoe obecneyeHune ViPNet Administrator ncnonb3yerca ans cosgaHus v ynpaBaeHus

HasoXeHHbIMK ceTamu ViPNet (cm. MpurHumn dyHkunoHuposaHus cetu ViPNet).

Mporpamma ViPNet LleHTp ynpaBaeHus ceTbto NpeAHa3HayeHa A1a OCYLEeCTBAEHUSA CeAy OLLNX
bYHKUMIA:

YnpasneHuve cTpykTypoi cetv ViPNet: co3gaHve ceTeBbIX Y3/10B 1 NOJb30BaTENEN, @ TakxkKe
onpeaeneHmne pasanyHbIX CBA3ER MeXAY HUMMU.

Hactpoiika cBoictB o6bekToB cetn ViPNet: sob6aBneHne ponein Ha ceTeBble y3bl (CM. Ponuv ceTeBbIx
Y3/10B), HaCTpoOika NapaMeTpoB A0CTyna K ceTeBbIM y31aMm (IP-agpeca, DNS-nmeHa u Tak ganee) u
cnocoba NoAKNOUEHUSA K BHELLHEN CETU.

YnpaBneHue nepapxmyeckor cuctemon cetein ViPNet (cm. Viepapxmnueckas cuctema cetelt ViPNet):
pacrnpesaeneHne MNLEH3NOHHBIX OrPaHNUEHUI MeXAY NOAYMHEHHBIMU CETAMU (MPU HaAUYUK
crneumanbHOro NLEH3NOHHOTO daiina).

MedxceTeBoe B3aMMOZeiCTBME: OpraHn3aLms 3aluLLeHHOro coeauHermns ¢ apyrumm cetamm ViPNet,
ynpaBs/eHue CBA3AMMN MeXAy Y3N1amu CBOEW CeTU 1 y31amu JOBEPEHHBIX CETEN, OBMEH MeXCeTeBOW
UHPOopMaLmen.

OtnpaBka 06HOBAEHWI Ha ceTeBble y3bl ViPNet (cm. OTnpaBka 06HOBNEHNA Ha ceTeBbIe Y3bl):
yAaneHHoe obHOB/IeHME Ha ceTeBbIX y31ax MHGOPMaLUK, HeOH6XoAMMOM AN HOPMasbHOTO
bYHKLUMOHUPOBAHMWSA CETU — CNPaBOYHUKOB 1 Katouen (cM. CnpaBouHukn v kntoum ViPNet),
nporpammHoro obecneyenms ViPNet.

ApxmntekTypa nporpammbl ViPNet LieHTp
YMPaBAEHNA CETbHO

Mporpamma ViPNet LleHTp ynpaBaeHWs CeTblo COCTOUT U3 BYX KOMMOHEHTOB: CEPBEPHOTO NMPWIOXKEHM

M KIMEHTCKOTO npuioxeHus. Kpome Toro, B paboTe nporpaMmbl ncnosiblyetcs 6a3a gaHHbix SQL, B

KOTOPOW XpaHUTCs nHbopMaLms o CTpykType u obbekTax cetn ViPNet.
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CepBepHoe npunoxerue LLYCa npeactaBaset coboin Habop ciyxH, KOTOpble OCYLLECTBAAOT YTEHME U
3anucb MHbopmaumm B H6asy gaHHbIx SQL 1 obecneymBatoT B3aMMOAENCTBUE C KINEHTCKAM
npunoxeHuneM. basa saHHbIx pa3meltaetcs Ha SQL-cepBepe, KOTOPbIN MOXET ObITb YCTaHOBNEH Ha
OAHOM KOMbOTEPE C CEPBEPHbBIM NPUIOXEHNEM UAW Ha YAaNeHHOM KoMnbtoTepe. KnneHtckoe
NpuaoXeHne obecrneunBaeT ya06HbI rpaduuecknii MHTepdenc ansa ynpaBaeHus CTPYKTYPOR ceTu
ViPNet n cBoicTBamu ceTeBbIX 06bekToB. OHO MOXET ObITb YCTaHOBAEHO Ha OAHOM KOMMbOTEPE C
CcepBepPHbIM MPUAOXKEHMEM, Ha YaNeHHOM KOMMbIOTEPE UM Ha HECKObKMX KOMMbIOTEpax, eCan
ynpasneHue ceTbto ViPNet ocyllectBaseTca ¢ Heckonbknx pabounx mect. B npouecce paboTtsl
KJVEHTCKOEe MPUAOXKEHME NOAKIOUAETCA K CEPBEPHOMY MPUIOXKEHUIO NOKaABHO UK Yepe3 CeTb, Npu
3TOM BO3MOXXHO OHOBPEMEHHOE MOAKI0UYEHNE K CEPBEPHOMY MPUIOXKEHWIO HECKONbKNX KANEHTCKNX
npuaoxeHuni. Takum obpasom, obecrneumBaeTcs BO3MOXHOCTb MHOMOMO/Ib30BaTeNbCKOM paboThl B
nporpamme ViPNet LleHTp ynpasaeHus ceTbto.

g‘;ﬂ*—n af

CepeepHoe Baza paHHex
NpUnosKeHne SQL

FnueHTOKMe
NPMNOXEHNHA

PucyHok 1. KomnoHeHmol npoepammel ViPNet LleHmp ynpasaeHus cemoto

B3anmogaencteme ¢ nporpammon ViPNet
Y AOCTOBEPAOWMM W KIFOUEBOW LIEHTP

Mporpamma ViPNet YaocToBepstoWwmin n KNKOUYEBOW LIEHTP NpesHa3HayeHa AAs CO34aHua Katouen
ceTeBbIX y3/10B U noab3oBaTeneli cetu ViPNet, a Takke Ans BbINOJHEHUS GYHKLNA YA0CTOBEPSFOLLErO
LeHTpa.

Ans cozpanHua kntoueli B nporpamme ViPNet YaocToBepsAoWwmMin 1 KNHYEBOW LIEHTP MCNOJb3YHOTCS
JaHHble 0 CTpykType 1 obbekTax cetn ViPNet, kotopblie dopmupytotca B nporpamme ViPNet LieHTp
ynpaBaeHusa ceTbto. Co3gaHHble KNOUM 1 cepTUdukatbl MOTYT 6biTb NepesaHbl B LieHTp ynpaBneHus
CeTbIO A1 OTNPaBKN Ha CeTeBbIe Y3/bl.

Mporpamma ViPNet YaocTOBeEpSIOLWMNIA 1 KAFOUEBOM LIeHTP OOMEHUBAETCS aHHbIMU C MPOrpPaMmMon
ViPNet LleHTp ynpaBaeHus ceTbto Uepes Ty xe 6a3y gaHHbix SQL, B KOTOPOW XxpaHUTCA MHbOpMaLms o
CcTpyKType n obbekTax cetn ViPNet. Taknum obpasom, ecnm nporpamma ViPNet YaoctoBepsarowmi n
KJIFOUEBOW LLeHTP yCTaHOBJIEHa OTAE/bHO OT cepBepHOro npuaoxerus LIYCa, Heobxoammo obecneumntb
CETeBOE COEAMHEHNE MEXAY KOMMbOTEPAMU, Ha KOTOPbIX YCTaHOBJIEHbI 3TU Nporpammbl. Kpome Toro,
ecan SQL-cepBep ycTaHOBAEH OTAE/IbHO OT CepBepHOro npunoxexusa LLYCa, HeobxoamMmo Takxke
obecneunTb ceTeBoE COEANHEHNE C KOMMbBIOTEPOM, Ha KOTOPOM ycTaHoBeH SQL-cepaep.
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FnueHTCkme CepeepHoe bBaza naHHEX YoocToBepAKLWMIA
npunoxenna LUYCa npunosedte LUYCa S0 ¥ KNIMeEOR LeHTR

PucyHok 2. Bzaumodelicmsue komnoHeHmos 10 ViPNet Administrator

Ecan agmuHucTpatop LleHTpa ynpaBaeHns ceTbio BHOCUT B CTPYKTYPY CETW Kakne-anbo n3mMeHeHus,
nHdopmaumns ob n3meHeHMAx 3aHOCUTCS B 6a3y gaHHbIX. Ha ocHOBaHWK 3TON nHGopmaummn B nporpamme
YA0CTOBEPSIOLWMNIA 1 KNHOUEBOW LIEHTP CO3/at0TCA KAHOUM Y310B U Nosb3oBaTenel. [locne Toro Kak
CO3JaHHble kntoum byayT nepegaHbl B LleHTp ynpaBaeHns ceTbto, OHM MOTYT O6bITb OTNpPaB/AeHbl Ha
ceTeBble y3/bl (M. OTNpaBka CNpPaBOYHNKOB U KAtOYEN).

Mporpammbl ViPNet LieHTp ynpaBaeHus cetbto 1 ViPNet YgocTtoBepsatowmii 1 KAto4eBORN LEeHTP
obpauatoTcs K obLel 6ase gaHHbIX, MO3TOMY KOTAa OfHa U3 3TUX NPOrpaMm 3anucbiBaeTt B 6a3y faHHbIX
nHGopMaLMIo O ceTn 1 ee obbekTax, AENCTBUA B A4PYroin nporpamme MoryT 6biTb 3a610KMpoBaHbl. Mpu
MOMbITKE BbIMOJHWTL 3a6/10KMPOBAaHHOE AENCTBME Ha 3KpaHe NOsSBUTCA COOTBETCTBYHOLLIEE COOBLLEHNE.
Hanpwumep, korga agmunmctpatop LLYCa BHOCUT B CTPYKTYpY CeTU Kakme-anbo usMeHeHus, bopmupyet
CnpaBoYHMKKN nan obpabaTbiBaeT MexxceTeByto MHbOpMauwmto, B nporpamme ViPNet YaocToBepstowmin u
K/OUEBOW LLeHTP BJOKMPYIOTCA AENCTBMA NO CO3AaHMUIO KAOYEW, onepauumn ¢ MacTep-Katoyamm v
cepTudmkaTamMmu agMUHUCTPATOPOB. VI HaobopoT, eC/IV aAMMHUCTPATOP YA0CTOBEPSIOLLENO U KIHOUYEBOrO
LeHTpa GOpMUPYET KNHUN 415 O6BEKTOB CETY, NMPOU3BOAUT CMEHY MacTep-KIrOUen uim ceptnudmrkara
agMuHucTpaTtopa, B LLYCe 6aoknpytoTcs Bce onepaumm no 4o6aBaeHUIo HOBbIX 06 bEKTOB B CTPYKTYPY
CETU U U3MEHEHUIO CBOMCTB CYLLECTBYHOLLMX OHBEKTOB.

Ecnn B LIYCe co3paetcs HOBas CTpYKTypa CETV UM KOHBEPTUPYETCA CTapasi CTPYKTypa, B Mporpamme
ViPNet YaocToBepsitowuii 1 KNHOUeBOM LLeHTp 610KMpyroTCcs Bce onepauuu. MNpy 3ToOM Mo 3aBepLueHnu
paboTbl CO CTPYKTYPOW CETU YAOCTOBEPSAIOWMIA U KAHOUEBOW LLeHTp TpebyeTcs nepe3anycTuts 1 3aHOBO
MPOW3BECTV NEPBUUHYIO MHULMANN3ALMIO, MOCKOJIbKY BMECTE CO CTPYKTYPOW CETU YAANAETCs TeKyLLas
KAtoueBas CTpyKTypa. B LieHTpe ynpaBieHuns ceTbio Takxke MOTyT BbiTb 3a610KMPOBaHbl BCe onepauum —
Npwv Co34aHnK UM BOCCTaHOBAEHUM B nporpaMMe ViPNet YaocToBepsowmii U KOUEBOM LLEHTP
pe3epBHOV KOMWK KOHbUTypaLmm.

B3anmogzencrasme ¢ nporpammont ViPNet
Registration Point

B nporpamme ViPNet LleHTp ynpaBaeHna ceTbto NpeAycMoTpeHa aBToMaTnyeckasa obpaboTka 3anpocos,
noctynatowwmx n3 nporpammel ViPNet Registration Point.

Mporpamma ViPNet Registration Point aBaseTca yacTbio NPOrpaMMHOro KOMMAEeKca, BKAKOYaroLLLero
nporpammHoe obecneyeHwne ViPNet Administrator. OHa NnpefgHa3HayeHa 414 BbIMOAHEHNA GYHKLMRA
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LeHTpa perucrpaumy noab3oBatenen. AGMUHUCTPATOP LieHTpa perncrpauunm nmeeT BO3MOXHOCTb
3apernctpupoBaTb HOBOro nosb3oBatesns cetu ViPNet n co3aatb An4 nonb3oBaTens 3anpoc Ha
nosy4yeHune ceptudurkaTa 31eKTPOHHOW NoANUCK Uan ancTpubyTtmea karoden ViPNet.

I'Ip|/| co3jaHnKM 3anpoca Ha AMCTpI/I6yTI/IB KAtouen AAMUHUCTPATOP LEeHTPa perncrpaunm:

e YKasbiBaeT, TpebyeTcs n 406aBUTb NOb30BaTENsA Ha CyLLECTBYHOLLMUIA CETEBOM Y3e Uan co3aaTb As
noJsib30BaTe/Is HOBbIW CETEBOM Y3e.

e Bbibupaet ceTeBble y3/bl, C KOTOPLIMU AOMKEH ObITb CBA3AH y3€/ NOJb30BaTes.

MpuMeyaHune. AJMUHUCTPATOP LEHTPA PerncTpaLm MOXeT 06aBasTh CBA3W TOIbKO C y3n1amu
no/sib3oBaTeNel, 3aperncTpupoBaHHbIx B nporpamme ViPNet Registration Point. YTo6bl

£8,06aBUTb CBA3b C Y310M MOJ/Ib30BATENSA, HE 3aperncTpupoBaHHoro B nporpamme ViPNet
Registration Point, agMUHWUCTpaTOPY LIeHTpa peructpauum cieayet obpatuTbes K
agMuHucTpaTopy LieHTpa ynpaeaeHusa ceTbio.

e Bbibupaet posu, KOTOpble AOMKHbI 6bITb JOOaBAEHbI HA Y3e NO/b30BaTeNS.

s nonb3oBaTenei, 3apernctpmpoBaHHbix B nporpamme ViPNet Registration Point, agmuHucTpatop
MOXKeT CO3/aTb 3anpocC Ha O6HOBIEHWE AUCTPUBYTMBA KNtOYEN AN N3MEHEHNS CBONCTB CETEBOrO Yy3/1a
noab30BaTens, a TakxKe 3anpoc Ha yAajeHne nosb3oBaTens.

3anpockl Ha co3gaHne nan o6HOBAEHME ANCTPUBYTMBA KNKOUEN, a TakXKe 3anpockl Ha yaaneHne
nonb3oBaTenen nepegatotca u3 nporpammel ViPNet Registration Point B nporpammy ViPNet LieHTp
yrnpaBAeHMA CETbIO C MOMOLLbIO TpaHcnopTHoro moayna ViPNet MFTP.

BHumaHwme! 3anpochl, pazmep koTopbix npesbiwaet 10 K6ainT, aBTomaTnyecky OTKNOHATCS 6e3
/A\ 06paboTky. 3anmncn 06 OTKIOHEHHBIX 3aMpPOCcax 3aHOCATCA B XYPHa TPAHCMOPTHLIX KOHBEPTOB
(cM. XXypHasbl TpaHCMOPTHLIX KOHBEPTOB).

B nporpamme ViPNet LleHTp ynpaBaeHus ceTbro MOCTYNMBLUME 3anpockl obpabaTbiBatoTcs
aBTOMaTM4ecku. B pesynbTate co34at0TCsA HOBbIE MOAb30OBATENN U CETEBbIE Y3/1bl C 3aZaHHbIMM
CBOMCTBaMW NMBO M3MEHAKOTCA CBOMCTBA CYLLECTBYOLLMX NOb30BaTeNel 1 y310B. 3aTEM B MporpaMme
ViPNet YaocToBepSIOLWMNIA 1 KNHOUEBOW LIEHTP /18 NOb30BaTENA CO3/aeTca ANCTPUOYTUB KAroUen,
KOTOPbI @aBTOMaTMUEeCKN OTNPaBAAETCA C MOMOLLbHO TPAHCMOPTHOrO Moaynsa B nporpammy ViPNet
Registration Point.

Mons3oBarens ViPNet Registration ViPNet LienTp ViPNet YaocTosepsiowmin
ViPNet TIRCTDHOVTHE Kmoniad Point [ncipmbyres  YNPABNEHNS CETHIO weronbyras W KIIOUEBOW LIGHTP

PucyHok 3. Bzaumodelicmsue ¢ npoepammoli ViPNet Registration Point
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CBA3M MexXay ObbeKkTamMm CeTu
VIiPNet

B cetn ViPNet BO3MOXHbI CiesytoLLme TUMbl CBA3EM MeXay obbekTaMu:
o (CBA3b MeXAy ABYMSA CETEBbLIMU Y31aMMU.
o (CBA3b MEXJAY CETEBbIM Y3/10M U FPYMNMOW CETEBbIX Y3/10B.
o (CBA3b MeXAy rpynnamu ceTeBbiX y3/10B.
e (CBA3b MeXAay ABYMsA MOAb30BaTENAMMU.

e (CBA3b MeXJAY NO/Ab30BaTENEM W FPYNMONM NOMb30BaTeNEN.

CBs3b Mexay ABYyMS 3alluLieHHbIMKM y3namun ceT ViPNet obecrieuvBaeT BO3MOXHOCTb COEAMHEHMS
MeXAY 3TUMK y3namun. CBA3M MeXAY OnpeseneHHbIMY y31aMu CO34atoTCs aBTOMATUYECKN U ABJAKOTCA
0b6s3aTenbHbIMU. Takmne CBA3W He MOTYT BbITb yaaneHbl. K 06s13aTesibHbIM CBA3AM OTHOCATCS:

e CB#3b y3/1a ¢ LleHTpoMm ynpaBneHus cetbto.
o (CBA3M MeXAY KOOPAMHATOPOM U 3aPErMcCTPUPOBAHHBIMU Ha HEM KAUEHTaMM.

o CBA3UN MeXAYy KOOPANHATOPOM U KANEHTAMW, A/1s1 KOTOPbIX AaHHbIA KOOPAMHATOP Ha3HayeH
cepsepom IP-agpecos.

e (CBA3b MEXAY CETEBbLIM Y3/10M U KOOPANHATOPOM, BbIOPaHHbIM A/ OpraHM3aL M COeANHEHNI C
BHELUHWMMW y31aMu (CM. HacTpolika MoAKNHOUEHWSs Yepe3 MeXXCETEBON 3KpaH C AMHaMUYECKOM
TpaHCcAsALMeN afpecoB).

o (CBA3M MexXJy KOOpAMHATOpaMK, KOTopble 06pa3yoT MeXXcepBepHbI KaHan (cM. Hactpoiika
MeXCepBepHbIX KaHa/I0B MeXAy KOOpAMHaTopamu, BbinoaHaWwmMm ¢pyHkumm VPN-cepsepa).

e (CBA3b MeXxay y310M ¢ nporpammoit ViPNet Policy Manager 1 nog4YMHEHHbIMY €My CETEBLIMMU
y3namu.

e (CBA3U LWIHO30BbIX KOOPANHATOPOB CBOEW CETU CO LLHO30BbIMU KOOPAMHATOPAMU OBEPEHHbIX
ceTen.

o (CBs3n LI,eHTpa ynpaBaeHna CeTbto C LLEHTpaMI/I yrnpaBaeHna CETbHO AOBEPEHHbIX ceTen.

Tak>ke aBTOMaTM4YECKM q)OpMI/IpyI-OTCﬂ CBA3N MeXAy y3aaMu npun co3gaHnm cBazen MeXAay rpynnamum
CeTeBbIX Y3/10B U cBa3en MeXAay y3a0oM U prﬂﬂOﬁ Y310B. Takune cBszmn MeXAay ysnamMmm He MoryT ObITb
YAaneHbl, NOKa CyLwecTByeT UX CBA3b Yepe3 rpynnbl MM NnokKa y3/bl BXOAAT B COCTaB CBA3aHHbIX rpynnmn.

Vicnonb3oBaHWe rpynn y3/10B NO3BOASET 06JerunTb CO34aHne CBA3en MexXay 60/bLLMM KOANYECTBOM
CETEBbIX Y3/10B, @ TakKXe PeAaKTUPOBaHMe AaHHbIX CBs3el. [10 yMONUaHWIO CeTeBbIE Y3/ibl, BXOASALLME B
rpynny, He cBsi3aHbl Mexay coboii. Ecnmn TpebyeTcs cBs3aTb 3TU Y3/bl, YCTaHOBUTE CBA3b JaHHOW rpynnbl C
camow cobol.

Tak>ke rpynnbl y310B MOTYT MCMOJ/Ib30BaTbCA 415 OTNPaBKM CNPaBOYHUKOB, KakoYeln 1 o6HoBaeHn 10
ViPNet uenomy paay ceteBbix y310B (Hanpumep, y406HO oTNpaBasTb OBHOBAEHUS rpynne
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KOOPAMHATOPOB, Ha KoTopbix ycTaHoBaeHO MO ViPNet Coordinator for Linux). NMoapo6Hee o paboTe ¢
rpynnamu ceTeBbIX Y3/10B CM. B pa3gene PaboTa ¢ rpynnamu y3nos.

I'Ip|/| CO34aHNKN CBA3UN MeXAY KIMEeHTaMU A0J/1XKHa ObITb cO34aHa CBA3b MeXJy KOOpAMHATOpaMy, Ha
KOTOPbIX OHW 3aperncTtpnpoBaHbl. Takxe npu Cco3gaHunn CBA3N MeXAY KINEHTOM U APYTM
KOOpANHATOPOM AO0J1KHa ObITb YCTaHOBJ/IEHA CBA3b MeXAYy CBA3bIBa€MbIM KOOPANHATOPOM U
KOOpANHATOPOM AaHHOIO KANEHTa.

Ha kaxxgom 3awmiieHHoM y3ne B nporpamme ViPNet MoHuTop B pasgene «3alyumiieHHas ceTb»
OoTOBpaXKaeTCs CNNCOK CETEBbIX Y3/10B, C KOTOPLIMUW CBfI3aH AaHHbIl y3en. OfHaKo s oTobpaxeHus B
nporpamme ViPNet MoHutop y3na c nporpammoti ViPNet LieHTp ynpaBieHus ceTbto He0H6x0a1MMO
JOMNONHUTENIbHO CO3AaTb CBA3b MeX/y MOb30BaTeNAMn CeTeBoro ysna v LieHTpa ynpasaeHuns cetblo.
Ecau cBasb ¢ LleHTpoM yrnpaBaeHUs ceTbto AOAXKHa OCTaBaTbCs CKPLITOM, HE CefyeT CO3/aBaTb CBA3U
MeXay NoJ/Ib30BaTeNAMU CETEBLIX Y310B W NoNb3oBaTeneM LleHTpa ynpaeaeHus ceTbio.

CBs3b Mexay AByMs nosib3oBaTtensMmu B nporpamme ViPNet LieHTp ynpaBaeHus ceTbto MO3BOAAET 3TUM
Nnosb30BaTeNsIM BECTU KOHOUAEHLMANbHYHO Nepenuncky apyr ¢ apyrom B nporpamme ViPNet [lenoBas
nouta. Takoe coobLeHre CMOXET NPOYECTb TOIbKO TOT NOb30BaTeNb, KOTOPOMY OHO agpecoBaHo. [Mpwn
3TOM CeTeBbl€ Y3/1bl, Ha KOTOPbIX 3aperncTpupoBaHbl HEOBXOANMbIE NOJb30BATENN, JOXKHbI Takxe 6biTb
cBfizaHbl Mexay coboi. Ecnm nonb3oBaTens 3aperncTprpoBaH Ha HECKONbKMX y3/1ax, B MporpaMme
ViPNet lenoBas nouta 6yayT oTobpadkeHbl MOAb30BaTENMN, MEXAY CETEBLIMU Y3/1aMUN KOTOPbIX
yCTaHOB/IEHa CBA3b.

Ecan cywectByeT CBA3b MeXJAY ABYMA CETEBLIMW Y3/1aMU, HO He CyLLIeCTBYeT CBA3EN MeXay
nosb3oBaTeNsiMM 3TUX Y3108, TOo B Nporpamme ViPNet [lenoBas nouta nonb3oBaTesib OAHOrO y31a MOXeET
aApecoBatb 3allMPpoBaHHOe coobLLeHe OAHOBPEMEHHO BCEM NOJb30BaTENAM APYroro CeTeBoro ysna.
Kaxabli nosib3oBaTesb y3/1a, Ha KOTOPbI aApecoBaHO COObLLEHME, CMOXET ero NpoYecTb.

Monb3oBaTtesib MOXET ObITb CBA3aH He TONBLKO C OTAENbHbIMM NOb30BaTENAMM, HO U C rpynnamMm
nonb3osatenen. MNpu gobasneHnn nonb3osatens B rpynny (cM. Pabota ¢ rpynnamu nosib3osatesieit)
aBTOMaTUYECKUN CO3aETCA CBA3b MEXAY MO/b30BaTENEM W 3TOW rPymnnon.

Ipynnbl Nosb30BaTENeN YNPOLLALOT yrpaB/ieHne CBA3AMU MeXay nosb3oBaTtensamu. Eciv nonbloBatenb
CBSI3aH C rpynnow noab3oBatener, B nporpamme ViPNet [lenoBasi mouta OH MOXET aZpecoBaTb
3awndpoBaHHble COOBLLEHMSA BCEM MOJIb30BATENSM 3TOW rPpynmnbl HA ONPEeAESEHHOM CETEBOM Yy3/1e UK
OTZEe/bHbIM YUYaCTHWKaM rpyrnmnbl. 3TO BO3MOXHO MPU YCJIOBUM, UTO CBA3aHbI CETEBbIE Y3/1bl
nosb3oBaTenel, KotTopble 6yayT 06MeHVBaTbCA COOBLLEHUNAMMU.

Co3gaHue cBazel Mexay 06bekTaMy CBOEN CETU U 06bEKTaMM LOBEPEHHBIX CETEN UMEET HEKOTOPbIE
ocobeHHOCTU. MoapobHee 06 3TOM cM. pasgen CBA3M ¢ 06bekTaMy JOBEPEHHBIX CETEN.
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PO ceTeBbIX Y3108

Ponb — 310 aTpmbyT ceTeBoro y3na ViPNet, koTopblli onpesensieT BO3MOXHOCTb UCMO/Ib30BaHWA Ha
CETEBOM Y3J1€ Kakoro-ambo nporpaMMHOro obecrneyeHns nan BbIMOJHEHWS Ha y3/1e Kakux-1mbo 3agau.

Ponn pobaBnstoTcs Ha ceTeBble Y3/bl afMUHUCTPATOPOM LleHTpa ynpasaeHus cetbto. CNMCOK posen,
KOTOpble MOTyT BbITb MCNOJ/Ib30BaHbI B KOHKPeTHOM ceTn ViPNet, n orpaHvyeHns Ha KOAMYECTBO Y3/10B C
pasNYHbIMKU PoasMUK cogepkaTcs B daline amueH3nm Ha cetb ViPNet (cm. MpocmoTp cBeaeHunii o
NILEH3UW ANS CBOEM CEeTH).

KaxabIi ceTeBOM y3en MOXET UMETb HECKOJIbKO POJIEl, OAHAKO HEKOTOPbIE POJIV HECOBMECTUMBI APYT C
APYroM 1 He MoryT BbITb f06aBeHbl Ha CETEBOW y3en ogHoBpeMeHHo. Hanpumep, posb «Cluster
Windows» MOXHO 406aBUTb TONBLKO Ha KOOPANHATOP C poAbto «IMporpammHbin VPN-koopanHaTop».
HekoTopble poan UMET AOMNOAHUTENbHbIE CBOMCTBA, TakMe KakK NMOJHOMOYMNSA NOAb30BaTeNs AW Apyrve
aTpubyThl (CM. VI3MeHeHMe ypOoBHS NMOJHOMOUMIA MOJIb30BaTeNA).

Takoke B ivLeH3MmM Ha ceTb ViPNet MoryT ObiTb NpeayCcMOTPEHbI LOMNOHUTE/IbHbIE OFPaHUYEHUs Ha
BEPCUIO U NMEPUOZ MUCMOIb30BaHMA NPOrpaMMHOro obecneyeHns, COOTBETCTBYIOLWEro BbIOpaHHOW posu.
Taknm o6pa3om, Ha pasHbIX y31aX, KOTOPbIM Ha3HauUeHa OZHa 1 Ta Xe PoJb, 40MNYCKaeTCsa NCMOAb30BaHNe
pa3HbIX BepCcuiA NporpaMMHOro obecneyeHuns. Hanpumep, a4ns ogHoro y3na ¢ poabto «VPN-kaneHT»
MOXHO BblbpaTb ycTtaHoBKY nporpammbl ViPNet Client nocneaHen Bepcun v ¢ MHAMBUAYaNAbHbBIM
nepuoAoM MCNoib30BaHMA. Ha oCcTanbHbIX y31ax C TON e POJibk0 MOXHO MCMOJ/b30BaTh NPOrpamMmmy
ViPNet Client npeablayLlein Bepcumn B TedeHme obLLero cpoka AeMCcTBus ANLEH3INN.

MpumeyaHue. KoamuectBo BepCUiA NPOrpaMMHOro obecrneyeHms, COOTBETCTBYHOLLLETO OAHOM
pOAY, MOXET BapbMpPOBaTbCSA B 3aBUCMMOCTU OT YCJIOBUI JULEH3UN.

Cnuncok posier, KOoTopble MOTYT 6biTb f06aBAEHbI Ha CeTeBbIE Y3/bl MPY HAMUNK COOTBETCTBYHOLLINX
pa3peLueHnin B anueH3nm Ha cetb ViPNet, a Takoke MHGOpPMaLWa O CBOMCTBaX 1 COBMECTUMOCTU poei
npviBeseHbl B MPUAOXKEHUN PO CeTeBbIX Y3/10B.
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CnpaBoOYHMKKM K karoum VIPNet

CnpaBOYHMKN 1 KAOUN NPeACTaBAAOT cOboM Habop GannoB C JaHHbIMUY, KOTOPble HEOOXOAUMbI AN1s
B3aMMOZAEeNcTBMA Mexay ceTeBbiMU y3namu ViPNet.

CnpaBouHukn dopmmpytotcsa B nporpamme ViPNet LieHTp ynpaBaeHus ceTbio 1 cogep>kat nHdopmMaumio
O CeTeBbIX y3/1ax, M0/b30BATENAX U UX CBOWCTBaX: NAeHTUdMKATOPaAX, CBA3SX, POASX CETEBbIX Y3/10B,
aZipecax u Tak ganee.

Kntoun popmupytotcs B nporpamme ViPNet Y10CTOBEPAROLLNIA U KIHOUYEBOW LLEHTP Ha OCHOBaHWUN
MHPOpPMaL MK, KoTopas 3aHocKTCA B 6a3y aaHHbIX SQL B pe3ynbTaTte M3MEHEHMs NapaMeTpOB CETU B
nporpamme ViPNet LleHTp ynpasneHuns cetbto. B cetn ViPNet ncnonb3yrotcs Karoum AByX TUMOB:

¢  CUMMETPUUHbIE KNHOUK, C MOMOLLbIO KOTOPbIX OCYLLeCTBASETCA WndpPOBaAHNE JaHHbIX,
nepegaBaeMblx Mexay ceTeBbiMu y3namu ViPNet. Ana wndpoBaHMs NCNONb3YeTCs POCCUIACKUI
CTaHAapT cummeTpuyHoro wngposanma FTOCT 28147-89.

o  ACUMMETPUUHbIE KNHOUU, KOTOPbIE NCMOb3YHOTCA AN GOPMUPOBAHMA U MPOBEPKM 31EKTPOHHOWM
noanucu nonb3oateneli ViPNet B cootBeTcTBUM € poccuiickum ctaHgaptom FTOCT P 34.10-2012.
ACYMMETPUYHBIE KAHOUM TakKe MOTYT UCMOb30BaThCA ANS LNPPOBAHNA B CTOPOHHUX
NpUAOXeHUsxX, HanpumMep, B nporpammax Microsoft Office.

Ans paboTbl nporpammHoro obecneyeHuns ViPNet Ha ceTeBbIX y3nax JOMKHbI 6bITb YCTAHOBAEHbI
CNPaBOYHNKN U KNtoun. NepBoHayanbHasa yCTaHOBKA CMPaBOYHMKOB W KAOYEW OCYLLIECTBASETCA C
NMOMOLLbIO ANCTPUOYTUBA KAtoUel. Ha AeNCTBYIOWMN CEeTEBOW Y3e/1 HOBblE CMPaBOYHMKM U KIHOUM MOXHO
oTnpaBaATb 13 nporpammel ViPNet LieHTp ynpaBaeHus ceTbto no kaHanam cetn ViPNet (cM. O6HoBeHue
CNPaBOYHMKOB U KAtOYEN).
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OyHKUMU KOOPAMHATOPA B
3alumleHHon cetn ViPNet

B 3awmweHHow ceTn ViPNet koopanHaTtop aBaseTca Cy>XebHbIM Y3/10M, KOTOPbI MOXET BbIMOJHATbL
dyHkuun VPN-cepeepa, mapLupyTtusauuto VPN-Tpadpuka, GpyHKLmm VPN-LLIK03a, MEXCETEBOro 3KpaHa v
obecreumBaTb Apyrue ceteBble cepBUChl. Ha Takom KOOpAMHATOpPE MOXET ObITb YCTaHOBAEHO

nporpammHoe obecneveHune ViPNet Coordinator ans Windows nau Linux, 1Mo oH MOXeT 6bITb

pa3BepHyYT Ha cneunalbHOM NPorpaMMHO-annapaTHOM KOMIMJIEKCE.

KoopgaunHaTop BbinoaHseT B 3awwmieHHon cetn ViPNet creayrowme dyHKLmM:

e VPN-cepBep — ¢yHKLMA, 0ObegnHatowas B cebe cregyroine nogdyHKLMM:

o

Cepsep IP-agpecoB — ¢pyHkuma VPN-cepsepa, KoTopas B aBTOMaTtUyeckoM pexume
obecrneunBaeT B3aMMOAENCTBME 3aLLMLLEHHBIX Y3/10B (KNMEHTOB 1 KOOPAMHATOPOB) Kak BHYTPU
JAaHHOW BMPTYasbHON CETW, TaK U NpU B3anMOAENCTBUN C APYrMMU BUPTYalbHbIMUN CETAMU
ViPNet. 910 BO3MOXHO 61arofaps 1Cnonb3oBaHMIO CreLnanbHOro NpoToKoaa ANHaMUUecKom
mapLupyTtusauumn VPN-Tpaduka, peannsytolero obMeH MHGopMaLmen o napameTpax AocTyna
Y3N10B Apyr K Apyry. laHHbIA npoTokon obecneunBaeT mapLlupytusauuto VPN-Tpadurka mexay
y3namu B cetv ViPNet TeM MeTOA0M, KOTOPbIV Hanbosiee ONTUMAaNEH AJif UCMONb3YEMOro
cnocoba NoAKNOYUEHMA Y3/1a K CeTU.

TpaHcnopTHbIN cepBep — dyHKuMs VPN-cepBepa, koTopas obecneumBaeT 4OCTaBKy Ha
CeTeBble Y3/1bl YNPaBASOLNX COOOLLEHUI, OBHOBAEHWI KAOYEN M NPOrpaMMHOro obecreyeHus
n3 nporpammbl ViPNet LLeHTp ynpaBaeHus ceTbto, a Takxke 0OMeH npuknagHbIMu
TPAHCMOPTHLIMM KOHBEPTaMU MeXay y3iaMu.

MapLpyTr3auma NpUKAaAHbIX U YIPaBAAaOLWMX KOHBEPTOB OCYLLECTBAAETCA C MOMOLLbHO
TpaHcnopTHoro moayns ViPNet MFTP, paboTatoLiero Ha npuvkiagHOM YpoBHe. TpaHCNOPTHbIN
MOZY/b Ha KOOpAMHATOPe NPUHMMAeT KOHBEPTbI OT Apyrux y3nos cetv ViPNet n nepecbinaet nx
Ha y3e/ Ha3HayeHus.

MapLupmisau,vm AaHHbIX MeXay KOOpAMNHAaTOPaMKn BbINMONHAETCA Ha OCHOBaHUU
MeXKCepBepPHbIX KaHaNoB, 3a4aHHbIX AN4 3TUX KOOPAMHATOPOB. MexcepBeprle KaHaabl MOTYT
ObITb OpraHmMsoBaHbIl NO noboii cxeme. Ecam ecTb HECKOBKO MapLwpyToB nepejaym KOHBEPTOB
MeXAay KoopAuHaTtopaMu, nepejaya I/IHqJOpMaLI,I/IVI OcCyLecTBaAaeTca no KpaT‘-IaPILUEMy N3 HUX.
I'Iepep,aqa VIHq)OpMaLI,I/II/I n3 OAHOI‘/JI CeTn B APYTrYyHO BbIMOJIHAETCA Yepe3 WA30Bble
KOOPAMHATOPbI, C MOMOLLBHO KOTOPbIX MPONCXOAUT B3aVIMO,£I,EI‘/JICTBI/Ie ABYX ceTen.

Mo yMOAYaHMO KOOPAMHATOP BbICTYMaeT cepBepoM IP-afpecoB v TPaHCMOPTHLIM CEPBEPOM.

AamuHuctpaTtop LLYCa moxeT co3gatb koopanHatop 6e3 dyHkumii VPN-cepBepa, UTobbl yMEHbLINTD

Harpysky Ha BblUMCANTENIbHBIE PECYpChbl KOOPAMHATOpPa.

o MapuwpyTtusatop VPN-naketoB — ¢pyHkums VPN-cepBepa, obecneumnBatoLlas MapLupyTusagmmo

TPaH3UTHOTO 3alUnLLEHHOrO TpadurKa, MPOXOAALLEro Yepes KOOPANHATOP, Ha ApYyrue 3alluLLeHHble

y3/bl. MapLupyTu3aums ocyLLecTBASETCA Ha OCHOBAHUMN MAEHTU(UNKATOPOB 3aLUMLLEHHbIX Y3108,

coZep>Kalumnxcs B OTKPbITON yacTu IP-nakeToB, KOTOpas 3allymLLeHa OT NOAAENKN, N HA OCHOBAHMUM
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3alUULLEHHOrO NPOTOKOa AUHAMUYECKOW MapLupyTu3auumn Tpaduka. O4HOBPEMEHHO C 3TUM ANS
3awmweHHoro Tpadwuka BbinoaHseTca TpaHcnauma agpecos (NAT). Bce TpaH3WTHbIe 3alyLLeHHbIe
nakeTbl, MOCTyNakLe Ha KOOPAMHATOP, OTNPAaBAAOTCA Ha Apyrue y3abl OT uMeHu IP-agpeca
KOOopAnHaTopa.

o CepBep coegmHeHn — OyHKLMSA, 0becrneymBaroLas CoeanHeHe MEXAY KINEHTaMMN 1
KoopAMHaTopamMu no KpaTtyanwemMy nyTu, eCIM OHWM HaXOAATCA B Pa3HbIX NMOACETAX U He MOryT
COEAVHUTLCA APYT C APYrOM Hanpsamyto.

e VPN-wno3 — ctaHgapTHasa aaa knaccnyeckmx VPN dyHKUma, peanmsytowas co3gaHmne 3auLLeHHbIX
KaHasnoB (TyHHesel) NocpeacTBOM LWMdPOBaHNS Tpapuka OTKPLITbIX Y3/10B, pa3MeLLeHHbIX 3a
KOOpAMHATOPOM, 1 Nnepegaum 3Toro Tpadurka Ha apyrve VPN-WAO3bI MAK 3alLmMLLEeHHbIE KANEHTbI
(cM. TyHHenmpoBsaHue). VPN-LWN03 MHTerpMpoBaH C MeXCeTeBbIM 3KPaHOM A1 3aLMULLIEHHbIX 1
OTKPbITbIX COEANHEHWNN, KOTOPbIV OCyLLEecTBAsSET GUAbTPaLMIO He3aWwndpPoBaHHOro Tpaduka, a
Takke Tpaduka BHYTPM 3aLLULLEHHOTO COeANHEHMS.

e MexceTeBoW akpaH — OyHKLWSA, 6a1arogaps KOTOPON KOOPAMHATOP BbINOAHAET GUABTPALMIO
OTKPbITbIX, TPAH3UTHBIX U IOKaNbHbIX CETEBbIX COeAMHEHW No IP-agpecam, NpoTokoaam, mopTam,
HanpaBAEHUAM COeANHEHWI 1 APYTMM NapaMeTpam Ha OCHOBaHWMW 3af,aHHbIX NMpPaBul.
OfHOBPEMEHHO KOOPAMHATOP MOXKET BbIMOHATE GYHKLUMM TPAHCAALMM aApPeCcoB ANs NPOXOAALLErO
yepes Hero OTKPLITOro Tpaduka.

OyHKUMA TPAHCAALMN a4pEeCOB A8 OTKPLITOro Tpaduka no3BosseT 3ajaTb NpaBuaa TPaHCAAL MK
aApecoB ANs pelleHns ABYX OCHOBHbIX 3ajau:

o ToakntoveHne OKaAbHON CETU K OTKPbITbIM pecypcam VIHTepHeTa, Korga Koim4ecTBo y310B
NOKaNbHOW CEeTU MpeBbILlaeT KOMYeCTBO MybanyHbIX IP-agpecos, BbliAaHHbIX MOCTaBLLMKOM
ycnyr NIHTepHerTa.

o OpraHuzaums 4ocTyna K OTKPbITbIM CEpBEpaM oKanbHOW ceTh n3 VHTepHerTa.

e 3alMLEeHHbIN NHTEPHET-WI03 (paHee — cepBep OTKpbITOro VHTepHeTa) — dyHKLMsA, KoTopast
no3BoJisieT 06ecneunTb pasfe/ibHbIV AOCTYN 3alLMLLEHHBIX Y3/10B B VIHTEpHET U K pecypcam
3awmweHHol cetu ViPNet, ecam atoro TpebyeT nonmtika 6€30MacHOCTU opraHmn3aLmun.
3alULLEeHHBIE Y3/1bl, KOTOPbIE UMEHT CBA3b C 3alLMLLEHHBIM MHTEPHET-LLIKO30M, MOTYT paboTaTh B
OZHOM M3 IBYX PEXMMOB:

o Jfoctyn k 3awmweHHor cetn ViPNet npu oTcyTCcTBMM NnogkntoueHms K VIHTepHeTy.

o Joctyn B VIHTEpPHET NpW OTCYTCTBUUN COEAMHEHMUSA C 3alunLeHHbIMY y3namum ViPNet.

Ha koopanHaTope MoxeT 6biTb HacTpoeH TCP-TyHHe b, Mo3BoOAAIOLWMI 0becneynTs NosyyeHne
IP-naketoB no npotokoay TCP u nx ganbHenwyro nepegady no npotokony UDP (cM. Hactporika
NOAKIIOUEHMA Uepe3 MeXCeTeBOMN 3KpaH CO CTaTUYEeCKOW TpaHcaAL el aapecos).
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TYHHEeNMpOBaHMe

TexHONIOTNs TYHHENNPOBaHWS NMPYMEHSETCA B TOM Cy4ae, eciv TpebyeTcs 3almTTb COeAUHEHNS C
yyacTem OTKPbITLIX Y3/10B MPU nepejade JaHHblx yepes VIHTepHET uan gpyrve nybanuHbie CeTu.

TyHHenMpoBaHWe 3akntoyaeTcs B LWMQPOBaHUN TpapuKa OTKPbLITLIX Y310B KOMMbIOTEPaAMU C
nporpammHbimM obecneyeHnem ViPNet Coordinator nav nporpaMMHo-annapaTHbIMU KOMMeKcaMm
ViPNet Coordinator HW, kotopble nrpatot ponb VPN-wwt0308. C NOMOLLbHO TEXHO0rK
TYHHENNPOBaHMA MOXHO OpPraHn30BaTh 3aLUMLLEHHOE COeAUHEHNE MEXAY OTKPbITbIM Y3/10M U
3almiLeHHbIM y310M ViPNet nan mexay AByma OTKPbITbIMU y31aMU, KOTOPble TYHHENNPYHOTCA pa3HbIMA
KoopAvHaTopamu.

TyHHENMpOBaHWe NO3BOJAET OPraHM30BaTh 3alMTy TpaduKa y3/10B, Ha KOTOPbIX HE MOXET ObITb
ycTaHoB/eHO nporpammMmHoe obecneueHme ViPNet Client nnn ViPNet Coordinator (Hanpvmep, pa3nnyHbIx
CEepBEPOB, CETEBLIX MPUHTEPOB, CETEBbIX XPaHUANLL, JAaHHBIX U Tak Jasee).

3awmTta Tpadurka OTKPLITOro y3aa Npu TYHHEMPOBAHMMN OCYLLECTBAAETCA CejytoLmm obpasom:
e OtkpbiTble |P-nakeTbl OT TYHHEANPYEMOTO y3/1a MOCTYMNaoT Ha KOOPANHATOP.

e Ha koopauHaTope IP-naketbl o6pabaTbiBatoTcA ceTeBbIMU GUABTPaMK, 3aLNBPOBBLIBAOTCA U
nepeaaroTcA Ha 3allMLLLEeHHbIN y3en, AN KOTOPOro 3TW NakeTbl NpeAHasHaYveHbl, 160 Ha Apyron
KoopAmnHaTop.

e EC/M Ha KoopAMHaTOpP MOCTYNakoT 3aWwmndpoBaHHble IP-nakeTbl, NpegHa3HayYeHHble ANs
TYHHeNupyeMoro y3na, 3tm |IP-naketbl obpabaTtbiBatoTcs ceTeBbiMU GUAbTPaMK, paclundpPOBbIBAOTCA

—®

N nepefaroTca Ha y3en Ha3HadyeHUa B OTKPbITOM BUAe.

VPN-wnto3 .
N R
oxETl) -
TyHHENMpyeMblli nHKancynAaLns W3Bneuenne u
ysen paclndpoBska TYHHeupyeMmbli

yzen

PucyHok 4. 3auyuma coeduHeHus Ha cemegomM yposHe modesau OS]

[ns Toro utobbl 06ecneuUrBanOCh TYHHEMPOBaAHNE OTKPLITOrO Y3/1a KOOPANHATOPOM, LOKHbI
BbIMOJIHATLCSA C/IeAYHOLME YCAOBUS:

e B nporpamme ViPNet LleHTp ynpaBieHuns ceTbto Ha KOOPAMHATOP A0J/XKHa BbiTb A06aBNEHa POb
«[porpammHbii VPN-koopauHaTtop» uam «Coordinator HW» (cMm. [lobaBneHvie poneit Ha ceTeBble
y3.bl).

e Takxe B nporpamme ViPNet LleHTp ynpaBaeHua ceTbto ANs KOOPAMHATOpPa AO/KHO ObITh 3asaH0
MaKCVMaJslbHOE YNCIO OJHOBPEMEHHO TYHHENVPYEMbIX COEAMHEHNA 1 yKa3aHbl ajpeca
TYHHenpyeMbIx y3108B (CM. HacTpolika TyHHennpoBaHus).
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TyHHenpyeMble Y3/bl JONXKHbI HAXOANTLCA B OAHOW MapLUPYTU3UPYEMOW CETU C TYHHENNPYHOLLUM
KOOPANHaTOPOM.

IP-nakeTbl, OTNpaBasieMble C TYHHEAMPYEMOTO Yy3/1a Ha 3awmieHHble y3abl ViPNet, 1oaKHbI
HanpaBAATbCA Yepes TYHHENNPYHOLWNA KOOPANHATOP. DTOrO MOXHO J06UTbCA ABYMSA cnocobamu:

o Ha TyHHennpyemom y3ne B KauecTBe LUAH03a MO YMOYAHUIO YKa3aTb TYHHENNPYHOLNIA
KoopAanHaTop.

o Ha TyHHennpyemoMm y3ne 3agatb cTaTMyeckne MapLpyTbl ANs 3almileHHbix Y3108 ViPNet yepes
TYHHENIMPYIOLW NI KOOPAWUHATOP.
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[ lapamMeTpbl NoAKIHOUEHMA
3aLUMLLEHHDBIX Y3/10B K BHELIHEN CeTM

[TPUHLMMBI OCYLLECTBNEHNSA COEAMHEHNIA B CETH
ViPNet

3awmuteHHble y3abl ViPNet MoryT 6biTb NOAKAOUEHbBI K BHELLHEN CETU HEMOCPeACTBEHHO NMH0
B3aVMOZENCTBOBaTb C BHELUHEN CETbHO Yepes3 pPas/nyHble MEXCETEBbIE IKPaHbl, B TOM Ync/ie
ViPNet-koopanHaTtop.

Kaxkabli 3aluLLeHHbIN y3en nonydaeT uHbopmaumio o apyrux yanax ViPNet, napametpax goctyna v ux
aKTUBHOCTU B A@HHbI MOMEHT OT CBOEro cepepa IP-agpecos uam ot apyrux KOOPAMHATOPOB (eCAN y3en
cam sBaseTcs cepBepom IP-agpecos). Takum 06pa3omM, KOOPAMHATOP OTBEYAET 3a CHOP U PacChbiiky
MHOOPMaLMM O CETEBBIX Y3/1aX Ha Y3/bl, 4151 KOTOPbIX OH BbIMOJAHAET GyHKUMK cepBepa IP-agpecos.

CeteBble y3nbl ViPNet moryT pacnonaratbcs B ceTax t0boro tmna, nogaep>xmatoLimx |P-npotokon.
Cnocob nogkntoueHns K ceTn MoxeT bbITb toboi: ceTb Ethernet, PPPoE uepes XDSL-noakntoueHune, PPP
yepes nogatoveHue Dial-up nan ISDN, cetb cotoBown cBszn GPRS nan UMTS, ycrporictea Wi-Fi, ceTu
MPLS nan VLAN. MO ViPNet nogaep>xvBaeT pasHoobpasHble MPOTOKObl KaHalbHOTO YPOBHSA. s
CO3JaHUSA 3alMLLIEHHBIX COEANHEHNA MeXAY CeTEBbIMM Y31aMU UCNOAb3YOTCA |IP-NpOoTOKObI TPEX TUMOB
(IP/241, UDP n TCP), B KOTOpble YNakoBbIBatOTCA NakeTbl 0ObIX ApYyrmx IP-npoTokonos.

Mpw B3anmogeicTBMmn NtobbIx Y3108 ViPNet mexxay cobol, eciv OHM pacnosioXeHbl B OJHOM CErMEHTE
NOKa/IbHOW CETU U AOCTYMHbI NO WNPOKOBELLATENbHbIM apecaM, UCnob3lyeTcs npoTtokon IP/241. 3tot
NpoToKo/ 6osiee 3KOHOMUYEH, Tak Kak He nmeeT UDP-3aronoska pa3mepom 8 6aiit. MicxoaHbI nakeT
nocne WnppoBaHNA ynakosbiBaeTcs B NakeT IP-npoTtokona Homep 241.

ViPMet Client ViPMet Client

PUC_yHOK 5. Cemessie Y3/16l pACnOJiI0OXKeHbl 8 00HOM ceameHme iokaabHoU cemu

Ecan y3nbl ViPNet pacnonaratotcs B pasHbix cerMeHTax ceTu, TO aBTOMaTU4YeCckKun UCMoJib3yeTcsa MPOTOKO
UDP, koTopblin no3BoaseT IP-naketam NpoxoanTb Uepes MexceTeBble 3KpaHbl. VICXoAHbIN nakeT nocae
windpoBaHma ynakosbiBaeTca B UDP-naker.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBoACTBO agMuHUcTpaTopa | 35



L=

i -

ViPMet Client MemceTeaol 3kpan, NAT ViPMet Client
PucyHok 6. Cemesble y3/16l COeOUHAMCSA Yepe3 Mexcemesol 3KpaH

Ecav Ha nyTn cnepoBanma IP-nakeTa pacnonoxeHo ycrpoicteo NAT, Ha 3TOM YCTPOWCTBE JOMKHbBI HbITh
HaCTpOEHbI AMHaMUYeCKMe Uan cTaTuyeckne npaBuaa TPaHCAALMN afpecoB, KOTopble pa3peluatoT obmeH
UDP-Tpadurkom c y3namm cetn ViPNet. Mpwu HacTpoiike cTaTU4ecknx NpaBua AOMXKEH ObITb yKa3aH NopT
nHkancynaymm UDP-nakeToB. o ymoayaHuto ncnoabsyercs nopt 55777, HO Npu HEOBXOANMOCTM OH
MOXET ObITb MU3MEHEH Ha Jt060M Apyroi. Ecan nakeTbl MPOXOAAT HaNpPsAMYHO Yepes KOOpAMHAaTop, TO
HOMep MopTa Y3/10B, PACMONOXEHHbIX 3@ 3TUM KOOPANHATOPOM, 3Ha4YeHusa He nmeer. [locne
NMPOXOXAEHMNA Yepe3 KOOPAMHATOP NakeTam npucsamsaroTca IP-agpeca cooTBETCTBYOLLETO CETEBOTO
nHTepdelica KOOPANHATOPA, TO CTb OCYLLECTBASETCA TPAHCAALMA aZpecoB.

BbiBatoT cayyawn, Korga B3aMMOZAENCTBME 3allMLLeHHbIX Y3108 No UDP-npoTokony HEBO3MOXHO,
nepegaya UDP-nakeToB npoBaigepom ycayr 3anpelieHa. HanpvmMep, npu yaaneHHOM NOAKAHOUYEHUN K
ceTn ViPNet u3 roctuHuL, nam apyrux obLiecTBeHHbIX MecT. B Takom cnydae Bech IP-Tpaduk moxet
nepegaBatbcs Yyepe3s TCP-TyHHeNb, HACTPOEHHbIV Ha CepBepe COeVNHEHWI Y3Aa, ABAAIOLLLErocs
NHULMATOPOM coeamHeHus. MNpu HacTpolike TCP-TyHHeNs Ha cepBepe COefMHEHNI MOXKET BbITb yKa3zaH
NPOW3BOJIbHBLIN NOPT. N0 yMOAUYaHUIO UCMOAb3YyeTcs NopT 443.

ViPNet Client ViPNet r.'_n.::‘:rhr.e‘:ur ViPNet Client
PucyHOK 7. Cemeseble Y3716l coeduHsaomcs yepes Mexcemesol 3KpaH

Ha cepBepe coeanHeHuii nonyyeHHble IP-nakeTbl nsenekatotcs us TCP-TyHHeNs U nepesatoTcs Aanblue
Ha y3en Ha3HauyeHus no UDP-npotokoay. MpsMoe B3aumoaencteme Mexay y3namm 3aLumLeHHON cetu
HEBO3MOXHO.

MprMeyaHue. YCTaHOBNEHNE COEAMHEHNI C MOMOLLLIO CEPBEPOB COEAMHEHUIA U
TCP-TyHHenel Bo3MOXHO Toabko B 10 ViPNet Bepcun He Huxke 4.2.x. bonee
nogpobHyto nHdopmaLmio Bbl Hangete B gokymeHTaumm K MO ViPNet Client n ViPNet

Coordinator coOOTBETCTBYHOLLMX BEPCUIA.

Ha zawwmiieHHbix y3nax ViPNet MOXHO HacTpouTb CiefytoLme TUMbl MOAKAFOUEHWS K BHELLUHEN ceTu:

1 HeI'IOCpe,CI,CTBeHHOG noAakK/iro4YeHne K BHELLUHEN ceTn (CM. HO,CI,KJ'IPOLIGHI/IG 6e3 ncnosb3oBaHUS
MeXCeTeBOoro 3KpaHa). B atom caydae cegyet OTKAHYUTb NCMNONb30BaHWE MEXCETEBOIro 3KpaHa.

2 TlloakntoyeHne yepes KOopAMHaTOpP, obecneumBatoLLNA TPAHCAALMIO aZAPEeCcoB ANs CETEBbIX Y3/10B
ViPNet. Tun mexceTeBoro akpaHa — KoopguHatop (cMm. MNogkntoveHve Yyepes KOOPANHATOP).

3 HOAKJ]FOHEHVIE yepes MeXCeTeBom 3KpaH, Ha KOTOpOM HaCTpOVIKa CTaTn4eckmnx npaBua TpaHcaaunm
ajpecoB 3aTpyaHUTE/IbHA AN HEBO3MOXHaA. Tvn mexceTeBoro 3KpaHa — C AVIHaMI/I‘—IeCKOVI
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TpaHcasAumen agpecoB (M. MNMoaKNtUYEHNE Yepes3 MEXCETEBOW 3KPaH C AMHAMUYECKO
TpaHcAsLMen afpecos).

4 Toak/itoueHVe Yepe3 MeXCEeTeBOM 3KpaH, Ha KOTOPOM BO3MOXHA HacTpoKa CTaTUUYeCcKMX Npasu
TpaHCcAALMKM agpecoB. Tun mexceTeBoro skpaHa — Co cTaTMueckol TpaHCaaUunen agpecos
(cM. MogkntoueHne Yepe3 MEXCETEBOMN 3KpaH CO CTAaTUUYECKOW TPaHCAsALMEN afpecoB).

YT0bbI M36EXKaTh HACTPONKM TWMNa NOAKIOUEHWUS HEMOCPEACTBEHHO Ha KaXJOM CETEBOM Y3Jie,
pPeKOMeHayeTCs 3a4aTh NapaMeTpbl MOAKIHOUEHWS CETEBBIX Y3/10B LIEHTPaAN30BaHHO B MpOrpamMmme
ViPNet LleHTp ynpaBaeHus ceTblo.

MpumeuaHne. HacTpoikm NOAKNOUEHNSA Yepe3 MeXCeTeBOW 3KpaH, 3agaHHble B LIYCe,
NMPUMEHSAIOTCA TONLKO Ha kauneHTax ¢ Bepcumeint MO ViPNet Client Huxe 4.2. KnueHTbl ¢

MO Bepcnn 4.2 v BbiLle BCerga UCnosb3ytoT TN nogkatoveHns C AHamMmmnyeckoin
TpaHCcAALMeNR afpecoB.

[oakntoueHme 6e3 1MCroNb30BaHMA MEXCETEBOTO
SKpaHa

[aHHbIA TN NOAKAOUEHUS CesyeT BbiOMpaTh Ha 3alUMLLEHHOM Y3/, C/IM OH UMEET XOTs Obl OANH
IP-agpec, AOCTYMHbIM NO O6LWMM NpaBmIaM MapLIPyTU3aLMK NakeToB JOObIM APYTrUM y3aaMm, C
KOTOPbIMU AaHHbIN y3en JOKEH yCTaHaBANBATb coenHeHns. HanprmMep, 3To MOXeT ObiTb Ny6ANUHBINA
IP-agpec.

3alMLLEHHBbIE Y3/1bl, UCMO/b3YHOLLIME TaKOM TUM NOAKIOUEHWSA, BCErAa COSAMHAOTCA APYr C APYroM
Hanpsmyto no npotokony IP/247. Mpw 3Tom WwWndpoBaHHbIN TpadrK OT TaKUX KINEHTOB K
KoopAuHaTopaM, a Takxke K KNMeHTaM, UCMONb3YIOW MM B KauecTBe MEeXCETeBOro 3KkpaHa KoopAnHaTopbl,
Bcerga nHkancyampyetcsa 8 UDP-naketbl.

BHumaHme! Ecnv Ha ceTeBOM y3ne, KOTOPbIN MMeeT YacTHbIN IP-agpec BHYyTpH
NOKaNbHOW CETU U MOAKNIOUEH K VIHTepHETY uepe3 MexceTeBOMN 3KpaH, HaCTPOeHO
/(A\ nogkitoveHne 6e3 NCnosb30BaHNA MEXCETEBOrO 3KpaHa, TO 3TOT y3e/ He CMOXeT
© yCTaHaBAMBaTh COeAMHeHUA C ceTeBbiMM y3namu ViPNet, pacnonoxeHHbIMU BHE
NOKaNbHOW CeTU C ee CUCTEMOW YacTHbIX IP-agpecos.
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PucyHOK 8. ModkatoyeHuUe 6e3 UCno16308aHUS MexXcemeaozo 3KpaHa Ha kiaueHmax

Ecnn koopamHaTop MCNOoAb3yeT AaHHBIN TUM COEANHEHNA N HAaXOAMUTCA Ha rpaHuLLe ABYX CETMEHTOB CETH,
TO OH OCYLLECTBASET TPaHCAALMIO ceTeBbix agpecoB (NAT) ans Bcex 3alyMLLeHHbIX COeANHEHN B 0H60omX
HanpasaeHuax. NpoxoasaLnii Yepes KOopAMHaTOP 3aWwndPOBaHHbIN TPadUK, NHKaNCYAMPOBaHHBIN B
UDP-nakeTbl, nepecbliaeTcs C 3aMeHOM agpeca oTnpaBuTens naketa Ha IP-agpec cooTBeTCTBYHOLLLETO
ceTeBOro uHTepderica koopanHatopa. Ecim koopanHaTop BbINOAHAET QYHKLNIO TYHHEANPYIOLLErO
cepsepa (VPN-wato3a) (cM. TyHHennpoBaHume), OH TakXke OCyLLeCTBAAET TPaHCAALMIO ajpecoB Ans

TYHHeAnpyemoro Tpaduka.
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PucyHok 9. KoopduHamop ocyujecmessiem myHHeauposaHue U mpaHcaayuro aopecos 014
ViPNet-coeduHeHuli

[loakntoyeHre yepes KoopaAMHaATOP

Ecam Ha rpaHunye JIOKa/IbHOW CETU B KaUeCTBe LW03a ycCTtaHOBAEH ViPNet-KOOpAI/IHaTOp, TO AnAa
KJIMEHTOB, Haxo4AaLWnXca B JIOKaNbHOM CeTn, pekomMmeHayeTca Bbl6paTb 3TOT KOOpAUHATOP B KayecTee
MeXCeTeBOro aKpaHa.
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BHumaHune! na npaBuabHOM paboTbl JaHHOTO TUMa NOAKAOHEHUA HEOOXOANMO, UTOBI
A MeXAY KNMEHTOM 1 KOOPAMHATOPOM He Bbl10 HUKaKNX YCTPOMCTB, OCYLLECTBAAOLLMX
TpaHcaaumto agpecos (NAT).

Ecan knment MCNOJIb3yeT B Ka4eCTBE MeXCeTeBOro 3KpaHa KoopanHaTtop, 10 BaLIJI/I(prBaHHbIVI Tpaqwu(
MeXAYy 3TUM KJIMEHTOM U y3/1aMU, KOTOPbIE HEAOCTYMNHbI HANMPAMYH NO UX ajgpecamMm, 6yAeT
nepeHanpaBaATbCA Yepes KoopanHaTop. B atom caiydae KOopAnHaTop mnrpaet poJjib MapLlipyTtn3aTtopa

3awmndpoBaHHbIX IP-nakeToB ¢ GyHKLMEN TpaHCAALUK aapecoB (ocyLwecTBaseTcA npeobpasosaHme IP- 1

MAC-agpecos).

ABTOMaTMyUecKas MapLlpyTmn3aynAa 3aLIJI/I¢pOBaHHbIX IP-nakeTtos, OTNpaBAA€EMbIX KJIMEHTOM, Yepe3

KoopAnHaTop ocyliecTBaseTcs 6e3 uaMeHeHMs HacTpoek npoTtokona TCP/IP B onepaLoHHON cucTeme.

HaCTpOI7IKVI CceTeBoro wik3a, NCnoJibayemMoro no yMmoadaHuro, nocsie yCtaHOBKM NporpamMmMHoOro

obecneyeHuns ViPNet He nameHstoTcs. B pesynbtate MaplupyTM3aums HesalwmdpoBaHHbIX NAaKeTOB TakXKe

OCTaeTca HeM3MeHHOM, 1 paboTa B ceT MOXeT BbITb MPOAC/IXEHa Cpa3y Noc/ie yCTaHOBKM
nporpammHoro obecneverus ViPNet. HoBble MapLupyTbl CO34at0TCS TONLKO A1 3aluMdpPOBaHHOIO
IP-Tpaduka.

B KauecTBe MeXCEeTeBOro 3KkpaHa MOXHO BbIbpaTb KOOPAWHATOP, He ABAsAIOWMIACS cepBepoM IP-agpecos

NS JaHHOTO KJWEHTa.

3Ta BO3MOXHOCTb MOXeET BbITb NoJIe3Ha AN MOBUabHOro nosb3osatens ViPNet, HaxoasLerocs B Uy>Kon

NokanbHoW ceTn. YTobbl paboTtath B ceTh ViPNet B 06bIUHOM pexxmMe, MOBUABHOMY MOJ/Ib30BaATESNIO
AOCTaTOUYHO BbIOpaTh B KAUeCTBE MEXCETEBOrO 3KpaHa KOOPAMHATOP, HaMPSMYH AOCTYMHbIV B 3TOM
NOKasIbHOW CETU (NPU HaMUNK CBA3M C 3TUM KOOPANHATOPOM).

Kpome Toro, BO3MOXHOCTb U3MEHUTb KOOPANHATOP, UCMOJIb3YEMbI B KAYECTBE MEXCETEBONO 3KPaHa,
obecrneunBaeT CBOEro poja pesepeuposaHue mMapLupytmsatopos VPN-nakeToB. Eciv 3agaHHbIN
KOOPAMHATOP HEAOCTYMNEH, TO MOXHO BblIbpaTh B CMIUCKE APYron NOAXOASALWMNA KOOPAMHATOP U
NPOAOMIXUTb paboTy.

Ecan HeO6XOAI/IMO 3alWnTUTb Tpaq)VIK OTAE/IbHOTO CErMeHTa BHYTPU JIOKa/bHOMN CETW, Ha rpaHunue
KOTOpOI7I Yy>Xe yCTaHOBJ1IEH KOOpAMNHAaTOP, BbII'IOJ'IHFHOLLI,I/Il‘/JI q)yHKLI,VII/I MeXCeTeBOro 3KpaHa ana KJIMeEHTOB
3TOW NIOKa/IbHOWN CeTn, TO Ha rPaHnLy TaKoro cermeHTa Mo>XeT ObITb yCTaHOBJIEH BTOpOI7I KoOopAaunHaTtop.
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Pucyrok 10. ModkaroueHue koopOuHamopa vepe3 dpy20li KoOopOUHamMop

Mpw 3TOM KOOpAMHATOP @ (CM. pUCYHOK BbILLIE) AOMKEH BbiTb BbIOpaH B KaueCTBe MeXCETEBOrO

3KpaHa Ans KoopanHatopa @ Mexay AByMSi KOOPAMHATOPaMUN He AOJKHO BblTb HUKAKMX YCTPOWCTB,
ocyuwecTeastowmx TpaHcaaunio agpecos (NAT).

Takoe BK/ItOUEHNE KOOPANHATOPOB Ha3bIBAETCS KackaZHbIM BKAtOUeHUeM. B pesynbTate ans
KOOpANHATOPOB byJeT peannsoBaHa aBTOMaTMUeckas MapLpyT13aums 3awndpoBaHHoro Tpaduka ns
BHYTPEHHEro CerMeHTa CETU KaK B JIOKa/IbHYHO, Tak U B F106abHYHO CeTb.

[lofKIHOUEHME Yepes3 MeXCETEBOW 3KPaH C
AVHAMWNYECKOW TpaHCAUMen aapecoB

Ecnn Ha rpaHuLLe NoKanbHOW CETW YCTaHOBAEH MEXCETEBON 3KPaH, BbINOJHAIOLWMA TPAHCAALMIO CETEBbIX
agpecos (NAT), n Ha HeM 3aTpyAHUTENLHO HAaCTPOUTL CTaTUYecKne nNpasuaa TPaHCAALMK, TO ANA 3anTbl
IP-Tpadumka nokanbHOW CETW, B TOM YMC/IE U MPU UHULMNATUBHBIX COEANHEHUSX CHAPYXXU, MOXHO
YCTaHOBWUTb KOOPAMHATOP C TUMOM MEXCETEBOINO 3KpaHa C AMHAMUYECKOW TpaHCAsaLMEN afpecoB.

[Ans knveHTa AaHHbIV TUMN NOAKAOUEHUA cnedyeT BolbnpaTb B TOM C/lyyae, eC/v B JIOKaJbHOW CeTU HEeT
KOOPAMHATOPA, KOTOPLIN MOXHO MCMO/Ib30BaTh B KAUECTBE MEXCETEBOIO 3KPaHa, a CoeMHEHNe C
BHELLHEN CETbI0 MPOUCXOANT Uepe3 MEXCETEBON 3KpaH, Ha KOTOPOM 3aTPYAHUTENIbHO HAaCTPOUTb
CTaTMyeckure npasuaa TpaHCAALUY afpecoB.

[ns npaBuabHOM paboTbl NOAKAOUEHUSA Yepe3 MEXCETEBOWN 3KPaH C AMHAMUUYECKOW TpaHCAALNeN
afpecoB BO BHELLUHEN CETU AOJXKEH CyLLECTBOBaTb KOOPANHATOP, AOCTYMNHbIM No ny6anyHomy IP-agpecy.
AJpec NCNob3yeMOro MeXCeTeBOro 3kpaHa AOXKeH ObiTh yKa3aH B CETEBbIX HACTPOMKax onepaLMoHHOM
CUCTEMbI 3aLLMLLEHHOrO Y3/1a B KauecTBe LUko3a MO YMOAUaHWIO.

nOAKIII-OLIeHI/Ie yepes MeXCeTeBOM 3KpaH C AMHaMMHECKOl)’I TpaHCﬂﬂLLMEVI ajpecos Hanbosnee
YHUBEPCAJIbHO N MOXeT 6bITb NCMO/Ib30BAHO NpakTn4eckn B NtobbIxX CnTyauumax. OAHaKO OCHOBHOE€ ero
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Ha3sHauyeHVe — obecneunTb HajeXHoe ABYCTOPOHHEE COeAMHEHME C 3alLMLLEHHBIMW y31amu,
NOAKNFOUEHHbBIMUW K BHELLHEWN CeTu Yepe3 MexxceTeBble 3kpaHbl nan NAT-yCTpOICTBa, Ha KOTOPbIX
HacTpoWKa CTaTUUeCKMX NPaBua TPaHCAALMM aApecoB 3aTpyAHEHA AN HEBO3MOXHA (B TOM uncie v
MPOCTO M3-3a OTCYTCTBMA MOJHOMOUMI Y NONb30BaTeNs). Takas CuTyaLmsa TUMMYHA NPW UCMOJb30BaHUM
npoctenwmnx ceteBbix NAT-ycTponcTs, Hanpumep, DSL-MoaemoB, 6ecnpoBOAHbIX TOYEK AOCTYNa, a Takxe
npw MCNoNb30BaHMM 0bLLero foctyna k nogkatodenHuto VHTepHet (ICS — Internet Connection Sharing) B
onepaunoHHon cucteme Windows. 3aTpyHUTENBHO Tak>Ke NPOM3BECTV HAaCTPOMKY MpPaBW TPaHCAALMUN
Ha MeXceTeBbIX 3KpaHax, yCTaHOBJeHHbIX Yy NpoBaligepa (B AOMaLLHUX ceTax, ceTax GPRS v gpyrux cetax,
rae NpoBangep nNpesocTaBaseT YacTHblW IP-agpec).

Bce NAT-ycTpolicTBa obecneunBaroT nponyckaHne UDP-Tpaduka 6bararogaps aBToMaTMyeckomy
CO3JaHuI0 Tak Ha3biBaeMbix gnHamumyecknx NAT-npasua gna Bxogdawero Tpaduka. ITm npaBuaa
CO3/at0TCS Ha OCHOBaHMWMW NapamMeTPoB MCXOAALLMX NakeToB, nponyckaeMbix NAT-yCTpONCTBOM.

Hanpumep, yepe3 NAT-ycTpONCTBO MPOXOANUT HECKONbKO OAHOTUIMHbBIX UCXOAALLMX MAKETOB, ANS HUX
co34aeTcs AMHaMmU4Yeckoe npasuio. Bxoasime nakeTbl, napaMeTpbl KOTOPbIX COOTBETCTBYHOT 3TOMY
ANHaMMUeCKoMY npasuy, MPOMyCKatoTCsA B TEUEHWE ONpeAesIeHHOro NpoMeXyTKa BpeMeHu (TamayTa)
noc/e NPOXOXAEHNs MOCNEeAHErO UCXOAALLEro nakeTa. Mo ncTeyeHnn JaHHOro NPOMEXYTKa BPEMEHMU
AWHammyeckoe npaeuno yaansetcs, 1 NAT-ycTpocTBO HaumHaeT 610KMpOBaTh BXOASALLME NaKeTbI.

3TO O3HAYaeT, YTO BHELWHWA NCTOYHMK HE MOXET MHNLMMPOBATb COEANHEHNE C CETEBBIM Y3/10M,
NOAKNOUYEHHBIM K BHeLwHel ceTn yepe3 NAT-ycTpoincTBo. BHyTpeHHMIA y3en fonkeH Bpems OT BpeMeHu
nepesaBaTtb UCXOAALLMIA TPadUK BHELLHEMY Y31y AN COXPaHEHUS AMHAMMNYECKOro npasuia B akTMBHOM
COCTOAHUN.

Ans npeogoneHns 3To NpobaemMbl Ha CETEBOM y3/1e, NOAKNOYEHHOM K BHELLHEN CeTn Yepes
NAT-yCTPOINCTBO, HY>XHO HAacTPOUTb MOAKIOUEHME Yepe3 MEXCETEBOM 3KPaH C ANHAMUYECKOW
TpaHcaaumen agpecoB. OAHOBPEMEHHO AOXKEH CyLLeCTBOBaTb MOCTOAHHO JOCTYMHbIN
ViPNet-koopanHaTop, pacnofioXeHHbIN BO BHELLHEN ceTu (cxema HUxe). HazoBeM ero KoopAnHaToOpoMm
BXOAALLMNX coeAnHeHNA. KoopanMHaTOp BXOAALLMX COeAMHEHWI AOMKEH ObITh AOCTYNEH U3 BHELLHEN CETU
no nyb6anuHomy IP-agpecy nam yepes MeXCeTeBOWM 3KpaH CO CTaTUUECKOW TpaHCAsaLMelr agpecos.
KoopgaunHaTop BXOAALLMX COEAMHEHMUI He A0/KeH paboTaTb Yepes TOT XXe MEeXCETEBOW 3KpaH, YTo U1
CeTeBOW y3en.
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PucyHok 11. [MoOkaroueHue Yyepes Mexcemeagoli IKpaH ¢ OuHamudeckol mpaHcaayueli adpecos

CeTeBOW y3e/1, NCMO/b3YHOLWNIA MOAKAOUEHME Yepe3 MEXCETEBOM 3KPaH C AMHAMUUECKOWN TpaHcasumnen
afpecoB, NepuoaMYECcKn OTNPABASET Ha CBON KOOPAMHATOP BXOAALLMX coeamHeHn UDP-nakeTbl, 4To6bl
noAAepXnBaTb AMHAMNYECKOE NPaBMIO B aKTUBHOM COCTOSIHUW. [0 yMOaYaHMIO nepuog oTnpasky — 25
CeKyHA. ITO No3BoaseT Atobomy BHewHeMy y3ny ViPNet B itob6oe Bpems otnpasastb IP-nakeTsl Ha
ceTeBoOM y3en, paboTarowmii uepes NAT-yCTPOICTBO, Yepe3 KOOPANHATOP BXOAALLUX COeANHEHNNA. Mpu
3TOM OTBETHbIE MCXOAALLME NMaKeTbl CETEBOW Y3e/ BCerja HanpaBiseT BHELIHEMY Y31y HanpsMyto, MUHYs
CBOV KOOPAMHATOP BXOAALLUX COeANHEHU (ecnn BHelwHWI y3en ViPNet He ncnosb3yeT MexxceTeBoM
3KpaH C AMHaMUWYECKON TpaHcasaLmelt agpecos). [ocae nonyyeHUs nepBoro nakeTa BHELIHWN y3en, He
NCMONb3YOLWMNIN MEXCETEBOW 3KPaH C AMHAMUUYECKOWN TPaHCASLMEN afpecoB, TakxKe HaunHaeT
nepegasatb BeCb TpaduK HaNpAMYHo Ha ceTeBol y3en, paboTatowmii yepe3 NAT-ycTponcTBo. Takmm
obpa3om, obpasyetca npamon obmeH UDP-tpadunkom mexay y3namu ViPNet.

Takas TeXHOI0rMs MO3BOSET OCYLLECTBAATL NOCTOAHHLIN gocTyn K ViPNet-y3nam, paboTarowmm yepes
NAT-ycTpoiicTBa (Tak Kak AMHaMuyeckue npasuna Ha NAT-ycTpoiicTee He yaanstotcs). Kpome Toro,
obecneunBaeTcs BblCOKas CKOPOCTb OOMeHa WNPpoBaHHbIM TpadMKOM, Tak Kak 3TOT 06MeH MCnoab3yeT
KOOPAMHATOPbI BXOAALLMX COEAUHEHWUI TONLKO NPU MHULIMAAN3ALLUN, MOC/IE Yero BeCb 06MeH TpadurKom
NAeT HaNpPsMYH MeXAy y3namu (cxema Bbiwe). CneayeT yuntbiBaTb, UTO UCXOAALLMI TpadUK OT CETEBOTO
y3/1a, UCMOJb3YOLWEro NOAKNOUEHME Yepe3 MEeXCETEBOW 3KPaH C AMHAMUYECKOW TpaHCAALMEN aapecos,
Ha ApYron Takow Xe y3es BCerda naet yepes KOOpAMHATOP BXOAALLUX COeUHEHWI APYroro y3na.

[loAKkArOUEHME Yepes3 MEXCETEBOU 3KPAH CO
CTAaTMYECKOW TPaHCNALMEN aApeCOB

Ecam Ha rpaHunye JIOKa/IbHOW CETU C BHELLHEN CETbIO YyCTaHOBJIEH MEXXCETEBOW 3KpaH, BbII'IOIIHS'-II-OLLI,VII‘/JI
TpaHCIAUMIO CeTeBbIX a4pecoB (NAT) n I'IO3BOJ'IFII-OLLI,I/II‘/’I HaCTpOUTb CTaTUYeCKne rnpasuaa TpaHCIALNN,
cnenyet yCTaHOBUTb KOOPAUHATOP MeXAY 3TUM MeXXCeTeBbIM 3KPaHOM U y3i1aMun NlokanbHoW ceTtu. Ha
KoopAauHaTtope, KOTOprVI NOAK/IHOHUEH K MeXCEeTeBOMY 3KpaHy, HeO6XOAVIMO HaCTPOUTb NapaMeTpbl
NoAK/IFOYEHNA Yepes MEXCEeTEBO 3KpaH co cTaTMyeckom TpaHCfIﬂLI,I/IEI7I ajpecos. ﬂ'flﬂ BCeX
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ViPNet-kNMeHTOB IOKaIbHOW CETU HEOBXOAMMO BblbpaTh AaHHbIN KOOPAMHATOP B KavecTBe
MEXCETEBOrO 3KpaHa.

YcTtpo#actao

\ip SE s N
n l & /” Net Coordinator CO cTaTnveckum NAT
OTepbiTbii Tpadmk — JAWAGPOBAHMLIN TPad KK

PucyHok 12. lModkaoueHue koopOuHamopa vepes Mexcemesoli 3KpaH co cmamudeckol mpaHcaayuel
adpecos

Ha kaveHTe faHHbIA TN NOAKOUEHNS CesyeT UCMNOo/b30BaTh TObKO B TOM C/lyyae, eC/iv B JIOKabHOW
CeTU HeT KOOpAMHATOPa WY HEBO3MOXHO UCMOJIb30BaTb KOOPAMHATOP B KaUecTBe MeXCETEBOro 3KPaHa,
a COeAVHEHVE C BHELLIHEN CeTbHO MPOUCXOANT Yepes MeXCEeTeBOW 3KpaH, Ha KOTOPOM MOXHO HacTPOUTb
cTaTUyeckve Npaewuia TPaHCAALUN aAPecoB.

MexceTeBon akpau
€O cTatnyeckum NAT

PucyHok 13. [MoOkaroueHuUe KaueHmMa Yyepes mexcemesoli 3KpaH co cmamuyeckol mpaHcasyuel

adpecos

Ans npaBuAbHON PaboTbl NOAKIOUEHNA Yepe3 MexceTeBon 3kpaH Co cTaTMueckol TpaHcasaLmei
aZipecoB ajpec 1CMoJb3yeMOro MexceTeBOro 3kpaHa JoKeH ObiTb yKka3aH B CeTeBbIX HAaCTPOMKax
onepaLMoHHOW CUCTEMbI KJIMEHTa B KauecTBe LWt03a No yMovaHuto. Ha MexceTeBOM akpaHe crnegyeTt
HaCcTPOWTb cTaTuyeckue npasBuaa TPAHCAALMUN afpPecoB:

. |-|pOI'IyCKaTb nexoaawme UDP-nakeTsl € agpecaMmn N NOopTaMn KJIMEHTOB, HaXxo4ALWNXCA 3a
MeXCeTeBbIM 3KPaHOM.

. |-|pOI'IyCKaTb M nepeHanpasaAaTb BXoaalne UDP-nakeTbI € NOPTOM Ha3HayeHWUA, 3ajaHHbIM B
HaCTpOﬁKaX KINEHTOB B KayecTBe NopTa UHKancynaunnm B UDP-nakeTbl.
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BHumaHue! Ecnm HeckonbKO KNMeHTOB MCNONb3YHOT OAUH U TOT Xe MeXceTeBou 3KpaH
CO CTaTMYecKown TpaHCJ’ISILI.I/IeI\/’I ajpecos, ANA KaXKA0ro KineHTa 40J1KeH 6bITb Ha3HaueH
COBCTBEHHbIN HOMep nopTa NHKancynaunnm B UDP-nakeTthbl. B cnydae ncnojsib3oBaHuA
HECKOJIbKUMU KINEHTaMN OAHOIO U TOTO Xe NopTa BO3HMKAKOT KOHq)J'IVIKTbI.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKoBOACTBO aAMUHUCTPaTOpa
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YcTaHoBKa nporpammbl ViPNet
LleHTp ynpaBaeHna ceTbio

UYto6bl pa3BepHyTb NporpammHoe obecnedeHmne ViPNet LleHTp ynpaBneHus cetbto, Tpebyetcs

YCTaHOBWTb ABa KOMMOHEHTa: cepBepHOe NPUioXeHUe N KINeHTCKOe NpraoxXeHne (CM. ApXVITeKTypa

nporpammebl ViPNet LleHTp ynpaBneHus cetbto). s 3TOro BbINOJHUTE CeaytoLlmne AeACcTBUs:

1

Y6eaunTech, UTO Bbl pacnosaraeTe yCTaHOBOYHbIM KomnaekToM nporpammebl ViPNet LieHTp
ynpaeieHus ceTbto U painoM amueHsnm Ha ceTb ViPNet (cMm. JinueHsus Ha ceTb ViPNet). Boibepute
CXeMy pa3MeLLeHns KOMNoHeHToB nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto.

Ha pabouee mecTo agMUHUCTPATOpPa WM Ha ClelunanbHO BblAeNeHHbIV CepBep YyCTaHOBUTE
cepBepHoe npunoxeHune ViPNet LieHTp ynpaBneHus ceTbto. MNpun ycTaHOBKE CEPBEPHOTO
NPWIOXKEHWNS:

o Ha komnbroTep ByayT aBTOMaTUYECKM YCTaHOB/IEHbI CTOPOHHME NPOrPaMMbl, HEObXoaUMbIE AN
paboTbl cEpBEPHOro NPUIOXeHUs (CM. CucTeMHble TpeboBaHus).

o byayt co3gaHbl 3k3emnasp SQL-cepBepa (ecav B napameTpax NOAKNOUYEHUA He Bbln yKaszaH
CyLLECTBYOLLMI 3K3eMNAsAp) U Ha3a JaHHbIX A4 XPaHEHUSA CTPYKTYPbl Y NapaMeTpoB CceTH
ViPNet.

Take Npu yCTaHOBKE CEPBEPHOrO NPUIOXEHUS NOTPebyeTcs nepesarpyska KOMMboTepPa.

Ha komnbloTep, Ha KOTOPOM YCTaHOBJ/IEHO CEPBEPHOE MPUIOXKEHWE, AN Ha OTAENbHbIN KOMMbOTEP
ycTaHoBUWTe KaneHTckoe npunoxeHue ViPNet LleHTp ynpaBaeHus ceTblo.

BmecTe ¢ KNIMEeHTCKMM MPUIOXKEHNEM Ha KOMMbIOTEP ByyT aBTOMaTUUECKM YCTaHOBAEHbI CTOPOHHMWE
nporpamMmbl, HeobxoanMble a1 ero paboTbl (cM. CucTeMHble TpeboBaHMS).

Ecan TpebyeTcs, yctaHoBUTE KaneHTckoe npunoxeHue ViPNet LleHTp ynpaBaeHus ceTbto Ha
JAOMNONHUTENbHbIX pabounx MecTax agMUHUCTPATOPOB.

YcTaHOBUTE Ha KOMMbIOTEP C cepBepHbIM npuaoxeHreMm ViPNet LieHTp ynpaBieHus ceTbto
nporpammHoe obecneueHmne ViPNet Client, koTopoe TpebyeTcs an1s oTnpaBku O6HOBEHU U3
LleHTpa ynpaBaeHus ceTbto Ha ceTeBble y3abl ViPNet.

Mocne co3paHua cetn ViPNet (cm. CosgaHue cetn ViPNet: nopagok gercTeuin) n AncTtpmbyTmeos
K/HOUEN AN CeTEBbIX Y3/10B YCTAHOBUTE Ha KOMMbOTEP C CEPBEPHBIM MPUNOXKEHWNEM ANCTPUDBYTUB
KNtouelt A4ns ceTeBoro ysna — LleHTpa ynpaBieHus ceTblo.

Mpun He06XO0AMMOCTU YCTAaHOBUTE Ha KOMMbIOTEPbI C KANEHTCKUMUN npuaoxxeHnammn ViPNet LieHTp
ynpaeaeHus ceTbto NporpaMmmHoe obecrneyenme ViPNet Client, HacTpoliTe nogkntoUeHne KANEHTCKAX
NPUNOXEHWNI K cepBepHOMY npunoxeHunto LLYCa v co3gante JONONHUTENbHbIE YYETHbIE 3ammcK
agMuHUcTpaTopos (cM. Co3gaHune yU4eTHON 3anmncu).

MoapobHas HGopmMaLms 06 ycTaHOBKe ¥ NMepBOHaYabHON HacTpolike nporpammbl ViPNet LieHTp

yrnpaBAeHWA CeTbIO coaepXunTca B gokyMeHTe «ViPNet Administrator. PykoBoACTBO MO yCTaHOBKE».
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3amnyck 1 3aBeplLueHme paboThbl
nporpammbl ViIPNet LieHTp
VYNPAaBAEHNA CETbHO

3anyck CepBepPHOro MpuIOXeH s

CepeepHoe npuioxerue ViPNet LleHTp ynpaBieHus ceTbto He nMeeT rpaduueckoro nHtepdeinca u
peann3oBaHO B BUAE ABYX CyX6:

o NccService(ﬂpoueCCInfotecs.WinNCC.Communication.Hosting.exe)

e NccFilewatcherService (Npouecc Infotecs.WinNcc.FileWatcher.Service.exe).

Cnyx6ebl cepepHoro npuaoxeHns ViPNet LleHTp ynpaBaeHusa ceTbio 3amnyckatoTca aBTOMaTUYeCcKn nocie
3arpysku onepaumoHHoN cuctembl. OCTaHaBAMBATL 3TU CYXKObl HE PEKOMEHAYETCS, MHaYe yrnpaB/ieHue
ceTbto ViPNet ¢ NOMOLLbIO KANEHTCKUX MPUIOXKEHWI ByAeT HEBO3MOXHO.

Ecav no kakvM-anbo nprumnHamM ciyx6bl CEPBEPHOTO MPUNOXKEHMS BbIIN OCTAHOBJEHbI, 3aMyCTUTE UX.
[lns 3TOro BLINOJHWTE CEAYHOLINE AENCTBUIS:

1 3anyctute «ucnetuep 3agay Windows» ¢ nomotpto couetanms knasumww Ctrl+Shift+Esc.
2 B okHe Aucnetuep 3agau Windows nepengnte Ha Bknaaky Cay>x6bbl.

3 B cnucke HanauTe cnyxby NccService, WEAKHUTE 3Ty CAY>KOY NpaBoOi KHOMKOW MblLUU U B
KOHTEKCTHOM MEHHO BbibepuTe NyHKT 3anycTutb ciy>cby.

4 Takum xe obpa3om 3anyctute cayxby NccFilewatcherService.

3anyck 1 3aBeplleHne paboTbl KIMEHTCKOTO
MPUNOXKEHNS

Y106kl 3anycTuTh KaneHTckoe npunoxeHue ViPNet LleHTp ynpaBaeHuns ceTbto:

1 Ha HauyanbHOM 3KpaHe OTKpOWTe CNNCOK NpuoXeHui n Boibepute ViPNet > LieHTp ynpaBaeHus
ceTbio.

MprMeuaHue. Bo Bpems yCTaHOBKW MOJIOXEHWE NMPOrpamMMbl B MeHto Myck nav B
crvcke NPWIOXKEHWIA MOT/IO BbITb M3MEHEHO.
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2 Tlpw 3TOM KIMEHTCKOE NPUIOXKEHNE aBTOMATMYECKM NMOAKAOYAETCH K CEPBEPHOMY MPUIOKEHMIO.
Ecnm Bbl 3anyckaeTe kaneHTckoe npuaoxkeHune ViPNet LieHTp ynpaBieHuns ceTbto BNepBble, cneayinTe
WHCTPYKUMAM pa3gena lNepBblil 3anyck KIVEHTCKOTO NMPUIOXKEHNS.

3 TMoaknroueHre KIMEHTCKOTO MPUNOXKEHNS K CEPBEPHOMY BbIMOJIHAETCA MO afpecy, KOTOPbIA
MCMo/ib30BasICa B MpeaplayLiem ceaHce paboTbl. ECM KIMEHTCKOE 1 CepBEPHOE MPUIOXEHNS
YCTaHOBJIEHbI Ha Pa3HbIX KOMMbIOTEPAX, U CEPBEP HEAOCTYMEH MO 3aJaHHOMY paHee ajpecy,
MOSIBUTCS COOTBETCTBYHOLLEE COOBLLEHME.

ViPMNet Administrator [LlenTp ynpaenenwna ceteo] =]
! He YAanOCh YCTaHOBWUTE COEAMHEHWE C CEPEEPOM

Yiamure DNS-umsa wnmn IP-agpec cepsepa:

192.168.32.14

[Flpo,qonxcmh][ 3akpuITe |

PucyHok 14. CoobweHue npu omcymcmeuu coeduHeHus ¢ SQL-cepgepom

B okHe coobueHuns BeeanTe IP-agpec nam DNS-1mMa koMmnbroTepa, Ha KOTOPOM YCTaHOB/IEHO
cepBepHoe npunoxeHune ViPNet LileHTp ynpaBaeHns ceTbro, 1 HaxkMumTe KHOMKy MNpogomkunTb.

4 B OTKpbIBLUEMCA OKHE BBEAUTE MMA U NApPOSb aAMUHNCTPATOPAa N HaXXMUTE KHOMKY npOp.OI'I)KIATb.

ViPMet Administrator [LlenTp ynpaenenus cetero] =]

@j Beegute aanHble Ang exoga e ViPNet LieHTp ynpaeneHus ceTsro

MMz nonksosatens: Administrator

I_Iapo‘qb: (ITITIETIERT Y )

[ Mpoaonxute ][ JakpriTe

PucyHok 15. Beo0 daHHbIx admuHUcmpamopa 04151 8xoda 8 npozpammy ViPNet Llenmp ynpaeneHus
cemoro

OTKpoeTcs rnaBHOe OKHO nporpammsl (cMm. MIHTepderic nporpammbl ViPNet LleHTp ynpasaeHus
CeTbHo).

UTobbl 3aBepLInTb PaboTy C KAMEHTCKUM NpunoxeHveM ViPNet LleHTp ynpasieHus ceTbio, BbINMOAHUTE
O/IHO U3 JeNCTBUN:

e B meHto Mos ceTb Bbibepute nyHKT Bbixoa,
e Haxmwute couetaHue knasuw Alt+F4.

e Haxmwnte KHOMKy 3aKpbITb Es 5 npaBoM BepxHeMm yray okHa ViPNet LleHTp ynpaBieHus ceTblo.
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[1epBbI 3aMyCK KAMEHTCKOTO MPUAOXKEHMS

Ans ynpaBneHus cTpyktypoi n napametpamu cetn ViPNet HauHuTe paboTy C KIMEHTCKMM MPUIOXKEHVEM
ViPNet LleHTp ynpaBaeHus ceTblto:

1

3anycTuTe KAMEeHTCKOe NPUAoXKeHMe (CM. 3anyck 1 3aBepLueHne paboTbl KINEHTCKOrO
NPUAOXKEHNA).

[na nogkNtoUeHma KIMEHTCKOrO NPUAOXKEHUA K CEpBEPHOMY MO YMOIYAHUIO UCMONb3yeTCsA ajpec
IOKaNbHOro KoMmnbloTepa. Eciv knmeHTckoe 1 cepeepHoe NPUIOXKEHUA YCTaHOB/IEHbI Ha Pa3HbIX
KOMMbtoTepax, NoABMUTCA coobLeHne 06 OTCYTCTBMU COeMHEHNs ¢ cepepoM. B okHe coobLeHus
BeeauTe IP-agpec nan DNS-1Ma kKoMnbroTepa, Ha KOTOPOM YCTaHOBAEHO CEPBEPHOE NPUAOXKEHNE
ViPNet LleHTp ynpaBaeHuns ceTblo, U Haxmute KHONKy MpoaomKnTb.

B okHe Bxoga B nporpammy ViPNet LieHTp ynpaeaeHus ceTbio BBeAMTE 1UMSA MNOJb30BaTeNs
Administrator ¥ NapoJsib Administrator. 3aTeM HaXMUTE KHOMNKY MpoaomKnTb.

B uensx 6esonacHocTn TpebyeTcs CMEHUTb Napob BbiIOpaHHOWM yyeTHON 3anucu. B okHe Hauano
pab6oTbl ¢ ViPNet LLeHTp ynpaBieHus ceTbio BBEANUTE TEKYLLMIN Napob, 3aTEM 3aAalTe HOBbIU
napoJib Y NOATBEPAMUTE ETO.

I'Iaponb AOJIKEH cojgep>XaTb HE MeHee BOCbMU CUMBOJIOB.

Coser. PEKOMeHAyETCH 3ajaBaTb CJIOXKHbIE Mapoaun, cogepxalwme He MeHee BOCbMU
C/MBOJIOB, B COCTaB KOTOPbIX BXOAAT 6yKBbI B Pa3HbIX perncrpax, LI,I/Iq)pr n
cneynanbHble CUMBObI.

Hauano pabotel ¢ ViPNet LieHTp ynpaeneHna ceTero =]

3apaiTe HOBRIF Naponk AnA exoaa B ViPNet LlenTp ynpaeneHus ceter.

Texywuid naponk: TR
Hoewii naponk! ssssseee
MoaTeepxaetre: sssssend

[ Mpoaon#uTe H Buiidtin

PucyHok 16. CmeHa naposaa admuHucmpamopa ViPNet Llenmp ynpasneHus cemoto

Y106bI COXPaHNTb HOBbIN napoJib, HA&XXMUTE KHOMKY HPOAOH)KVITb.

5 B oTKpbIBLIEMCS OKHE C MOMOLLbHO KHOMKK O630p ykaxkmTe nyTb K danay amueHsnm Ha ceTb ViPNet

*.itcslic WM infotecs.reg U HAXXMUTE KHOMKY npOAO.ﬂ)KI/ITb.
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Hauano paboter ¢ ViPNet LleHTp ynpasnenna ceTbio =]

Jna Hauana paboTel C NporpaMmMoi EsibepuTe gaiin, cogepxalni UHEOPMALMID O NMMLEHSUOHHEIX
OrpaHWueHNAX:

CANCC\lic_10773_15.02.2019_1403068-2.itcslic Of3op..

Ceegenna o ANLEH3WM

Homep cetu ViPNet: 10773
Cpok geficTEns: 16.02.2020
Makcumanenas sepova ViPNet Administrator: 5.9

Wms cemu: Network

Yucno nogumHeHHsx ceTei: 1

[ Mpoacnxute H BuiliT

PucyHok 17. YkazaHue nymu k ¢paliny nuyeH3uu

6 B OTKPpbIBLLEMCA OKHE Bbl6epI/ITe OAVH N3 CiefyroLWwnx BapnaHTOB:

o CdopmupoBatb CTPYKTYpY 3alUULLEHHOW CETU aBTOMaTUUecKn — Ana co3gaHusa cetn ViPNet ¢

nomoLlbio Mactepa (cm. CosgaHune cTpykTypbl cetn ViPNet ¢ noMoLsro mactepa).

o 3arpysuTb CTPYKTYpY CYLLeCTBYIOLLEl CeTU — eCNu paHee B Ballel CeT UCNOoNb30BanoCh
nporpammHoe obecneyeHune ViPNet Administrator Bepcuu 3.x, 1 Bbl XOTUTE MMNOPTUPOBATH

JaHHble o cywecTsytoLlen cetn ViPNet.

o HactpouTb cTpyKTYpy 3alLMLLEeHHOM CETU CaMOCTOATEIbHO — UTODbI CO34aTh CETEBbIE

06beKTbl 1 HACTPOUTb X BPYUHYHO.

|¢£ Hauano paBotel ¢ ViPNet LienTp ynpaeneHus cetero @

BoibepuTte BapmaHT Hauana paboTsl ¢ ViPNet LleHTp ynpasneHua ceTbro

r':" ChopMUPOEaTE CTRYKTYRY 2aLLMLLEHHOH CETH aBTOMATHUECKH

3anyck mMacTepa, KoTOpEIR NOMOXET CO34aTe CTRYKTYRY JalnwEnHein cetn ViPMNet
M BBINGAHWTE GCHOBHEIE HACTPORKN KOOPHHATOPOE M KNWEHTOE.

| 3arpyzute CTYKTYpY CYLLECTEYROLeH ceTk

“ Mmnopt n npecBpasoeanne Baskl 4aHHbK W3 nporpammel ViPNet Lienrp
YNpaBAEHUA CETbHD 3.X.

[:"I HacTponTe CTRYKTYPY 3aLUMLLEHHOI CETH CaMOCTOATENLHD

Janyck nporpammer ViPNet LlenTp ynpaenenuna ceteto © Hosoit Basoil gaHHb, HE
copepsayei obvektos cet ViPMet.

PucyHok 18. Bbibop Oelicmeus 015 Hayasna pabomel ¢ npozpammoli ViPNet LleHmp ynpasneHus

cemosro

7 Ecav Bawa nvueH3ns Ha ceTb ViPNet npeanonaraer co3zaHune nepapxumn ceten, NosBUTCS

COO6LLI,eHI/Ie c npegno>XXeHnem pacnpesenntb NIMUEHINOHHDbIE OrpaHn4YeHna Mexay CeTaAMU.

B okHe coobueHMs HaxxMmTe KHOMKY Pacnpeaenutb nueH3uto 1 B okHe PacnpegeneHue

JNINLEH3UN 3aZainTe NNLLEH3NOHHbIE OFPaHNYeHUs Ana CBOeW ceTu (cM. PacnpeseneHre oblLueln

NNLLEH3NN MeXAY CeTAMM).

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKoBOACTBO aAMUHUCTPaTOpa

50



MpumeyaHwue. Ecav Bbi BbIBpanyn 3arpysKky CyLLECTBYHOLLEN CTPYKTYPbI CETH,
nHbopMaLma 0 pacnpeaeneHnm TMLEH3NOHHBIX OrpaHUUeHnn ByaeT 3arpy>eHa
aBTOMaTUYECKH.
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NHTepdenc nporpammel ViPNet
LleHTp ynpaBaeHna CeTbro

BHewHwnn Bung okHa nporpammel ViPNet LleHTp ynpaBaeHns ceTbto NnpeAcTaBaeH Ha Creaytolwem

PUCYHKe:

[ rer

B

/—4 FS

k#llPNet Admin|strator [L| ynpaenexuns ceteo] - Administrator || ==
on ceTe  [losgpentbie cefu  Jluuensua Bug Cepeuc Cnpaska
!Ff CrnpasouHuky 1 KAofin v E::U Mexceteean nHpopmaums v
© Wndopmauma o cetn KAVeHTbI Ha Jo
r‘(i Koopawratopei (6) == <
i GEXY 4
:. Nonbsosarenn (22) = ] Wms , Certesovi agpec  KoopawHatop J[ata usme.. CnpasoqHVKy U KAKOUM
24 Mpynnel nonssosatensit... & Client 1 10773.16 Coordinator 1  24.04.17 14:... Oxugatorca Kaoum
&¥ Mpynnei ysnos (2) i Client 1-1  10773.1.1 Coordinator 1 24.04.17 14.... TpeGyetca co3aaTe
) DNS-cepsepsi u DNS-3... &Y Client 1-2 10773.1.2 Coordinator 1 14.02.17 18.... OxuaatoTca kaouu
& Ponu (12) . ¥ Client 1-3  10773.1.3 Coordinator 1 14.02.17 18:... Oxuaatotca Kaoum
B e oo e B Client 1-4 10773.14 Coordinator 1 14.02.17 18:... Oxugarotca knoum
PE P W Client 1-5 10773.15 Coordinator 1 14.02.17 18:... Oxuaarorca Knioum
6 B Client 2-1 10773.21 Coordinator 2 24.04.17 14.... OxuaaroTca Knouu
E’CE DoseperHeie ceTh B Client 2-2 10773.2.2 Coordinator 2 24.04.17 14.... Tpebyerca co3aate
BN Client 2-3  10773.2.3 Coordinator 2 24.04.17 14.... Tpebyetcs cosaats
2l AAMVHUCTPUpOEBaHne ¥ Client 2-4  10773.24 Coordinator 2 24.04.17 14.... Tpebyetcs co3aate
W Client 2-5 10773.25 Coordinator 2 24.04.17 14.... Tpe6yetcs co3aate
B4 Client 3-1 10773.3.1 Coordinator 3 06.02.17 17.... Oxugarorca knouu
‘| m »

*
\@® ‘@ \@

Pucyrok 19. lnmepdgpelic npoepammel ViPNet LleHmp ynpassieHus cemeto

Lindpamum Ha pucyHke 0603HaYEHbI:
1 [naBHOE MeHIO MporpamMmbl.

2 [laHenb MHCTPYMEHTOB. YTO6bI CKPbITb MM 0TOBPa3nTb NaHe b MHCTPYMEHTOB, B MeHo Bug
BbI6GepuTe NyHKT MaHeNb NHCTPYMEHTOB.

3 T[aHesnb HaBWraummn, Ha KOTOPOIM OToBpaxkatoTcs passesbl BbIOPaHHOroO NpesacTaBaeHMs.

MaHenb npocMOTpPa, Ha KOTOpOVI 0To6pa>|<aeTc;| CNMNCOK 31eMEHTOB Bbl6paHHOFO pa3aena n naHesb
WHCTPYMEHTOB ANA pa6OTbI C 3TUMMN 31emMeHTaMn. Paxkok, paCI'IOJ'IO)KEHHbII7I B 3arojioBke Cnncka,
no3sosdeT Bbl6paTb Nan OTMEeHUTb Bbl60p Cpa3sy BCEX 3N1eMeHTOB CnncKa.

5 T[lone nowncka, KOTOpOE Nno3BoadaeTt HaTN OBBEKT CETU MO €ro0 UMEHM. ,ﬂ,flﬂ NMOUCKa nNo Macke Bbl
MOXeTe NCNoab30BaThb Cieayrouine crneunaibHble CMMBOJIbI NOACTAHOBKMU:

o 3Hak npoueHTa % — 3aMeHAeT J'IPO6yI-O nocneaoBate/sibHOCTb CMMBOJIOB.
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o KBapgpatHble ckobkn [<a-z>] — 3aMeHsEeT Nt06ON OAMH CUMBOA M3 yKa3aHHOrO Auana3oHa

<a-z>.

o 3Hak kapeTa B KBajpaTHbIX CKOBKax nepes AnarnasoHOM CUMBOJIOB [~<a-z>] — 3aMeHseT
Nto60oM OAMH CMMBOJI, KOTOPBIN HE IEXXUT B YKa3aHHOM Anana3oHe CMMBOJIOB, T4e <a-z> —

Anana3oH CMMBOJIOB.

6 T[peactaBneHme Mos ceTb. Npun BbIbope NpeactaBaeHns Mos ceTb Ha NaHeAn HaBuraumm
oTobpaxkaeTca cnmcok obbekToB cBoei ceTn ViPNet (cm. MpeactaBnerHne «Mos ceTb»).

7 TMpeactaBneHve JoBepeHHble ceTu. Mpu Boibope NpeactaBieHns JJoBepeHHble ceTn Ha naHenu

HaBUrauunm oTobpaxkaeTcs CNUCOK AOBEPEHHBIX CETEN U NX OOBEKTOB, YYaCTBYHOLLMX B MEXCETEBOM

B3ammMogenctesum (cMm. MpeacraBneHne «oBepeHHble CeTn»).

8 T[peacraBneHve AaMmuHucTpupoBaHue. MNMpu Boibope npeactaBaeHns AGMUHUCTPUPOBaHWeE Ha
naHenn HaBuraLmm oTobpaxkatoTca pasgenbl A1 YNpPaBAeHNs YHETHbIMW 3anmncamm
aAMMHUCTPATOPOB U AN NPOCMOTPa XYyPHaNoB nporpaMmsl (cM. lNpescrasieHne
«ALMUHNCTPUPOBAHME»).

MpumeyaHume. Mo yMOAUAHUIO KHOMKA MPeACTaBieHns AAMUHUCTPUPOBaHUE 0TobpaxaeTcs B
BMAE 3HauKa Ed 6e3 nognucy. Ytobbl 3Ta KHOMKa OTOBpaXkanach Takxke, Kak KHOMKM
npesctaeneHnii Mos cetb v [loBepeHHble CeTH, HAKMMUTE KHOMKY v BbiBepuTe NMyHKT

MokasaTb JOMONHUTENIbHYIO KHOTKY.

9 Crpoka cocTosiHUA. YTO6bI CKPbITb MM OTOBPA3UTb CTPOKY COCTOSIHMS, B MeHIO Bug BbibGepuTe nyHKT

Ctpoka cocTosHusA.

[TpeacTaBneHme «<Mo4d ceTb»

Y106bl NoNyunTh CBeAeHus o Balel cetn ViPNet, Bbibepute npeacraBneHne Mos ceTb. Ha naHenu
HaBuraumm 6yayT oTobpaxkeHbl pa3gesnbl, cogepxalume obuyro nHdopmauuto o cetn ViPNet, 06

obbeKkTax cetu u ponAx y3anos.

ﬂ'ﬂﬂ npocMOTpa HOMepa N UMeHU Ballel CeTn, AaHHbIX O KOnn4yecTBe CO34aHHbIX 06bEeKTOoB U
MCNOJib3yeMbIX PONAX Ha NMaHeNn HaBUraumm Bbl6epI/ITe pasaen I/IH¢opmau,vm O ceTn.
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L CnpasouHnKM u Koy ¥

T

L*fﬁ Koopaunatopai (7)

BN Knuena (12)

ﬂ, Monszosatenw (22)

&4 Mpynnsl nonssoeareneii (2)

%5 Tpynnel ysnos (2)

& DNS-cepeepu v DNS-30H (3)
&7 Ponn (12)

WabnoHbl ceTestix y3nos (4)

-
g Monr cets

|

£ JoBepenHsie cet

5| AgumancTpuposanpe
] pup

|e&| ViPNet Administrater [LieHTp ynpaenenwa cetsto] - Administrator

Man cete  [losependbie cet fluuyensua  Bug  Cepeuc  Cnpaska

]
i Mexcetesan nipopmauma ¥

ViHbopmauma o cetn

OCHOBHBIE NAPaAMETPE

Homep cetu

10773

WMnia cemw:
Metwork

rlO,ﬂHlﬂHEHHbIE CETH

10781

CkoHYaHWE AeHCTEMA AMLEHIMK

01.02.2018

CTatmcTika ceti

KoopawvHatopbi:
Knnesta:
Monbsosateny:

[pynnel nenssoeatensii:
[pynnel ysnos:

TyYHHENMDYEMBIE CORAMHEHMA

Ponw, pobaeneHHble Ha y3nbl

Business Mail
Dispatcher
WPM-kauest

Mporpammeenid VPN-koopavsatop

PucyHok 20. Obuwjas uHgpopmayus o caoeli cemu

Mpu BbIOOpE Ha NaHenn HaBuraLMm OAHOIO 13 Pa3ZAesioB, KOTOPble COOTBETCTBYHOT 06beKTaM CeTH, Ha

naHenan NnpocMoTpa 6yAyT npeacraBiaeHbI:

e [laHenb MHCTPYMEHTOB A/ paboTbl C 3IeMEHTaMU1 BbIGpPaHHOTO pa3zena v CTpoKa noucka.

e CnncoK 371eMeHTOB BbIBPaHHOTO pasjesna v Ux CBONCTB B BUAE TabanLbl.

[ANs COPTMPOBKM CrMCKa MO HY>KHOMY NapameTpy LeaKHUTe 3aroloBOK COOTBETCTBYHOLLEro cTonbua.

[Ans nobasneHvs nam yaanerdus ctonbua WenkHUTe NpaBoli KHOMKOM MbILWW 3arofloBOK r06oro
cTonbua 1 B MeHo BbibepuTe HY>KHbIV Napamerp.

YTo6bl NpocMoTpeTh CBOMCTBA 0bbekTa Bawwel cetu ViPNet, WwenkHUTe 3TOT 06beKT NpaBoW

KHOMKOM MbILWIN WU B KOHTEKCTHOM MEHHO Bbl6epVITe NYHKT CBolicTBa. I'Iop,po6Hoe onmncaHMe CBOWNCTB

06BEKTOB CeTV NpUBEAEHO B pa3genax HacTpolika napaMeTpoB ceTeBbIX Y3108 U HacTpolika

napamMeTpoB no/sib30oBaTeNen.

[ lpeacTaBneHue «/loBepeHHble CeTn»

YT06bI NONYUNTH CBeAeHMs O ceTax ViPNet, ¢ KOTOPbIMW YCTaHOBAEHO MEXCETEBOE B3aUMOAENCTBIE,
BblbepuTe npeacTaBneHvie JloBepeHHble ceTu. Ha naHenn HaBuraumm 6yayT oTobpakeHbl pasgensi,

cojepxalime I/IHq)OpMaLl'I/II-O O AOBEPEHHbIX CETAX U UX obbekTax.

[ns npocMoTpa cnucka Bcex AOBEPEHHbIX CETEN U UX OCHOBHbIX CBOWCTB Ha NaHenu HaBuraumm
BbibepuTe pa3sen CBoiicTBa ceTell. Ha naHenn npocMoTpa byayT npescTaBaeHbI:

e [laHeNb NHCTPYMEHTOB ANS paboTbl C JOBEPEHHBIMU CETAMMU.
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e CrnCOK AOBEPEHHBIX CETEN, C KOTOPbIMUN YCTAHOBJIEHO MEXCETEBOE B3aUMOAENCTBUNE, U UX

napameTpoB B Buge Tabamubl.

Ecnv Bawa ceTb fBASETCA YacTbio nepapxunyeckon cuctemol cetein ViPNet (cm. Viepapxmueckas
cnctema cetenn ViPNet), B cnucke JOBEpPEHHbIX CETEN BCerga NpuCyTCTBYHOT Cesytolme TUnbl CETEN:

o [naBHas ceTb (0603HaUaETCs 3HAUKOM o ) — B LleHTpe ynpaBieHUs ceTbto NOAUYNMHEHHOM CETW.

o TMoaunHeHHble ceTn (0603HaYaOTCH 3HAYKOM Jlﬁ) — B LleHTpe ynpaBneHnsa ceTbto rnaBHoOM

ceTun.

[ns copTMpPOBKM CrMcKa NO HY>XHOMY NapamMeTpy LeNKHUTE 3aroJI0BOK COOTBETCTBYHOLLEro CTo6La.

Ana pobasneHns nam yaanenuns ctonbua WenkHUTe npaBoii KHOMKOM MbIlWK 3aroioBok aroboro
cTonbua v B MEHHO BbIGepuUTE HY>XHbIN NapamMeTp.

|¢2| ViPNet Administrator [LienTp ynpaenenna cetsto] - Admin EI@

Mon cete  [flosepennbie ceti flwuessua  Buag  Cepeuc  Cnpaska

> %]
gl—'-f Crnpasoutukn u knioun ¥ 5 MeskceTesan ungopmauma ~

o CBoncTBa ceTei Haiimu /
o, 4321 - Cets 4321

L-!'HH 9993 - Cers 9993 1 YcTaHOBMTL B3auMoAeiicTBMe 3arpy3nTs mexceTeByto undopmaumio »

>

uau 9996 - Cete 9996 _' Tun cetn WMmna Homep... lnwos moei cetn  Wnwos goeepe...  Mcoxogawas mesxce
__Ji‘ Cetn 4321 4321 BzanmogeicTeue H
,’E‘,’ Cers 9993 9993 Coordinator 1 Coordinator 1 Coxpaneta B dain
o Cems 9996 9996 Coordinator 1 Coordinator 1 CoxpaneHa B daidn

01 MoA cets

(]
i dosepennsie cetn

il ABMUHMCTPUpPOBaHUe

PucyHok 21. MiHghopmayus o dosepeHHbIx cemsx

Mpu BbIOOpE Ha NaHenn HaBuraLmm paszena, COOTBETCTBYHOLLErO OAHOM U3 JOBEPEHHBIX CETEN, Ha
naHesn NpPocMoTpa ByaeT NpescTaBieHa Cieaytowas MHbopMaLms:

e HOMep ¥ MMsl BbIBpPaHHOW JOBEPEHHON ceTy;
e COCTOSIHWE BXOAALLEN U UCXOAALLEA MEXCETEBOM MHPOpMaLMK;
e VIMeHa LLIH30BbIX KOOPANHATOPOB CBOEW CETU U BbIBpPaHHOW JOBEPEHHON CeTy;

e KONNYeCTBO O6BLEKTOB CBOEWN CeTU 1 BbiIBPaHHOW JJOBEPEHHON CeTU, KOTOPbIe Y4acTBYHOT B

MeXCeTeBOM B3aMMOAENCTBUN.
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Mon cete  [losepenHble ceTi

gl—'-a:- CNpaBovHUKN 1 K04 ¥

@ CeokcTea ceTei
I of, 4321 - Cers 4321
4y

xﬁ Koopaunatope (1)

Nwueszua  Bug  Cepeuc

|¢2| ViPNet Administrator [LienTp ynpaenenna cetsto] - Admin

Cnpaska

%]
£ Mesxkcetesan nHpopmauma ¥

WHdopmauma o foBepeHHOR ceTh

Obwan uHbopmauma

ObbeKTbl JOBEpEeHHOWN CeTw, YUacTE

i Homep v umna cetn Koopawxatope::
et () 9993 “Cetn 9993" Knnen:
s Monbsosatenn (7) Monbzosatenn:

Wexoaawans mexcetesan MHdopmauma
Tpebyetca cosnatb

Bxopawana memceTesas wndopmauma

24 Tpynne nonssosateneii (0) [pynnb nonbsoBaTensm:

| g 9996 - Cets 9996 _
ObbeKTbl MOelr CeTH, YUacTBYHOLLME|

m

Mpunata Koopawxatopb::
ﬁ'_‘ Mos cets Tun ViPNet cetn nKﬂ“EHT"“
i lonbsoBaTenu:
p CUSTOM 4.X
oo fosoperme com a3 moei ceT
! Coordinator 1
E v:“ AAMWHWCTPUPOEaHWE
o3 goBepeHHO ceTh |3
Coordinator 1 -

Pucyrok 22. [logepeHHas cemeo

C NMOMOLLBHO CChIJIOK Ha MaHean NPOCMOTPa Bbl MOXEeTE CO3AaTh UAN OTMPaBUTb NCXOASALLYHO
MexceTeByto MHPOPMaL Mo AMbo 06paboTaTb BXOAALLYHO MeXCETEBYHO MHPOPMaLMIO.

[ lpeacTaBneHne «<AAMUHUCTPUPOBAHMEY

[Ans ynpaBaeHWs yUeTHbIMW 3annciMmn ajMUHUCTPATOPOB M MPOCMOTPa XypHasoB nporpammsl ViPNet
LleHTp ynpaBneHus ceTbto BoibepuTe NpeactaBieHe AAMUHUCTPUPOBAHME.

[E=1 EoN ===

|:sl ViPMet Administrator [LlenTp ynpaenerua cetero] - Administrator

Moa cete  [Josepernwie cet Jlwuenswa  Bug  Cepeuc  Cnpaska

= )
n_l—'w: Cnpasounuin w knodn ¥ gy MexceTesan undopmauma ~

1z YueTHule zanuon (1)

E )

LB Kyprano ayawra (11) A

Mma

KypHankl TPEHCNOPTHLIX KOHEEPTOE | H

7] Bce oTnpaensHHmie/nony-enHsIe KoHBEpTH CeTeBora Yana
{F] 3anpoce! Ha wsgaHMe cepTMOMKATOS OT Y3N0E CEOSRA CETH
{F] 3anpoce ot ueHTpa perncrpauy

{F] Otnpaexa knroueli nonssosatens

i E| Ornpaeka karouei ysna

.
e Mon cets

)
£ AloBepenHbie ceTn

HE| Ornpaeks mMexceTesal UHDBOpMaLUK

{7 Otnpaeka obHoBneHd NporpaMMEore obecnederns
— {F] Omnpaexa cnucka aHHyMposaHHEL cepTRdMKATOR
’___¥l:_‘ AQMAHMCTPIUPOEaHME {F] Crnpasxa cnpasourvkos

HE| OTnpaeks CNpasouHMKDS 1 KNOHER

E Mpyem MexceTesol MHGopMaLWKM

PucyHok 23. [lpocmomp xypHaaoe npozpammsl ViPNet LijeHmp ynpaesieHusa cemeto
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Ha naHenn HaBuraumm ByayT oTobpaxkeHbl chedytolne pasgens:

e YueTHble 3anucu (CM. YnpaBsieHne yYeTHbIMU 3anncaMu agMUuHUCTpaTtopoB). B aTom pasaene Bbl
MOXEeTe Co3/aBaTh U YAaNATb yUeTHble 3anncn agMuHucTpatopos nporpaMmel ViPNet LieHTp
yrnpaB/eHWs CeTbtO.

o DKypHanbl TpaHcnopTHbIX koHBepTOoB (ddd). B 3TOM pazgene Bbl MOXKETE MPOCMOTPETb UCTOPUIO
obMeHa cyxebHbIMY KOHBepTaMu ¢ ceTeBbiMU y3namu ViPNet.

e XypHanbl ayauta (ddd). B 3Tom pasgene Bbl MOXeTe MPOCMOTPETb XXyPHabl CUCTEMHbIX COBLITUIA
nporpammebl ViPNet LieHTp ynpaeieHus ceTbto.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMuHUCTpaTopa | 57



Cozaanme cetn VIPNet: mopsaaok
NeVCTBNM

Yrto6bl co3sath 1 HacTpouTb pabotocrnocobHyto cetb ViPNet ¢ nomolubto nporpammbl ViPNet LieHTp
yrpaB/ieHWs CETbIO, BbIMOJHUTE AENCTBUS U3 NPUBEAEHHOrO HUXE CrmcKa.

Tabauya 1. NocnedosamensHocme delicmeauli npu co3daHuu cemu ViPNet

[JelictBre

CnnaHupywTe cTpykTypy byayuien cetn ViPNet,
onpezennte Heo6XoAMMOe KONMUECTBO CETEBbLIX
06bEKTOB U CBA3EN MeXAY HUMK, BbibepuTe
nporpaMMHoe obecreyeHne s YCTaHOBKW Ha
CETEBbIX Y3/1aXx.

Y6eanTech, UTO NMMLEH3NOHHbIE OrpaHNYeHUs
MO3BOJIAIOT CO34aTb Tpebyemyro CTPYKTYpy cetu. Ecam
BaLla JIMLIEH3Ws MOAJEPXKMBAET NEPaAPXMIO CeTeN
ViPNet, npu HeobxoaMMOCTV NepepacnpeaenvTe
JNINLLEH3UNOHHbIE OTPaHNYEHUS.

CosganTe cTpykTypy cetu ViPNet ¢ nomoLLbro MacTepa

anI HEO6XOAI/IMOCTI/I N3MEHNTE CBA3N MeXAY
CeTeBbIMU y3/1aMU 1N NONb30OBaTE/IAMA

Mpw HeobxoAMMOCTY f06aBbTE Ha CETEBbIE Y3/1bl POU
W 3ajaliTe CBOWCTBa posiei

Mpv HEOBXOAMMOCTY HAaCTPOWTE TYHHENMPOBaHWE
OTKPBbITbIX Y3/I0B KOOPANHATOPaMM

I'Ile HeO6XO,D,VIMOCTI/I AO6aBbTe Ha CeTeBble y3/1bl
AOMONHUTENDBbHbIX nosb3oBarenen

Ykaxwurte IP-agpeca nam DNS-vmeHa koopanHaTopoB

3apaiiTe napaMeTpbl NMOAKIOYEHNS CETEBBIX Y3/10B K
BHELLHeWn cetn

Co3paiiTe CNpaBOYHUKN, KOTOPble HEOBXOANMBI /15
CO3AaHuA ANCTPUOYTVBOB KAtOYel B Mporpamme
ViPNet YaocToBepsaowWwmin U KNHOUYEBON LLEeHTP

Ccbinka

Cm. gokymeHT «Pa3BepTbiBaHMe ceTn
ViPNet. PykoBOACTBO agMUHMCTpaTOpa»

MpoCcMOTp CBEAEHWI O ANLLEH3UN ANs
CBOEW cetu

PacnpegeneHmne obLuen nmueH3nm
MeXay CeTaMu

Co3paHue cTpykTypbl ceTn ViPNet ¢
MOMOLLbIO MacTepa

M3meHeHve cBszeln MexXAy CeTeBbIMM
y3namm

N3meHeHwe cBA3er mexay
MoJib30BaTENAMM

[lobaBneHve ponen Ha ceTeBbIe Y3/bl

Hactpovika TyHHenmpoBaHus

,D,o6a BJIEHNE NONb30BaTeIA

3ap,aH|/|e ajipecoB CeTeBOro ysna

Hactpoiika napamMeTpoB NOAK/IOYEHNUSA
K BHELLHEen cetun

Co3paHue cnpaBOYHNKOB
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MpumMeyaHue. HekoTopble AeNCTBUA N3 CNUCKa He ABAAIOTCA 06s3aTeNbHbIMU.
Heo6Xx0AMMOCTb BbIMOJIHEHUSA 3TUX AENCTBUIA 3aBUCUT OT TPEHOBaHUI, KOTOPbIE
npeabaBAAtOTCA K co3gaBaeMon cetv ViPNet, 1 IMLEH3MOHHBIX OFpaHUYeHNI.

Mocne Toro kak B nporpamme ViPNet LleHTp ynpaBaeHus cetbto ByAyT co3AaHbl CNPaBOYHUKM, B
nporpamme ViPNet YaocTtoBepstomii U KNHOUEBON LEHTP CO34anTe ANCTPUBYTUBDLI KIHOYeR As CETEBbIX
y310B. MNoapobHee cM. sokyMeHT «ViPNet YaocToBepsitowmii n kntoueBon LeHTp. PykoBoacteo
agMUHUCTpaTopa».

Ha KomnbtoTepax, KoTopble A0/XHbI ObITh BKAtOYEHbI B ceTb ViPNet, yctaHOBUTE BbIbpaHHOe
nporpammHoe obecneyeHune ViPNet. 3aTeM Ha 3T KOMMbIOTEPbI YCTAaHOBUTE CO3AaHHbIE B
YaocToBepstoLeM 1 KIOUEBOM LiEHTPE ANCTPUBYTMBLI Katouel. [pu 3ToM AnCTpUbYTMB KAtoveh Ans
ceTeBOro y3na — LleHTpa ynpaBneHuns ceTbio JONKeH bbiTb YCTaHOBAEH Ha KOMMbIOTEDP, Ha KOTOPbIA
yCTaHOB/EeHO cepBepHoe npunoxeHune ViPNet LieHTp ynpaeaeHus ceTbto.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMuHUCTpaTopa | 59



CosaaHme ctpykTypbl cetn ViPNet ¢
MOMOLLBHO MacCTepa

Ecam npu nepeom 3anycke nporpammel ViPNet LieHTp ynpaeneHuns ceTbto B okHe Hauano paboTbi ¢
ViPNet LleHTp ynpaBneHus ceTbto 6bi1 BbiIOpaH BapnaHT ChopmMmnpoBaTh CTPYKTYpPY 3alLULLEHHON CETU
aBTOMaTMueckn, byaet 3anyuieH mactep CosaaHue cetn ViPNet, c nomoLbto KOTOPOro MoXHO
chopmmpoBaThb CTPYKTYPY CETU U HACTPOUTL €€ OCHOBHbIE NapaMeTpbl.

B cnyyae Heobxoammoctn mactep CosgaHue cetn ViPNet MOXHO 3anycTuTb U3 r1aBHOrO OKHa
nporpammel ViPNet LieHTp ynpaeneHus ceTbto. s 3Toro B MeHo Mos ceTb BbibepuTe nyHkT Co3aaTb
cetb ViPNet.

BHumaHme! Ecav B nporpamme ViPNet LieHTp ynpaBaeHus ceTblo yxKe CylecTByeT
A cTpykTypa cetn ViPNet, B pe3ynbtaTe paboTbl MacTepa oHa ByAeT yaaneHa v 3aMeHeHa

HOBOW CTPYKTYPO.

Ans cozpanna cetn ViPNet ¢ nomoLlpto MacTepa BbIMOAHUTE Cliedytolime AeACTBUA:
1 Ha nepsoli ctpaHuue MacTepa Co3aaHue 3awmweHHoi cetn ViPNet HaxxmuTe kHonky Janee.
2 Ha ctpaHuue KoopanHaTtopbl 3awmweHHol cetn ViPNet BbinoaHuTe cnegytolime aeicTBUS:
o B cootBeTcTBYtOLLEM NONE YKAXUTE XeNaeMoe KOAN4ecTBo koopamHaTopos B ceTn ViPNet.

o B none ®opmart MMeEHM KOOPAVHATOPOB BBEAMTE MACKy UMEHW A1 CO34aBaeMbIX
KOOPAMHATOPOB.

o 3apante poau (cM. Ponu ceTeBbIX y310B), KOTOpble ByAyT Ao6aBAeHbl Ha KOOPAMHATOPbI MPU NX
CO3JaHunK, YyCTaHOBMB A/151 3TOr0 COOTBETCTBYHOWME daaxKu. 1o ymMonyaHuto BbiGpaHsl poau
«[MporpammHbIn VPN-koopgunHaTop», «O6MeH coobLueHnammn n dannamm».

Mpumeyanue. Mpu gobaBneHNN Poan C NOMOLLLIO MacTepa Bbl HE MOXeTe BbibpaTb

AOMOJIHUTE/NIbHbIE OFPaHUYEHUs MO BEPCUU U MEePUOAY UCMOIb30BaHNA COOTBETCTBYHOLLErO

nporpaMMHoro obecneyeHus. Bepcum n neprog Mcnoab3oBaHUA ycTaHaBANBAEMbIX MPOrpamm

B 3TOM C/ly4ae onpeaenstoTcs obWmnmMmn orpaHMUYeHnaMY, 3aaHHbIMY B INLIEH3UW AN Y3108
cetn ViPNet.

Ecnu Bawen anueHsmnent Ha ceTb ViPNet ans ponei npefycMOTpeHbl JONMOAHUTENbHbIE

OrpaHuYeHus, Bbl MOXETe YNpaBasaTb UMW NOCAe CO3AaHnaA CTPYKTypbl ceTn ViPNet

(cM. VI3meHeHne cnucka posieii ceTeBOro ysna).

Ecan BbibpaHo gobasnerne ponn «lporpammHbii VPN-KoOpAnHATOP», Bbl MOXETE N3MEHUTb
ANA 3TUX pOoNert ypoBeHb MOJHOMOUMI Nosib3oBaTens. [ia 3Toro wenkHUTe CCbliKy napamMmeTpbl
W 3afilaiTe HYXXHbI YPOBEHb NMOJIHOMOUYMNIN NOJIb30BaTeNen (CM. I3MeHeHMe YpOoBHSA
NOJHOMOUYMI NOAb30OBaTENS).
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Ecnum BbibpaHo fobaBneHne ponn «O6MeH coobLueHnaMU 1 darnaMm», LLLESKHUTE CCbIKY
napameTpbl W 3ajanTe napamMeTpbl 3Ton poau (cM. Hactpolika napametpos posau «ObmeH
coobueHnamn n barinamm»). Mo ymonyaHuto paspetleH 1 Gpannosblii o6MeH, 1 06MeH
COOBLEHUAMM.

Coszpanne cetn ViPMet

ﬁ | KoopauHatope! zawmiyeHHon cetn ViPNet

P

3apaliTe KONMYECTES KOCPANHATOPOE 8 Bawed ceTw VIPNet, dopmat ux MmeH v ponw, KoTopsle ByayT
A0BABNEHE! UM NPH COZAAHNMN.

Konudecteo koo, PAWHATOPOE: %:

DopMaT MMeHM KOOPAMHATOPOE: Coordinator %aHomepis

Jaromepe - NOPAGKOELIA HOMEP KOOPAWMHATOPA

Pon W, KOTOPBI2 MOXHD AGGEEI MTb H3 COSA3E3EMBIE KOODAWHATOPDGL

Mparpammysf VPN-koopavnatop (napameTpe) A Pons momHe A4063EWTE TONBKS HE 3 y3na

[ « Hasan |[ lanee » | [ Ctmena

PucyHok 24. 3adaHue koopduHamopos npu cozdaHuu cemu ViPNet

|tz Ceotictea ponu: Mporpammueiii VPN-koepauHaTtop @I

[] KoopanHaTop ABAAETCA 3aLLUMLLEHHEIM MHTEPHET- LLHO30M
[*] 3agate nonHomMouna

MakcumansHele

Cpearune

MuHUManEHEIE

CI'IELI,II aneHbIE

[ QK |[ OTtmeHa |

PucyHok 25. 3adaHue napamempos poau "lpoepammHeili VPN-koopduHamop"
MNMocne 3agaHna KoaM4ecTBa KOOPANHATOPOB M UX MapaMeTPoOB HaXXMuTe KHOMKy [flanee.
3 Ha ctpanuue KnuneHtbl 3awuiieHHoi cetn ViPNet BbinonHuTe cregytoline geicTeus:

o B COOTBETCTBYHOLLEM MONE YKAXKNTE KOJINHECTBO KNNEHTOB, KOTOPbIE AOXKHbI ObITb
3aperncTpupoBaHbl Ha Ka>XA0M KOOpAMHAaTope.

o B none (DopmaT WMEHU K/INEHTOB BBEANTE MACKy UMeHU ANid CO34aBaeMbIX KITNEHTOB.
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o 3apgaiite poaun (cM. Poin ceTeBbIx y310B), KOTOpble 6yayT A06aBAEHbI Ha KAVEHTbI NP KX
CO3/@aHNK, YCTAHOBMB A8 3TOFO COOTBETCTBYoLME dGaxKy. Mo yMoayYaHuio BbI6paHbl poam
«VPN-knmeHT» 1 «Business Mail».

Ecnum BbibpaHo pobasneHune ponent «VPN-kaneHT» nan «Business Mail», yctaHoBuWTe ans
BblIBpaHHbIX PONEN YPOBEHb NMOJIHOMOUNIA Noib30BaTeNen (CM. VI3MeHeHVe ypoBH#
MoJIHOMOUMI noab3oBatens). [1o yMoauaHuo A1 BCeX POJieln yCTaHOB/EHbl MakCUMasibHble
NoJsIHOMOUMSI.

Ecan BbIGpaHo fobasneHne ponn «ObMeH coobLeHnAMU 1 Gpaltnammn», 3aganTe napameTpel
3TOM poau (cM. HacTpoiika napameTpoB poan «ObmeH coobuleHnsamu u dannamm»). Mo
YMOJIYaHWIO paspeLleH n GannoBblili 0OMeH, 1 OBMeH COOBLLLEeHUMM.

Cozpavne cetn ViPNet
’. | KnmenTsl 3aimieHHol cetn ViPMet

3aAaiTe KONMYECTED KNMEHTOE 38 KOOPRAMHATOPaMM, HOPMAaT UK MMEH W PONK, KOTOPBIE ByayT AoBaBNEHbI HE HUX
NpH CO3AaHNM.

Konw4ecTeo KNMEHTOE 33 Kawabim (] I
El [MEKCHMaENEHOS KONWYECTED - 32708)
KOOpAUMHAETOPOM:

DOPMET MMEHM KIMEHTOE: Client %HoMep%

Y¥eHomepo - Homep KOOPAWHAETOPAE, 34 KOTOPBIM CTOWT KAMEHT,

pGJ’IIﬂ_. KOTOPBI2 MORHD AGEEEIHT!: Ha COZA3E3eMBIE KNWEHTHI!

VPN - kNWeHT (MaKCHMANEHBIE MOAHOMOYKA) AN Pone mowHo 8oBaBWTs Tonbko Ha B y3nos
Jencean nouta (MaKCUMAaNkHEIE NOAHOMOUYKA] L\ Ponk moxHo A0BaBMTE ToAsKo Ha B y3nos
| CryptoService (MakcvmanbHbIe NOAHOMOHNA)

[ safeDisk

[C] vipNet SDK

[ « Hazag |[ danes = | [ OTmeHa

PucyHok 26. 3adaHue kaueHmos npu cozdaHuu cemu ViPNet
Mocne 3afaHns KOIMYECTBA KANEHTOB U X NapaMeTpOB HaXXMuUTe KHOMKY flanee.

Ha ctpaHuue CBA3m Mexay obbekTamu 3awmieHHon cetu ViPNet Boibepute Hy>XHbIN TUM CBA3M
Mexay 3allMLLieHHbIMY y31amu. [To ymonuaHuto BbibpaH BapuaHT CBA3aTh BCE CETEBbIE Y3bl.

He3aBncMO OT BbIOpaHHOrO TUNa CBS3eN, MeXAY BCEMU KOOpAMHaTopamu ByayT obpa3oBaHbl
MexcepBepHble KaHasbl. Kaxablli KIMeHT ByaeT CBA3aH CO CBOUM KOOPAMHATOPOM, U KaXAbIi
ceTeBOW y3en byzaeT cBa3aH ¢ LieHTpoM ynpaBaeHus ceTbto. Ha Kax bl co3aaHHbIN y3en byaet
fobaBneH oAMH Nosb3oBaTesb, UMA KOTOPOro COBMajaeT C MMEHeM CEeTeBOro y3na.

PekomMeHayeTca 3agaTb CBA3N MEXAY NOJb30BaTENAMUN CBA3AHHbIX CETEBbIX Y3/10B, A/ 3TOro
yCTaHOBWTE COOTBETCTBYHOLWMI dnaxkok. [laHHaa cBA3b HeobxoAnMa, UTOObI MONb30BaTENN MOTN
BECTV KOHOUAEHUMANBHYO Nepenucky apyr ¢ Apyrom B nporpamme ViPNet [lenosas noura.
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Cozpanne cetn ViIPNet

H - Ceazn Mexay 06beKTamu 3alnweHHor cetn ViPNet

Fa-

Mexay Bcemn koopguHaTopami ceTk ByayT oBpa3oBatbl MeKCEpPBEEPHbIE KaHabl,
YraiuTe, Kakue CBA3N HeoDXoOMMO CO34aTh MENAY KOOPANHATOPAMM W KIMEHTAMMN CETH.

9 CprzaTb BCe CETEBLIE Y3MbI

NMo6oii ceTesoi y3en (KNMeHT, koopguHaTop) ByAET MMETE 3ALMLIEHHBIR KAHAN CBAZN C NFoBBIM ApyTiMm
CETEBLIM Y3NOM.

CBAsaTh BCE KIMEHTDI Kamaoro KoopanHaropa
Boe KAMEHTRI Kawaoro KQOpPAWHaTO RS S}TA}'T HMETE 3FWMILEHHEIE K3H3ABI CBAZW gPYT C 4PRYTomM,

Ceasate Kﬂ)l(ﬂblﬁ KWMEHT CO CBOWM KOOPAWHATOpOM

KE)K"J,bIﬁ KAWEHT ﬁyﬂ,ET CEA3AH JaWMWILEHHBIM KaHANOM TONBKD CO CEOWMM KOOPAMHATODOM,

Ha kamabli co3gaHHeli ceTeBol y3en BygeT gobaBneH 0guH MONL3OBATENE C MMEHEM, COBNAAAIOWMM © UMEHEM
CETEBOND Y3Nna.

¥cTaHoBWTE CBASL MER LY NONLI0EATENAMKA CBA3AHHDIX CETEBRIX YINO0E.

[ « Haszag |[ [anee » l [ OtmeHa

PucyHok 27. 3adaHue csszeli mexdy obvekmamu cozdasaemoli cemu

HaxxmunTe kHonky [Janee.

Ha ctpaHuue Moarotoska k co3aaHuto cetn ViPNet 3aBeplueHa ybeautecs B NpaBuabHOCTU
napameTpoB CO3/jaBaeMOW CeTU, 3afiaHHbIX Ha NpeaplAyLLMX CTpaHMLax MacTepa.

Ecav Bbl xoTuTe, YTOObI MO OKOHYAHNM pa6OTbI MacTepa OblIM aBTOMATUYECKM CO3/4aHbl
CNpaBOYHUKN, YCTaHOBUTE COOTBeTCTByI-OLIJ,I/IIz q)ﬂa)KOK.
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Cozpanne cetn ViIPNet

| | MoaroToeka k cozgaHuie cetk ViPNet 3aBepluieHa

Bce rotoBo ana cosganma sawmwenHoin cetn ViPNet

EyaeT cozgada ceth, 0BbeKTaMW KOTOROH ABNAKITCA:

- 2 koopawvHatopa

- 10 knwenToB (No 5 33 KAXKABIM KOOPAWUHATOPOM)

- Uentp ynpaenenna ceTeto Ha kanenTe "Client 1-1"

- 12 nonbsosatensi (Mo GAHOMY Ha KaM4OM CETEBOM y3ae)

Mesxay ofbextamu ceTh ByayT YCTAHOBNEHE! CAEAYIOLNE CEAIM:

- Bee KOOPAWMHATOPEI CEA3AHBI MEMCEPBEPHBIMM KaHaNAMK

- NioboW ceTesor y3en cBA3aH ¢ MOOLIM APYTMM CETEBLIM Y310M

- MonbsoBatenw cBAIAHHLIX CETEBLIX Y3N0B CBA3AHLI MeXLY coboi

I:l Cosgate CNP3Bo4YHHKN ANA CETEBLIX Y3N0B

[ « Haszag |[ [anee » l [ OtmeHa

PucyHok 28. 3asepuwieHue nodzomosku k cosdaHuro cemu ViPNet
HaxxmunTe kHonky [Janee.

6 T[loasuTca okHo Co3gaHue cetn ViPNet ¢ npegynpexaeHnem o Tom, uto ceTb ViPNet 6yaeT co3gaHa
3aHOBO. YcTaHOBUTe GAaxkoK YaanuTb CTPYKTYpy paHee CO34aHHOM CeTU 1 HaXxKMUTe KHOMKY
Co3paTtb ceTb.

7 Tlocne TOro Kak Npouecc co3paHus ceTn byaeT 3aBeplLueH, Ha cTpaHuLe Co3aaHme 3alunLLeHHON
cetn ViPNet HaxxmuTe kHonky Oanee.

8 Ha ctpaHuue 3awmweHHas cetb ViPNet co3gaHa Haxxmute kHonky FoToBo, UTOObI 3aBEpPLLUNTD
paboTy macrepa.

B pe3ynbTtaTe byaeT co3gaHa cnegytollas cTpyktypa cetu ViPNet:
e Ha Kaxaom ceTeBOM y3/e byseT co34aHO NO OAHOMY MOb30BaTeNto.
e [lepBblil CO3aHHbIV KIMEHT ByaeT 3aperncTpupoBaH Kak LieHTp ynpaBieHus ceTbto.

. Me>K,£I,y CeTeBbIMU y3/1aMU 6yAyT O6pa3OBaHbI CBA3U, TN KOTOPbIX 6bin YKa3aH npwu yCtaHOBKe.

Mocne Toro kak B MacTepe chopmmnpoBaHa NePBMUYHAA CTPYKTypa 3aLUMLLEHHON CETU, MOXHO NPUCTYNaTh
K HacTpoOlKe NapamMeTpOB CETeBbIX Y3/10B U Nosb3oBaTesnel. MogpobHee cM. pasgensl Hactpoiika
napameTpoB koopauHaTopa, HacTpoiika napameTpoB kaneHTa, Co3gaHne nosib3oBaTens U HacTpolika ero
napameTpoB.

Mocne co3paHma cTpykTypbl ceTu B nporpaMmme ViPNet LieHTp ynpaBieHUs ceTbto cO34anTe CnpaBOYHUKM
(cm. Co3gaHme cnpaBoyHuKkoB). anee B nporpamme ViPNet YaoctoBepstowmii 1 KAHOUYEBOW LEHTP
co3zanTte ANCTPUBYTUBLI KNtOYEN ANs CETEBBIX Y3/10B U NepejanTe ux JOBEpPEeHHbIM CNOCO60oM
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nosib3oBaTeNsM ANS YCTaHOBKM Ha ceTeBblx y3nax ViPNet (nogpobHee cM. gokymeHT «ViPNet
YA0CTOBEPSAIOWUIA U KNHOUEBOW LLEHTP. PyKOBOACTBO aAMUHUCTPATOpPa»).
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YnpasneHue cetbro ViIPNet

OcHoBHble BO3MOXHOCTM nporpammbl ViPNet LieHTp ynpaBaeHus cetbto
YnpasneHue yyeTHbIMU 3anncaMmn ajMMHNCTPaTOPOB

HacTpolika napameTpoB nporpamMmbl Mo yMOAYaHMIO

MpoBepka KoHbUrypauum cetn

Co3pgaHure oTyeTa O CTPYKType cetu

OtnpaBka OOHOBAEHWI Ha CeTeBbIe Y3/bl

Pe3epBHOe KONMpPOBaHWe 1 BOCCTAaHOBIEHWNE JaHHbIX
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OCHOBHbIE BO3MOXHOCTM
nporpammbl ViIPNet LieHTp
VYNPAaBAEHNA CETbHO

OcHoBHble dyHKLMKM NporpaMmbl ViPNet LieHTp ynpaBaeHuns ceTbio, KOTOpbIE Bbl MOXETE UCMOb30BaTh

A1 yNpaBAeHUA Ballel CeTbio, MepeyncieHbl B creaytollen Tabanue. PyHKLUMM pa3buTtbl Ha Tpu

KaTeropuu: ynpaeneHue csoeit cetbto ViPNet, B3aumogenctame ¢ gpyrumm cetsamm ViPNet,

aAMVHWUCTPATVBHbIE GYHKLMW NPOTPaMMBbl.

Tabauya 2. OcHosHble 803MOXHOCMU npoepammel ViPNet LleHmp ynpasieHus cemeto

KaTteropwms

YnpaBneHve cBoen
ceTbto ViPNet

B3aumogeiicteue ¢
APYTUMH CEeTAMM
ViPNet

DyHKLMA

CosgaHune HoBow ceTn ViPNet

[JlobaBneHue v ysaneHve ceTeBbIX y3/10B,
HacTpolika 1Ux CBOWCTB

[JobaBneHue, yaaneHne 1 HacTpolika CBOWCTB
nosab3oBarenem

OTnpaBka Ha ceTeBble y3/bl OGHOBEHWNN
CMPaBOYHUKOB U KNtOYEN

OTnpaBka Ha ceTeBble y3/bl OGHOBAEHMI
nporpaMmmMmHoro obecneuerus ViPNet

OpraHu3aLums MexceTeBoro B3avMogencTBns ¢
Apyrumu cetamm ViPNet

M3meHeHwme cBsizeli mexxay obbekTamu cBoei
ceT N obbekTaMu foBepeHHbIx ceTein ViPNet

O6MeH MHpopMaLumel 06 U3MeHeHNM
napameTpoB MEXCETEBOIO B3aMMOAENCTBUSA C
aAMWHMCTpaTOpamMn JoBepeHHbIX ceTelt ViPNet

PacnpeaeneHne NMLEH3NOHHBIX OFpaHUUYeHNI
N5 MOAYNHEHHbIX CETEN MPU HaANUMK
NNLLEH3MK, KOTOpas MpejanonaraeT co3jaHune
nepapxmyeckon cucrembl cetert ViPNet

Co3gaHue v yaaneHne yyYeTHbIX 3anmcelt
agMuHucTpaTtopos nporpammel ViPNet LieHTp
yrnpaBieHnsa ceTbio

Ccbinka

Co3paHue cTpykTypbl ceTn ViPNet
C MOMOLLbIO MacTepa

HacTpoiika napaMeTpoB ceTeBbIX
y3noB

Hactpolika napametpos
nosb3oBaTenel

OTtnpaBka cNpaBOYHNKOB U
KntoYel

O6HoBAEHMNE NPOrPaMMHOro
obecneveHus

OpraHusaumnsa MexceTeBoro
B3aMMOJENCTBUSA

Vi3meHeHMe cBA3en ¢ ob6bekTaMu
LOBEPEHHOW CEeTM

OTnpaBka MexceTeBoWn
NHPopmMaL

PacnpeseneHue obLien AnLeH3nn
MeXay cetamu

YnpasneHne y4YeTHbIMY 3anmcamm
aAMUHNCTPATOPOB

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKoBOACTBO agMUHMCTpaTOpa
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AAMVHNCTPATUBHEIE [ cv0Tp ypHANOB ayAUTa CHCTEMHBIX XypHansl ayanTa

GyHKLMM cobbITnii nporpammsl ViPNet LieHTp
yNpaBieHus CeTbio

MpocmoTp XypHanoB obMeHa TPaHCMOPTHbIMU  DKypHabl TPaHCMOPTHbIX
KoHBepTamu mexay LleHTpom ynpasieHunsa KOHBEPTOB
ceTblo 1 ceTeBbIMM y3n1amm ViPNet

PesepBHOE KONMpPOBaHMe N BOCCTaHOB/EHME Pe3epBHOe KonvpoBaHue
JaHHbIX nporpammbl ViPNet LleHTp BOCCTaHOB/IEHWNE AaHHbIX
yrnpaB/ieHVA CeTbHo

3arpy3ka HOBOM fnMLeH3MKn Ha ceTb ViPNet O6HoBNEHME NINLIEH3MN
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YrpaBaeHue y4eTHbIMK 3arnncamm
AAMUHUNCTPATOPOB

MHorononb3oBaTenbckas paboTa B Mporpamme

Mporpamma ViPNet LieHTp ynpaBieHuWs ceTbo NO3BOAET CO34aTb HECKOJIbKO YUYETHbIX 3anucen

AAMUHUCTPATOPOB (CM. CO3AaHVIe yHGTHOI;I 3ar||/|cm). DTa BO3MOXHOCTb NOJIe3Ha B TOM cnyyae, eCqin B

cetn ViPNet HeckoaIbKO aiMMHNCTPATOPOB, MeXAY KOTOPbIMU pacnpeseneHbl 0643aHHOCTU MO

YMpaBJeHWIO CTPYKTYPOU CETH.

Hannume HeckoIbKMX YUETHbIX 3anncelt afMUHUCTPATOPOB AAET CleAytoLLe NperMyLLecTsa:

Heckonbko agMUHUCTPATOPOB MOFyT paboTaTe B MHOTOMOJ/Ib30BATE/IbCKOM PEXMME, OJHOBPEMEHHO
NnoAKAYasnCh K cepBepHOMY npunoxeHuto ViPNet LleHTp ynpaBieHns ceTbio CO CBOMX paboumx
MecT.

[JencTBus KaxAoro agMMHUCTPATOpa PErMCTPUPYIOTCS B XXypHasie ayamTa CUCTEMHbIX COObITUI
nporpammbl ViPNet LieHTp ynpaBneHus ceTbto (cM. XKypHanbl ayguTa), 4to obecneymsaet
NPO3pPayYHOCTb B YNPaBAEHUN CETbIO.

Mpun pabote nporpammbl ViPNet LleHTp ynpaBaeHns ceTbto B MHOrON0J/Ib30BaTe/IbCKOM pexXmMe

[ENCTBYHOT CieflytoLLMe OrPaHNYEHUS:

HeBO3MOXHO O4HOBpPEMEHHOE NOAKNHYEHNE HECKOJIbKUX KTMEHTCKUX I'Ipl/lJ'IO)KGHVIVI OT MEHN
OAHOI\/JI y‘-IeTHOI7I 3annmcnm agMMHUCTpaTopa.

Echm B OAHOM M3 3anyLWEeHHbIX KTNEHTCKUX I'IpI/IJ'IO)KeHI/Il‘/‘I BbIMONHAETCA ANNTE/IbHAA ONepaund, Takad
KakK co3faHune CrnpaBOYHUKOB ANnA 60/1bLIOro KOJNYECTBa Y310B, B APYTNX KNNEHTCKUX MPUNOXKEHNAX
6ﬂOKMpyeTCﬂ BO3MO>XHOCTb AO6aBﬂFITb N ypanatb O6'beKTbI, M3MEHSATb X CBONCTBA. TeM He MeHee,
CBOWCTBA 06bEKTOB AOCTYNHbI ANd NPOCMOTPa.

Ecam B 04HOM 13 3anyLLeHHbIX KIMEHTCKUX MPUNOXEHWI BbINOJIHAETCS CO34aHNE CTPYKTYPbl CETU C
MOMOLLIbIO MacTepa WK 3arpy3ka CyLLeCTBYHOLLEN CTPYKTYPbl CETU, B APYrUX KIUEHTCKMX
NPUAOXEHUAX BCe AaHHble ByayT 3a610KMPOBaHbl KaK A/ U3MEHEHWS, TaK U AN UTEHUS.

Co3/aHne YUYEeTHOM 3anmncu

YT06bI CO34aTb HOBYHO YUETHYHO 3anuncb agMuHUCTpaTopa nporpammbl ViPNet LieHTp ynpaBaeHus ceTblo,

BbINOJIHUTE CefytoLLMe AeNCTBUA:

1

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbro Boibepunte npescraBaeHme
AaMuHUCTpUpOBaHuMe.

2 Ha naHenn HaBurauunmn BolibepuTe pa3gen YUueTHble 3anucu.
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3 B pa3jsene YueTHble 3an1cK Ha NaHeu UHCTPYMEHTOB HaxxmuTe kHonky ks, Otkpoertca okHo Hogas

y4yeTHaA 3anuchb.

|z Hoeas yuerHan sannce

nas:

Mapone:
Moareep#aeHne:

Onuncanne:

1| YKaxmTe napameTpbl HOBOW YYETHOW 3anmc

(el

Admin2

Bropoii agmuHnctpatop cety ViPNet]

[ Cozgate |[ OTmeHa |

PucyHok 29. Co30aHue Hogol ydemHol 3anucu adMuHuUcmpamopa

4 B none Nms 3againte nmsa yyeTHoW 3anuncun. B ganbHenueM MMsa y4eTHOR 3anmncu He MOXeT BbITb

N3MEHEHO.

5 B COOTBETCTBYIOLLMX NOJSAX 3aaliTe NapoOib YHETHON 3anucy U NOATBEPAUTE €ro.

o N o

VIMEHM 3TOM 3amnuncu.

Ecnv Tpebyetcs, B none OnucaHve BBegUTE KPaTKOE OMUCaHNE YUETHOM 3anmncu.

HaxwmwuTe kHonky Co3paTtb. HoBas yyeTHas 3anuck byget sobaenaeHa B CMCOK.

CoobwunTe UMA 1 Napoab CO34aHHOW YYETHOW 3anncy agMMHNCTPaTOpPY, KOTOPbIA ByaeT paboTaTtb OT

B uensx obecneueHns 6e3onacHOCTU NOC/Ie NepPBOro BXoAa B NpOrpamMmmy OT MMEHW HOBOWN yYeTHOW

3anncy noABUTCA OKHO ANA CMEeHbI Napons. be3 nameHeHns naposia npoAo/DKEHNE pa6OTbI 6yAeT

HEBO3MOXHO.

YaaneHve yuyeTHOM 3anmcu

Ecnn kakas-nnbo yueTHas 3anvck agMuHUcTpaTopa nporpamMmbl ViPNet LleHTp ynpaBaeHus ceTbro

bonblue He NCNOoNb3yeTca NN ecnn Tpe6yeTc9| 3anpeTnTb o6na,c|,aTemo y‘-IeTHOI7| 3anuncm BXo B

nporpamMmmy, Bbl MOXeTe yAa/InTb YYETHYHO 3annCb. ﬂ,]’lﬂ 3TOro BbINOJHUTE Caeayrouine AEVICTBMHI

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Boibepunte npescraBaeHmne

AaMUHUCTpUpOBaHuUe.

2 Ha naHenn HaBurauunmn BolibepuTe pa3gen YUueTHble 3anucu.

3 B pa3gene YueTHble 3anucu Bbibepute B CNINCKE OfHY UAN HECKONBKO YYeTHbIX 3anuncen Ans

y4aneHna n HaXkMnUTe KHOMKY x Ha naHennm MHCTPYMEHTOB.

MpumeyaHne. HeBO3MOXHO yAanuTb YUETHYHO 3anncb, OT MUMEHW KOTOPOW Bbl BOLLAN B
nporpammy B TekyLLeM ceaHce paboTbl.
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4 B oKHe NOATBEPXAEHUA HAaXMUTE KHOMKY YAanutb 3anmcn. BoibpaHHble yueTHble 3anncu byayT

yAaneHsbl.

Ecnv yuetHas 3anuck 6bi1a yaaneHa B TO BPeMs, Kak ajMUHUCTPaTOp — BAaZeneL, 3anvcu pabotan B

nporpamme ViPNet LLeHTp ynpaBaeHus CceTbto, B KIMEHTCKOM MPUIOXKEHUN Ha paboyem MecTe 3Toro

aAMUHWCTpaTOpa NoSBUTCA coobLLEeHNE 00 yaaneHnm yUeTHON 3anncy, ganbHenwas paboTa byaet

3absokvpoBaHa. MNocse Toro kak B OkHe coobluyeHns 6yaeT HaxkaTa kHorka OK, knneHTckoe

npuaoxeHne 6yaeT 3aKpbITO.

13MeHeHe Napoas YYeTHOM 3anmcu

AaMuHucTpatop nporpammbl ViPNet LieHTp ynpaBieHus ceTbio MMeeT BO3MOXHOCTb U3MEHUTb NapoJib
TOJIbKO TOW YYETHOW 3anuncy, OT UMEHW KOTOPOW OH BOLLEs B NporpaMmy. ViameHeHve naponen apyrmx

YYEeTHbIX 3anmcert HeBO3MOXHO.

Y106bI M3MEHWTb MNapPOb Ballen yYETHOW 3anuncuy, BbIMOAHWUTE CAeAytoLime AeACTBUA:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto B MeHto CepBuUc BbibepumTe NyHKT CMeHUTb

CBOIA Napob.

2 B okHe CmeHa naposisi B COOTBETCTBYIOLLEM MOJIe BBEAMTE TEKYLLUWI Napob Balleil yYeTHON 3anmcy.

|¢&| Cmena napona

TeryLwii napone:
Hoewiit napons:

MoaTeepxgeHnE:

=l

[ OK | [ OTmeHa

PucyHok 30. CmeHa naposs mekyweli yd4emHol 3anucu

3 3ajaiiTe HOBbIV NapOJ/ib Y BBEAUTE €r0 CHOBA A5 NOATBEPXAEHUS. [aposb JOKEH coaepXKaTb He

MeHee BOCbMW CMMBOJIOB.

Coser. PeKOMEHAyeTCH 3ajaBaTb CJIOXKHbIE Mapoan, cogep>Kalnme He MmeHee BOCbMU
CMMBOIOB, B COCTaB KOTOPbIX BXOAAT 6yKBbI B Pa3HbIX perncrpax, Ll.VIq)pr n

cneynanibHble CMMBOJIbL.

4 Haxmute kHonky OK. [Napoab Balueln yueTHON 3anncy 6yaet N3MeHEeH.
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HacTpomka napaMeTpoB MporpamMmebl|
MO YMOJYAHMIO

[lapameTpbl paboTbl C O6bEKTaMK CETH

B nporpamme ViPNet LleHTp ynpaBaeHus ceTbto Bbl MOXeTe 3a4aTb JOMOAHUTENbHbIE AEACTBUS, KOTOPbIe
6yayT BbINOAHATLCA MO YMOAYAHWIO MPU CO34aHNUN UAW YAaNeHUW y310B 1 nonb3osatenen cetn ViPNet, a
TakXKe BpeMsA MCMO/b30BaHWA CTaporo agpeca KjaneHTa nocae ero perncTpauumn Ha Apyrom
KoopguHaTope.

ﬂ'l'lﬂ HaCTpOI7IKI/1 napamMeTpoB CO34aHnA U yaaneHnA 06BbEKTOB BbINOJAHUTE cnegyrouimne AGIZCTBI/IFIZ

1 B okHe nporpammsl ViPNet LleHTp ynpaBneHus ceTbto B MeHto CepBuc BbiGepuTe NMyHKT
MapameTpbl.

2 B okHe Mapametpbl ViPNet LieHTp ynpaBneHus ceTbto Ha IeBOW NaHenn Bbibepute pasgen Pabota
¢ obbekTamu.

|¢2| Mapamerpel ViPNet LienTp ynpaeneHus ceteo

PaBota ¢ obuekTamm

Ponu HacTpolika npoueccos co34aHMA, MSMEHEHWA W YAaNeHWA OB bEKTOB CETH

HHFIEMETFIbI GBDHECHDCTM) o8 leﬂ CO343HUN y3na ,ﬂ'DﬁEEJ'IHTb H3@ HEFD HOBOMC NONB3CEBATENA

HKypHane
= Mpw yaaneHnn y3na yaanaTe NoNe30EaTENEN, 405aBNEHHBIX TONBKO HA 3TOT y3EN

I:‘ I_Ipln ¥AANEHNK NONB3I0OEATENA YAANATE ¥3Nbl, H3 KDTUprE,ﬂ,DGEEJ’IEH TONBKO 3TOT NONB30BATENE
[] Mpw yaanern nonssosatena us rpynnel NoNb30EaTeNEl YAANATE Er0 CBASL € FPYNNoi

Bpema ncnens3oeaHWa cTaporo agpeca nocne E| u
) .

PEFMCTPALMK Y313 Ha JPYroM KOOpdMHaTope:

PucyHok 31. Mapamempel co30aHusA u yoaneHus obvekmos cemu ViPNet

3 Eowm Tpe6yeTc;| npu co3gaHnMm HOBOTO y31a aBTOMaTU4eCckn co3gaBaTtb AN14 3TOrO y3na
nonb3oBaTensd, y6eAVITECb, YTO YCTaHOBJIEH ¢na>|<0|< I'Ipvl CO34aHUN y3Na AO6aBJ1$|Tb Ha Hero HoBoro

noJsib3oBaTenid.

B 3ToM cnyyae B okHe HoBbI koopauHaTop (cM. [lobaBneHne koopanHatopa) nam HoBbl KANEHT
(cm. lobaBneHne kaveHTa) No ymonyaHuio byaet yctaHoBaeH dnaxok Co3aaTb O4HONMEHHOFO

nosib3oBaTte/ida Ha HOBOM Yy3J1€ aBTOMaTu4yecku.

4 Ecan TpebyeTtcs Npu yaaneHnm y3na aBToMaTMUeckun yaanaTb Nosb3oBaTesien, KoTopble
3aperncTpupoBaHbl TOABKO Ha yAanseMoM y3e, ycTaHoBUTe dsaxcok Mpu yaaneHun ysna ypanatb
nonb3oBaTtesiel, f06aBNEHHbIX TO/ILKO Ha 3TOT y3eJ.

B aToM cnyuae B okHe YganeHue koopamnHaTtopoB (CM. YjaneHve KoopanHatopa) uav YaaneHve
K/IMEHTOB (CM. Y/iasieHre KAneHTa) MO YMOAYaHWIo ByaeT ycTaHoBAeH Gaaxok YaanaTe OgMHOUHbBIX

no/ib3oBaTe/ieil Ha CceTeBbIX y3nax.
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5 Ecau TpebyeTcs npw yaaneHny nonb3oBaTtesis aBTOMaTUYECKU YAANATb Y3/bl, Ha KOTOPbIX
3aperncTpupoOBaH TOJILKO YAansieMblid MO/b30BaTeNb, yctaHoBuTe daaxok Mpu yaaneHum
nosib3oBaTeNs yAaanaTh y3/bl, Ha KOTOpble J06aB/ieH TO/IbKO 3TOT MOJIb30BaTe/lb.

B aTom cnyuae B okHe YaaneHue nosib3oBaTtenen no ymoayaHuto byaet yctaHoBAeH Gpadkok
YpanAtb ceTeBble y3/bl, ANA KOTOPbIX NO/Ib30BaTe/b ABAAETCA €ANHCTBEHHbIM
3aperncTpmMpoBaHHbIM.

6 Ecav TpebyeTcs Npu yaaneHWM NoAb30OBaTENs U3 FPYNMbl Pa3pbiBaTb €ro CBsA3b C 3TON rpynmnow,
yctaHoBuTe daaxok Mpuv yaaneHumn nonb3oBartens us rpynmnbl NoJb3oBaTesel YAansaTb ero cBsb C
rpynno.

B 3TOM cnyyae npu yaaneHmn nonblosaTens U3 rpynnbl (CM. VI3MeHeHve cnvcka yy4acTHUKOB
rpynnbl nNosb3oBaTesieil) B okHe Mosb3oBaTenu 6yAet no yMoayaHUio ycTaHoB/eH Gaaxok Yaanutb
CBAI3U NoJib30BaTeNeN C rpynnomn noJib3oBaTeneu.

7 W3meHuTe, ecam TpebyeTcs, Bpems MCNob30BaHMA CTaporo ajpeca y3na nocsie ero perncrpaumnm Ha
APYrom koopauHaTope (cM. NepeHoc kaveHTa Ha Apyroin koopanHaTtop). Mo ymonyaHuio Bpems
MCcnoab3oBaHua 24 yaca.

8 [lna coxpaHeHus HacTpoek Haxmute kHonky OK.

[TapameTpbl 6630MacHOCTM Y3/10B

C nomoubto nporpammbl ViPNet LieHTp ynpaBieHus ceTbro Bbl MOXETE LLEHTPaJIM30BaHHO HAaCTPOUTb
napameTpbl 6e30MacHOCTA CETEBLIX Y3/I0B 1 NepeAaTh UX Ha Y3/bl B COCTaBe ANCTPUOYTMBA KIKOYEN Nan
OBHOBNIEHNS CMPABOYHMKOB. ITO NMO3BOJsAET U3bexxaTb HEOBXOAMMOCTM HacTparBaTh NapaMeTpbl
6e30MacHOCTN /19 KaXK0ro y3/1a BPYy4YHYH 1 0COBEHHO YA06HO, €C/IV Y3/10B MHOTO.

[ns HacTponkn napameTpoB 6e30MacHOCTU Y3/10B 3aLuiLeHHon ceTn ViPNet BoinosHuTe cneaytowme
AencTBus:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto B MeHto CepBUC BbibepuTe NyHKT
MapameTpbl.

2 B okHe Mapametpbl ViPNet LieHTp ynpaBneHus ceTbio Ha IEBO NaHenn Bbibepute pasgen
MapameTpbl 6e30MacHOCTU y3/10B.
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|tsl Napamerper ViPMet LlenTp ynpaenenna cetero = IEI

PaBoTa ¢ obwekTamn )
MNapameTpel 6230NacHOCT Y3A0B 3aWMueHHo W ceTk ViPNet

Poan
lapameEIpty HES y2no8 Anropwtm wudposanua: | [TOCT 28147-89 Y|
KypHanel

OmentounTe Bpangmayap Windows npu sanycke ViPNet Coordinator n ViPMet Client

Wcnonezoeate NapaMeTpbl COXpaHEHNA I'IEFIDJ'IEIE NoAL3I0BATENE:
@ 3E,ﬂ,EHHbIE Ha3 CETEBBIX Y3nax

33,\'J|EHHbIE AMUHNCTRATOPOM CETH LIEHTPANW30EaHHD

PEE[’JELLILITI: COXpaHEHWE NAaponA NONB30EATENR B pEECTPE Windows ANA KOOpAWHATOpOE

CCX[’JEHHTI: naponk No YMOA4aHWHD NpY NEQEOM 33Ny CKE KOOpAWHATOPA

paE[’JELLIlITI: COXpaHEHWE NapanA NONLIDEATENA B pEECTPE Windows ANA KNWEHTOEB

CCX[’JEHHTE napone No YMOA4aHWH NpW NEQECM 33MYCKE KNWEHTE

(5} Mprmenerne napameTpos GEIONACHOCTH NPONS0ALET NPW CHEAYIOLIEM NONYYEHNKN CNPaE0HHIKOE
CETEBBIM Y3NOM.

QK | [ OTmeHa

PucyHok 32. lMapamempeol 6e3onacHocmu y3/108

YTo6bl 334aTb aNroput™ WMPpoBaHusa ncxogaero IP-tpaduka ceteBbix y3/10B 1 NMCEM,
OTNPaB/AEMbIX NMOAb30BaTENAMMN CETEBbIX Y3/10B C MOMOLLbLO nNporpammbl ViPNet [lenosas nouta, B
cnvcke Anroputm WngpoBaHna BbIbepUTE OAMH U3 CTaHAAPTOB:

o TOCT 28147-89 — poccuiicknii CTaHAaPT CUMMETPUYHOTO LWNPPOBaHUA (MO YMOAYAHUIO).

o AES — npuHaTbIZ B CLUA cTaHAapT CMMMETPUYHOTO LWMPPOBaHNA Ha OCHOBE anropuTMa
Rijndael.

BHumaHune! B cepTudmLmpoBaHHO BepCcMm NporpamMmmMbl BOIMOXHOCTb Bbibopa
/(A\ anroputma WndpOoBaHNA OTCYTCTBYET — MO YMOAYaHWIO npuMeHsaeTca anroputm FOCT
28147-89.

Jna dunbTpauun Tpaduka, NPOXOAALLEro Yepes y3/bl, PeKOMEHAYeTC UCMOAb30BaTb CeTeBbIE
3KpaHbl, BcTpoeHHble B nporpamMmbl ViPNet Coordinator naun ViPNet Client. Mpwu 3ToM Ha ceTeBbIxX
y3/1ax fOo/mKeH BbITb oTkAtoUeH 6paHamayap Windows, nHaue mexay ceTeBbIM 3KPaHOM U
6paHamayapom Windows MOryT BO3HWKHYTb KOHGAWKTbI, BAeKyLLMe 3a cobon npobaemsl ¢
[LOCTYNOM B ceTb. YTObbI BpaHaMay3p oTkatovancsa npum 3anycke nporpamm ViPNet Coordinator u
ViPNet Client Ha Bcex y3nax ceT aBToMaTMUeCKy, MO YMOYAHUIO YCTaHOB/EH Giaxkok OTKAUYNTD
6paHamaysp Windows npu 3anycke ViPNet Coordinator n ViPNet Client.

Mpu HeobxoaMMOCTU (HanpumMep, ecv BCTPOEHHbIN ceTeBo 3kpaH ViPNet no kakum-anbo
npu4YMHaM He ncnonb3yetca Ana puabtpaunn IP-Tpaduka Ha y3nax) cHuMmuTe paaxxok OTKAOUNTD
6paHamaysp Windows npwu 3anycke ViPNet Coordinator n ViPNet Client.
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5 Yrtobbl LEeHTpasM30BaHHO HAaCTPOMUTL NapaMeTpbl COXPaHEHWs Napoielt AN BCEX NOJib30BaTeNen
nporpammbl ViPNet Coordinator uam ViPNet Client, wenkHute 3agaHHble agMUHUCTPATOPOM CETU
LLeHTPaIM30BaHHO 1 BbIMOJIHUTE ClIeAytoLine AencTBUs:

o Ytobbl pazpewmnTb nonb3osatento nporpammsel ViPNet Coordinator naun ViPNet Client coxpaHaTtb
napoAab B peectpe Windows (1o ectb yctaHaBanBaTtb daaxok CoxpaHATb Naposb B OKHE
ayTeHTMOUKaLMM NPOrpaMMbl), yCTaHOBUTE COOTBETCTBYHOLLMIA GaaxoK. ITO yA06HO B cryyae
yAaneHHoW paboTbl Ha CETEBOM Y3/1€, HO BeJeT K CHUXXEHMIO YPOBHA 6e3onacHoCTH y3na. Mo
YMOJIYaHWUIO COXPaHATb Napob pa3peLlaeTcs TONbKO noab3oBatensm nporpammel ViPNet
Coordinator.

Ecan CI)}'Ia)KOK Pa3peu1|/|Tb COXpaHeHue napoJsida Nnosib3oBatena B peecrtpe Windows Ana
KOoOpAMNMHATOPOB NN Pa3p6LIJI/ITb COXpaHeHue naponsa nNosb3oBartesid B peecTpe Windows Aana
KJINEHTOB CHAT, BOSMO>XHOCTb COXpPaHeEHUA NMaposia No yMOJIHaHUKO COOTBeTCTByI'OLLI,e|7I
nporpaMmmMbl HeAOCTYyMHa.

o YT06bI NO yMONUaHUtO Npu nepBoM 3anycke nporpammel ViPNet Coordinator nan ViPNet Client
B OKHe ayTeHTuMKaum 6bin yctaHoBAeH Gaaxkok CoxpaHWUTb NapoJib (TO eCTb Napo/b
nosib3oBaTesis aBTOMaTU4YeCckn NOACTaBAAACA B NOJie BBOAA), yCTaHOBUTe daaxxok CoxpaHUTb
napoJib MO YMOJIYaHUIO NpY NepBOM 3anycke koopauHaTtopa uin CoxpaH1Tb NapoJib No
YMOJIYaHU1IO NPV NEPBOM 3amnycke KJANEHTa.

MpumeyaHwme. MNMpun ycTaHOBKE COOTBETCTBYHOLLErO (Gaaxka AN COXPaHEHMA Napoas no
yMONYaHUIO Naposb nonb3osatens nporpammel ViPNet Coordinator nan ViPNet Client 6yaet
aBTOMaTUYECKM NOACTaBAATLCA B MOJe BBOAA TO/IbKO B TOM C/lyyae, eC/Iv jaHHas HacTpolika

6e30MacHOCTN NepejaHa Ha y3/bl B cOCTaBe ANCTPUOYTUBa Katouei. Ecam Bbl ycTaHOBUTE
COOTBETCTBYHOLLMI PNAXKOK AN COXPAHEHUA Mapos NO YMOAUAHMIO U OTNPaBUTE HACTPOMKM
6e30MacHOCTU Ha y3/bl B cOCTaBe OBHOB/IEHNA CMPAaBOYHMKOB, B OKHe ayTeHTUdUKaLUm
nporpammbl ViPNet Coordinator uamn ViPNet Client ¢pnaxxok CoxpaHuUTb Naposib YyCTaHOB/EH He
6yaer.

Mo ymMonyaHUIO HacTpoiKa NnapaMeTpoB COXpPaHeHWs napoei noab3osatene nporpamm ViPNet
Client n ViPNet Coordinator npov3BoaunTCa aAMUHNCTPATOPOM KaXKA0ro CETEBOrO y3/a JI0KabHO
(nogpobHee cm. B gokymeHTe «ViPNet Client for Windows. PykoBogctBo nonb3osatens» uam «ViPNet
Coordinator for Windows. PykoBoAcTBO nonb3oBatensi», B pa3gene «Pabota B nporpamme B pexumMe
aAMUHUCTpaTOpa»).

6 [lna coxpaHeHnsa HacTpoek HaxxmuTe kHonky OK.

7 Ecau Bbl U3MEHW/IM HACTPOMKN NMapaMeTPOB COXpaHeHWs napoaei nonblosateneit ViPNet
Coordinator u ViPNet Client, B oTKpbIBLUEMCS OKHE BbINOJHUTE OAHO U3 AENCTBUN:

o YTtobbl NPYMeEHUTL HaCTPOKKK And Bcex y310B ceTh ViPNet, HaxxMuTe KHoMKy [la, npUMeHUTb. B
pe3y/abTaTe BCe MapaMeTpbl 6e3onacHoCcTV ByAyT NnepeAaHbl Ha y3/bl B COCTaBe ANCTPUOYTMBa
K/NtoYen nan B coctaBe OOHOBJIEHNA CNPaBOYHUKOB.
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MpumeyaHue. Eciv napameTpbl COXpaHeHWs Napofei nosb3oBaTenelt nepesaHbl Ha y3bl CeTH
ViPNet B coctaBe AncTpubyTMBa KAKOUEW UK B COCTaBe OBHOBIEHNS CMPaBOYHUKOB, B

nporpammax ViPNet Coordinator n ViPNet Client Bepcuin 4.2 1 H/Xe aiMMHUCTPATOP CETEBOrO
y3/1a He CMOXET U3MEHUTb 3TV NapaMeTpsbl IoKanbHo, a B nporpammax ViPNet Coordinator 1
ViPNet Client Bepcumn 4.3 — cmoxerT.

o YTO6bI OTKa3aTbCs OT M3MEHEHUS HACTPOEK NapaMeTPOB COXPaHEHWs NapoJiei Nosb3oBaTenel
ViPNet Coordinator n ViPNet Client, HaxxmuTe kHonky HeT. B 3ToM cnyyae Ha y3nbl 6yayT
nepegaHbl BCe HAaCTPOMKM NapaMeTpoB 6e30MacHOCTH, KPOME NapamMeTpoB COXpaHeHMs

naposieil Nosb3oBaTenen.

Ponu y3710B MO YMOJHYaHNHO

Mpw co3gaHnm HoBbIX Y3108 ceTh ViPNet Ha 3Tu y3/1bl MOTYT GbITb aBTOMATUYECKM A06aB/IEHbI
onpegaeneHHsle poau (cM. Poan ceTeBbix y310B). ABTOMaTU4eckoe JobaBaeHMe YacTo UCMO/b3YeMbIX
pOJiel Ha CeTeBblE Y3/bl MO3BOJISIET YNPOCTUTb HACTPOWKY HOBbIX Y3/10B, O4HAKO MOXET NPUBECTU K
U3JINLIHEMY PacXoay ANLEH3UNOHHbIX OrpaHnueHunin (cM. JlnueHsus Ha cetb ViPNet).

I'Ipmmeqal-wle. Mo YMOAYaHUIO Ha y3Jibl MOTYT ObITb AO6aBﬂeHbI TONbKO POAU, ANA KOTOPbIX HE
3ajaHbl JONOJHUTE/IbHbIE OFPaHNYeHNA MO BEPCUAM U Nepuogy Ncnoab3oBaHUA
COOTBETCTBYHOLLEro NporpamMmMHOro obecrneueHus.

UT06bI YKasaTb posu, KoTopble TpebyeTcs 06aBAATb Ha CO3AaBaemMble Y3/ibl MO YMOAYAHWUIO, BbIMOJHUTE

cnesyroLine LencTBus:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto B MeHto CepBUC BbibepuTe NyHKT

MapameTpbl.

2 B okHe Mapametpbl ViPNet LieHTp ynpaBneHus ceTblo Ha IeBOW NaHenn BbibepuTe pasgen Poaw.
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|tsl Napamerper ViPMet LlenTp ynpaenenna cetero = @

PaBoTa ¢ oBwekTamm
T ﬂ,OﬁaB.ﬂeHlﬂe ponenr Ha CETEEbIE Y¥3/bl MPK MX CO30aHMMN
Mapamerpel GesonacHoCTh Y3108 Ponu, koTopele BygyT A06aBNEHE! HA KOOPAUHATOP NP ETC COZZaHMM:
KypHanel

| Mporparmmnei VPN-koopanHaTtop (napametpel)

V| OBmen cooByernamn n dainamm (napameTpel)
CryptoService (MaKkcumansHeIe NOAHOMOYNA)
SafeDisk
SDK

PDJ1I.‘1r KOTOpbIE ﬁ}fﬂ‘)'TADGEEJ'IEHbI Ha KNWEHT NP erd Co3aaHri

| VPM-kAneHT (MakcnmansHbIE NOAHOMOYMA)
V| OBmen cooByeHnamn w gaidnamn (NnapameTpol)
| Business Mail (MakcHmMansHEIE NONHOMOUYNA]
Dispatcher
CryptoService (MakcmanbHbIE NOAHOMOHWA)
SafeDisk
SDK

& Mapamerpel 4oBaBNeHNnA ponel MCNONBIYIOTCA BCEMIN 3AMUHNCTPaTOpamK cetk ViPMet,

QK | [ OTmeHa

PucyHok 33. [lobasneHue poseli no yMOn4aHUro 011 HOBbIX y3/108

YTtobbl 3agaTb poau ansa 4o6aBaeHUs Ha HOBble KOOpPAUHATOPLI (CM. [JlobaBieHne KoopamHaTopa), B
cnncke Posn, koTopble 6yayT fo6aBieHbl Ha KOOPAUHATOP NPU ero Co3AaHUM yCTaHOBUTE NN
CHUMWUTE HY>KHble GAaxKM.

Mo ymonuaHuto yctaHoBaeHbl Gpaxkun Mporpammubivi VPN-koopauHatop n O6meH coobieHnaMmm
n dpaiinamm.

Yr1obbl 3agaTb poau ana AobaBaeHNa Ha HOBble KAneHThI (cMm. [lobaBneHune kaneHTa), B cnucke Poan,
KoTopble 6yayT fob6aBneHbl Ha KJMEHT NPU €ro Co3jaHnun YCTaHOBUTE UAN CHUMMWUTE HYXXHble
dnaxkn.

Mo ymonuaHuto yctaHoBeHbl Gpaaxk VPN-kaneHT, O6meH coobuieHumsamu u daiinamm 1 Business
Mail.

MpumeyaHwue. Ecnv B Ballen ceT OTCYTCTBYHOT AMLEH3UK (CM. JTNLLEH3MS Ha CeTb
ViPNet) Ha kakne-1mb0 n3 BbIbpaHHbIX POJe, 3T Poan He ByayT 06aBAATLCA Ha
CO3/aBaeMble CETEBbIE Y3/bl.

Ecan TpebyeTcs M3MeHUTb ypoOBEHb MOAHOMOUMK, KOTOPbIN ByaeT yCTaHOBAEH NPWY aBTOMATUYECKOM
J06aBNEHNN POIM Ha HOBbIE Y3/1bl, WEJKHWUTE CChbIAIKY CripaBa OT MMeHW poaun 1 B okHe CBOMCTBa
pon YyCTaHOBUTE HYXXHbI YPOBEHb (CM. VI3MeHeHne ypoBHSA MOJIHOMOUNIA MOAb30BaTeNA).

Mo YMOANYaHWNIO ANnA BCeX pOJ'IEI‘/JI 3ajaH MaKCUMasbHbIN YPOBEHb NMOJAHOMOUNIA.
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6 UYTobbl 0becneunTb pasgesbHbIl A4OCTYN Y310B B VIHTEPHET NpW OTCYTCTBUM COBAVHEHNA C Y3/1aMu
ViPNet nnu k pecypcam cetn ViPNet npu otcyTcTBUM nogkatoueHus K MHTepHeT, B okHe CBOWMCTBa
posn yctaHoBuTe daaxkok KoopanHatop ABASETCA 3alULLEeHHbIM UHTEPHET-LLJTHO30M.

MpumeyuaHme. HacTpoiika goctynHa ans poneit «MporpamMmmHblii VPN-KooparHaTop» 1
COOTBETCTBYHOLUMX POSEN A KOOPAUHATOPOB Ha 6a3e Mmoandukaumin MAK ViPNet Coordinator
HW, MAK ViPNet Coordinator IG.

7 Ecau TpebyeTcs M3MEHUTb NpaBa Ha UCMOb30BaHe 0OMeHa coobLeHUsaMN 1 dainnamu, KoTopble
OyAyT YCTaHOBAEHbI MPU aBTOMaTMUYeCKoM gobasneHunn poav ObmeH coobluieHmsamu 1 panamm Ha
HOBbIE Y3/1bl, WEJKHWUTE CCbIAKY CrpaBa OT 3TOW poan 1 B okHe CBOWCTBa poan 3ajaliTe HyXXHble
npasa (cM. Hactpotika napametpoB poau «ObMeH coobleHnsMn 1 Gannamm»).

Mo ymonyaHuto ans poan O6meH coobeHnamn n painamm paspelleHbl oba Buga obMeHa —
06MeH coobLeHVAMY U dalinoBbIi OOMEH.

8 [lna coxpaHeHus HacTpoek Haxmute kHonky OK.

[lapamMeTpbl XXypHaNoB

B nporpamme ViPNet LleHTp ynpaBaeHus ceTbto Bbl MOXETE 3aAaTb BPEMS XPaHeHWs 3anucen B
XypHanax ayauta. [lns 3Toro BbINOJHUTE Caeaytoline AeiCTBrS:

1 B okHe nporpammsl ViPNet LleHTp ynpaBneHus ceTbto B MeHto CepBuc BbIGepuTe NMyHKT
MapameTpbl.

2 B okHe Mapametpsl ViPNet LieHTp ynpaBneHus ceTbio Ha IEBO NaHenn Bbibepute pasgen
)KypHanbl.

P

|ez| Mapamerpr: ViPMet Lientp ynpaeneHna ceTeto

PaBoTa c oBrekTamm

Pomu MapameTpsl paboTsl € XypHanamu LLeHTpa ynpaeneqns ceToo

Mapamerpel Be3onacHOCTH Y3N0B
- -
ETTO I | e et s ropnane sy e
. =]
BpEMH XPaHEHWA 3aNWCEN B HYPHANE TOAHCNOPTHRIX KOHBEQTOE: g| AH.

PucyHok 34. lNapamempsi XypHanos

3 YT06bl 3a4aTh BpEMs XpaHeHWs 3anucei B XXypHanax ayauTa, B COOTBETCTBYHOLLEM MOJe YCTaHOBMUTE
HeobxoaMMoe Yncno gHeid. MUHMMabHOe BpeMs XpaHeHus 7 gHel, MakcuManbHoe — 365 gHeld. Mo
YMOJTUaHUIO 3amnmncm xpaHaTcs 60 AHel.

3anuncy ¢ ncTekwmm BpeMeHeM XpaHeHNA aBTOMaTUu4eCckKn yaaaaroTca U3 XXypHanos.

4 Y106bI 33AaTb BpeMA XpaHeHWA 3anucei B XXypHase TPaHCMOPTHbIX KOHBEPTOB, B COOTBETCTBYOLLEM
noJie ycTaHOBUTE HEOHXOAMMOE Uncio AHeid. MMHUManbHOe BpeMs XpaHeHus 1 AeHb,
MakcumanbHoe — 365 aHei. Mo ymonuaHuto 3anuncu xpaHatcs 60 gHel.
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3anuncu co cpokoM XxpaHeHns bosiee yCTaHOBIEHHOTO 3HaYeHWA aBTOMATUYeCKW YAANAITCA U3
>xypHanos B 00:00 yacoB cnefyroLlero aHa.

5 [na coxpaHeHus HacTpoek HaxmuTe kHonky OK.

Mpumeuanume. basza gaHHbIX SQL XpaHUT cofep>KMMOoe OTrnpaBaseMblX TPAHCMOPTHbIX
KoHBepTOB. Pa3mep 6a3bl faHHbIX SQL 6yaeT 3aMeTHO yBeMUMBaTLCS, €Cu:

® 3ajaH AAUTENIbHbIV CPOK XPaHEHWS 3anunceit B XypHanax TPaHCMOPTHbIX KoHBepToB — 30-60
AHewn;
e cywecTByeT 60sbwOe Uncao 06bekToB cetn ViPNet 1 cBszelt Mexay HUMK;
® MPOVCXOAWT YacTas OTnpaBka OBHOBAEHWI Ha CeTeBbIE Y3/bl.
B cnyyae HegocCTaTOUHOrO MecTa Ha >KECTKOM JMCKE, Bbl MOXETE 33/,aTb BPEMA XPaHEHWA

3anuvcew B XXypHaJse TPaHCMOPTHbIX KOHBEPTOB 1 AeHb. 3TO NO3BONT 0CBOBOANTDL
JOMOJIHUTENIbHOE MECTO Ha XKECTKOM AWCKe.
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[ lpoBepKa KOHOUIypaLmMm CeTn

YTo6bl yOeanTbcs B TOM, UTO CTPYKTypa Balwen cetu ViPNet He coaep>XnTt olwmMbOoK v 3asaHbl OCHOBHbIE
napameTpbl 06bEKTOB CETW, Bbl MOXETE BbINOJHUTL NPOBepKy KoHdUrypaunn cetn ViPNet. Kpome Toro,

npoBepKa KOHOUrypaLmm CeTV BbIMOJHAETCS aBTOMaTUUYEeCKV Nnepes co3jaHNeM CnpaBOYHNKOB

(cm. Co3paHve CNpaBOYHMKOB).

B pe3ynbTaTe npoBepku KOHPUrypaLmm cetr MoryT ObiTb 06Hapy>KeHb! OWNOKMN ABYX TUMOB:

KOHpAMKTHBIE faHHble — OLWNOKM, KOTOPbIe MPENATCTBYIOT HOPMaNbHOMY GYHKLMOHMPOBAHUIO
cetu ViPNet B uenom. B cnyyae obHapy>keHUs KOHQAUKTHBIX JaHHbIX ByseT 3abnoknpoBaHa
BO3MOXHOCTb CO3/,aBaTb CMPaBOYHMKMN 415 Nt0ObIX CETEBbIX Y3/10B.

HaanMep, KOHCI)III/IKT MOXEeT BO3HUKHYTb, €C/N Kakme-1mbo KoopAauHaTopbl Balllel CeTU He CBsA3aHbl
MeXcepBepHbIMU KaHanaMn HanpaMmyro an Yepes gpyrne KoopanmHaTtopbl.

HenosHble gaHHble — OWNHKM, KOTOPbIE NPENATCTBYHOT GYHKLMOHNUPOBAHMWIO OTAE/bHbBIX 0OBbEKTOB
cetn ViPNet. MiHdopmauus 06 obbekTax C HEMOJAHBIMU AaHHBIMU He ByAeT BKAOYEHa B
CNPaBOYHUKMN CETEBBIX Y3/10B. TakXKe HEBO3MOXHO CO34aTb CMPAaBOYHNKN ANS Y3/710B C HEMOJHbBIMM
JaHHbBIMU.

Hanpvimep, HEMONHBIMU AaHHBIMU CUYMTAETCS OTCYTCTBUE POJIEN WU NMOJb30BaTENEN Ha CETEBOM
y3ne.

YTobbI 3anyCcTnTb NPOBEPKY KOHq)I/IpraLI,I/II/I CeTN BPYUYHYHO, BbIMONHUTE Caeayrouimne Ael;ICTBI/IﬂI

1

B okHe nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto B MeHt0 Mos ceTb BbibepuTe NyHKT
MpoBepuTb KOHPUrypaLUIO CeTH.

Ecav npw npoBepke He ByaeT 06Hapy>KeHO OWNBOK, NOABUTCA COOTBETCTBYHOLLEE COOBLLEHME.

Ecam npw nposepke 6yayT obHapy>KeHbl KOHPANKTHbBIE AN HEMOJHbIE AaHHbIE, OTKPOETCS OKHO
MpoBepka KOHUrypaLumn cetm co CNMCKOM OBHapY>KEHHbIX OLLNMBOK.

KoH®AMKTHbIE AaHHbIe ByyT OTMeUeHb! B crincke 3HaukoM di. HemosHble AaHHble ByayT OTMeUeHbl
3Haukom H
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|t Mpoeepka kondmrypausm cetn = @

Q6napy#etbl KOHGAMKTHBIE ¥ HENOAHEIE JaHHBIE.
Ana koppekTHOl paGoTel CETH HEoBXOAMMO YCTRAHUTE KOHGAMKTE W YKa33Te HEAGCTAHILLME A3HHEIE,

4 @ O6uapyweHb DNS-cepeepbl, ANA KOTOPBIX He yKazaHbl DNS-30Hb1 (4na scex DNS-cepeepos pekoMeHgyeTca
ykazaTe oBomysmeaemele umn DMS-30HbI)

K1Y Client1-2 (2A15000E)

4 1y ObnapyxeHbl HECBASAHHBIE CETMEHTbI CETH (CBAMMWTE CErMEHTEI NONAPHD, ANA 3TOMC CO34ANATE XOTA Bbl 0gMH
MEXCEPEEPHBIN KaHAN MEXAY KOOPAMHATOPaMK AEYX CETMEHTOE)

4 [xf Cermentl
»{ﬁ Coordinator 1 (24150004)
4 ﬁﬁ Cerment 2
Kﬁ Coordinator 2 (24150008)
4 @l OBnapymeHb! cETEBBLIE Y3Mbi, HE MMEIDLLME HW OAHOTO NOAL30BaTens (jobassTe Nonb3oBaTENEN Ha
NEPEYNCAEHHBIE Y3AbI)
B Client 3 (24150010)
4 @ NMonbzoeatent He J0BABNEH HW HA OAWH CETEBOM y3en (4oBaBbTe YKa3aHHbI NONL30BATENEN HA CETEBLIE
yansi)
&b Client 3 (24150007)

[CoxpaHHTbad)aﬁn... | [ JakpeITe

PucyHok 35. Cnucok KOH@AUKMHbIX U HeNnoiHbIX OaHHbLIX

3 B okHe MpoBepka KOHOUIypaLumnn ceTy BbINOJHUTE Cleaytolne AeNCcTBuUS:

o

O3HaKOMbTECb CO CMUCKOM OBHapY>XeHHbIX OLIMOBOK. YTobbI 0becneunTs NpaBuIbHOE
dYHKLMOHUPOBaHME CeTW, YCTpaHUTEe KOHAUKTBI N yKaXnUTe HeAoCTatoLlme faHHble.

Ecam TpebyeTcs coxpaHuTb oTUeT 06 0BHapPY>KEHHbIX OLLINMBKaX B Gais, HaXxxMuTe KHOMKY

CoxpaHuTtb B daiin.

Y1006l 3aKpbITh OKHO MNMpoBepka KOHGUTYpaLMKN CETU, HAXXMUTE COOTBETCTBYHOLLYHO KHOMKY.
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Co3aaHne oT4eTa O CTPYKTYpEe CEeTH

C nomolwbto nporpammbl ViPNet LieHTp ynpaBaeHms ceTbio Bbl MOXETE CO34aBaTb M COXPaHATb OTYETbI O
CcTpyKType passepHyTon cetn ViPNet B pannbl dopmata XML n HTML. B daiinax otuetos B
nepapxmyeckoM Buze oTobpaxkatoTcs KOOPAMHATOPbI U KNneHTbl Bawwei cetn ViPNet, a Takxe
COAEPXKMTCA MHDOPMALIMA O NOb30BATENAX Y3/10B, HA3HAUEHHbIX POAAX, FPYNnax y310B, rpynnax
nosb30BaTeNeN N UMEIOLLNXCA CBA3AX MEXAY Y3N1aMU U NONb30BaTeNAMM.

Yt06bl coxpaHUTb dalin ¢ oTyeToM o cTpykType ceTu ViPNet, BbinoaHWTe cnepytolime feicTBUS:

1 B okHe nporpammsl ViPNet LleHTp ynpaBaeHus ceTbto B MeHto Mosd ceTb BbibepuTe NyHKT
CoxpaHuWTb OTUET O CTPYKTYpe ceTu B pai.

2 B OTKPbIBLUEMCA OKHE YKa>XXUTe€ PacCrnonoXeHNe N UMA COXpaHAeMOoro q>a|7|na, a TakXxe Bbl6ep|/|Te

OAHO 13 BO3MOXHbIX paCLLWIpeHI/II;I q)aﬁna: *.xml MAN * .html.

3 Haxmure kHonky CoxpaHuTb.

B pe3synbTate daiin otyeta byAeT coxpaHeH B ykazaHHOM narnke. Tenepb Bbl MOXETE MPOCMOTPETb €ro,
pacrneyaTtaTb Ha NPUHTEPE WAN UCNOb30BaTh B APYrov NporpamMme.
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Crpyktypa cetn 10773

PazeepHyTe ECE El CeepHyTs BCe

= Keoopguhartop Coordinator 1 (2A15000A)
= Poawu

=2 0

= )=y =3

B Monezoeatenn
= Coordinator 1 (2A150002)

E CBAZM C NOALI0BATEAAMMN

ent 1- ey

ent 2- ey

El ¥20w1
= Kawedt Client 1-1 (2A15000C)
= Ponw

Monszoeatenw
CBAZM C y2namu
Knwent Client 1-2 (2A15000E)
KawenT Client 3 (2A150010)
KoopauHarop Coordinator 2 (2A15000B)
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OTnpaBka OOHOBEHUIN Ha CETEBbIE
V3/1bl

OBHOBIEHME CNPABOYHMKOB M KAHOYEM

Ecam B nporpamme ViPNet LleHTp ynpaBaeHns ceTbto 6bi1a M3MeHeHa CTpykTypa cetn ViPNet nan
CBOWCTBa CeTeBbIX Y3108, TpebyeTca nepesaTb MHPOPMaLMIO 06 3TUX M3MEHEHUAX Ha CeTEBbIE Y3/bl,
OTNpPaBMB HOBbIE CMPaBOYHUKM W KAHOUN. [NA 3TOTO BbINOAHWTE CesytoLime AeACTBUSA:

1 [ns ceTeBbIX y3/10B, CBOWCTBA KOTOPbIX ObIIN M3MEHEHBI, cO34ainTe cnpaBo4YHuKkK (cMm. Co3aaHne
CNPaBOYHNKOB).

2 Eciv ans ceTeBbIX Y3/10B yKasaH cTatyc OXKUMAAOTCA KAKUM (CM. HUXE), JOXKANTECH, MOKa B
YA0CTOBEPSAIOLLEM M KHOUEBOM LiEHTPE ByayT Co3faHbl KJHOUM Y3/10B.

Co3gaHue kntover y3nos TpebyeTtca B cieayroLmx cayyasnx:

o Ecnm 6biin gobaBneHbl an yaaneHbl ceTeBble y3/bl UK MOJb30BATENN.

o Ecim 6bi n3meHeHbl CBA3N MeXay CETEBBIMU Y31aMU UAN MEXIY MONb30BaTENAMM.

o Ecim nonbsosateny 6b1am gobaBsieHbl Ha CETEBbIE Y3/1bl UV YAalEHbI C CETEBbIX Y3J/10B.
o Ecnm nonbsosatenu 6bian gobassieHbl B rpynnbl WV yAaaeHbl U3 rpyn.

o Ecnm 6bin n3meHeH KOOpAUHATOP, Ha KOTOPOM 3aperncTpUpPOBaH KJWEHT, TO eCTb ero
TPaHCNOPTHLIN cepBep (CM. PyHKL MM KoopAMHaTopa B 3awmieHHon cetn ViPNet).

B octanbHbIX Cnydaax [OCTaTOYHO Co34aTb CMPaBOYHUKN, HanNnpuMep:

o Ecan Ha ceTeBble Y3/bl 6bln AO6aBJ’IeHbI Wan yaaneHbl poaun, U3SMEHEHbI CBOJCTBA pone|7|.
o Ecam 6b1an n3MeHeHb! ajpeca CETEBbLIX Y310B.

o Ecam 6b1an nameHeHsl napamMmeTpbl NOAKNHOYEHUA Y3/10B K BHELLHeN ceTu.

3 Ecam anda ceTeBbIX Y3/710B YKa3aH cTaTyc [OTOBbI K OTMpaBKe, OTNpaBbTe HOBbIE CMPaBOYHUKMU U
KJKOUM Ha ceTeBble y3bl (CM. OTnpaBka CrpaBOYHUKOB U KNHOYENn).

Ha HEO6XOAVIMOCTb 0b6HOB/IEHWS CMpPaBOYHMKOB N KJHOYEN Ha CeTeBbIX y3naXx yKa3bIBaeT UX CTaTyC,
KOTOprI7I 0To6pa>|<aeTc;| B CNncKax KINEeHTOB M KOOPANHATOPOB B CTOJ'I6LI,e CI'IpaBO‘—IHVIKVI N Knrouu:

. CTaTyC Tpe6yeTc;| co34aTb yKa3blBa€eT, YTO 414 CETEBOrO y3aa HEO6XO,£I,I/IMO C034aTb CNpPaBOYHUKN.

e Cratyc OxxupatoTcs Karoum ykasbiBaeT, 4to B nporpamme ViPNet YaocTtoBepstownii n KitoueBow
LieHTP HeobXOAMMO CO3Z4aTb K/IKOUM y3/1a. DTOT CTaTyC NOABAAETCA NMOC/AE CO3A4aHNA CMPaBOYHNKOB.

. CTaTyC FoTtoBbI K oTnpaBKe yKa3biBaeT, YTO HeO6XOAI/IMO OTNPaBuUTb CNPaBOYHUKU N KNHOUYUN Ha
ceTeBol y3en. JToT CTaTyC MOXXeT NMOoABUTbCA B C/IEAYHOLLNX CyYdaax:

o [locne CcO34aHnA CNPaBOYHUMKOB, €C/in ObHOBIEHNE KIHOYEN y3q1a He Tp66yETCFI.
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o [ocne Toro kak B Y40CTOBEPSAIOLEM M KNHOUEBOM LLEHTPE BblIN CO34aHbl U NMepeHECEHbI B
LleHTp ynpaBaeHWs CETbO KJIHOUM Y313, KIFHUW MOJIb30BaTeNS UAN OBHOBAEHWS KAOUEN y3a.

an/IMe‘-IaHVIe. Ecav nonb3oBatenb 3aperncTpnpoBaH Ha HECKOJIbKNX CETEBbIX y3a1aX, ero
KNHO4YKM NMonb3oBaTtena 6yAyT OTNpaB/iEHbl TOILKO Ha I'IepBbII7I y3en, Ha KOTOprI‘/’I OH 6bIN1

Job6aBneH.

e Cratyc OTnpaBneHbl yKa3blBaET, YTO CMNPABOYHUKM 1 KAHOUM OTNPAaB/eHbl Ha CETEBOM y3e,
obHOB/IEHUNE He TpebyeTcs.

. CTaTyC ﬂ,OCTaBﬂeHbI yKa3sblBaeT, YTO OTrnpaB/ieHHbl€ CMPaBOYHUKN N KTHOUN 6bin AOCTaB/ieHbl Ha

CeTeBON y3en.

e Cratyc MpurHATLI yKa3biBaeT, YTO CNPaBOYHMKMN U KIHOUM Ha CETEBOM Yy3Jie Bblan yCrnewHo
obHoBNeHbI. Ecnin 0bHOBEHWE He yaanoch, NoABUTCA cTaTyc He NpUHATBI.

OTnpaBka CNpaBOYHMKOB 1 KJIHOUEN Ha y3/bl, MMeroLmne cTaTyc TpebyeTca cos3gatb uan OxxmaatoTcs
KUK, HEBO3MOXHA. Ha y3bl, umetowwme ctatyc OTnpaBneHsl, JoctaBnaeHbl v MpuUHATLI, Bbl MOXETe
MOBTOPHO OTMNPaBUTb CMPABOYHMKUN U KJIHOUK, NMepejaHHble paHee.

MprmeyuaHue. [MNpy NOBTOPHON OTNPaBKe KAKOYEN, cogepxKaLlmx cepTndurkaT Kitoua NnpoBepkm
3NEeKTPOHHOM NOANUCK NOAb30BaTeNs, N3aHNe HOBOro cepTudukaTa He BbINOIHAETCA.

|zl ViPNet Administrator [Llentp ynpaenenma cetero] - Administrator EIIEI

Mon cete  [losepenHeie cetw Sluessna Buag  Cepeuc  Cnpaska

_
B
5 Crpasouruis W knroun * e Mesceteean whdopmayma =

© Wndopmaums o cetw KnMeHTEl P
:':E Koopawnatops (2) _ . _ 5
e BEX e 4
:. Monezocsatens (B) E | vma : Cerescii agpec Koopawdatop flata us..  CnpaBocqHMKM W KKK
& Mpynnel nonssosateneii (1) 53! Policy Manager (PM) 1077315 Coordinator 1 19.07.18... Omxwaatotcs knroum
“= Mpynne: yznos (1) B3 Client 1-1 (UYC+PM) 1077311 Coordinator 1 19.07.18.. Ompasneqsl
& DNS-cepeepes n DNS-zoHE... B2 Client Linux ConServer 1077314 Coordinator 1 19.07.18... ToTossl k oTnpaske
& Poan (31) M Ivanov 1077313 Coordinator 1 19.07.18... TpebGyetca cozpars
Wabnanel cetessix ysnas (0) B Petrov 10773.1.2 Coordinator 1 19.07.18... TpebByetca cozpars

KM Sidorov 10773.2.2 Coordinator 2 18.07.18... Tpebyerca cozgate

=

L Mos cete

B
iy JoBepenHble ceTn

3:“[ AgMUHMCTPUpCEaHME

PucyHok 37. Cmamycel cnpago4yHUKO8 U Kirovel
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Co3pgaHune crnpaBoOYHUKOB

CnpaBoYHuKN ans ceTeBbIX y310B (cM. CripaBouHmkmn 1 katoum ViPNet) MoryT 6biTb cO34aHbl B
rPynnoBOM WU B UHAVBUAYANbHOM PeXmMe.
[ns rpynnoBoro cossaHus CnpaBoOYHWKOB BbINOAHUTE CleAytoLLne AeNCTBUS:

1 B okHe nporpammel ViPNet LleHTp ynpaBaeHus ceTbo Ha NaHenn MHCTPYMEHTOB HaXXMUTe KHOMKY

CnpaBOYHUKWN U KaOUU 'Iﬂf “ B MeHto BblbepuTe NyHKT Co3aaTh CIPaBOUHUKMN.

Ecanm CrpaBOYHUKN AnA BCEX Y3/1I0B aKTya/ibHbl U He Tpe6y+0T O6HOBJ]9HI/IH, noABUTCA

cooTBeTCTBYyHOLLEE coo6|.|.|,eH|/|e.

2 Ecnv koHOUrypaums Ballein ceTm cogep>uT ownbkm, oTkpoetca okHo MpoBepka KoHpUrypaumm

ceTu.

|tz NMposepka koHdurypaumm cetk = @

O6HapyxeHbl HENOMHBIE JaHHbIE.
Henbza co3nate CNPaBOYHMKK ANA YSA0E C HENOAHBIMK AaHHBIMK. COS0ETE CNPAE0YHMKN LN OCTANBHBIX

ﬂ ysnoe?

4 [} OBHapymeHs! CETEBLIE Y3Abi, HE MMEIDLLWE HN OAHOR ponK (LoBaBLTE poan Ha NEpeYMCAEHHBIE Y3AbI)
Y Client 2-2 (15E20012)

OBHApYMEHE CETEBLIE Y3NLI, HE MMEIDLME HW OAHOTO NOAL30BaTENA (AoBaEkLTe NONLI0BEATENEN HA
Nepe4rCIEHHBIE Y3kl

Y Client 1-4 (15E8000F)

MNonabsesarens e gobagnen HU Ha OAMH CETEBOW y3en (AobaBsTe yKasaHHbIX NONLS0EATENEN HA CETEBbIE
y3Abi1)

a» Client 1-4 (15E80006)

[ CoxpaHuTs B daiin... | [ Mpoaonxoite | [ 3akpeITe

PucyHok 38. [posepka koHu2ypayuu cemu npu co30aHUU CNpasoYHUKO8

B cnyuae obHapyxeHUsa KOHPAMKTHBIX AaHHbIX (CM. [TpoBepka KoHduUrypaLmm cetn) co3gaHune
CNPaBOYHUKOB HEBO3MOXHO. [Nepes co3gaHnem cnpaBOYHNKOB YCTPaHUTE KOHPAUKTbI,

nepedyncineHHble B Crincke.

Ecan 06Hapy>|<eHb| HENOHblIe AaHHbIE, HO HE 06Hapy>|<eHb| KOHq)J'II/IKTHbIe AaHHbIE, Bbl MOXETE

BblIOpaTh O4HO M3 AENCTBUNA:
o UYTtobbl OTKa3aTbCA OT CO3aHUA CMPABOYHMKOB, HAXMWTE KHOTKY 3aKpbIThb.

o UYTobbI co34aTb CNPaBOYHUKN ANA Y3/10B, KOTOPblIE HE MMEKOT HEMOIHbIX AdHHbIX, HA>XXKMUTE

kHonky Mpoaoaxkutb. B 3Tom cnyyae nHbopmaLms 06 y3nax ¢ HEMOAHbIMU JaHHBIMU He ByaeT

BKJIOYE€Ha B CNPaBOYHUKN APYTNX Y310B.

3 Eowm KOHCbI/IpraU'I/IFI Balllell ceTn He coaep>xnT OWnBOK NN ecin Bbl pewnnn co3gatb CpaBoOYHUKN

NP HaNNYNN HENONHbIX AaHHbIX, OTKPOETCA OKHO Co3p,aHv|e CNpaBOYHUKOB.

|_|pl/l HeO6XOAI/IMOCTI/I B OKHe Co3,an|/|e cnpaBOYHUKOB Bbl6epI/ITe ceTeBble y3Jibl, A1 KOTOPbIX
Tpe6yeTca co34aTb CNPaBOYHUKN. Bbl MOXeTe Bbl6paTb Cpa3y BCe ceTeBble y3Jibl C NMOMOLLbHO
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dnaxka, pacnosoXeHHOro B 3aroloBke crnvcka. [as novcka ceTeBbiX Y3/10B MO UMEHaM BBeUTE
YacTb UMEHMU y3N1a B CTPOKY MOWCKa, PAaCMOIOXKEHHYHO BHU3Y OKHa.

|¢22| Cospanme cnpasouHukos
L

=S

B Client1-1 Tpebyerca cosgate
L%

Client 1-2 Tpebyerca cosgate
3 Tpef
Client 1-4

B Client2-2 Tpefyerca cosgate

B Client2-3 Tpefyerca cosgate
B Client2-4 Tpefyerca cosgate
B Client 2-5  Tpefyerca co3gate
_J?E Coordinator 1 Tpefiyetoa cozgate
_NE Coordinator 2 TpefiyeTcd cozgate

| Halimu g «Cemeshie famne 4

STl BhifepuTe yanbl, ANA KOTOPRIX TPEBYETCA CO3AATH CPABOUHMKIA

] Tun Kma CRpagoYHMEd W EARKYK  daTa M3MEHEH,.

= |5 fusl

30.03.15 13:24

30.03.1513:33
30.03,15 13233
30.03,15 13:33
26.03,15 16:11
26.03,15 16:11
26.03.15 16:11

[Cos,ﬂ,apr,nﬂBcerocnmcxa] [ Cospate ] [ CITreHa

PucyHok 39. Co30aHue cnpago4yHUKo8

4 Y106bl HauaTb co3jaHne CnpaBOYHMKOB, BbIMOAHUTE OAHO U3 Ael\/’ICTBVII\/JIZ

o Yrtobbl co34aTb CNPaBOYHUKN ANA Bbl6paHHbIX CETEeBbIX Y3/10B, HAXKMUTE KHOMKY C03p.aTb.

o Yrtobbl co34aTb CNPaBOYHUKN ANA BCEX CETEBbLIX Y3108, OTO6pa)KaeMbIX B CMNCKe, HaXXMuTte

KHOMKY C03AaTb ANnAa BCero cnucka. Ecan BbI ncnonb3oBanun CTPOKY NMOWVCKa CeTeBbIX Y3/10B,
CNpaBOYHUKN 6yAyT CO34aHbl TONbKO ANA HaﬁAEHHbIX Y3/10B.

5 B pe3ynbTate 6yayT cO3AaHbl CNPAaBOYHWUKMN ANS CETEBbIX Y3/10B. ECIM co3aHme CnpaBoOYHUKOB AN

CeTeBbIX Y3/10B 3aBepLUEHO C OLLII/16KOI7I, B OTKpbIBLLEMCA OKHE CO CBeAEeHNAMUK O Xo4€e npoLecca

HaXXMuTe KHomnky OTYeT, UTobbl MPOCMOTPETH AONOJHUTENbHYIO MHbOPMaLMIO 06 oLmnbKax.

UTtobbl CO3aTb CMPaABOYHUKU A1 OLHOMO WM HECKOJIbKMX BbiGPaHHbIX CETEBbIX Y3/10B, BhINOJIHUTE
cnesyroLLne LencTBus:

1
2

B okHe nporpammebl ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npeactaBieHne Mos ceTb.

Ha naHenn HaBuraymu Bbl6epI/1Te pasaen KOOpAVIHaTOpr nnn KnneHtbl B 3aBUCMMOCTM OT TUMa

Y3/10B, 4151 KOTOPbIX TpebyeTcs co3gatb CNPaBOYHUKN.

Ha naHenn npocMoTpa Bbl6epI/ITe B CnNncKe O4MH NN HECKONbKO CeTEBbIX Y3/10B, A1 KOTOPbIX

oTobpaxaetca cratyc «Tpebyertcs co3gatb» (cM. O6HOB/IEHME CMPAaBOYHUKOB U Katouen). s y3nos

C Apyrnm CcTtaTtycom co3gaHme CnpaBOYHMKOB HEBO3MOXKHO.

LLlenkHWTe BbIbpaHHbIe y3/bl MPaBOW KHOMKOMW MbILWW U B KOHTEKCTHOM MeHHO Bbibepute nyHKT

Coszpatb cNpaBOYHUKWN.

Ecan koHdUrypauma Ballen ceTn Coaep>mT owmnbkm, oTKpoeTca okHO MNMpoBepka KoH$pUrypaumm

ceTn.
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B cnyuae obHapy>keHUs KOHGANKTHBIX AaHHbIX (CM. [TpoBepka KOHGUrypaumm cetu) co3gaHme

CMPaBOYHUKOB ByAeT HEBO3MOXHO.

Ecnv obHapy>eHbl TOIbKO HEMOJIHbIE AaHHbIE, Bbl MOXETE NMPOAOIXKUTL CO3AaHMe
CMPaBOYHUKOB, HO B CMPaBOYHUKN He ByaeT BKItOUeHa MHPOpMaLMs 06 y3nax ¢ HEMOIHbIMU

AaHHbIMW.

6 Ecan KOHCI)I/IpraLI,I/IFI Balllell ceTn He coaepxnt oWwnBOoK 1A ecnu Bbl pewnnn co3gatb CpaBoOYHUKN
NP HaANYMN HENONHbIX AaHHbIX, B OKHE COBAaHVIe CNPaBOYHUKOB HaXXMUTE KHOMKY CO3AaTb
CnpaBOYHUKMW. HauHeTca npouecc co3gaHuna cnpaBoOYHUKOB A4 Bbl6paHHbIX CeTeBbIX Y3/10B.

7 B pe3ynbtate HyayT co3AaHbl CMPaBOYHMKM ANA CETEBbLIX Y310B. B cnyyae ecnm co3gaHune
CNPaBOYHUKOB A/ CETEBbIX Y3/10B 3aBEPLUEHO C OLUMOKOW, B OTKPbIBLUEMCA OKHE HaXXMUTe KHOMKY
OTueT, YyToHbl MPOCMOTPETH JOMOAHUTENBHYIO MHPOPMaLIMIO 06 oLwmbKax.

OTnpaBka CNPaBOYHUKOB U KNOUEN

CI'IpaBO‘-IHI/IKI/I N KN4 MOTyT ObITb OTnpaBJiEHbl Ha CETEBbIE Y3/ibl B TPYyNMNOBOM NN B UHANBUAYAIbHOM

pexume.

A

BHumaHue! Eciv nonb3oBaTtesib 3aperncTpupoBaH Ha HECKOJIbKMX CETEBbIX Y3/1aX, ero
KAHOUM Mosib3oBaTens GyAyT OTNpaB/ieHbl TOJbKO Ha NepBbli y3es, Ha KOTOPbIV OH Bbla
fobaenieH.

Y3HaTb nepBbIli y3en, Ha KOTOPbIN Bbln fo6aB/eH NOAb30BaTE/b, MOXHO C MOMOLLbHO
XypHana YnpaeneHue koHburypaumeii cBoen ceTu, ykasas B mapaMeTpax nomcka
COOTBeTCTBYHOLWME CObbITNE 1 UMA obbekTa (cM. XKypHanbl ayanuTa).

ﬂ'ﬂﬂ prﬂﬂOBOI7I OTnpaBKK CNPaBOYHUKOB U KAHOUel BbIMoSHUTE ceagyrouimne p.eﬁcmvm:

1 B okHe nporpammbl ViPNet LieHTp ynpaBaeHUs ceTbro Ha NaHeAn MHCTPYMEHTOB HaXXMUTe KHOMKY

CnpaBOYHUKU U KAtOUU 'Iﬂf ¥ B MeH0 BblbepuTe NyHKT OTNPaBUTb CNPaBOUYHUKUN U KIOUN.

OTKpOGTCFI OKHO OTI'IpaBKa CcnpaBOYHUKOB U KJIlOUen CO CMNCKOM CeTeBbIX Y310B, Ha KOTOpPbIE

MOryT ObITb OoTnpaBaeHbl CNPAaBOYHNKN N KNTHOYN.
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- —
|ts| OTnpaeka cnpasouHKKoE W KAFOUER = IEI

'T'JE";L BulbepuTe y3nbl, Ha KOTopble TpebyeTcA OTNPABMTL CNPABOUYHMKM U KIHOUM
b |;> B cnucke DTUGPE)KEFDTCH CETEBbLIE Y3/1bl, H3 KOTOpbIE TFIEG}TETCH OTNP3BHNTL CNPAaBOYHNEN W KKNHOHKA,

Tun Vms Cnpasoqrnin u ko Jata namenen...,
B Client1-2 loToBbI K OTNpaBKE 07111714:13
3 Client2-1 loToBel K OTNpaske 0711171413
=

]

EHE

Client 2-2 loToBel K OTNpaBke 0711171413

. [oapasaenenue NZ1

I:‘ HUKE?'ETb}’?nﬂbI, Ha KOTOpbBIE CAPABE0YHWEN W EKTHDHK YHE OTNP3ENEHR]

[ OtnoskuTe npumererie obHoenenna go: (08 . 11, 2017 14:13

Hadmu # OTnpaeuTe Ha BECH CNUCOK | [ OtnpaguTe | [ Otmena

PucyHok 40. Omnpaska cnpagoyHuUKos u kiroyeli

2 Ec/iu Bbl XOTWTE NOBTOPHO OTMPaBUTb CMPaBOYHUKM W KAHOUM Ha CeTeBbIE Y3/bl, Ha KOTOpPbIE yXe
6b1AK OTNpaBeHbl NocieaHVe 0OHOBAEHNS, ycTaHOBUTE daaxkok MokasaTb y3/bl, Ha KOTOpble
CMPaBOYHMKM U KJIHOUM Y>Ke OTMPaBJeHbl. DTV y3/bl ByayT OTOOpaXKeHbl B CrINCKE.

3 Tpu HeobxoaMMOCTM BbIGEPUTE B CMINCKE CETEBBIE Y3/bl UAWN FPYMIbI Y3/10B, Ha KOTOpble TpebyeTcs
OTMNPaBUTbL CMPABOYHMKM U KNOUW. Bbl MOXeTe BbIbpaTh Cpasy Bce CETEBbIE Y3/bl C MOMOLLbH
dnaxka, pacnosoXeHHOTO B 3aroloBKe Crvcka.

Bbibop rpynnbl ceTeBbIX y3710B yA06€H, ecan B cnvcke 0TobpaXeHo H60/bLIoe KONNYECTBO Y310B.
Mpwv 3TOM CNPaBOYHMKM U KAtoun ByAyT OTnpaBaeHbl TONbKO TEM y3/1aM W3 Fpynnbl, A1s KOTOPbIX 3TO

Tpebyertcs.

,U,J'IFI NonCKa CeTEBbIX Y3/10B 1AW rpynn no uMeHaMm BBeAuUTe YaCTb UMEHU B CTPOKY NOWCKa,
Pacnoso>KeHHYH BH/3Y OKHa.

4 Ecav Bbl XOTUTE, YTOObI HOBbIE CMPaBOYHUKN N KNHOUN OblIn NnpyMeHeHbl Ha CETEBbIX Y3/1aX B
onpejeneHHoe BpeMA, BbINONHUTE caejyrouimne AEI‘/‘ICTBMHZ

o YcrtaHoBuTe q)fla)KOK OTnoxuntb npuveHeHune ob6HoBJIeHNSA Ao.

o B nonsax cnpasa oT dnaxka 3agalite AaTy U BpEMSA NPUMeEHeEHUs 06HOBAEHUI. [laTy MOXHO

Bbl6paTb C NOMOLLbHKO KaneHaapa, Ha>aB KHOMKY .
5 ,ﬂ,ﬂﬂ OTMNpaBKn CNpaBoOYHUKOB U KNtOUel BbIMONHUTE OAHO N3 Ael‘aCTBMIZI

o Yrtobbl OTNPaBUTb CNPAaBOYHUKN N KNHOYN Ha Bbl6paHHbIe CeTeBbl€ Y3/ibl, HAXMUTE KHOMKY

OTnpasuTsb.

o YTO6bI OTNPaBUTL CMPABOYUHMKM U KJIHOUM Ha BCE CETEBbIE Y3/1bl, OTODBPaXKaeMble B CIUCKE,
HaXXmuTe KHomnky OTnpaBUTb Ha BeCb CMUCOK. EC/IM Bbl NCNO/Ib30BaNN CTPOKY MOWCKa CETEBbIX
y3/710B, OOHOB/IEHUS BYAYT OTNPaBAEHbI TONIbKO Ha HaWAEeHHbIE Y3/bl.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBoACTBO agMuHUcTpatopa | 89



MpumeuaHune. OTnpaBka CNPaBOYHMKOB U KNFOUEN OCYLLECTBAAETCA C MOMOLLbHO
TpaHcnopTHoro mogyns ViPNet MFTP, koTopblii iBaseTcs YacTbto nporpammsbl ViPNet

Client. Y6eaunTech, UTo Ha KOMMbIOTEPE C CepBepHbIM NpunoxerHnem ViPNet LieHTp
ynpasieHusa CeTbto 3anyLleHa 3Ta nporpaMmma.

6 Ecan obHOBNEHMA CNPaBOYHUKOB 1 KJtOYEW He OTNpaB/eHbl, 415 NPOCMOTPa AOMNOJHUTENbHON
nHbopmMaumm B okHe OTNpaBKa CNPaBOYHUKOB HaxXMuTe KHorky OTuet. B ciyyae ycnelHowm
OTMNpPaBKW CNPaBOYHMKOB W KAroUel okHo OTnpaBka cnpaBOYHUKOB 3aKPOETCs aBTOMATUYECKM.

YT06bl OTNPABUTL CMPABOYHUKMN U KNHOUM Ha O4MH UAN HECKObKO BbIBPaHHbIX CETEBbIX Y3/10B,
BbIMOJIHWUTE C/eAytoLLme AeACTBUS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbibepuTe npeacraBieHne Mos ceTb.

2 Ha naHenn HaBurauumn Boibepute pasgen KoopauHatopbl nan KnmeHTtbl B 3aBMCUMOCTM OT TUNa
Y3/10B, Ha KOTOpble TpebyeTca OTNPaBUTb CNPaBOYHNKN U KAHOUN.

3 Ha naHenun npocmoTpa BbibepuTe B CMINCKE OAMH WM HECKONBKO CETEBbIX Y3/10B.

MprmeyaHune. Henb3a oTNpaBMTb CNPABOYHMKMN W KKOYM Ha CETEBbIE Y3/bl, A4
KOTOpbIX oToBpaxkaeTcs ctatyc Tpebyetca co3gaTte nan OxxuaaroTcs Kaoum
(cm. ObHOBNEHME CNPABOYHMNKOB U KAtOYENn).

4 lllenkHnTe BbIGpaHHbIe y3/1bl NPaBON KHOMKOW MbILWN Y B KOHTEKCTHOM MEHHO BblbepuTe NyHKT
OTnpaBuTb CNPABOYHUKM U KJIHOUM.

5 Ecau Bbl XOTUTE, UTOObLI HOBbIE CMPABOYHWKU U KJIHOUM BbIIN MPUMEHEHbI Ha CETEBBIX Y3/1axX B
onpegeneHHoe Bpems, B okHe OTNpaBKa CNpaBOYHVKOB U KJIHOYel:

o YcraHoBuTe dnaxok OTNOXUTE NpUMeHeHne obHoBAEHNSA A0.

o B nonsx cnpasa oT dpaaxka 3aganiTe gaTy U Bpems NpUMeHeHUs 06HOBAEHUN. [laTy MOXHO

Bbl6paTb C NOMOLbHKO KaneHaapa, Ha>aB KHOMKY .
6 Haxmute KHOMKY OTI'IpaBI/ITb CNPaBOYHUKU U KNHOUN, HAYHETCA NpoLecC OTNpaBKn.

7 Ecnm obHOBNEHMA CNpaBOYHUKOB U KAouen oTnpaBieHbl C OLLII/16KOIZ, ANnd NpoCcMOoTpa
rCI,OI'IOﬂHI/ITe}1bHOI\/’1 I/IHCI)OpMaLI,I/II/I B OKHe OTI'IpaBKa CNPaBOYHUKOB Ha>XXMUTE KHOMKY Otuer. B cnyyae
yCI'IeLLIHOIz OTMpPaBKM CNPaBOYHNKOB U K/tOUel OKHO OTI'IpaBKa CnNpaBOYHUKOB 3aKpPOETCA
aBTOMaTn4yecku.

Mocne oTApaBKM CMPaBOYHMKOB W KJKOUEW Bbl MOXKETE NMPOCMOTPETh X CTATyC B CMMCKE KOOPANHATOPOB
WAV KANeHTOB B cTos16ue CnpaBoOUYHKKY 1 Katoum (cM. O6HOBAEHVE CMPaBOYHUKOB U KJIOYEN).
MoapobHbIV oTUeT 06 OTNPaBKke OGHOBJIEHNI U KX CTATYCE MOXKHO NMPOCMOTPETb B XXypHae
TPaHCMNOpPTHbIX KOHBEPTOB (CM. XKypHabl TPaHCMOPTHbLIX KOHBEPTOB).
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OBOHOBIEHME NPOrPaMMHOrO 0becneyeHns

Ecnm Tpebyetca obHOBUTL NporpammHoe obecneverne ViPNet, yctaHOBNIEHHOE Ha CeTEBbIX y3nax,
BOCMO/Ib3yNTECH BO3MOXHOCTbIO YAaNeHHOW OTNpaBkM NporpammMHoro obecneyeHus ns LleHTpa
YNpaB/eHWs CETbHO.

O6HOBNEHVE MPOrPaMMHOro obecrneyeHus OTNPaB/SETCS Ha CETEBbIE Y3kl B BUAe dalinos dopmaTta
LZH. Ans kaxzgoro TMna nporpammHoro obecneuerns ViPNet cyllecTByroT COOTBETCTBYHOLWME Palinbl
o6HoBeHus. [To Bonpocy noayueHus pannos ans obHoBAEHMA NporpaMMHoOro obecrieyerus ViPNet
obpatutecb B MIHPoTeKC (cMm. ObpaTHas cBs3b). Dannbl 06HOBAEHWS AOKHbI NepesaBaTbCs
[LOBEPEHHbIM CNOCO6OM.

YT106bI OTNPaBUTL OOHOB/IEHME NPOrPaMMHOro obecneyeHns Ha ceTeBble Y3bl:
1 B meHto Mos ceTb BbibepuTe NyHKT O6HOBUTL NporpaMMHoe obecreveHne Ha y3nax.
2 Ha nepBoi cTpaHuue MacTepa OOHOBIEHMSA NPOrpaMMHOro obecrneveHns HaxxMmTe KHormky Janee.

3 Ecau ¢aiin obHOBAEHMS, KOTOPLIN TPebyeTCs OTNPaBUTbL Ha CETEBBIE Y3/bl, ELLLE HE 3arpy>KeH B 6asy
JaHHbIX, Ha cTpaHuULe Bbibepute o6HOBAEHME A/ OTMPABKU Ha y3/bl 3arpy3uTe 310T dana. Aas

3TOro:
o HaxwmuTe kHOMKy 3arpy3utb ¢aitn o6HOBNEHMA.

o B okHe 3arpy3ka ¢daiina o6HOBAeHNA BbIGEpUTE B CMWCKE TUM NPOrpaMMHOro obecrneyeHmns 1 ¢
NomMoLL bt KHOMKM O630p ykaxuTe NyTb K Gainny 06HOBAEHMA (C paclUMPEHNEM * . 1zh),
KOTOPbIN TpebyeTcs OTNPaBUTb Ha CeTeBble y3/bl. 3aTeM HaxmuTe KHomnky OK.

LJﬂ 3arpyzka daiina oBHoBNEHKUA 52
Mparpammice ofecnedenne: | Coardinator Linu: v|
Dain oGHOBNEHMA! Cihvllsersvddmin\Desktophdriv-i386- @|

[ (0] | [ OtmeHa |

PucyHok 41. 3azpyska ¢alina obHoeseHus 10O

Tabauya 3. OcobeHHocmu omnpasku obHosneHuli 10O ViPNet Ha cemesele y3/bl

Tun MO ViPNet B

MO ViPNet Ha y3ne OcobeHHOCTV 06HOBAEHMA MO

cnucke
ViPNet JlenoBas [enoBas nouta 3.x  [pwu otnpaske o6HoBAeHWA 1O Ha y3Abl, Ha KOTOPbIX
nouta ansa Windows ycTaHoB/ieHa TobKo nporpamma ViPNet [lenosas nouta

Bepcum 3.x, B OkHe 3arpy3ka ¢aiina obHoBneHUs B
kauecte Tuna MO ykaxwuTe Jenosas nouta 3.x.

ViPNet flenosas [enosas nouta Mpw oTnpaBke o6HOBAEHUA 1O Ha y3nbl ykaxuTe Jenosas
nouta ansa Linux Linux nourta Linux.
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MO ViPNet Ha y3ne

ViPNet Client 4U for
Windows Bepcun 4.6
1 Bbiwe naum ViPNet
Coordinator for
Windows Bepcum 3.x
6e3 KOMMNOHeHTa
«KoHTponb
MPUNOXKEHWUIA»

ViPNet Client Bepcun
4.5.X N H1Xe nan
ViPNet Coordinator
for Windows
(obHOBNEHME BepcUm
3.X BCEX KOMMOHEHTOB
A Bepcun 4.x)

MO ViPNet xFirewall

O6HoBneHVE BepcUm
TonbKo Mogyna DPI Ha
y3nax [MAK ViPNet
xFirewall

ViPNet Client Plus 4U
for Linux

Tun MO ViPNet B

cnucke

Client 4U for

Windows (paHee
Coordinator 6e3
peBepc-firewall)

Client 4 (paHee
Coordinator ¢
peBepc-firewall)

xF100
xF1000
xF5000

xF100 DPI
xF1000 DPI
xF5000 DPI

Client+

OcobeHHOCTN 06HOBAEHMA MO

e llcnonb3yiTte dainnbl obHoBNAEHMA driv_fsn.lzh nan
driv_csn.lzh COOTBETCTBEHHO.

e [lpu otnpaBke o6HoBAeHUs MO ViPNet Client uamn
ViPNet Coordinator Bepcuu 4.5 Ha ceTeBoW y3en, Ha
koTopom yctaHoBseHo MO ViPNet SafeDisk-V nan OC
Windows 10, o6HoBeHWE He ByAeT ycTaHOBAEHO.

e Vicnonb3synte dannbl driv_fsa.lzh nan driv_csa.lzh
COOTBETCTBEHHO.

e [lpu otnpaske obHoBAeHMs MO ViPNet Client nau
ViPNet Coordinator Bepcun 4.5 Ha ceTeBoW y3en, Ha
koTopoM yctaHoBseHo MO ViPNet SafeDisk-V nan OC
Windows 10, o6HoBneHWE He ByaeT ycTaHOBAEHO.

O6HoBneHwue MO Ha y3nax ViPNet xFirewall, Bkatouas
obHoBeHne Moayns DPI.

YTtobbl NOAAEPXKMBATL akTyanbHbI HABOP NMPUNOXKEHUA 1
NPOTOKO/IOB, KOTOPbIE UCMONL3YHOTCA NPU CO3AaHUN
KOHTEHT-QUILTPOB, OBHOBUTE BEPCUIO TONBKO AN MOAY NS
DPI. Hanpuwmep, ans ViPNet xFirewall xF100 Bbibepute xF100
DPI.

Wcnonb3yinte dpaiin 0bHoBAEeHNA hwvpnm driv_<zomep
Bepcum>.1lzh.

Mepeg 3arpy3kon byAeT BbINOAHeHa NpoBepka dalisa Ha COOTBETCTBME BbIBpaHHOMY TvMy

nporpaMmMHOro obecneyeHus (Ha ocHOBaHWM co4ep>XnmMoro ¢a17u1a mbo Macku ero MMEHMN,

€C/N He yAaeTcA NPOBEPUTb COOTBETCTBYME MO cogep>kumomy darna). Ecam byaet obHapyxeHo

HECOOTBETCTBUE, MOABUTCA OKHO C npeaynpexaeHnem. B aTOoMm ciy4ae pekoMeHayeTca

OTKa3aTbCA OT 3arpysku q)a|7u1a, Ha>XaB B OKHE npeaynpexaeHna KHOMKy 3aKprTb.

MpumMeyaHue. Yo6eanTech, Uto NyTb K Gpainy OBHOBAEHUS HE COAEPXKUT KNPUAINYECKUX

CUMBOJIOB W MPO6esioB. B NpoTMBHOM ciyyae NOSBUTCSA COOBLLEHNE O MOBPEXAeHUM daiina
06HOBEHMA.

o 3arpy>eHHbIn Paiin NosBMTCA B cnuncke. B ctonbue Bepcusa obHoBneHMA byaeT oTobpaxeHa

BEPCWS MPOrPaMMHOro obecreyeHns, Cogep>KalLerocs B 3arpy>xeHHom darie.
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OGHosnenne nperpammyoro cbecneqenna cet ViPMNet
r-:-__ BoibepuTe 0bHOBAEHWE ANA OTAPaBKM Ha Y3bl
=)
3arpysute Gaiin ¢ pacwuperuem *lzh, cogepxawmii oBHOBNEHWE NPOTPEMMHOTD OBecnedeHms,
YwamuTe, KaKoe oBHOENEHUE Bbl XOTUTE OTMPEEUTE, W HEXMUTE KHOMKY «anees.
| Mporpammuoe obecneyeqne Bep.. Wma daina oBrosnenva
Coordinator HW100 4.21... hwl00_vipnet_base_i386_driv_4.2.1-1356.1zh
Coordinator HW-VA 4.1.1-... hwva_vipnet_gost_x86_54 driv_4,1.1-593.1zh
Terminal 4.14... terminal_vipnet_base_i385_driv_4.1.4-1470.1zh
®F100 DPI L0_1.. xf100_vipnet_base_i286_1.0_17.01.06_dpilzh
Hadmu u [ JarpyzuTe Gain oBHOBNEHWA. . |
« Hazan |

3aKphiTe |

PucyHok 42. 3azpyska u sbibop obHossneHul MO

I'IpmmeuaHme. Bbl moxeTe y4anuTb U3 6a3bl AaHHbIX ¢a|‘/'|nb| O6HOB}'IeHI/1ﬂ, KOTOpbIe
6o/blLe He HY>XHbI. ,ﬂ,J’IH 3TOro Bbl6epMTe B CNMCKe OANH NN HECKOJIbKO q)aﬁnos n

Ha>XMUTe KHOMKY y,anIVITb.

4 Bbl6epVITe B CNncKe nporpamMmmMHoe o6ecnet-|eH|/|e, KOTOpOe Tp66yETCFI O6HOBI/|Tb, N Ha>XXMUTE KHOMKY

Janee.

5 Ha ctpaHuue Ykaxkute ceTeBble y3/bl 415 06HOBAEHUA NporpaMMHoro obecneueHus Bbibepute B

CMMCKe Y3/1bl, Ha KOTopble TpebyeTcs OTNPaBUTb OGHOBAEHME.

Ecan obHOBAEHME Bb|6paHHOFO nporpaMmMmHOro obecneueHus OoTnpaBiAeTCA BNnepsble, B CNNCKE
0To6pa>|<ar0Tc9| BCE KJINEHTbI AN KOOPANHATOPbI B 3aBUCMMOCTU OT TUNa ObBHOBNEHMS. I"Ipvl

nocneaytoLen oTnpaske 06HOBNEHWIN BbIBPAHHOTO TUMa B CMMCKE OTOBPAXKatoTCA CETEBbIE Y3/bl, Ha

KOTOpble AaHHbII7I TN OBHOB/EHUS OTnpaBAAnCa paHee.
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OBHoenenne nporpammdore cbecnedenns cetn ViPNet

l éﬁ' YKaxuTe ceTeBble Y3nbl 4NA 0BHOBAEHWMA nporpaMmmHorc obecneueHwna

YKaokuTe ceTeBbIe y3hl, HA KOTOPbIX HEOGXOA4MMO O6HOBMTE NporpammHoe obecneverune ViPNet.

Nokazate ¥3Abl € NPpOrpaMMHBIM ofecneysHnem, OTAMYHEIM OT BhlﬁpaHHOrD TMNa oBHoOBAEHUA

] Tun y3na Mma ‘ Tun o6HoBAEHWA... Bepowa obHoBnednA.. CraTyc oBHOBNEHMA

B Client 1-1

| %L} Client 1-2

| ul] Client 1-3

| wl} Client 1-4

| ul] Client 1-5

| ul] Client 2-1

| wl} Client 2-2

| =i} Client 2-3

| %L} Client 2-4
Coordinator 1
Coordinator 2

KoopanHatoper
Nogpasgenenune N2

[ « Hasap “ lanee » | [ Otmena

PucyHok 43. Bbibop cemesbix y3108 015 0b6HosneHus 10

UYTtobbl ykazaTb ceTeBble y3/ibl 415 OGHOBAEHWS, BbINOJIHWUTE CEAYHOLNE AEUCTBUIS:

o

o

Ecav Bbl XO0TWTe OTNpaBWTb BbIbpaHHOE OBHOB/IEHME MPOrPaMMHOro obecrneyeHns Ha ceTeBble
Y3/1bl, KOTOPbIE He OTOBpPaXKeHbl B CNNCKE, yCTaHOBUTE daaxkok MokasaTb y3bl ¢
nporpaMMHbIM obecneyeHnem, OTIMUHBIM OT BbIBpaHHOrO TMMNa 06HOB/IEHNA N B OKHE
noaTBepPXAeHUs HaxxMuTe KHorky fa. B cnvcke 6yayT otobpaxeHbl Bce y3nbl cetv ViPNet.

AN novicka ceTeBbIX Y3/10B MO MMEHaM BBEAMUTE YacTb MMEHW y3/1a B CTPOKY MOWCKa,
PacrnoNoXeHHy BHW3Y OKHa.

Bbibepute B cnuncke OAMH UM HECKOJIbKO CETeBbIX Y3/10B B0 rpynny nanM HECKObKO TPy
y3/10B, Ha KOTOpble TpebyeTcs OTnpaBuTb 06HOBAEHME. Bbl MOXeTe BbiIbGpaTb Cpasy BCe CeTeBble
y3/1bl C MOMOLLbIO PaxKa, PacroNioKeHHOro B 3arosioBke cnucka. MNpu Beibope rpynnbl y3108
o6HOBNEHWe ByaeT OTNPaB/IEHO TONLKO TEM y3/1aM U3 FPynrbl, KOTOPbIM OHO MOAXOAUT MO TUMY.

HaxxmuTe kHonky [Janee.

6 Ha ctpaHuue BctynneHne o6HOBAEHMSA B A€ACTBME BbIMOJHUTE CleAyoLLme AeCTBUS:

o

Ecnun Tpebyetcs, nameHuTe gaty 1 BpeMs NpUMeEHEHNs 06HOBAEHMA Ha ceTeBbIX y3aax. [aty
MOXHO BblbpaTh C MOMOLLbIO KaneHaaps, HaXxaB KHOMKY E Mo ymMmonyaHu1to 3asaHbl TekyLme
JaTa 1 Bpems.

Ecnum Bbl XO0TUTE, UTOOBI MOC/AE OOHOBNEHUA NPOrpaMMHOro obecrneyeHuns Gbia BbINOAHEHA
nepesarpyska komnbtotepos ¢ OC Windows, ycTaHOBUTE COOTBETCTBYHOLLMNIA BAAXKOK.
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OBHoBneHMe nporpammHoro obecnevenns cetn ViPNet
Bcrynnenune o6HOBNEHWA B feiicTBUe

3anav"'re NapaMeTpbl BCTYNACHVA B aevictene OTNPAaBAEHHOro obHosneHUs,

OrnpaeneHHoe obHOBNeHMe ECTynuT B geiicteme: | 28.10. 2015 |[&] |09:25

[] Nepesarpyxare Windows ra cetegsix y3nax nocne o6HOBAEHUA NPOTPAMMHOTO 0BecneseHna

I « Hasag H Janee » l | Otmena

PucyHok 44. [lama u epems scmynseHus 8 delicmeue obHosneHus 10
3atem HaxxmuTe kHonky [anee.

7 Ha ctpaHuue MoarotoBka K 06HOBNEHUIO NPOrpaMMHOro obecneyveHms 3aBepLUeHa HaxXMuTe
KHonky fanee.

8 Ha crpaHuue OTnpaBka 06HOBAEHMA NporpaMMHOro obecrneyeHuns C NOMOLLbIO MHAMKATOPa
BbIMNOJHeHNa ByaeT oTobpaxeH npouecc oTnpasku. [na npocMoTpa NoAPOOHOro oTuHeTa WenkHUTe
ccbinky MokasaTk MHGOPMaLIUIO O XOAe npoLiecca.

9 T[lo oKOHYaHUW NpoLiecca oTnpaBk 06HOBAeHNA ByaeT oTobpaxkeHa MHGOPMaLMA O pe3ybTaTax
OTNpaBKu NporpaMMHoro obecneveHus. [ns 3aBeplueHns paboTbl MacTepa HaXXMUTE KHOMKY
FoToBO.

Mpumeuanue. Mpouecc 06HOBAEHWS NPOrPaMMHOro obecredueHus 6yAeT NOAHOCTbLIO
3aBepLUeH Moc/e NpUMeHeHVs 0BHOB/IEHNSA Ha BCEX BbIBPAHHbIX CETEBbIX Y3/1ax.

MoapobHbIA OTUET 06 OTNpaBke OBHOBAEHUIA U UX CTaTyce MOXHO NMPOCMOTPETh B XypHase
TPaHCMOPTHbIX KOHBEPTOB (CM. XKypHasibl TPaHCMOPTHbIX KOHBEPTOB).

VHdopmauwma o npneme obHoBAeHMI NnporpamMHoro obecnedenmns ViPNet Ha ceTeBbIX y3nax
COAEPXMNTCA B AOKYMEHTALMWN COOTBETCTBYHOLLMX MPOAYKTOB.
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ObHOBEHME HAabopa MPUIOXKEHWI 1 MPOTOKO/OB
ana ViPNet xFirewall

Yrto6bl B MO ViPNet Policy Manager co3gaBatb KOHTEHT-OUAbTPLI ans ViPNet xFirewall, Ha y3ne ¢ ViPNet
Policy Manager Heobxoaumo obecneunTb Hannume dalina ¢ HabOPOM MPUNOXKEHUI N MPOTOKOIOB A1
aTux punbTpoBs (DPI-knaccndpukaTop).

[ns 3TOro BbIMOJHUTE OAHO U3 AENCTBUI:

Ecan nporpamma ViPNet Policy Manager v LLYC ycTtaHOB/IEHbI Ha OHOM KOMMbIOTEPE, OTMpaBbTe
obHoBneHune Bepcun moayna DPI nam MO ViPNet xFirewall. Mocne otnpaskun o6HoBAeHWA daiin ¢

Ha60pOM I'IpI/UIO)KEHI/II‘/II M NPOTOKOJIOB 6yp,eT aBToOMaTn4yeckm nomMelleH B nanky
C:\ProgramData\Infotecs\ViPNet Policy Manager\DPI\Classificator.

Ecam nporpamma ViPNet Policy Manager n LLYC yctaHOB/I€HbI Ha pa3HbIX KOMMbOTEPax:

1 B LLYCe otnpaBbTe Ha ViPNet xFirewall xots 661 0gHO 06HOBAeHMe Moayas DPI uaum MO ViPNet
xFirewall (cm. OBHOB/IEHWE NpOorpamMMHOro obecrneyeHus).

2 Hay3ne c LLYC ckonupyiite dain B popmate XML 13 nankm C: \ProgramData\Infotecs\ViPNet
Policy Manager\DPI\Classificator.

3 MepeaanTte dain B popmate XML agmuHnctpatopy ViPNet Policy Manager, 4utobbl oH nomecTtun
dann B nanky Ha y3ne c ViPNet Policy Manager C:\ProgrambData\Infotecs\ViPNet Policy
Manager\DPI\Classificator.
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Pe3epBHOE KOMMPOBaHMe U
BOCCTAHOB/IEHME AAHHbIX

[JaHHble o cTpykType cetn ViPNet, napameTpax ceTeBblx 06bEKTOB M HACTPOMKaX, CAeNaHHbIX B
nporpamme ViPNet LieHTp ynpaBaeHus ceTbto, a TakXe AaHHble nporpammbl ViPNet YaoctoBepstowmii n
KJOUEBOW LLeHTp (cM. Bsanmogericteue ¢ nporpammoin ViPNet Yao0cTtoBepsitoLwnii U KAHOUYEBON LEHTP)
XpaHATCA B 04HOM 6a3e gaHHbix SQL. Bbl MOXeTe co3zaTh pe3epBHYHO KOMUIO 3TON 6a3bl AaHHbIX, YTOObI
npv HEOBXOANMOCTU BEPHYTbCS K Hosee paHHen KoHdUrypaLmm ceTu.

Co3paHne pe3epBHOM KOMUK 1 BOCcCTaHOBAEHME AaHHbIx LIYCa 1 YKL, ocywectBaseTcs ¢ noMoLpto
nporpammel ViPNet YgocToBepstoLwmin 1 katoueBol LeHTp. Bo Bpems onepawuin no pesepBHOMy
KOMMPOBaHWIO N BOCCTAHOBAEHMIO JaHHbIX B nporpaMmme ViPNet LleHTp ynpaBaeHuns cetbto byayT
3a6/10KMpOBaHbI Nt0bble AENCTBUS.

Co3paHre pe3epBHOI KOMWK AaHHbIX B nporpaMmme ViPNet Y10CTOBEPAOLWNIA 1 KAHOUEBOWN LLEHTP MOXET
NPOM3BOAUTLCSA aBTOMATUUECKWN C 3aZaHHOM NEePUMOANUHOCTBIO (peKkoMeHayeTcA) IMHO BPYUHYHO C
ncrosb3oBaHWeM MacTepa. [N BOCCTaHOBAEHMSA JaHHbIX U3 pe3epBHOM Konun B nporpamme ViPNet
YaocToBepstowmnn n kntoueBon Mactep B MeHto CepBuc BbibepuTe NyHKT BocctaHoBNEHME
KoH}Urypauum n cnegyite ykasaHuam mMactepa. [ogpobHee co3gaHne 1 BOCCTAHOBAEHUN Pe3ePBHbIX
KOMWi onuncaHo B gokyMeHTe «ViPNet YaocToBepsatoLwnin n kKaroueBol LeHTp. PykoBoaCTBO
aAMUHUCTPaTOpPa», B rNaBe «AMUHNCTPATUBHbIE QYHKLUN>.

BHumaHme! Eciv BbINONHAETCS BOCCTAHOB/IEHME AaHHbIX U3 PE3EPBHON KOMMWK, CO34aHHOW B
nporpamme ViPNet Ya0cToBEpAOLWNIA N KNHOUEBON LLeHTP Bepcun 4.3 1 HUXe, TO nocne

/A\ 3aBepLUEHNS NPOoLieypbl BOCCTAHOB/IEHUA Takxke HeobXoaMMO OBHOBUTL BEPCUO 6a3bl faHHbIX
SQL. [lns aTOro 3anycTvTe yCTaHOBOYHbIN paiin cepsepHoro npuaoxenus ViPNet LeHtp
ynpaBieHuns ceTbto U B okHe VI3MeHeHMe ycTaHOBNEHHbIX KOMMOHEHTOB Bbibepute NyHKT
BoccraHoBUTD.
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[ToOCMOTP XypHaNoB

B nporpamme ViPNet LieHTp ynpaBieHus ceTbio B XXypHanax GUKCMpyroTcs ABa Trna cobbITUIA:

e I3MeHeHWe agMUHUCTPATOPOM NapameTpoB nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto, CBOWCTB

cetn ViPNet 1 ee o6bekToB.

e O6MeH ynpaBastoWwMMy TPaHCNOPTHLIMK KOHBEPTaMu ¢ y3namu cetn ViPNet.

XypHasbl ayanTa

B >ypHanbl ayauTa 3anucbiBaeTca MHbGopMaLmsa O AeNCTBUAX, KOTOPbIe BbIMOJHAT aAMUHUCTPATOPbI B
npouecce ynpasneHusa cetbto ViPNet. B nporpamme ViPNet LleHTp ynpaBaeHus ceTbo Bbl MOXeTe
NpoCMaTpmnBaTbh HECKOJIbKO XXYPHAI0B, KOTOPble coAepXaT MHPOPMALMIO O Pa3NNUHbIX Fpynnax
CObbITNIA: N3MeHeHWe HacTpoek nporpaMmbl ViPNet LleHTp ynpaBaeHus ceTbto, U3MeHeHne CBONCTB
06DBEKTOB CETW, BXOA W BbIXOJ, aAMUHUCTPATOPOB U3 NPOrpaMMbl 1 Tak ganee. [1o ymMoavaHuto 3anmcu o

COBBITUSAX XPaHATCA B XypHanax ayanta 60 gHel, Npy HEOBXOAUMOCTM Bbl MOXETE U3MEHUTL 3TO BPEMS B

meHto Cepsuc > MNapameTpbl (cM. [TapameTpbl XXypHanoB).

[Ans npocMmoTpa XypHana ay4uTa BbIMOJAHWUTE CefyroLne AelCTBUIS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Bbibepunte npeacraBaeHme

AaMUHUCTpUpOBaHue.

2 Ha naHenv HaBurauwuv Bbibepute pasgen XypHanbl ayauta.

_
b MoR cete

[u]
1 JoBeperHbie ceTn

3:“[ AfMUHNCTRUpOEaHME

|¢&] ViPMet Administrator [Llentp ynpaenenun cetete] - Administrator EI@
Mon cete  [Josepennoie cetw flvuensus  Bua  Cepeuc  Cnpaska
= 0

ﬁ: Cnpasoununin u kawdn ¥ gy MeskceTesan nndopmaums ~

1:| ¥ueTHuie sanmon (1) )KypHa_ﬂbl ayavTa Hatimu e
el AypHansl TpaHCNOpPTHEIX KoHE2pToE (11)

o= e

]

7] Boccranosnenne KoHdurypaLm ceti

E Bce cobeimua

7] Bxoari/Erixoas B cucTemy

] Msmenenne HacTpoex mporpammel

7] Mewcetesoe Esanmoasiicrame

7] OBHoBnERMe NporpamMMHaro ofiecnedsHua

%] Ouncra v koHTPONE UERDCTHOCTH XypHaNa COBBITM
7] Nepeuunoe paseepruisanme ceTh

e ¥npaensHue koHdurypauued ceosi catn

i | ¥npasnenve auueHzned

i ¥npagneHne yUSTHEIMU 33MMCaMA

PucyHok 45. Cnucok xypHasnos ayouma

3 Ha naHenn NnpocMoTpa ABOWMHBIM LLENYKOM OTKPOWTE XYPHa, KOTOPbIA COOTBETCTBYET HYXXHOW

rpynne cobbiTnin. OTKPOETCSH OKHO NMPOCMOTPa XKypHana.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKoBOACTBO agMUHMCTpaTOpa

98



Mo yMOnYaH1IO B OKHE MPOCMOTpPa NpeAcTaBiaeHbl 3anncy 060 Bcex cobbITUAX BbIOpaHHOM rpynnbl,

npomsowlealnx 3a nocnegHme CyTku.

-

|ad Hypran: Bee cobbimua =1 Fo]
- * || dars Wruupatop  Cobeimue Wima obserta Kima yascrhines Cry
Hara: i) L
¢ |17.02. e I::I 17: 34 18.02.2019 9:1 admin3 YAANEHME MEXCEPBEPHOTO EAHANS Ki Coordinatord Ki Coordinator3 Yenewno
= 18.02.2019 %:1 admin3 YaaneHne MeXCEPBEPHOro KaHaNa %) Coordinatord =ﬂ Coordinatord ¥enewno
no|18.02. 2019 fjesl |12 : 34 18.02.2019 9:1 admin3 YARNEHKE MEXCEPBEPHOND KAHANG #_l Coordinatord K_ﬂ Coordinatorl Yenewno
18.02.2019 9:1 admin3 JoGapnerne MEXCEPREPHOrD KIHANS )Cﬂ Coordinatord 3 ofiwexTa Yenewmo
Wnkumatop: 18.02.2019 9:1 admin3 YABNEHME PONK C CETEBOMO Y3Na Al Coordinatord ! ofimexTa ¥enewno
18.02.2019 9:1 admin3 JoBasneHne poam HI CETEBON ySen R;ﬂ Coordinatord & Mporpatamubid VI Yenewno |5
18.02,2019 %1 admin2 Acbaenerne ponn Ha ceTesol yaen 4‘ Coordinatord <; Obmen coobwem Yonewno
Cobumme; £ 16.02.2019 %1 admin3 YaaneHWe nonssoeatenei ¢ cetesoro yana WY Client3-2 & Client3-2 Yenewso
[¥] Aobasnerne cerepen: abeenta » 18.02.2019 9:2 admin2 Aobapacnne nonesosatensi na ceresoi yae B Client3-2 :. Client3-2 Yenewno
: ;p,anenue ceTepkn 0GBRTOR 18.02.2019 9:2 admin3 Co3paHMe CNPaBoMHMEOS T Ceoncers 4 KT Yenewwo
NPABAEHNE NOAEIOBATEAAM K . . . 8l i - i
R T — 18.02.2019 9:3 admind YAANEHME MOALIOBATENER € CETEBOMD Y3N3 :. ! Client3-2 gy Client3-2 YenewHo
[¥] MisseHenme ceazeid 18.02.2019 9:3 admin3 Co3ganme cnpasosHAKos TF Cooncers WM Client3-1 ¥enewmo
o] MismeHERME NapAMETPOE CETER 18.02.2019 8:3 admin3 foBaenerne nonssosarenei wa ceresor yse W Client3-2 & Client3-2 Yenewwo
¥l ¥npasnenne ponamn 18.02.2019 9:3 admin3 VAAEHME NOALSOBATEARH € CeTepora yans W Client3-1 & Clientd-1 YERELWHD
7] Qe »
- . - o
e cnpapouu? e 18,02.2019 9:3 admin3 AoBasnemne nonesoeateneii wa ceresoi yze &N Client3-1 as Clent3-1 Yenewmo
|| MewceTepos E3aUMOARACTEINE ) -
[¥] OBmosnemHme nporpammmaro 18.02.2019 9:3 admind YAaNEHHE MONEIOBATENEA ¢ ceTeporo yana W Client3-2 an Client3d-2 YenewHo
|| ¥npaenenne AnueHzuei | 18.02.2019 9:3 admin2 Co3garme CnpaBoMHUEOs ‘ﬁ Crooa cete 1 ofixexTon Yenewno
o0 - 18.02.2019 9:3 admin3 CozgaHMe CNPaBoYHIEDS 'ﬁ Ceoa cete 4 KT: Yenewwo
ol T
A " 18.02,2019 9:3 admind Okonyatne ceanca paboTe aagMuHKcTpaTop & | admind Yenewno
18.02.2019 9:3 admin3 Hauano ceamca paboTel agmuHKcTpaTopa 1 admind Owinbea
" 18.02,2019 8:3 admind Hayano ceanca paboTel 3AMHHWCTRaTOPY (L admind Ouwinbea
e R 18.02.2019 9:3 administrator Havano ceanca pabotel agmunncTpatopa (o administrator Yenewmo
T 18.02.2019 9:4 administrator Jofasnenne nonssosatensi va cetesoi yee B Client3-2 an Client3-2 Yenewwo
| Chpocurs | ObrobuTE KypHan 18.02,2019 5:4 adrministrator Jobasnenne mexcepseproro kaHang %_l Coordinatord JofverTs Yenewno
18.02.2019 9:4 administrator Cosaamme CDaBoNHUAKOE G Ceoncers WA Client3:2 ¥enewno "
| Coxpanute e pasin... | | Jakpeite

PucyHok 46. pocmMomp xypHasaa ayouma

4 3apaliTe napameTpbl MOWCKa 3anncelt B XypHae:

o

YTO6bI HANTLK 3aNNUCKU O COBLITUAX, KOTOPbIE MPON3OLLIN B ONPEeAeNeHHbI NEPUOS BPEMEHN,
nog 3aronoBkoM Jlata B COOTBETCTBYHOLLMX MOSX YKAXKUTE Hauaio MU KOHELL HY>XHOTO Mepuoza
BpPEMEHM.

YTOObI HANTLX 3aNNUCKU O JENCTBUAX ONMpPeAeseHHOro agMmHucTpaTopa nporpammel ViPNet LieHTp
yrpaB/ieHus CeTbto, B nose NHULMaTop BBEAWTE MMS YUETHOM 3anvcy agMUHMUCTPaTopa.

YT06blI HANTK 3aNnCK O COBLITUSAX ONpeAesieHHOro Tna, B cnncke CobbiTne passepHUTe
HY>KHYHO rpynny cOBbITWIA (Ha3BaHWS TPYNN COOTBETCTBYHOT Ha3BaHUAM JOCTYMHbIX XypPHaI0B
ayAvTa) U yCTaHOBUTE WU CHUMUTE GAaXKKM HanpOTUB TUMOB COBLITUIA.

YTO6bI HANTK 3aNnUCK COBBITUSAX, B KOTOPbIX Dbl 3a4eACTBOBAH HEKOTOPbIA OCHOBHOM 0OBbEKT
cetn ViPNet (Hanpumep, OCHOBHbIM O6BEKTOM MOXET HbITb CETEBON y3€h, Ha KOTOPbIN
JobaBsieHa poib), BBeAMTE UMS 06BEKTA UM Ero NAeHTUdGMUKaTop (IM60 YacTb UMEHU UK
naeHTMdukaTopa) B cooTBeTCTBYtOLLEE nose: Mmsa obbekTa uin NaeHTndukatop obbekra.

Y106bl HaNTK 3aMnCKU O COBLITUAX, B KOTOPBIX Obln 3a4€MCTBOBAH HEKOTOPbI BTOPOCTEMNEHHbIN
061bekT (Hanpumep, BTOPOCTENEHHbIM 06BEKTOM MOXET BbITb POb, JOOaBNEHHas Ha CETEBOM
y3en), BBeguTe UMA AN naeHTMdurKaTop BTOPOCTENEHHOrO obbekTa B COOTBETCTBYIOLLEE MOE:
Nmsa yuyactHuka nan UpgeHtudukatop yyacTtHuKa.

Y1o6bl HaNTK 3aNnCK O COBLITUAX, 3aBEPLUMBLLMXCA YCneLwHOo anbo ¢ owmnbkon, B cnvcke CraTyc
BblbepuTe Hy>KHOe 3HaueHue.

5 UY706bI BEpHYTL NapaMeTpbl MOUCKa MO YMOAYAHMIO, HaXKMUTe KHOMKY COpoCUuThb.
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6 [ns noucka B XypHasie 3anncert B COOTBETCTBUM C 3aZaHHbIMM NMapamMeTpamMmn HaxkMUTe KHOMKY
O6HOBUTL XXypHan. B cnuncke byayT npeacTaBieHbl 3anu1cy, KOTOPble COOTBETCTBYHOT OJHOBPEMEHHO
BCEM 3aJaHHbIM NMapamMeTpam.

7 Bo BpeMsi NpocMoTpa cruncka cobbITUl B XXYpPHasie Bbl MOXETE UCMOJ/Ib30BaTh CeayoLmne
BO3MOXHOCTU:

o Yrtobbl copTnpoBaTtb CNMCOK No KaKOMy-J'II/I6O napamMeTpy, WeJKHUTe 3aroJloBOK
COOTBeTCTBYHOLLEro CTOI'I6L|,a.

o YTtobbI CKPBITH MM OTOBPA3UTL CTONOLbI, LLLENKHUTE NPaBO KHOMKOM MbILIN 3aroNoBok Ntoboro
cTonbua 1 B MEHHO BbIGEpUTE HY>XHbIN NapaMeTp.

o Ecnn B cobbITMM 3a4eACTBOBaHbI HECKOJIbKO OAHOTUMHbIX 06EKTOB, B CNMCKe COObITUI ByaeT
YyKa3aHO KOJIMUYECTBO 3TUX 06bEKTOB. YTOObI MPOCMOTPETh MMEHA OOBEKTOB, LLENKHUTE CCbLAKY
<KO/ZIMYEeCTBO> 06bEKTOB.

o YTO6bI COXpaHWTbL OTOBpaXkaeMblli CMNCOK 3anuncen xypHana B Gann popmata CSV, Haxmute
kHornky CoxpaHuTb B ¢aiin. 3atem B okHe CoXpaHUTb Kak yKaxuTe nanky v ums Gpanna ans
COXpaHeHua XypHaa.

XypHasbl TOAHCMOPTHbIX KOHBEPTOB

Mpu ocyuectBaeHUN GYHKLUMIA Mo ynpasaeHuto cetbto ViPNet ceTeBo y3en ¢ cepBepHbIM NPUNOXeHNEM
ViPNet LleHTp ynpaBaeHusa ceTbto 06MeHMBAETCA C APYTMMW y31aMK YNPaBAAOWMMY KOHBEPTaMu C
nomoLybto TpaHcnopTHoro moayna ViPNet MFTP. 3T KoHBepTbl MOTYT cogepykaTb CNPaBOYHUKN, KAOUM
1 NporpaMmHoe obecrneudeHne Ans CeTeBbIX Y3/10B, 3aMpPOChl Ha U3gaHne cepTUdMKaTOB, KBUTaAHLUW,
noaTeep>jatoLLe npmeM 06HOBAEHUI Ha CeTEBbIX y3/1axX, U Tak Janee.

VHdopmauma 060 Bcex TPaHCNOPTHbIX KOHBEPTax, OTMPaB/AeHHbIX U NPUHATLIX LieHTpom ynpaeneHus
CeTbto, 3aHOCUTCA B CreLmanbHble XYypHabl. 3anncy B XXypHane GUKCUPYIOT M3MeHeHWe cTaTyca
KoHBepTOB: OTnpasneHo, [loctaBneHo, NpuHAT 1 Tak ganee.

B nporpamme ViPNet LleHTp ynpaBaeHus ceTbio Bbl MOXETE NMPOCMaTPUBaTh HECKOIbKO XYPHasIOB,
KoTopble cosepkaT nHdopmauuto ob oTnpaske U NpUemMe pasinyHbIX TUMOB AaHHbIX: CMPAaBOUYHWNKOB U
K/AHOUEN, MeXCeTEBOW MHPOPMaLLMK, 3aMPOCOB Ha CEPTUPMKATLI U TaK Jasee.

ﬂ'ﬂﬂ NPOCMOTpPa XypHaja TPpaHCNOPTHbIX KOHBEPTOB BbIMOJHNTE Cejgyrouimne AeIZCTBMﬂI

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Boibepunte npescraBaeHmne
AaMUHUCTpUpOBaHuUe.

2 Ha naHenn HaBurauumn Boibepute pa3gen XKypHabl TPaHCMOPTHbIX KOHBEPTOB.
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PucyHok 47. XypHasnel mpaHcnopmHeix KOH8epmos

Ha naHenvn npocMoTpa ABOWHBIM LLIENYKOM OTKPOWTE HY>XXHbIN XXypHa. OTKpoeTcs OKHO MpocMoTpa

XypHana.

Mo YMONYaHNO B OKHE NMPOCMOTpa npeactaB/ieHbl BCE 3anncn o CO6bITI/I$|X, nponmsowlealnx 3a
nocnegHne Tpn AHA N OTHOCALLUXCA K OTNpaBKe N nNpunemMy AaHHbIX Bbl6paHHOFO Tnna.

¢4/ >Kypran: Bce oTnpasnenHsIe /NonyYEHHbIE KOHBEPTEI CETEBOTO y3na

[ =

o [O =

Tun:

[Bce v]
[lata oTnpasku:
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mo |12.07.2014 14:58
[lata oGpaboTim:
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mo |12.07.2014 14:58
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Bce -
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WaeHTudukatop ysna:
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-

v
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12.07.2014 | 7| Craye 11e npr mwwionds.ctl
12.07.2014 - HO mYzd%v-s.ctl
12.07.2014; ¥ VM7 ROoAnOroKonsepTa #o  mabGenr%.ct
12.07.2014 || ¥ COASpXMMOE KoHEEPTa Ho  mlbBeng.ctl
12.07.2014 | « Kma TpancnopTHOro KoHEEpTA HO mgb&enri.ctl
12.07.2014 , fava obpaboTkm HO m3%36enqge.ctl
12.07.2014. HO mwhbmenh%.ctl
v Tun
12.07.2014 | - HO mbbmenk3t.ctl
12.07.2014 | ¥ MR uacTHOro saronoska #O  mg3mensSh.ct
12.07.2014 Pasmep xonsepTa HO mOguenn®.ctl
12.07.2014 14:24 Client 1-1 15EB00QO0C Mpunar FA426DC2.CTL
12.07.2014 14:24 Client 1-1 15E8000C O6pabotano, ox FA426DC2.CTL
12.07.2014 14:24 Client 1-1 15EB000C Wzgan w otnpae. FA426DC2.CTL
12.07.2014 14:25 Client 1-1 15E8000C llocTasneno mOpudnif.ctl
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PucyHok 48. [TpocMomp XypHaaa mpaHcnopmHsix KOH8epmos
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4 3apaiiTe NapaMeTpbl MOMCKa 3anuncer B XXypHane:

o YTtobbl HaMTK 3aNMCK O KOHBEPTaxX ONPEAEIEHHOTO TUNa, B cnvcke Tun BoibepuTe HyXXHOE
3HaueHMe.

Mpumeuanue. Cnivcok Tun JoCTyneH nNpy NPocMoTpe XypHanos OTnpaBka
CNpaBOYHMKOB U KJtOUel, 3anpockl OT LeHTpa pernctpaumm, Bee
OTNpaB/eHHbIe/MONYyYEHHbIe KOHBEPTbI CETEBOTO Yy3J1a.

o UYT06bI HANTM 3aNnCK O KOHBepTax, OTnpaBJieHHbIX B OnpeaesieHHOe BpeMA, Noj 3aro10BKOM
Ll,aTa oTnpaBKN B COOTBETCTBYHOLLMX NONAX YKAXNTE NPOMEXYTOK BPEMEHU OTMPaBKU
KOHBEPTOB. Mo YMOIYaHWIO 3ajaHbl npeablayLline ABa AHA.

o YTtobbl HalTK 3anncK O KOHBEpPTax, KoTopble bblan 06paboTaHbl B ONpeseneHHoe Bpems, Nog
3aronoBkoM flata 06paboTKu B COOTBETCTBYHOLLMX MOAAX YKAXKMTE NPOMEXYTOK BPEMEHM
06paboTku. Mo ymonuaHuto 3agaHbl NpeaplayLive ABa AHS.

o UT06bl HANTK 3anncn ob onpeaeneHHOM cTtatyce KOHBEPTOB, B Crnucke CTaTyC Bbl6epl/1Te
HY>XHO€ 3Ha4yeHune.

o YTtoObl HaMTK 3aNNCK MO UMEHW UK UAEHTUDUKATOPY CETEBOTO Y33, C KOTOopbIM LieHTp
ynpae/ieHWs ceTbto 0OBMeHMBaNCA KOHBEPTaMK, B COOTBETCTBYOLLLEE MOJe BBEAUTE NUMSA WUV
NAEHTMOUKATOP Y3N1a UAK NX YaCTb.

o YTO06bI HANTM 3aNNCK NO UMEHN MCXOA4HOIO Wian TpaHCNOPTHOITO KOHBEPTA, B COOTBETCTBYHOLLEE
noJsie BBeanTe UMA KOHBEPTa NN YaCTb MUMEHW.

o YTtobbl HAaMTK 3aMnNCK O KOHBEpPTaX, KOTOPbIE COAep>KaT Kakne-nmbo AaHHble (06GHOBAEHNS,
3anpocsbl), AN KBUTAHLMW (NMOATBEPXKAEHMWS LOCTaBKY, NMPYMEHEHWs OBHOBAEHWU 1 Tak Janee),
B cnvcke CoAiep>XMMoe KOHBEpTa Bbibepute Hy>KHOe 3HaueHue.

5 Ytobbl BEPHYTb NapaMeTpbl NOUCKa MO YMOAYaHUNKO, Ha>XKMUTE KHOTKY C6p0CI/ITb.

6 ,U,J'IFI NMOUCKa B XypHane 3anuncer B COOTBETCTBUM C 3aAaHHbIMW NapaMeTpamMy HaXXKMUTe KHOMKY
O6HOBUTL XKypHan. B cnncke 6y,£l,yT npeactaBieHbl 3annCK, KOTOPble COOTBETCTBYHOT O4HOBPEMEHHO
BCEM 3aaHHbIM NapaMeTpam.

7 Bo BpeMA NpPOCMOTpPa CnncKa cobbITUI B >KypHaJsie Bbl MOXETE NCNOoJib30BaTb C/iejgytroumne
BO3MOXXHOCTWU:

o UYTobbI copTMpoBaTb CNMCOK No KaKOMy-ﬂI/I6O napamMeTpy, WeaKHUTe 3aroJloBokK
COOTBETCTBYHOLLEro CTOJ'I6LI,a.

o YTobbI CKPLITL MM OTOBPA3UTL CTONBLbI, LLLENKHUTE MPABOM KHOMKOW MbILIW 3ar0N0BOK 10600
cTonbua v B MeHo BbibepuTe HY>KHbIV NapameTp.

o YTobbl COXpPaHUTb COAEPKUMOE Kakoro-anbo KoHBepTa Ha Anck, B ctonbue Coaeprkumoe
KOHBepTa LenkHuTe ccbinky CoxpaHuTb. 3aTeM B okHe O630p Manok ykaxute nanky Ans
coxpaHeHus dalinoB, cofepiKallmxcs B KOHBEPTE.
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BHuumanume! Cogepxxmmoe KOHBEPTa MOXKET UCMOJ/Ib30BaThCsA TOILKO A/ aHaIn3a.
A WNcnonb3oBaTh CogepXXMMoe KOHBEPTOB A/t APYTUX LiesIei, B TOM Uncie A5 3arpy3kv Ha
CeTeBOW y3e/1, HaCTOATENbHO He PEKOMEHAYETCS.

o YTt0bbI COXpaHUTbL OTOBpPaXKaeMblil CMUCOK 3anucen XypHaaa B dann popmata CSV, Haxmute
kHonky CoxpaHuTb B ¢ain. 3aTem B okHe CoXpaHUTb Kak yKaxkuTe narnky n umsa gaina ans
COXpaHeHua XypHana.
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PaboTta ¢ anueH3nen

B saHHOM pa3zenie onmncbiBatOTCA BO3MOXHbIE Oorepauun ¢ anueHsnen ans sawwen cetn ViPNet
(em. JlneHsma Ha ceTb ViPNet). CBeaeHmsa o paboTe ¢ obLen NnLeH3nen Ans nepapxmyeckon CMcTeMsl
ceter ViPNet cogep>catca B rnaBse Viepapxuueckas cucrema cetein ViPNet.

[1pOCMOTP CBEAEHW O MLEH3UK ANA CBOEW CETH

Ans npocMmoTpa nHGopMaLMm O INLEH3MOHHBIX OrpaHNUYeHmsax Ha Bawy ceTb ViPNet n 06
MCMNOAb30BaHUW NNLLEH3UW BbINONHUTE CefytoLne AeNCTBUS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto B MeHto JIMLLeH3UA BbibepuTe NyHKT
CBegeHUs o anueH3nn ana ceoei cetn. OTkpoeTcs okHO CBefeHUs O IMLEH3UN ANA CBOEW CeTMU.

2 Ha Bknagke O6was nHbopmaumnsa NPoCMOTPUTE Cleaytolwmne CBEAEHS:
o Howmep Bawwel cetn n nms BRagenbLa cetu.

o Howmep ronoBHol cetT, HOMepa NOAUYNHEHHbIX CETE — eC/IV Balla CEeTb ABAETCSA YacTbio
nepapxudeckon cuctemol cetein ViPNet (cM. Viepapxmnueckas cuctema ceteir ViPNet).

o Cpok gencraus anueHsnm Ha Baly cetb ViPNet.

MpumeuaHue. 3a 7 AHeW [0 UCTEUEHUs CpoKa AeNCTBUS nLeH3un Ha ceTb ViPNet nporpamma
ViPNet LleHTp ynpaBaeHus ceTbto HauHeT 0TobpaxaTb eXXeAHEeBHblE OMOBELLEHUS.

o MakcumanbHas Bepcusa nporpaMmHoro obecneveHms ViPNet, KoTopas MOXeT UCMO/1b30BaThCA
B Ballel ceTu.
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|tz CeepeHma o nULEHINK AnA cBOER ceTh = @

O6wan nhpopmauns | STNLEHINOHHEIE OrpaHNHEHIA

3anuce B JWUEHINN

= MIndopmauns o cetn

Homep ceoei cetn 5614

Bnageney cetn Infotecs, Docurmentation
Homep roncexoil cetn 5614

Homepa nogumHeHHsx ceTel 5615

Cpok AeficTBMA NMLEHSMI 31.12.2015

Cpok gelictemnn State Watcher 11.11.2019
Makcumansran sepona ViPMNet Administrator 50

Jakpeime |

PucyHok 49. O6was uHgopmayus o auyeH3uu Ha cemo ViPNet

MpumeuaHue. B cnyvae ncnonb3osaHus Galina iMLeH3nn infotecs.reg, B OKHe

CBegeHus 06 obLuen nmueH3nm Ha Bkiagke Obwas nHbopmaumsa Takke MOXHO

NPOCMOTPETb KOHTAKTHbl€ AaHHbI€ MOCTaBLUMKa TNLLEH3NN.

3 Ha BK/ajke ﬂMLI,eH3I/IOHHbIe OorpaHM4YeHnAa o3HakKOMbTECb C OrpaHN4YeHNAMU Ha CTPYKTYpy Balle

cetn ViPNet. Cnncok orpaHunueHunii pa3buT Ha Tpy YacTu:

o

MapameTpbl yaocTtoBepsatowero ueHTpa. B ctronbue JinueHanoHHoe orpaHnUeHne ykasaHbl
BO3MOXHOCTb MCMNONb30BaHWUA GYHKLMOHAAbHOCTA YAOCTOBEPSAIOLLLErO LeHTPa U MakCMMaibHoe
KOIMUECTBO CepTUMKATOB BHELLHWUX NOJib30oBaTeNen nan nonblosateneri ViPNet, kotopoe
MOXeT 6bITb n3gaHo B YKL Bawwen cetn, B ctonbue CBO60A4HO ANLLEH3UN — UMCIO0
cepTMdnKaToB, KOTOPOeE elle pa3peLlaeT u3gaTb Balla AMLEH3NA.

Mpumeuanue. Ecnm B ctonbue JILeH3noHHoe orpaHuyeHune Ans GyHKLMOHaNbHOCTM

YAOCTOBEPAIOLLErO LIeHTPa yKa3aHo 3HauveHne 0, 3TO 03HayaeT, UTo B NporpaMme
ViPNet YaocToBepaAowWwumii 1 KNKOUYEBON LLeHTP Ballein ceTh GYyHKLMM YA0CTOBEPSIOLLIErO
LeHTpa HeJOCTYMHbI.

MapameTpbl paboTbl y310B. 34eCb NePEUNCIEHbl JOMOHUTENbHbBIE NapaMeTPbl HEKOTOPbIX
ponew. Hanpvmep, yncno anemeHToB knactepa B poan «Cluster Windows». B ctonbue
JILeH3MOHHOE OrpaHNYeHmMe yKazaHO MakcMMaabHOe CyMMapHoe 3HayeHve OnpeaeneHHoro
napameTpa, B ctonbue CBO6OAHO NMLEH3NA — YMCIO, HAa KOTOPOE MOXHO YBENUNTb TEKyLLee
3HayeHVe napamMeTpa.

MakcuManbHOe UMC/Io Y3/10B, Ha KOTOpble MOTYT 6bITb f06aB/ieHbl POaN. 34eCb MepevnCaeHsbl
pOAN Y3N10B, a Tak>Ke MX BapuaHTbl C JOMONHUTENbHBIMW OFPaHUYEHNAMM, KOTOPbIE MOTYT BbITb
ncrnonb3oBaHbl B Bawwer cetn ViPNet. B ctonbue J/InLeH3noHHoe orpaHUyeHmne ykasaHo
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MaKCKMaJslbHOE KONNYECTBO Y310B B OnpeseneHHon poau, B ctonbue CBo604HO NMLEH3nn —
KOJIMYECTBO Y3/10B, Ha KOTOPbIE MOXET 6biTb 0HaBAEHA POJIb MPU TEKYLLEN CTPYKTYPE CETU.

CpoK AeNCTBMS NMLEH3MN Ha UCMOJIb30BAHUE OTAE/bHBIX POAEN MOXET ObITb OFpaHNUeH, B
3TOM C/ly4ae CpoK AeWCTBMSA JIMLEH3MM OTOBPaXKaeTcs noj HaMMEHOBaHNEM POIU.

MpumeyaHue. 3a 7 fHeW [0 NCTEUEHNUS CPOKa AEeUCTBUS NLEH3UN Ha UCMO/Ib30BaHNE POU
nporpamma ViPNet LleHTp ynpaBaeHuns ceTbio HauHeT oTobpaxkaTb exXeHeBHbIE OMOBELLEHWS.

|¢z| CeepeHna o nUUEHIMN 4na ceoeii ceTn = @
OBwan nHpopmauynn | [MLEHNOHHBIE OrPaHNYEHNA
3anKUcek B NMLEHIHMK NMuueHsnonHoe orpanndet CeoBogHO NMLEHIWEA
= Map TPbl YAOCTOBEPAIMULETO LEHTPa -
JocTynHocTe GyHKUMOHANE YACCTOBEPAIDLLIErD LUEHTPA 1 0
MakcumaneHoe Yncno cepTudMKaToOB BHELLHWX NONb30BaTENEN 50 50 3
MakewmansHoe yncno ceptudmkaros nonssoeatenei ViPMet 50 50
= MNMapametpel paboTel y2nos
MakeumansHoe YMCno 3nemenToe Knactepa ana ponun Cluster Windows 0 0
MakcumaneHoe uncno agpecos Ana ponn Web Gate 0 0
MakecwmansHoe yncno ysnes, ynpasnaemenx Policy Manager 1 1
MakcnmansHoe YUCAO YSNCE MOHUTORMHE 0 0
MakcumManeHoe YNCND AOUEPHUX CEPEEPOE MOHUTOPWUHTE 0 0
OAHOBpEMEHHD TYHHENWMPYEMBIE COEAMHEHNA 5 5
= MakcMMANbHOE YOO Y3N0E, Ha KOTOPBIE MOryT 6biTE AoBaBnedsl poau
VPM-knnent 0 0
VPN-knnent 0 0
aeicTenTeneHo go 03.06.2019
VPN-knneHtT 1 il
aeicTeuTensHo ¢ 10
VPM-knnent 1 1
Ac eepcun 5.0
VPN-cepeep 0 0
VPN-cepeep 2 2
aerctentensHo ¢ 01.01.2015 ao 01.01.2024 i
o m L3

3akpeiTs |

PucyHok 50. ViHghopmayus o UyeH3UOHHbIX 02paHUYeHUsIX

4 TonyumB HeOOXOAVMYHO MHDOPMALMIO, HAXMUTE KHOMKY 3aKpbITh.

OBOHOBAEHME NMLEH3NM

Ecnn Bam TpebyeTtca n3MeHuTb NapameTpbl AnLeH3nK Ha Bawwy cetb ViPNet (HanpvmMep, ucnonb3oBatb
JOMONHUTENbHbIE POAW), 06HOBUTE GaiN INLIEH3UN * . itcslic AN infotecs.reg (CM. JIMLeH3MA Ha
ceTb ViPNet). lns aToro obpatmrech 3a paclUMpeHNeM ANLEH3MM K MPeACTaBUTENO KOMMaHUK
NHdoTeKC, coobums xenaemblie napameTpbl HOBOW ANLLEH3MM 1 HOMep Baluen ceTn ViPNet.

Mpumeyanue. Ytobbl y3HaTb HOMeEp Balleit ceTu, B nporpamme ViPNet LieHTp
ynpasieHus ceTbto B MeHto CnipaBka BbibepuTe nyHKT O nporpamme.
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Mocne Toro Kak Ballia 3asiBKa Ha paclUVpPeHne NLEH3NM ByaeT YAOBAETBOPEHA, Bbl MONYUNTE HOBbIN
NNLEH3MOHHBIN Galin *.itcslic WAKN infotecs.reg. YTOObI 3arpy3nTb HOBbIN JNLLEH3NOHHBIN dainn B
nporpammy ViPNet LleHTp ynpaBaeHus ceTbio, BbINOJAHUTE CAeaytoLLne AeACTBUS:

1 B okHe nporpammel ViPNet LleHTp ynpaBneHus ceTbto B MeHto JIMLeH3ua BbibepuTe NyHKT

O6HOBUTbL NINLLEH3NIO.

2 B okHe O6HOBAEHME ANLLEH3UN HaxxMUTe KHoMKy O630p v yKaxuTe MyTb K HOBOMY panny

*.itcslic WM infotecs. req.

BHumaHwue! MNocne Toro Kak Bbl 3arpy3nTe JuLLEH3MIO U3 Gaina * . itcslic, 3arpy3uTb
A nocneayolLme obHOBAEHMSA AnLLEH3MM 13 daina cTaporo popmaTta infotecs. reqg byser

HEBO3MO>XHO.

B rpynne CBeaeHus o amueH3nm 6yset otobpaxeHa obwas nHdopmauums o BbibpaHHoM dainne

NLLEH3UN.

|¢2 DBHOBAEHME ANUEHI MK

C:\Temp\5608\INFOTECS.REG

CeegeHna o AWLIEHIAK
Homep ceti:

Cpok geicTEna:

Bnageney nuueHsnm:

Yneno nogHMHEHHBIX CETER:

MakcwmaneHsan sepcua ViPNet Administrator:

BeiGepuTe drain AMLEHSMN € MHBOPMELNER O NMUEHSMOHHBE OTPaHNYEHNAL

5608

31.12.2015

4.0

Infotecs, Documentation

1

=

O6sop... |

06H03mb| [ Otmena

PucyHok 51. 3azpy3ka Hogo20 ¢halina auyeH3uu

Ecan yKaBaHHbIPI q)a|7|n NNUEH3UN NOBPeEXAEH UK NpeaHasHadyeH Ana CeTu C 4pyrmMm HOMepom,
noABUTCA COOTBETCTBYHOLLIEE coo6u.|,eH|/|e. 3arpy3Ka Takoro ¢a|7|na JINUEH3NN HEBO3MOXKHaA.

3 YkasaB HOBbIN dalin AnLEH3NK, HaxXMuTe KHonky O6HOBUTB. MNocsie ycnelwHoro o6HoBAeHW

JINUEH3UN NOABUTCA COOTBETCTBYHOLLEE COO6LLI,eHVIe.

NHdopmaLumsa o HoBOM aLLeH3MM ByaeT 3arpy>eHa B 6a3y AaHHbix SQL, oTkya 3Ta MHbopmaLms
MOXET 6bITb 3anpolueHa nporpammoi ViPNet YaocToBepsatoLwmii U KIk0UeBO LEHTP.

MpyMeuaHue. Ecin obHoBAEHWE MLLEH3NN A06aBAAET GYHKLMOHANBHOCTb
YAOCTOBEPSAIOLLETO LieHTPa, A5 3aBepLueHns 06HOBeHUs Nepe3arpysute nporpaMmmy

ViPNet YgocToBepsaoLWwmin 1 KNHoUeBOMN LEHTP.

4 Ecnv Bbl 3arpy3nan INLEH3NIO C NOAAEPXKKOMN nepapxmyeckon cmcrembl ceteinn ViPNet B rnaBHom

LieHTpe ynpaBneHusa ceTbto, pacnpesenunte JULEH3MOHHbIE OrpaHNYeHns AN NOAYNHEHHbIX CeTel

(cm. PacnpegeneHne obLLen ANLEH3UN MeXAY CeTAMMN).
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5 CdopmMmupynte cnpaBOYHMKN U OTNPaBbTE UX Ha BCE y3/bl CeTU. B cocTaBe cnpaBouHMKOB ByaeT
nepesAaH HOBbIN Garin NNLEH3UN.

Co34aHMe OTYETOB O NMLEH3MM Ha CeTb

B nporpamme ViPNet LieHTp ynpaBieHUs ceTbto Bbl MOXeTe GOpPMMPOBaTh M COXPaHATb B dalibl
cnesyroume oTyeTbl 0 nLeH3un Ha ceTb ViPNet:

e Ortueto JINLEH3NOHHbBIX OrpaHNYEeHNAX, B KOTOPOM COAep>XKaTcAa cBeaeHnA 06 O6LL|,eM Koan4yecrtee
JWILI,eH3I/II7I Ha pa3inyHble KOMIMOHEHTbI CETU ViPNet, a Takxe 0 Konmnyectee CBO6OAHbIX n
MCNOJIb30BaHHbIX }'II/ILI,eH3I/II71 Ha 3TV KOMMNOHEHThHI.

e OTyeT 0 pacnpeseneHnmn INLEH3NOHHBIX OFPaHNYEH W, B KOTOPOM COAep>KaTcs CBeAeHUs O TOM,
CKOJIbKO NINLIEH3WNI Ha Pa3/InyHble KOMMOHEHTbI CETU UCMOJb3YETCA B FaBHON M NMOAUMHEHHbIX CETAX
ViPNet. Co3paHne AaHHOTO TvMa OTYETOB JOCTYMHO, TO/IbKO €C/N B Balleil opraHu3aLmmn pa3sepHyTa
nepapxuyeckas cucrema ceten ViPNet.

UTt06bI COXpaHnTb dali C OTHETOM O JIMLLEH3NOHHbIX OFPaHUUYEHNSAX UAN O pacripeseneHnm
JINLLEH3UOHHbBIX OFPaHUYEHUI MeXaY CBOE U MOAYMHEHHbIMU ceTsmu ViPNet, BbINOHUTE CregytoLine
JencTBUs:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto B MeHH0 JIMLLeH3UA BbibepuTe OauH n3
NYyHKTOB B 3aBUCUMOCTW OT TMMa OTYETa, KOTOPbIW Bbl XOTUTE COXPaHUTD:

o CoXpaHMWTb OTYET O JILLEeH3UN CBOeW ceTU B dalin — /15 COXPaHEHUS OTUYETA O INLEH3MOHHBIX
OrpaHNYeHUsx CBOEN ceTu.

o CoxpaHWTb OTYET O pacnpeAeeHUN AMLEeH3UI B palin — AN coXpaHeHus oTyeTa o
pacrnpeaeneHnmn ANLEH3NOHHbIX OFpaHNUYeHUI MeXay CBOeW 1 nogumHeHHbIMU ceTamu ViPNet.
JaHHbIN NyHKT gocTyneH B nporpamme ViPNet LleHTp ynpaBaeHus ceTbio TObKO Ha CETEBOM
y3/1e agMUHUCTpaTopa rosnosHon cetn ViPNet.

2 B OTKpbIBLLUEMCA OKHE 3ajaliTe PacrooXeHNe N UMs coxpaHsemoro darina.

3 Haxmure kHonky CoxpaHuTb.

B pesynbTaTe daiin otyeta BbibpaHHOro Tuna B popmate CSV ByaeTt coxpaHeH B ykasaHHOW narke.
Tenepb Bbl MOXeTe MPOCMOTPETL €ro, pacrneyaTaTb Ha NPUHTEPE WM UCMOJIb30BaTb B APYroW
nporpamme.
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HacTporika napamMeTpoB
CETEBbIX Y3/10B

Co3gaHue ceTeBOro y3na

YaaneHve ceteBoro ysna

HacTtpoiika napameTpoB koopanHaTopa

HacTtpoiika napameTpoB kiveHTa

N3meHeHMe cnucka nonb3oBaTener ceTeBoro y3na
N3meHeHVe cBA3el Mexay CeTeBbIMU y31aMu
[lobaBneHwue poneli Ha ceTeBble y3bl

Hactpowika 3awmieHHbix DNS-cepBepoB

3ajaHve ajpecoB CeTeBOro y3na

HacTporika napamMeTpoB NOAKAOUEHUS K BHELLIHEN CEeTU
N3meHeHre cnuncka rpynn, B KOTOpPble BXOAWUT CETEBOM y3en
PaboTa c WwabaoHamu ceTeBbIX y310B

Paborta ¢ rpynnamu y3noB
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Co34aHWe CeTeBoro y3na

[lobaBneHmne KoopanHaTopa

KoopgaunHaTtop MoxeT paboTaTb B OAHOM U3 [iBYX PEXMMOB — C BKAFOUYEHHBIMU WM OTKAFOUEHHbBIMU
dyHkumnamm VPN-cepsepa. KoopanHatop, He BbinoaHsaowmin yHkumii VPN-cepsepa, He numeet
KJWEHTOB M He Yy4acCTBYeT B PACcCblike CNY>XeBHOW MHPOPMaLMM O CETEBBIX Y3/1ax N TPAHCMOPTHbIX
KOHBEPTOB, MO3TOMY OH CO3a€eT MeHbLUYHO Harpy3Kky Ha BblUMCAUTENbHbIE PECYPChI MO CPAaBHEHWUIO C
KOOPANHATOPOM, KOTOPbIV BbiNoAHAET GyHkumm VPN-cepsepa. B tepmmHonormm LLYCa «koopauHaTtop
6e3 dpyHkumn VPN-cepeepa» — 310 ViPNet xFirewall. Bbl MOXeTe ncnoab3oBaTh €ro B kKauectse
MeXXCeTeBOro 3KpaHa.

Ecan Bam Hy>KeH KOOpANHATOP, Ha KOTOPOM Bbl CMOXeTe PerncTpmupoBaTh KANEHTbI, TYHHENMPOBaTb
OTKpPbITbIE Y3/1bl, CO3AaliTe KoopamnHaTop ¢ dyHKUmamn VPN-cepsepa.

Yto6bl f06aBUTL B ceTb ViPNet HOBbIV KOOPAMHATOP BbINOJHUTE CAeAytolme AeNCTBUS:
1 B okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npeactasneHne Mos cetb.
2 Ha naHenn HaBurauumn Boibepute pasgen KoopaunHatopsl.

3 B pasgene KoopavHaTOpbI Ha NaHeAM MHCTPYMEHTOB HaXMuTe KHOMKy .

|¢2] Hoeeid koopaunatop @

Y]
'5" Ykaxute napamMeTpbl HOBOINO KOOPDAWHATOPAa

Mraa: Ceresoii yzen 1 3ganne 2 Puanan 1
Pexcnm paboten Brinonuaer dyHkumm VPN-cepeepa
@ WMcnenesyer gpyroi koopanHarop 6 kavectee VPMN-cepeepa:
#f Coordinator 2

Otgenl JoGaenTe |

=] 3ganme 2 Gunmanl

MpuMERNTE
waBnoHe!:

Co3aaTe 0AHOMMEHHOMD NOAE30BATENA HA HOBOM Y3NE GETCMATHHECKKH

DHECTpDMTbI‘IDCJ‘IECDSﬂ,aHMH [ Cozpate | [ OTmena

PucyHok 52. [lobasneHue Ho8020 koopOUHamopa
4 B okHe HoBblin KoopANHATOP BLINOJHUTE CAejytoLLiMe AeACTBUS:
4.1 B cooTtBeTCTBYyIOLLEE MO/E BBEAWTE NMSA CO34aBaeMOro KoopAnHaTopa.

4.2 YctaHoBuWTe nepekatovaTenb Pexxum paboTbl B O4HO U3 MOJOXEHWN:

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMMHUCTpaTopa |
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4.2.1 Ytobbl co3aaTb KOOPANHATOP, HAa KOTOPOM MOXHO PErUCTPUPOBaThL KANEHTbI (UK
KoopAauHaTopbl 6e3 dyHKUMA VPN-cepBepa), ycTaHOBUTE NepekatoyaTeNb B NOJOXKEHNE
Beinonnser dbyHkuunm VPN-cepBepa.

4.2.2 YT0bbl yMEHBLLINTL HArpy3Ky Ha BbIYMCAUTENbHbIE PECYPCbl KOOPANHATOPA MW CO34aTb
y3en ViPNet xFirewall, yctaHoBUWTe NepekitoyaTenb B nosoxeHne Mcnonb3yeT apyrown
koopaunHatop B kavectBe VPN-cepBepa 1 Bbibepute KoopauHaTtop, KOTOpbIn byaet
BbINOAHATL PyHKUMK VPN-cepsepa.

4.3 I'Ipm HeO6XOAI/IMOCTI/I AO6aBbTe OAWNH NN HECKOJIbKO LIJa6l]OHOB, Ha OCHOBE KOTOPbIX 6yAyT
3ajaHbl CBO/CTBaA KoopAauHaTtopa. ,ﬂ,ﬂﬂ 3TOro HaXXMUTE KHOMKY A06aBI/ITb M B OTKPbIBLUEMCA
OKHe Bbl6epI/ITe HY>XHble LWaBNOHBI.

Ecnn B wabnoHe 6bian YKa3saHbl UMA NI KOoOpAUHATOP y3/1a, TO COOTBETCTBYHOLWME NMOAA 6yAyT
HEaKTUBHbIMW ANA N3MEHEHUA.

4.4 Ecan B wabnoHax YKa3aHbl nepecekarouinecs HaCTpOIZKM, 3ap,a|7|Te npunoputet WwabsoHOB,

YCTaHOBMB NX NONOXEHNE B CMNCKE C MOMOLbH CTPENOK Iil n lil

4.5 YT06bl O4HOBPEMEHHO C KOOPAMHATOPOM CO34aTb Al HEFO MOJIb30BaTeNs, yCTaHOBUTE (1adKokK
Co3paaTb O4HOMMEHHOrO No/Ib30BaTe/is Ha HOBOM Yy3Jl€ aBTOMaTUUECKMU.

Ecnm B HacTpolikax nporpammebl 6blau 3aZaHbl COOTBETCTBYHOLLME NapaMeTPbl CO34aHWs Y3/10B
(cm. MapameTpbl paboTbl ¢ 06bEKTaMU CeTU), ITOT GAAXKOK YCTAHOBJIEH MO YMOAYAHUIO.

4.6 YT106bI NOC/NE CO34aHMA KOOPANHATOPA OTKPbITh OKHO A/ €0 HACTPOMKK, yCTaHOBUTE GaXKoK
HactpouTtb nocne co3gaHna (Mo yMOSYAHUIO CHAT).

4.7 Haxmwute kHonky Co3gatb.

B cnncke KOOpAVIHaTOpr NoABUTCA HOBbIN KOOpAMHATOP. Ecam 6bino Bbl6paHO aBToMatTmnyeckoe
CO34aHMe nNosb3oBaTend, B CrNCOK Monb3oBaTtenn 6yp.eT AO6aBﬂeH OAHOI/IMeHHbII7I noJib30oBaTe/ib.

5 Ecau TpebyeTcs, HacTpoWTe NapaMeTpbl CO34aHHOIO KOOpAMHaTopa (cM. HacTpoiika napameTpos
KoopAauHatopa).

6 T[locne co3gaHma KOOpANHATOPaA N APYrnX OOBEKTOB, a TakXXe BbINOJHEHUS HEOBXOAMMbIX HAaCTPOEK
chopmupyinTe cnpaBoYHUKK. [118 3TOro Ha NaHeNN UHCTPYMEHTOB HaXMuTe KHONKy CnpaBoOUYHUKMY U

KAOUU 'I_f v BbibepuTe NyHKT CO34aTh CNPABOYHMKM.

B nporpamme ViPNet Ya0cToBEpAOLWMIA 1 KNHOUEBOW LLEHTP AN HOBOTO KOOPAMHATOPA U CBA3AHHbIX C
HVYM O6BEKTOB CO3jalTe ANCTPUBYTMBBI KItOUEW, KOTOPbIE 3aTeM CelyeT YCTaHOBUTb Ha CETEBLIX y3/1aX.
NHbopmauwns o paboTe B YL0CTOBEPSOLWEM U KIHOUEBOM LIEHTPE COAEPXUTCA B AoKyMeHTe «ViPNet
YA0CTOBEPAIOLMIA U KNHOUEBOW LIeHTP. PyKOBOACTBO agMMHUCTpaTOpa.

[lobaBneHme KnmeHTa

Y1066l f06aBUTL B ceTb ViPNet HOBbIN KAMEHT, BbINOAHUTE CAeAytoLLIne AeUCTBUS:
1 B okHe ViPNet LieHTp ynpaBneHus ceTbio BbibepuTe npeacTtaBieHe Mos ceTb.

2 Ha naHenu HaBuraunu Bbibepute pasgen KnveHtsbl.
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3 B pasgene KnueHTbl Ha NaHen NHCTPYMEHTOB HaXXMUTE KHOMKY (+]

ez Hoeenid knunent @

E 4 Ykaxute napameTpel HOBOrO KAMEHTa

Wnag: Ceresofi yzen 1 3ganmnel Quanan 1l

Koopannarop: %[ Coordinator 1

MpwumernTe B 3aaunel Gunnanl JoBaeute |
WwaGnoHe: p—
|_¥| Ortgenl
¥aanute |

[(#)

CDEﬂETb OAHOWMEHHOMD NONB30EATENA HA3 HOBOM YW3NE aBTOMATHHECKK

[] Hactpoure nocne cozaanus Cozpate |[ OTmena |

PucyHok 53. [lobasseHue HO8020 KaueHMa
4 B okHe HoBbIV K/JIMEHT BbINOHUTE C/iefytoLline AeNCTBUS:
4.1 B cooTBeTCTBYyOLLEE MOJIE BBEAUTE MMSA CO34aBaEMOrO KANEHTa.

4.2 B none KooppgurHatop ¢ NOMOLLbHO KHOMKK BblbpaTh ykaxunte KOOpAMHATOP, Ha KOTOPOM
TpebyeTcs 3aperncTpnpoBaTb HOBbIA KJNEHT.

MpumeyaHue. BbibpaHHbIN KOOPANHATOP ByAeT BbINOAHATb GYHKLIMIO TPAHCMOPTHOTO
cepBepa ANA KineHTa.

4.3 [pwn HeobxoAMMOCTH A0BaBbTe OANH WM HECKOJIbKO LIabJIOHOB, Ha OCHOBE KOTOPLIX ByAyT
3a/jaHbl CBOWCTBA KAMeHTa. [na 3Toro HaxmuTe KHomnky [lo6aBuUTb 1 B OTKPbIBLUEMCSH OKHe
BbIObepuTe Hy>KHble WabaoHbI.

Ecnm B wabnoHe 6bi1n yKazaHbl UM UM KOOPAWMHATOP Y3/1a, TO COOTBETCTBYHOLME NoAs ByayT
HEaKTVUBHbLIMU AN U3MEHEHUS.

4.4 Ecav B wabnoHax YKa3aHbl nepecekarouinecs HaCTpOIZKM, 3a/J,a|7|Te npunoputet WwabsoHOoB,

YCTaHOBWB X NOJIOXEHUE B CMNMNCKe C MOMOLLBbHO CTPENOK @ n lil

4.5 Yrtobbl OAHOBPEMEHHO C KJIMEHTOM CO34aTb AJiId HETro NoJib3oBaTens, yCraHOBUTE ¢na>|<0|<
COB,D,aTb OAHOMMEHHOro nosb3oBatena Ha HOBOM Yy3Jie aBTOMaTU4YeCKU.

Echm B HaCTpOl‘/‘IKaX nporpamMmbl 6bln 3ajiaHbl COOTBETCTBYHOLLME NapaMeTpPbl CO34aHNA Y310B
(cm. I'IapaMeprl pa6OTbI c obbekTaMu ceTu), aToT q).ﬂa)KOK YCTaHOB/I€H MO YMOJIYaHUIO.

4.6 YT106bl NOC/NE CO3aHMA KANEHTA OTKPbITb OKHO A/ €r0 HacTPOMKM, YCTaHOBUTE Giaxkok
HactpouTtb nocne co3gaHnsa (Mo yMONYAHUIO CHAT).

4.7 Haxmute kHonky Co3aathb. B cnivicke KnneHTbl MOABUTCA HOBbIW KaneHT. Ecan 6b1n10 BbIGpaHo
aBTOMaTM4ecKoe co3jaHune noab3osaTens, B cnucok MosnbsoBatenn byaet gobasneH

OAHOVMEHHbIN NOJIb30BaTeb.
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an/IMe‘-IaHVIe. anI CO34aHNN CaMOro NepBoro KineHTa B CETU OH aBTOMaTU4YeCkKn
Ha3Ha4aeTca Ll,eHTpOM ynpasaeHna CeTbio. B cnvcke KnneHTbl Takomn y3en nomMeyaeTca

snaukom BT,

Ha 3ToM y3ne goaxHo ObiTh ycTaHOBEHO cepBepHoe npunoxeHue ViPNet LieHTp
ynpaBneHus ceTbto. MNpeaynpexaeHve 06 3ToM ByAeT 0TO6PaXXeHO B HUXKHEN YacTu
OKHa HoBbIi1 KANeHT.

Ecnam TpebyeTca, HacTpoiTe NnapameTpbl CO34aHHOTO KaneHTa (cM. HacTpoiika napaMeTpoB KMeHTa).

Mocne co3gaHus KNMEeHTa U ApYrnx 06beKTOB, a TakXKe BbIMOJHEHUS1 HEOBXOAMMBIX HACTPOEK
chopMupyiiTe CNpaBOYHMKM. [/15 3TOFO Ha MaHENN MHCTPYMEHTOB HaXMuTe KHOMKY CnpaBoOYvHVKN U

KHoum ‘I—f 1 BbibepuTte NyHkT Co3aaTh CNPaBOUYHMKM.

B nporpamme ViPNet YaocToBepsAoLWwmiA N KNHOUYEBON LIEHTP AN HOBOTO KANEHTa U CBA3AHHBIX C HUM

obbekToB co3,a,a|7|Te AI/ICTpI/I6yTI/IBbI KflfO‘-IGI;I, KOTOprl\/ﬁ 3atem aiegyet yCtTaHOBUTb Ha CETEBbLIX y3aaX.

MHdopmauma o paboTe B Y40CTOBEPAIOLLEM M KAHOUEBOM LIEHTPE coaep>XnTca B gokyMeHTe «ViPNet

YaocToBepstoWwmnin 1 KNKUYEBOW LIEHTP. PyKOoBOACTBO agMMHUCTpaTopa.

[lobaBneHmne TyHHENMPYIOLLETO KANEHTA

ﬂ'l'lﬂ TYHHEeNnpoOBaHUA Tpaq)I/IKa TaKnx yCTpOI;ICTB KaK BuageokKamMmepbl U JaTYUKUN N CO34aHUA 3aLLI|I/ILIJ,eHHOl\/’1

CeTn B CaydasX, Korga Heab3da NCNoJib3oBatb NporpaMmMHO-anmnapartHble peweHns, Bbl MOXeTe HaCTPOUTb

TyHHenupytowmii kaneHT ViPNet Client Plus 4U for Linux. 910 y3en kaTeropmm KOOpANHATOP, HO Ha HEM

HE/b3A perncTtpmpoBaTtb CeTEBbIE Y3/1bl U OH UMEET pAaj ocobeHHocCTeN.

ViPNet LleHTp ynpaBaeHus ceTbto NoAgAep>KMBAeT TYHHEIMPOBaHWe Tpaduka Uepes TYHHEMPYHOLWL WA

knneHT ViPNet Client Plus 4U for Linux. Ytobbl #06aBUTb TYHHENNPYIOLWMIA KAVEHT B 3aLUMLLEHHYIO CETb
ViPNet:

1
2

[lobaBbTe KoOpANHaTOP.

Beibepute pexxum BoinonHset pyHkumm VPN-cepsepa.

Beibepute Hactpontb nocne cosgaHusa n Haxmute Cospatb.

ByaeT co3siaH HOBbIV KOOPAMHATOP M OTKPOETCA OKHO C HacTpOKaMMu.

BbibepuTe Ponun y3na v yaanute Bce aBTOMaTUUECKM HasHauyeHHble poan. Haxmute [o6aBuTs.
B cnncke goctynHbix ponein Bbibepute Client+.

TyHHenMpytoLeMy KAMeHTY 3anpeLleHo HasHayaTb Ntobble poaun, kpome Client+.

Bbibepute cepBep coeanHeHnI B pa3gene MexxceTeBoi aKpaH.

[na atoro B cnncke MexxceTeBoi aKpaH Bbibepute C AMHAMUNYECKOW TpaHcasALumven agpecos. B
cnucke KoopanHatop Ans opraHnsaumm coeguHEeHNN ¢ BHELUHUMU y31amu Bbibepute
KOOPAMHATOP, KOTOPbIN ByaeT BbINONHATE QYHKLIMM CepBepa COeANHEHUN.

Co3pganiTe n oTnpaBbTe cnpaBoYHUKK. CMm. Co3aaHure cnpaBoYHKKoB M OTnpaBka CrpaBOYHMKOB U
KtOYen.
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8 B ViPNet YaoctoBepstowmi 1 KNHOUYEBOW LIEHTP CO3AanTe ANCTPUOYTMB KAKOUEN A8 CETEBOTO y3aa U
YCTAHOBWTE KJHOUM Ha y3/e.

OcobeHHOCTM NCNONb30BaAHMSA TYHHENNPYHOLWEro KAneHTa

e [JlonxeH 6bITb B OAHOW MapLUPYTU3NPYEMON CETU BMECTE CO CBOUM CEPBEPOM COEAUHEHWN.
e TyHHeNVpyeT CoefMHEHNSA TONbKO Ha YCTpoMcTBax ¢ Linux.

e TyHHenMpyet O4HOBPEMEHHO He boee NATN COeaNHEHUI.

o (ObpabatbiBaeT WNHPOBaHHbIV TYHHEANPYEMBIN Tpapuk co ckopocTtsio oT 10 go 50 M6uT/c.
e He mMoxeT 6bITb CEpBEPOM COEAVHEHUW AN APYTUX CETEBbIX Y3/10B.

e He MOXeT BbIMOAHATL POJIb 3aLLMLLEHHOTO MHTEPHET-LALO3a A5 APYTMX CETEBbIX Y3/10B.

e He MOXeT MCnonb30BaTbCs B KAYECTBE MEXCETEBOTO LUHO3a.

o He nogaepxusaet NAT.

e He MOXeT NCNoAb30BaTbCs B KAYECTBE MEXCETEBOIO 3KPaHa A/ APYrux CETEBbIX Y3/10B.

e 3anpeleHo 3agaBatb HacTpoliku agpecauum B pasgene Agpeca BO BHELUHUX CETAX.

e He rapaHTupyert KoppekTHOe TyHHennposaHue npuknagHoro Tpadmka (DNS, npotokonsl FTP, SIP,
H.323).

Mpasuna ncnonb3osaHus ViPNet Client Plus 4U for Linux:

e He yka3bliBaliTe ana TyHHenmpoBaHusa ananasoH agpecos 0.0.0.0-255.255.255.255. ViPNet Client Plus
4U for Linux He npeAHa3HayveH Ans TYHHEIMPOBAHUSA BCEX afpeCcOB CETU MHTEPHET.

e Agpeca ceTeBbIX y3/10B ¥ TyHHeMpyemble IP-agpeca HacTpausatotcs B LIYCe, BpyUHyto nameHsTb
KOHPUrypaumnoHHble dainbl TyHHenupytowero knnenTta B ViPNet Client Plus 4U for Linux Henb3s.

e He aybanpyite agpeca TyHHenupyemsbix y310B B cetu ViPNet ¢ TyHHeAnpyowWmM KIMeHToOM, nHave
BO3HWKHYT CIOXKHOCTU C HacTPOMKOW KOPPEKTHON paboTbl: TYHHeNMpoBaHWe ByaeT Ha3sHayeHo y3ny
C HanMeHbLUMM 3HaveHnem ViPNet-naeHtndukatopa.

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBoACTBO agMuHUcTpatopa | 114



YaneHne ceTeBoro y3na

YaaneHme KoopamHaTopa

Yto6bl yaanuts koopamHatop 13 cetn ViPNet, BbinonHWTe chegytowime 4encTBus:

1
2

B okHe ViPNet LleHTp ynpaBneHus ceTbio Bbibepute npeacraBneHne Mos cetb.
Ha naHenn HaBurauum Bbibepute pasgen KoopauHartopsi.

Ha naHenn npocmoTpa Bbibepute B CMNCKE O4MH AN HECKOJIbKO CETEBbIX Y3/10B U BbINOJHUTE O4HO
N3 CneayroLmnx AeNCcTBUN:

o Haxmurte KHOMKY x Ha NaHeNn NHCTPYMEHTOB.

o B KOHTEKCTHOM MeHIO y3/10B BbibepuTe NYHKT YAanuThb.

BHumaHue! BmecTe ¢ koopanHaTopom byayT yaaneHbl BCe KAUEHTI,
3aperncTpupoBaHHble Ha JaHHOM KOOpAMHaTope.

/A\\ HeBO3MOXHO yAanuTb KOOPAMHATOP, Ha KOTOPOM 3aperncTprpoBaH y3en LieHTpa
YNPaB/EHNS CETbIO, OTMEUEHHbIA 3HAUKOM E'e', LU/IFO30BOW KoopaunHaTop v cam LieHTp
ynpaB/ieHns ceTbro. Mpu NonbITKe yAanuTb Takov KoopanHatop byayT yaaneHbl Bce
3aperncTpupoBaHHble Ha HEM K/MeHTbI, Kpome LIYCa.

4 Ecnv kakne-nmbo n3 Bbl6paHHbIX KOOPAMHATOPOB U NX KINEHTOB MMEKOT MO O4HOMY NMOJ1Ib30OBaTE/HO

M 3TVX MOJib30BaTeNen TpE6y€TCFI Y4ainTb BMeCTe C CETEBbIMU Yy3/1aMU, B OKHe YpaneHue
KOOpANHATOPOB YyCTaHOBUTE q)fla)KOK Ypanuto noJsib3oBaTtene, 3aperncTtpnpoBaHHbIX TOJIbKO Ha
yAanaemMbiX ceTeBbIX y3nax.

3TOT b1aXKOK YCTaHOBJ/IEH MO YMOUYaHWIO, eCv BblIv 3afiaHbl COOTBETCTBYHOLLME NMapaMeTpbl s
yAansieMbix y310B (cM. MNapameTpbl paboTbl ¢ 06bekTaMu ceTu).

B okHe YganeHve KOOpAMHATOPOB HaXMWTe KHOTMKY YAanuTb KOopaMHaTopsl. BoibpaHHble
KOOPAMHATOPbI 1 3apErMcTPUPOBaHHbIE Ha HUX KAWEHTLI ByayT yaaneHbl u3 cetn ViPNet.

Eciv yaansemblii KOOPAMHATOP UCMONL3YETCs B KauecTBe cepBepa IP-aapecos nam mexcetesBoro
3KpaHa, MOSBUTCA COOTBETCTBYHOLLEE MPesynpexaeHue.

Ans yaaneHus koopamHaToOpa B OKHE NpeayrnpexaeHuns Haxmute kHorky [a. B sTom cryuae
napameTpbl CETEBbIX Y3/10B, UCMO/Ib30BABLUNX YAANEHHbIA KOOPAMHATOP, BYAYT aBTOMAaTUUECKU
M3MeHeHbI CaeayoLwmnm obpasom:

o B HacTpoWkax agpecaumm KaneHTa BO BHELLUHUX CETAX YAaNeHHbI KoopanHaTop byseT 3aMeHeH
KOOPAMHATOPOM, Ha KOTOPOM 3aperncTpupoBaH AaHHbIA KAVEHT.

o B Hactpoiikax nogxkntoueHma 3aLMLLLEHHbIX Y3/10B K BHELLHEW CeTU He ByaeT 3asaH
KOOPAMHATOP, BbINOJHAOLLNN GYHKLIMIO MEXCETEBONO 3KpaHa.
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7 Tocne yaaneHns KOOPAMHATOPOB CO3jaliTe CNPaBOYHUKN U KJIHKOUUN U OTNPaBbTe WX Ha Y3/bl CBOEW

cetn (cm. OTnpaBka CnpaBOYHUKOB U kKatouen). Ecnm TpebyeTcs, oTnpaBbTe MEXCETEBYHO
MHbopMaumto B foBepeHHble ceTh (cM. OTnpaBka MexceTeBoi MHGopMaLmm).

Ynanenve KameHTa

Y1o6bl yaanutb knnmeHT n3 cetn ViPNet, BbINOAHUTE Cieaytoline AeicTBUS:

1
2

B okHe ViPNet LleHTp ynpaBneHus ceTblo BbibepuTe npegcrasieHe Mosd ceTb.
Ha nanenn HaBurauum Beibepute pasgen KnneHtsl.

Ha naHenn npocmoTpa Bbibepute B CNNCKE OAMH UAN HECKOJ/IbKO CETEBbIX Y3/10B U BbINOJHUTE O4HO
N3 fencTBuUiA:

o Haxmurte KHOMKY x Ha naHeanm MHCTPYMEHTOB.

o B KOHTEKCTHOM MeHto y3n0B Bbl6epVITe NYHKT yAaﬂVITb.

MpuMeuaHwme. LieHTp ynpaBaeHWs CeTbo, TO €CTb KANEHT, Ha KOTOPOM YCTaHOB/IEHO

cepBepHoe npwunoxenune ViPNet LieHTp ynpaBaeHuns ceTbto, yaannTb Helb3s. ITOT
KMEHT MoMeueH B crincke 3Haukom Bk, Mpwv nonbiTke yaannTb LieHTp ynpaBneHuns
CeTblO NOABMTCA COOTBETCTBYIOLLIEE COOBLLEHME.

Ecan kakne-nnbo mns Bbl6paHHbIX KANEHTOB NMEKOT NO O4HOMY MOJIb30BaTE/IFO U 3TUX no/nb3oBaTenen
Tpe6yeTc;| y4annTb BMeCTe C KIMEHTAaMW, B OKHE Yp,aneHMe KJINEHTOB yCTaHOBUTE cpna>|<0|< Yp,anmb
ﬂOﬂbBOBaTGHEﬁ, 3apPerncTpnpoBaHHbIX TOJIbKO Ha yAanAaeMbiX CeTeBbIX y31aX.

ITOT GNaXKOK YCTaHOBJ/IEH MO YMONUYAHWNIO, €CAn Bblnn 3afaHbl COOTBETCTBYHOLLME NapaMeTpbl ANS
yAansemblix y3nos (cM. [MapameTpbl paboTbl ¢ 06bekTaMu ceTu).

B okHe Yp,aneHme K/INE€HTOB Ha>XXMWUTE KHOMKY Yp,anmb KJINEHTbI. Bbl6paHHbIe KNNEHTbI 6yAyT

yaaneHbl n3 cetn ViPNet.

Mocne yaaneHus KAMEHTOB CO3jalTe CMPaBOYHUKN W KJHOUM U OTTPaBbTe WX Ha y3J/ibl CBOEN CETU
(cm. OTnpaBka crpaBoOYHUKOB U Krouein). Ecam TpebyeTcs, oTnpaBbTe MeXCeTeBY MHGOpMaLMIO B
JoBepeHHble ceTn (cM. OTnpaBka MexceTeBol MHbopmaLmn).

MpuMeyaHue. YTobbl yaannTb BCE KNANEHTbI, 3aPErMCTPUPOBaHHbIE Ha ONPeaeseHHOM

KoopaunHaTtope, yaanauTe 3TOT KOOPANHATOP (CM. YaaneHne koopanHaTtopa). Takxke
KANEHT MOXHO YAainTb B OKHE CBOMCTB KOOPAMUHaTopa (CcM. I3meHeHMe cnncka y3os,
3aperncTpupoBaHHbIX Ha KOOPANHATOpPE).
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HacTtpomka napamMeTpoB

KOOPAMHATOPA

Ha Ka)KAbIl‘/‘I KoopauHaTtop AO6aBbTe OAHOro Nosib3oBatesia n co3p,a|7|Te CBA3N KOOpAMHAaTopa C 4pyrmmMmun

ceTeBbIMU y3namu. B 3aBucmmoctn ot CI)yHKLI,I/IOHaIIbHOCTVI M Trna KoopAanHaTopa AO6aBbTe ANnAa Hero

poaw.

OcHoBHble yHKLUN KoopanHaTopa B ceTn ViPNet — TpaHcnopTHbI cepBep u cepeep IP-agpecos
(cMm. DyHKUMKM KOopAMHaTOpa B 3awmiieHHon cetn ViPNet). Ana obmeHa cnyxxebHon nHdopmaLnen

MeXAy KoopanHaTtopamu Tpe6yeTc;| CBA3aTb UX MeXCepBEPHbIMW KaHalaMWu. ,ﬂ,ﬂﬂ TOroO YTODbI KJIMEHTHI

MOT/IN MONYUNTb AOCTYN K CBOUM TPaHCMOPTHBLIM cepBepam v cepeepaM IP-agpecos, Tpebyetcs 3aaaTb

aZpeca v Apyrve napameTpbl 4OCTyMNa K KOOpAWHaATOpaMm.

B 3aBMCMMOCTM OT TUMa NOAKAHOUEHNS KOOPAMHATOPA K BHELLHEW CETU, HYXXHO HaCTPOWTb NMapameTpsbl
MEXCETEBOrO 3KpaHa KoopanHaTopa. TakxKe BbIMOJAHWTE IPYMMOBYH HACTPOWKY MEXCETEBOIO 3KpaHa

KAVEHTOB, AN KOTOPbIX KOOPANHATOP Ha3zHauyeH cepBepoM |P-agpecos.

OCHOBHbIe NapameTpbl KOOpAWHATOPOB HacTpoiiTe B LLYCe, B 3TOM ciyyae He noTpebyeTcs 3agaBatb

napamMeTpbl HEMOCPEACTBEHHO Ha CETEBbIX Y3NaX.

[ns HaCTpPOWKM NapamMeTpoB KOOPAUHATOPA BbIMOJHUTE CeAyoLWme Wwarw:

Tabauya 4. lNocnedosamensHocms Hacmpoulku napamempos koopouHamopa

[Jewnctene

O  [Job6asneHune nNonb3oBaTesei Ha KOOPAMHATOP

O  Cos3paHue MeXcepBepHbIX KaHaNoB A1 obMeHa
CNy>kebHON HPOopMaLmelt C ApyrMm
KoOopAMHaTopamu

O Co3faHue cBa3el C ApYrMMUM CETEBbIMUN y31aMu

O  [JobasneHue posei Ha KOOPAMHATOP

0  [obaBieHve KIMEHTOB Ha KOOPAWUHATOP

[0  Hactpoiika MeXceTeBOro akpaHa KoopauHaTopa

O HacTpoiika MexceTeBOro skpaHa KJIMeHTOB

Ccbinka

I3meHeHMe cnncka nosb3oBaTesen
CeTeBoro ysna

HacTpoiika mexxcepBepHbIX KaHano0B
MeXZy KOOpAMHaTopamy,
BbIMOJHAOLUMU YHKLMM
VPN-cepBepa

V3mMeHeHMe cBA3en Mexay ceTeBbIMU
y3namm

M3meHeHWe cnncka poneli ceTeBoro
y3na

ViameHeHne cnncka y3nos,
3aperncTpmpoBaHHbIX Ha KOopAuHaTope

MapameTpbl MeXCceTeBOro aKkpaHa
KoopAnHaTopa

HacTtpolika napameTpoB MexceTeBoro
3KpaHa KANEeHTOB Ha cepBepe
IP-agpecos
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[JelictBne Ccbinka
O 3ajaHne agpecos KOopAMHaTopa 3asaHue IP-agpecos ceTeBOro ysna

O 3afaHvie ajpecoB TYHHENVIPYEMbIX COEAVHEHMW HacTpolika TyHHenmpoBaHus

[TpOCMOTP M M3MEHeHMEe OCHOBHbIX MapaMeTpOB
KOOpAMHATOPa

ﬂ'ﬂﬂ npocMOTpa N NSMEHEHUA TaKNX NapaMeTpoB KOOpAMHATOPAa, KakK UMA Nan onncaHne, BbINOJAHUTE

cnesyoLLne AencTBus:
1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbIbepuTe npescraBaeHne Mos ceTb.
2 Ha naHenn HaBurauun Beibepute pasgen KoopauHatopbl.

3 Ha naHenun npocMoTpa ABaXAbl WeEKHUTE KOOPAUHATOP, NapamMeTpbl KOTOPOTo HY>KHO
NPOCMOTPETb.

4 B okHe CBOWCTB KOOpAMHaTOPa Ha JIeBOV naHenn BbibepuTe NyHKT OCHOBHbIE NapamMeTpbl.
B paszsene OcHoOBHble NapamMeTpbl KoopArHaTopa 6yayT oTobpaeHsi:
o WUMS 1 onncaHue KOOPANHATOPa;
o LUeCTHajLaTePUYHbIA MAEHTUMKATOP CETEBOTO Y33;
o CeTeBOW ajpec, cocToawmii n3 Homepa cetn ViPNet n Homepa koopauHaTopa;

o VHdopMauusa o nocsiegHeM O6HOBEHWN MPOrPaMMHOro obecrneyeHus, oTrpaBAeHHOM Ha
ceTeBOW y3en: nms dalina, BEPCUS U CTaTyC OOHOBAEHNS.
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|:s| Ceoiictea koopawnatopa: Coordinator 1 = @

KoopauHaTops! Ges dyHkuii VPN-cepsepa OcCHOBHbBIE MapaMeTpsl KOOPAMHATODA
KnneHTel

CEAZM € yznamu Wras: Coordinator1

CBAZM C rpynnamu y2noe
Py Onncanne:
Monezoeatenn

Fpynnet yznoe
MescepeepHeie KaHansl
MeskceTesbie kaHanbl

P
o yana Waentndukatop: 2A15 0004

Appeca B0 BHELLHMX CETAX Cetesoil agpec: 10773.1.0

MexceTesoi 3xkpan

. OtnpaeneHHoe oBHOBNEHME
MexceTesoi 3KpaH KNNEHTOE

TyHHENMPOBaHKME Bepoua:

DMS-cepeepbl Cratyc obHoBnEHUA:

WINS-cepeepsl

[ QK | [ OTmeHa

PucyHok 54. [pocMomp 0CHOBHbIX napamempog koopduHamopa

5 Ecau TpebyeTcs, B COOTBETCTBYHOLLMX MOJAX UBMEHUTE UMS M ONcaHUe koopanHaTtopa. OcTanbHas
MHPOPMaL s HeAOCTYMHA /sl PefaKTUPOBaHUS.

6 YTOObI COXPaHUTbL M3MEHeHUs, HaxxMuTe KHonky OK.

13MeHeHWe Cnncka y310B, 3apermcTpmMpOBaHHbIX
Ha KoopAMHaTope

Kaxabii knvneHT cetn ViPNet n koopgunHatop 6e3 dyHkumnin VPN-cepBepa 3aperncTpnpoBaHbl Ha
KakoM-11mbo oHOM KoOpAMHaTOpe, KOTopbI paboTaeT B pexunme VPN-cepeepa. ITOT KoopAMHaTOP
obecneunBaeT fOCTaBKY Ha Yy3/bl KIFHOUER U CMPaBOYHUKOB, CYXXEDOHbIX U MOYTOBbIX KOHBEPTOB, TO €CTb
BbIMOAHAET QYHKLMIO TPAHCNOPTHOTO cepBepa (CM. PyHKLMM KOOPAMHATOPA B 3aLLMLLIEHHON CeTy
ViPNet).

[lns npocMoTpa U M3MEHEHUS CMINCKA Y3/10B, 3aPErMCTPUPOBaHHbIX Ha KOOPAMHATOPE, BbINOJHUTE
cnepyrowne AencTBus:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Bbibepute npeacraBneHe Mos ceTb.
2 Ha naHenn HaBurauumn Boibepute pasgen KoopauHartopesl.

3 Ha naHenn npocMoTpa ABaxabl WENKHUTE KOOPANHATOP, CMNCOK Y3/10B KOTOPOTO HY>XXHO
NPOCMOTpPETb.
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4 B oKHe CBOWCTB KOOPAMHATOPa Ha SIeBOM NaHenn BbibepuTe NyHKT KnneHTbl nan KoopanHatopsbl
6e3 pyHkunn VPN-cepBepa.

B cooTBeTcTBYtOLEM pasgene ByaeT oTobpaxKeH CNMCOK Y3108, 3apErMCTPUPOBAHHbIX Ha
KoopAMHaTope.

|tz Ceoiictea koopguuatopa: Coerdinator 1 = @I

OcHOBHBIE NapaMETDEI

Koopaunatope! Ges dyrkuunii VPN-cepeepa KnneHThl, 3aperncTpvpoBaHHbIe Ha KOOPAWHATOPE

KnuenHTe!

[ Mma '
CBA3K C y3namu
M Client1
CBAZW C rpynnamm ysnoe
[t Client1-1
Monesosarenu )
5 Client1-2

[pynnet y3nos
» 7 '™ Client 1-3)

ME)KCE BEPHBIE KaHaNbl .
peep 1Y Client1-4
M .
EHCETEBDLIE KaHaNbI ‘_,H C||er|t1-5

Poaw ysna

Ajpeca B0 BHELLIHIK CETAX
MexceTesoi 3kpaH
MexcceTeBoil 3Kpan KNMEHTOE
TyHHEAMPOBAHWME
DN5-cepeepbl
WINS-cepeepbi

Hadmu ’ [ Co3path... |[ Y¥aanuTe

[ OK |[ OTmena |

PucyHok 55. Cnucok knueHmos, 3ape2ucmpupo8aHHblx Ha KoopouHamope

5 Y1066l CO3aaTb KOOpAUHaTOP 6e3 dyHKumii VPN-cepBepa (cM. [lobaBieHne koopanHaTopa) nuam
KaveHT (cM. [lobaBneHuve kaveHTa) U 06aBUTb €ro Ha BblIBpaHHbIN KOOPAMHATOP, HaXXMUTE KHOMKY
Co3partb.

6 YT0bbI Y4aNnnTb y3en, 3aperVICTpVIpOBaHHbII7I Ha JaHHOM KOOpAunHaTope, Bbl6ep|/ITe y3en B cnmcke un
Ha>XMUTE KHOMKY y,qaﬂI/ITb.

7 BbinonHus HeO6XO,CI,I/IMbIe N3MEHEHNA, HAXXMNUTE KHOMKY OK.

HacTponka MexcepBepHbIX KaHaNIOB MEXY
KOOPAMHATOPAMM, BbIMONHAOLLMMM OYHKLMM
VPN-cepsepa

Me>cepBepHbI KaHal MOXHO CO34aTb MeXAy KOOPANHATOPaMK, BbIMOAHAOWMMY QYHKLUN
VPN-cepBepa. MexcepBepHbIli KaHan CBA3bIBAET ABa KOOPAMHATOPa Y MO3BOJ/IAET MM BbIMOAHATb
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bYHKLMIO TPaHCMOPTHOTO cepBepa — OBMeHMBATLCA YNPaBAAOWAMW U NPUKIaAHBIMU TPaHCMOPTHLIMY

KoHBepTamun. Heobxoanmo, 4Tobbl BCe KOOPAMHATOPLI HblIN CBA3aHbI MeXAY COO0M HanpAMYH UK

yepes Apyrue Takme e KOOPAMHATOPbI, TO €CTb JOJIKEH CYLLLECTBOBATb XOTS Obl OAUH NyTb Nepesayn

CNy>KeOHOW MHDOPMaLLMK MeXay ABYMS 0ObIMU KOOpauHaTopaMy. MOXHO CBSi3aTb BCE KOOPAMHATOPbI

C OAHVIM LLEHTPasIbHbIM (CXeMa «3BE3a»), BCE KOOPAMHATOPbI MeXAy COBOM NN NCMob30BaTh Apyrie
CXEMbI.

UTt0o6bl yHeamnTbes B HaANYMN MapLUPYTOB MEXAY BCEMU KOOPAMHATOPaMM CETH, BbINOIHUTE MPOBEPKY

koHdurypauumm cetn (cm. [NpoBepka KoHUrypaumnm cetn).

YTobbI NPOCMOTPETb NN N3SMEHUTL CMTUCOK MEXCEPBEPHbLIX KaHaN0B C y4aCcTueM KoopanHaTopa,

BbINOAHUTE Cheayrowimne ,ﬂ.el\/‘ICTBI/IFIZ

1
2

B okHe nporpammel ViPNet LieHTp ynpaBneHus ceTbto BoibepuTe npeactaBieHne Mos ceTb.

Ha nanenn HaBurauum Beibepute pasgen KoopauHatopsi.

Ha naHenn NPOCMOTpPa ABaXKbl LLENKHUTE KOOPAUNHATOP, CMUCOK MEXCEPBEPHBLIX KaHaa0B KOTOPOro

HY>XHO U3MEHUTb.

B okHe cBoucTB KoopAuHaTopa Ha NeBOM NaHenmn Bbl6epMTe NYyHKT Me>KcepBepr|e KaHasbl.

B pasgene KoopamnHaTopsl, ¢ KOTOpbIMY 06pa3oBaHbl MeXcepBepHble KaHanbl 6yaeT oTobpaxeH

CMNCOK KOOPAMHATOPOB, C KOTOPbIMU TeKyLLI,I/Il\/’1 KOOpAMHATOP CBA3aH MeXCepBEPHbIMUN KaHalaMW.

|¢2| Ceoiictea koopawhatopa: Coordinator 1

OcHoBHBIE NapameTpbl

KeopawHatopel Bes dynkuni VPN-cepeepa
KnneHTe!

CeAzn ¢ yznamu

CBAZM C rpynnamu y3nos

Monezoearenu

[pynnel yznos

MexcepBepHEIe KaHankl

MesCETEBRIE KaHANEI

Ponw yzna

Appeca BO BHELLHNX CETAX
MexceTesoi 3xpan
MexceTesoi 3KpaH KAMEHTOE
TyHHEAMPOEIHWE
DMS-cepeepl
WINS-cepeephl

= [0 =]

KOOp,ﬂ,L"IHaTOpr. C KOTOPbIMM OépaBOBaHbl MEXCEDBEPHBIE KaHanbl
Mras

_"fij Coordinator 2
Coordinator 3

Haiirmu ’ JoBaeuTe... |

QK |[ OTmeHa |

PucyHok 56. Cnucok mexcepsepHbix KaHA/108

5 UY106bI CO3aaTh MEXCEpPBEPHbIE KaHaNbl MeXAY TeKyLLMM KOOPANHATOPOM U APYTMM

KoopAnHaTopamm:
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6 UYTobbl yaanuTb MexcepBepHble KaHasbl TEKYLLETO KOOPAMHATOPa, BbIGEPUTE B CMUCKE HYXHbIE

o Haxmute kHonky lo6aBuThb.

o B oTKpbIBLWEMCS OKHe 13 Crcka KOOPAMHATOPOB, C KOTOPbIMU HE 06pa30BaHbl MEXCEPBEPHbIE

KaHabl, BbIOEPUTE OAMH WM HECKONbKO KOOPAMHATOPOB U HaXMuTe KHOMKy [lo6aBuTb.

KOOPAMHATOPbI N HaXXMUTE KHOMKY YaanuTe.

7 Ytobbl COXpaHUTb N3MeHeHMs, HaxmuTe kHonky OK.

Hactpovika TyHHeNnMpoBaHMA

KOOp,D,I/IHaTOpr MOTYT BbINOJIHATb TYHHENNPOBaHUe COGAVIHeHVII?I OTKPbITbIX Y3/10B (TO €CTb Y3/10B, Ha

KOTOpPbIX He YCTaHOBJ/IEHO NporpaMmmMHoe obecneyeHune ViPNet) gnd 3almTbl Tpaduka 3TMX Y3108 Npu

nepegaue yepes nybanyHble cetn (cM. TyHHeMpoBaHue).

YT06bI HACTPOUTbL TYHHENNPOBAHKE Ha KOOPAUHATOPE, BhIMOAHWUTE Ciefytolme AeiCTBUS:

1
2

B okHe nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto Bbibepute npeacraBneHe Mos ceTb.

Ha naHenn HaBurauum Bbibepute pasgen KoopauHartopsi.

Ha naHenn npocMoTpa ABaXkAbl WEJKHUTE KOOPAUHATOP, KOTOPbIV TPEBYeTCs HaCTPOUTb.

B okHe cBOWCTB KOOpAUHaTOpPa Ha IeBOI NaHenn Bbibepute pa3gen TyHHennpoBaHue.

|¢2| Ceoiictea koopguHatopa: Coordinator 1

OCcHOBHEIE NapaMETpEI

KoopawHatope Bes dyrkumnid VPN-cepeepa
Knnentel

Ceasn ¢ ysnamu

CBA3N C rpynnamm ysnoe

Monesosatenn

[pynnet y3nos

MexcepeepHbie KaHabl

MexceTesble KaHank!

Poawn yana

Appeca BO BHELLHWX CETAX
MescceTeoii akpan
MexcceTesoil 3KpanH KNMEHTOB
TyHHEAMPOBAHKME
DMS-cepeepbl
WIMS-cepeeps

IP-agpeca TyHHENMPYEMBIX COEAMHEHMIT

HacTpoFka TyHHenMpyemsix CoeIMHEH WA

= [-& sl

192.168.134.1
192.168.134.39
192.168.134.50 - 192.168.134.59

MakenmansHoe YNCNo OAHOBPEMEHHD TYHHENMPYEMERX COSANHEHNA
(cBOBOAHD AMUEHINA HA TYHHENWPY EMBIE COEAMHERNA: B5524):

L uf§

oK

|[ Ormena |

doBaeuTh.. |

PucyHok 57. Hacmpolika myHHeauposaHus
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5 [obasbTe IP-agpeca OTKPbITbIX Y3/10B AN TYHHENMPOBaHWA B CNUCOK IP-aapeca TYHHenmpyemblx
COoeAVIHEHWIA:

o Yrtobbl fobaBUTL IP-agpec nan ananasoH agpecos, HaxmuTe kHonky lo6aBuTb. B okHe
IP-agpec nnn agnanason:

e [lna pobaBneHuns ognHouHoro IP-agpeca Boibepute IP-agpec n BBegnTe agpec
TYHHeANpyeMoro y3na. 3ateM HaxxmuTe kHonky OK.

e [ina pobaBneHus ananasoHa IP-agpecos BbibepuTe JnanasoH, B Nose oT BBEAUTE
HauanbHbIV agpec AMana3oHa, B NoJie Ao — KOHeUHbIN agpec. 3aTeM HaxmuTe kHonky OK.

o YT06bl M3MEHUTb 3aAaHHbIN IP-agpec nam AvanasoH, BoIGepuTe ero B CrMCKe U HAXXMUTE KHOMKY
N3meHUTb, 3aTeM oTpesakTupyiTe agpec.

o Yrtobbl y4annTb 3ajaHHble IP—ap,peca Wan gnanasoHbl, Bbl6epI/ITe X B CNCKe N HaXXMUTE KHOMKY
Yp,anmb, 3aTeM B OKHE NOoATBEPXAEHUA HAXXMUTE KHOMKY Ll,a.

6 [nsa koopgunHatopa ¢ poasamu «MporpammHblin VPN-koopguHatop» n «Coordinator HW-VA» Bl
MO>ETe M3MEHWUTb MaKCUMa/IbHOE UYMNCIO0 OAHOBPEMEHHO TYHHENNPYEMbIX COEANHEHW, ANA 3TOTO B
COOTBETCTBYIOLLEM MOJIE 3aJaiiTe YNCNO COeJNHEHNN, KOTOPbIe KOOPANHATOP CMOXKET
TYHHe/IMpoBaTb OAHOBPEMEHHO.

3a@aHHOE YMCI0 MOXET BblTb MEHbLUE YMCaa 3aJjaHHbIX TYHHeMpyeMbIx IP-aapecoB 1 He MoXeT
NpeBbILaTh YNCNO TYHHENMPYEMBIX COEANHEH NI, KOTOPOE yKa3aHO Hag nosem. [1ns Bcex ponein
KoopAmnHaTopa, Kpome ponelt «Mporpammubin VPN-koopauHatop» u «Coordinator HW-VA»

(cM. Posivi ceTeBbIX y3/10B) MakCMMaibHOE YMCA0 OAHOBPEMEHHO TYHHEANPYEMBIX COEAVHEHWA
33/1aHO MO YMOJIUYAHMIO U HEe MOXET BbITb M3MEHEHO.

BHumaHue! Ha koopgunHaTopax, Ha KoTopble AobaBsieHbl posaun «[1porpamMmmHbIi

/ﬁ\ VPN-koopanHaTop» 1 «Coordinator HW-VA», MakcvManbHOe Y1CI0 OAHOBPEMEHHO
TYHHeNNpPYeMbIX COeNHEHNI paBHOe 65535 UHTepNpeTpyeTCs TakUMK KOOPAMHATOPaMM Kak
OTCYTCTBUE OrpaHMyeHNs Ha YNCNO OAHOBPEMEHHO TYHHEIVPYEMbIX COEANHEHW.

7 Y10bbl COXpPaHUTb HACTPOMKU, HaXXMUTE KHOMKy OK.

[lepeHoC kooparHaToOpa be3 byHKLMM
VPN-cepBepa Ha Apyron KoopamHaTop

Mpn HeoHXOAMMOCTIN Bbl MOXETE 3aperncTpupoBaTth koopanHatop 6e3 dyHkumnin VPN-cepsepa Ha
APYroM KOOpAMHaTOpPeE, TO eCTb M3MEHUTb TPAHCMOPTHbIN cepBep (cM. DyHKLIMN KOOpAMHATOPa B
3awmeHHon cetn ViPNet) koopanHatopa 6e3 dyHkumit VPN-cepsepa. YTobbl koopamHaTtop 6e3
dyHkunn VPN-cepBepa nosyuma nHGopMaLmo 0 CMeHe TPaHCMOPTHOTO cepBepa, Ha Hero Heo6xoAMMOo
OTNpaBuUTb OBHOBAEHME CNPABOYHUKOB U KIHOYEN.

UT06bI M3MEHUTH TPAHCMOPTHbLIN cepBep KoopanHaTopa 6e3 dyHkumin VPN-cepBepa, BbINoAHUTE
clegytolne fencTBums:
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1 B okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npesctaBaeHe Mos ceTb.
Ha naHenn HaBurauum Bbibepute pasgen KoopauHartopsi.

Ha npaBoi naHenn gsaxabl WEeNKHNTE HY>XHbIN KoopanHaTop 6e3 dpyHkumi VPN-cepBepa.

H W N

B okHe CBOWCTB CETEBOTO y3/1a HaXXMMWTe KHOMKY BbibpaTh, pacnosioxeHHyto cnpasa OT Noss
KoopguHaTop. B nosBumBLIEMCS OKHe MOATBEPAWTE M3MEHEHWE TPAHCMOPTHOIO CEPBEPA, HaXaB
KHomnky CMeHUTb KoopAuHaTop.

|¢s| CeoiicTtea koopawnatopa Bes dyrHkunii VPN-cepeepa: Coordinator 3 = IEI

OcHOBHBIE NapaMETpEl

Cossn c yznamm OcCHOBHBIE NapaMeTpsl KoopavHaTopa 6e3 dyHkuMid VPM-cepeepa

CBA3M C rpynnamm y3nos

Monbsosareny Wras: Coordinator 3
Ipynnel yznoe KoopauHaTop: %[ Coordinator 2 @|
Poaw yana
AppECa BO BHELLHNX CETAX Onucanne:
MexceTesoi 3xkpan
TyHHENUPOEIHNE
DMS-cepeepl
WINS-cepeepbi
WaeHTndukaTop: 2A15 0010
Cetesoi agpec: 10773.1.3

OTnpaeneHHoe 0BHOBNEHME!
Bepcwn:

Cratyc obHoBnEHMA:

PucyHok 58. M3meHeHue koopOuHamopa, Ha KOmopoMm 3apezucmpupoeaH koopouHamop 6e3
¢yHkyuti VPN-cepsepa

5 B oTKpbIBLIEMCA OKHe BblIbepuTe B CMINCKE HYXKHbIA KOOPANHATOP M HAXKMWTE COOTBETCTBYHOLLYYHO
KHOTIKY.

MpumeyaHwue. B cnvicke 6yayT NpUCyTCTBOBaTb BCE KOOPAMHATOPBI, KPOMeE TOTO, Ha
KOTOPOM 3aperncTpupoBaH BbIGpaHHbIN y3en.
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|css| ViPMet Administrator [LenTp ynpasnerna cetero] = @

Bribepute KoopavHaTop

Wma Cetesoii agpec

oordinator1 10773.1.0
Coordinator 310773.3.0

Hatimu s Bribpate | [ OTmena

PucyHok 59. Bbibop koopduHamopa
6 YTOObI COXPaHUTL M3MEHeHUs, HaxxMuTe KHonky OK.

Y3en byaet 3apernctpMpoBaH Ha BbIbpaHHOM KOOPAMHATOPE, MPUY 3TOM aBTOMaTUYECKN U3MEHUTCS
ceTeBON agpec koopauHaTopa 6e3 PpyHkuni VPN-cepBepa, cogep>kalinin HomMmep KoopanHaTopa v
HOMep y3na Ha koopauHaTope. Ecan BbIBpaHHbI KOOpAUMHATOP He Hbl CBA3aH C KOOPANHATOPOM
6e3 PyHkumii VPN-cepBepa, Takas cBs3b OyaeT co3gaHa aBTOMATUUECKMN.

[ns Bcex y3/710B, A1 KOTOPLIX 3TO TpebyeTcs, CO34anTe 1 OTNPaBbTE CMPABOYHUKUN U KJIHOUM
(cMm. O6HOB/IEHME CMPABOYHMKOB U KIHOUEN).

BHumaHue! Ecv BbINONHAETCS NMepeHOC y3/1a, KOTOPbI y4acTBYET B MEXCETEBOM

/A\ B3aMMOZENCTBUM C y3N1aMU KakoW-Anbo JOBEPEHHON CeTW, NMOC/e 3aBepLUeHNs NpoLeAypbl
nepeHoca y3na HeO6XOAMMO OTMPaBUTL HOBYHO MEXCETEBYHO MHPOPMALMIO ANs STON
ZLoBepeHHOM ceTn (cM. OTrpaBka MeXceTeBON MHbOpMaLnm).
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HacTpovka NapaMeTpPOB KAMEHTA

Ha kaxkabll KnneHT gobaBbTe O4HOrO MNOJIb30BaTENA U CO34aNTe CBA3N KANEHTA C APYTUMM CETEBLIMM

y3namu. B 3aBnucrmoctun ot nporpammHoro obecneveHus ViPNet, kotopoe nnaHMpyeTcs yCTaHOBUTb Ha

KAVeHTe, 1 ero GyHKUMN, fobaBbTe A8 HEFO POJIW.

B BaLLI,I/ILLI,eHHOIz CeTn KANEHT nony4yaet I/IHCI)OpMaLI,I/I}O O NapamMeTpax A4OCTyMna K CeTeBbIM y3/1aM, C

KOTOpPbIMU OH CBsi3aH, OT CBOero cepsepa |IP-agpecoB (cMm. DyHKLUM KOOPAMHATOPA B 3aLLULLEHHOM CETU

ViPNet). Mo3TomMy agpeca k1MeHTOB 3asaBaTb Heobs3aTeNbHO, OCTAaTOYHO 3ajaTh agpeca v Apyrue

napamMeTpbl 40CTYyMNa K KOOpAMHATOPaM. B 3aBncMmocT o1 TMna NnoAK/NHOUEHNA KANEHTa K BHELLUHEN cetn,

HY>XHO HaCTpOWTb NapaMeTpbl MEXXCETEBOIO 3KpPaHa KANEHTa.

OcHoBHble NapameTpbl KNMeHToB HacTponTe B LIYCe, B 3TOM c/iyyae He noTpebyeTcs 3ajaBaTh

napaMeTpbl HeENOCPeACTBEHHO Ha CETEBbLIX y3/1aX.

,D'J'Iﬂ HaCTpOI7IKI/1 napamMeTpoB KAMEHTa BbINOJAHUTE Caedyrolne waru:

Tabauya 5. MNocnedosamenbHocme HACMpOUKU hapamempos kaueHma

O

O o o o

[JeiictBre Ccbusika
[JobaeneHune nonb3osateneit Ha KIUEHT 3meHeHve crnincka nosb3oBaTtesieli CeTeBOro
y3na

Co3paaHue CBsA3e C ApYyruMu CeTeBbIMY y31aMun  /I3MeHeHVe CBA3EN MeXzy CETEBLIMU y3N1amu
[JobaBneHue poner Ha KANEHT VI3mMeHeHwWe cnvcka poniei ceTeBoro ysna
HacTpoiika mexceTeBOro skpaHa kaveHTa MapameTpbl MEXCETEBOrO 3KpaHa KAneHTa

Bbibop cepsepa IP-agpecos v 3agaHve agpecos  CmeHa cepsepa IP-agpecos
KAveHTa (Npu HeobxoaMMOoCTN)

[TpOCMOTP M M3MEeHeHMEe OCHOBHbIX MapaMeTpOB

KINEHTA

[LJ'IFI NpoCMOTpPa N NSMEHEHUA TaKNX NapaMeTPOB KNNEHTa, KakK UMA UAK OonncaHne, BbINOAHUTE

cnepyrowne fencTBus:

1
2

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto Bbibepute npeacrtaBneHe Mos ceTb.
Ha naHenn HaBurauum Beibepute pasgen KnneHtsoi.

Ha naHesn npocmoTpa gBax bl WEeNKHUTE KAMEHT, MapamMeTpbl KOTOPOro HY>XXHO MPOCMOTPETb.
B okHe CBOWCTB KAMEHTa Ha IeBOI NaHenu BbibepuTe NyHKT OCHOBHbIE MapameTpbl.

B pa3aene OcHoBHble NapameTpbl KANEHTa OyayT oTobpaXeHsbl:

o WMMA U onNnCaHne KAneHTa,
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o KOOPAWHATOP, Ha KOTOPOM 3apPEerncTPUPOBAaH KAMEHT, TO eCTb €ro TPaHCMOPTHLIN cepBep
(cMm. DyHKLUMN KOOpANHaATOPa B 3awuiieHHon cetn ViPNet);

o LUeCTHajLaTePUYHbIA MAEHTUdMKATOP CETEBOTO Y33;

o CeTeBOW ajpec, cocTosAwwmi 3 Homepa cetn ViPNet, HoMmepa KoopanHaTopa 1 HOMepa KAneHTa
Ha KOOPAMHATOPE;

o WHdOpMaLMA O nociefHeM OBHOBAEHUN NPOrpPaMMHOro obecneyeHns, OTNPaBAEHHOM Ha
ceTeBOl y3en: Ma daiina, Bepcus 1 ctatyCc 06HOBAEHMS.

|¢&| Ceoiictea knnenta: Client 1 O X

| OcHoBHBIE NapameTpbl |

OcHOBHbIE MapaMeTPbl KNWMEHTa
CeAzun © yznamu

CeAsun ¢ rpynnamu yanoe

Mran: Client 1
Moenezoeatenn - -
KoopaunHatop: %[ Coordinator 01
[pynnel ysnos
Poawnyzna Onncanne:
PaclumperHele HacTpoiiku
Appeca BO BHELLIHWK CETAX
Mesxceresoi 3xkpan
DNS-cepeepbi WMaentndmrkatop: 2709 00DC
Ceresoi agpec: 9993.1.21

WINS-cepeepbi
OtnpaenedHoe cBHoBneHME:
Bepcua:

Cratyc oBHoENEHMA

oK | | COtnena MNpureHnTe

PucyHok 60. OcHogHble hapamempbl KaueHma

5 YT106bl M3MEHWTb TPAHCMOPTHbIN CepBeP KANEHTa, CesyinTe ykasaHuam pasgena [epeHoc kaneHTa
Ha 4pYroi KoopamnHaTop.

6 Ecnm Tpebyetcs, B COOTBETCTBYHOLLMX MOASAX USMEHUTE UMSA U OMUCAHWE KIMEHTA.
PesaktnpoBaTb MAEHTUOMKATOP Y3/1a U CETEBOW afpec Hesb3s.

7 YT06HbI COXPaHUTb USMEHEHUNA, HAXXKMUTE KHOMKY anMEHMTb.

[lepeHoC knreHTa Ha Apyron KOOPAMHATOP

Bbl MOXeTe 3aperncTpnpoBaTh KANEHT Ha APYrOM KOOPANHATOPE, TO €CTb M3MEHUTb TPaHCMOPTHBIN
cepBep kaneHTa (cM. PyHKL MM KOoopamHaTopa B 3awmiieHHon cetn ViPNet). YTobbl knneHT noayunn
nHbOPMaLMIO O CMeHe TPaHCMOPTHOrO cepBepa, Ha Hero Heo6xoAMMO OTNPaBUTL OBHOBEHWE
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CMPaBOYHUKOB U Kitouelr. OBHOBEHME AOCTaBASET TPAHCMOPTHBIN CEpBEP, MPUYEM A0 NOAYYEHUS
nHbOpPMaLUN O CMeHEe KJIMEHT HE MOXET MPUHNMaTh OBHOBJIEHMS OT HOBOTO TPAHCMOPTHOrO CepBepa.
Mo3ToMy B TEUEHNE HEKOTOPOTO BPEMEHN OBHOB/IEHMS ByAyT OTNPABAATLCA Ha KJIVMEHT Yepes CTapbil
TPaHCMOPTHbLIV cepBep. Bpems ncnonb3oBaHWs CTaporo TPaHCMOPTHOTO CepBepa 3aJaeTcs B HAaCTPOMKax
nporpammel (cM. MNapameTpbl paboTbl ¢ 06bekTamMu ceTu).

Moka He nepeHeceH KAMEHT, He BbiNnoaHANTe B LLYCe peicTBus, KOTOpble NpuBeayT K OOHOBAEHWIO
CNPaBOYHUKOB W KJOYEW Ha CTapOM KOOPAMHATOPE, Tak Kak OOHOBAEHUA MOTYT NPUMEHNTLCA PaHbLUe
BpemMeHu. Ecan Bbl oTnpaBuTe HoBble OGHOBEHWA CNPABOYHMKOB U KroUeln, 0BHOBIEHNA OTNPaBATCA C
OT/IO>KEHHBIM BPEMEHEM NPUMeEHEHNS W ByayT NPUHATEI NOCNe OBGHOBAEHUIN O NepeHoce KAMeHTa Ha
y3/1ax KJIeHTa 1 ero HOBOrO KOOpAMHaTOpa B MOPsAAKe o4yepeaun.

YT06bl CMEHWTb TPaHCMOPTHBIN cepBep Ans kaveHTa LLYCa, cm. pasgen MNepeHoc kaveHTa LLYCa Ha
ApYron koopamnHaTop.

YT06bl M3MEHUTbL TPAHCMOPTHLI CEPBEP KAMEHTA:

-_—

B okHe ViPNet LleHTp ynpaBneHusa ceTbto BbibepuTe npeactaBieHne Mos cetb.
2 Ha naHenn HaBurauunm Bolibepute pasgen KnneHtsbi.
3 Ha npaBon naHenu ABaxKAbl WeNKHUTE HY>KHbIV CETEBOW y3en.

4 B oOKHe CBOWCTB CETEBOrO y3/1a HaXMWUTE KHOMKY BblbpaTh, pacnosoxeHHyto cnpasa OT NoAs
KoopauHatop. B noasumBLluemMca OKHe NOATBEPAMTE CMEHY KOOPAMHATOPA, HaXaB COOTBETCTBYHOLLYHO
KHOMKY.

5 B OTKpbIBLIEMCA OKHe BblbepuTe B CMMCKe HYXXHbIA KOOPAMHATOP M HaXKMUTE KHOMKY BbibpaTb.

MpumeuaHwme. B cnncke ByayT NpucyTCTBOBaTbL BCE KOOPAMHATOPSI, KPOME TOrO, Ha
KOTOPOM 3aperncTpmpoBaH BblIBpaHHbIN KANEHT.

6 UYTObbl COXpaHUTb U3MEHEHUS, HaxxMUTe KHomkKy OK.

KnuneHT byseT 3aperncrpnpoBaH Ha BbiIbpaHHOM KOOPAMHATOPE, NPW 3TOM aBTOMaTUUeCKH
W3MEHWTCA CeTeBOM ajpec KAVNEHTa, CoAepXKallmii HOMep KOOPAMHATOPa N HOMEp K/MEeHTa Ha
KoopauHaTtope. Ecnm BbIOpaHHbI KOOPANHATOP He Bbl1 CBA3aH C KJAMEHTOM, Takas CBs3b OyaeT
co3gaHa aBToMatuyeckun. Cepsep IP-agpecoB kaneHTa Takxke n3MeHUTcs. OH OCTaHETCA NPEXHUM,
ecan 6bln n3MeHeH Bpy4YHyto paHee (cM. CmeHa cepsepa IP-agpecos).

7 [nsa Bcex y3/10B, A1 KOTOPLIX 3TO TPpebyeTcs, Co3haiTe 1 OTNpPaBbTe CNPABOYHUKMN U KUK
(cM. O6HOBJIEHVIE CMIPABOYHMKOB U KArouein). lia cTaporo KoopamHaTopa, Ha KOTOPOM KAUEHT Bbi
3aperncTpupoBaH 0 M3MeHeHUs, aBToMaTMueckun byaeT cGOpMUPOBaHO OTNOXEHHOE OBHOB/IEHUE C
BpeMeHEeM NPUMeHeHUs, 3aZaHHbIM B HAaCTPOKKax Nporpammel.

Ecan Bbl XOTUTE OTNIOXUTL NPUMeHeHWe OBHOBAEHMA Ha CTapoM KOOpAnHaTope Ha bosiee No3aHMI
CPOK, Npv OTNpaBke 3ajanTe Bpems BPYUHYH0. 3ajaHHOe BPYYHYO BPeMS AOMKHO ObiTb 6oblue
BPEMEeHW, 33jlaHHOro B HAaCTPOMKaX, MHaue AN8 OTN0XEHHOro 06HOBAeHNS ByAeT NCNoAb30BaTbCA
BPEMSA M3 HacTpoeK.
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BHumaHwme! [Mpun nepeHoce KaveHTa, KOTOPbIN y4acTBYET B MEXCETEBOM B3aUMOAENCTBUN C

/ﬂ\ KAMEHTaMU Kakol-Anbo JOBepeHHON CeTH, MoC/e 3aBepLUeHNs NpoLeaypbl NepeHoca KaneHTa
OoTnpaBbTe HOBYHO MeXCeTeBYH MHGOPMaLMIO AN 3TON foBEpPEHHOW ceTn (cm. OTrnpaska
MEXCeTEBON UHDOpPMaLMn).

8 T[ocne Toro, kak 06HOBAEHME BYAET NPUHATO Ha KJIMEHTE, A5 KOTOPOTrO Obll U3MEHEH KOOPAMHATOP,
M Ha HOBOM KOOPAMHATOpE KJMEHTA, CMEeHa TPaHCMOPTHOrO cepBepa A/l 3TOro KaneHTa byaer
3aBepueHa. MNpw 3TOM 415 CTaporo KOOpPAMHaTOpa aBToMaTuyecku byaet cbopmMmpoBaHo
NoBTOPHOE OBHOBAEHWE A1 HEMEAJ/IEHHOTO MPUMEHEHWS, CTaTyC KJroUel KoopaMHaTopa N3MEHUTCA
Ha FOTOBbI K OTNpaBKe. Bbl MOXeTe OTNPaBUTbL Ha CTapblil KOOPAMHATOP NOBTOPHOE OGHOBAEHME,
UTOBbI HE J0XMAATLCA MPUMEHEHWUS MEPBOrO OTNPAaBIEHHOTO OBHOBAEHUS.

MprmeyaHue. CMeHa TPaHCMOPTHOrO cepBepa KANEHTa NPOU3OMAET TakKe B Clyyae,

€C/I Ha HOBOM KOOPZAMHaTOpe KAneHTa OBHOB/IeHME He ByaeT NPUHATO B TeYeHne
BPEMEHM, 3alaHHOr0 B HAaCTPOMKax nporpammbl (cM. MNapameTpbl paboTbl ¢ 06bekTamum
ceTn).

[lepeHoc knveHTa LIYCa Ha apyrom koopamHaTop

Knunent, agnsatowminca ys3nom LleHTpa ynpaBneHus ceTbto, Npy HEOBXOANMMOCTU MOXKET BbITb MepeHeceH
3a Apyron koopauHaTop (HanpvMep, ecin Ans ynpasaeHns ceTbto Tpebyetca 6onee NPON3BOANTENbHbIN
KoopAuHaTop).

Mepeg cmeHoM koopamHaTopa Ans y3na LleHTpa ynpaBneHus ceTbto ybeanTech, Uto Ha y3ne LIYCa
yctaHoBneHo MO ViPNet Client for Windows Bepcum 4.5.x.

YT0bbI CMEHUTb KoopAMHaTOp ANf y3na LleHTpa ynpaBaeHus ceTbto:

1 B rnaBHom okHe nporpammbl ViPNet LieHTp ynpaenerus ceTbto B MeHo CepBuc Bbibepute
MapameTpbl.

2 B okHe Mapametpnbl ViPNet LieHTp ynpaBneHus ceTbto B passene PaboTta ¢ o6bekTamm yCcTaHoBUTE
BpeMsA NCNONb30BaHWMA CTaporo aapeca kameHta — 1 yac n Haxxmute kHonky OK.
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|tsl Napamerper ViPMet LlenTp ynpaenenna cetero = IEI

Ponn HaCTpOI:'IKa NpoUecCcoe CO34aHMA, M3MEHEHWMA W YaAaNeHWA OBLEKTOE CETH

HEFIHMETFII:I ESUHECHDCTM) o8 I'Ipu CO3A3HUK y3na ,\'J,DﬁEEJ'IHTb H3 HEr> HOBOTD NONEZCE3TENA

KypHanel
[C] Mpw yaanennm yana yaansTe nonszosatensii, A0BaBNEHHEIX TGLKD HA 3TOT y3en

D I'Ipu YAaNEHNW NONb30EATENA YAANATE Y3Nbl, H3 KOTOPBIE ,CI,DGEEJ'IEH TONBKD 3TOT NONB30EATEND

[T Mpw yaznenni nonssoEaTENs WS rpYNNG! NOALS0BATENEN YAZNATE M0 CBASH C rpynNoii

Epema MCNonb30BaHWA CTAporo agpeca nocne EI
.
PETMCTPALIMK Y313 Ha APYTOM KOODAHHATODE: =

QK | [ OTmeHa

PucyHok 61. 3a0aHue spemeHu UCN016308adHUS CMApo2o adpeca

B rnaBHom okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npeactaBieHne Mos cetb.

Ha naHesnn HaBurauunm Boibepute pasgen KnneHrol.

Ha naHenn npocmoTpa ABaxabl LWeJKHUTE KAUEHT, KOTOPLIN saBaseTcs LLeHTpoM ynpaBieHns ceTbto.
B okHe CBOWCTB KAMEHTa psAoM ¢ nosem KoopanHatop HaxxmuTe KHOMKY Bbibparts.

B nosBuBLUEMCS OKHE C COOOLLEHNEM NOATBEPAUTE CMEHY KOOPAMHATOPA, A5 3TOFO HaXMUTe
KHoMnky CMeHUTb KoopAuHaTop.

|¢2| Ceoiictea knuenta: Client1-1 @

YTobbl cmeHnTh koopanHatop LienTpa ynpasneHna ceThio,
CNefyiTe PEKOMEHAALWAM, NMPUESAEHHEIM B CNPAEKE
nperpammel B npetresom cayyae pabotocnocobHocTL CaTh
MoKeT BbiTh HApYWEHa,

[ CumeHuTE KoopAUHaTOP | [ Otmena |

PucyHok 62. lModmeepxdeHue cMeHbl KoopOuHamopa

B nosBmBLIEMCS OKHe BbIGEPUTE KOOPANHATOP, Ha KOTOPOM byaeT 3apernctpuposaH LYC, u
HaXxmwuTe KHornky Bbibpartb.

B pesynbtate LLYC 6yneT 3apernctpmpoBaH Ha BbiIbpaHHOM KOOpAMHATOpPE, 1 ero agpec B CeTU
ViPNet nsmenurcs.

Eciv ycTaHoBAEHO MexceTeBOe B3ammogencTeme ¢ cetbio ViPNet, co3gaiite v oTnpaBbTe HOBYHO
MeXCeTeBYHO MHPOPMaLMIO ANs AOBEePeHHbIX ceTelt (cM. OTnpaBka MexXceTeBon MHhopmMaLLmm).
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10 ChopmupyiiTe n oTnpasbTe CNPaBOYHUKN (cM. OTNpaBKka CNPaBOYHUKOB U KJHOYE) B YKa3aHHOM
nopsazke Ha caeaytowme y3nbil:

g BHuMmaHue! [ocne kaxaow oTnpaBku CMPaBOYHMKOB JOXANTECH MPUMEHEHNS CMPAaBOYHUKOB
Ha y3/1ax.

o BCe KAneHThbl, kpome y3na LYCa;

o BCE LWNO30Bble KOOPANHATOPLI (EC/IV OHW HE ABASIOTCS CTapbiM U HOBLIM KOOPAMHATOpPaMu
y3na LLYCa);

o BCe OCTa/lbHble KOOPANHATOPbI, KPOME CTaporo 1 HOBOTro KOOpAnHaTopoB y3na LLYCa;

o CTapbli 1 HOBbIV KOOpAMHATOpPbI. B pe3ynbtaTe Ha HOBOM KOOPAMHATOPe OGHOBAEHME
NPUMEHUTCA Cpasy, a Ha CTapoM — ByJeT OTIOXKEHO Ha BPEMA MCNOJ/Ib30BaHWA CTaporo ajpeca
kaveHTa — 1 yac.

11 B TeueHwue aByx YacoB He npoussogunTe B LIYCe paccbinky CnpaBOYHMKOB U KAHOYEN, a TakxKe
obHoBneHni MO. MNpwu 3ToM KOOpAMHATOP, Ha KOTOPOM bbin paHbLLe 3aperncTpuposaH LYC,
A0/KEH BbITb MOCTOAHHO BKAFOYEH.

12 y6eAMTer, YTO Ha CTapOM KOOpAMHATOPE NPUMEHEHbI CNPaBOYHUKN.

13 Chopmupyinte 1 oTnpasBbTe CNPaBOYHMKM Ha y3en LIYCa.

MpumeuaHwne. Bo Bpems nepeHoca kiveHTa, aastowieroca LIYCowm, 3a gpyroi koopgmHaTop
oTnpaBKa 3anpocoB Ha 06HOBEHWe cepTUdMKaTOB Nosb3oBaTesnei byaeT BpeMeHHO
HeJOoCTyMHa.

CmeHa cepsepa IP-aapecos

YT06bl M3MEHUTL A4/15 KnneHTa cepBep IP-agpecoB (cM. PyHKLMM KOOPANHATOPA B 3aLLULLLEHHOWN CETU
ViPNet), BbInoAHUTE cregytoLine AeACTBUS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Bbibepute npeacraBneHe Mos ceTb.
2 Ha naHenu HaBurauum Bolibepute pasgen KnnmeHtsbi.
3 Ha naHenn npocMoTpa ABaxAbl LLLEJKHUTE KINEHT, KOTOPbIA TpebyeTcA HaCTPOUTb.

4 B okHe CBOWCTB KJIMEHTa Ha JIEBOM MaHenu Bbl6epI/ITe pasaen Ap,peca BO BHELWHUNX ceTAax.
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5 T[lo ymonuaHuto cepsepom IP-agpecoB HazHauyeH KOOpAMHATOP, Ha KOTOPOM 3aperncTpmupoBaH

&l Ceoficrea knmenra: Client 2

(O CHOBHBIE NapameTpbl
CBAIK C y3namu

CBA3K C rpynnamm y3noe
Monesceatenn

Ipynnel y3noe

Ponw yana

PaclunpenHble HaCTpoKK

AApeca B0 BHELLHMX CETAX
MexceTesoi 3kpan
DMS-cepeepsi
WINS-cepeepb

HaCTpOI:'IKa ajpecaumk KIMEHTa BO BEHELUHMWX CETAX

|P-agpeca, 3aperncTpMpoBaHHbIE HA KIMEHTE

192.168.134.16

Wcnonezoeate |IP-agpec ana goctyna k MFTP:
Cepeep IP-agpecos: | ¥ Coordinator_Msk

[] Wenonssceate DNS-nmena

[] Wcnonszosate SMTP-aapec

[oGaeuTe...
WzmeHnTe...

Wenonssoeate
ana MFTP

192 . 168 . 134 . 16

JoGaewnTe...
VEMEHNTE....

¥aanute

oK

| | Otmena | ||_|pMMEHHTb

PucyHok 63. CmeHa cepsepa IP-adpecos

KAMeHT. YTobbl n3meHnTb cepep IP-agpecos:

o Haxmute kHoMKy BbibpaTtb psgom c nonem Cepsep IP-agpecos.

o B oTKpbiBLWEMCS OKHe BbIbepUTe B CNUCKEe KOOPAMHATOP, KOTOPLIA TpebyeTcs HazHaunTb
cepsepoM IP-agpecoB ans Tekyuero knneHta. CepsepoM IP-agpecoB MoxeT 6biTb 10601

KoopamnHaTtop ceoei cetn ViPNet.

o Haxmute kHOMKy BbibpaTh.

CepBep IP-agpecoB knneHTa byaeT uameHeH. Ecin BoibpaHHbI KOOpAUHATOP He Bbi CBsA3aH C

KANEHTOM, TaKaA CBA3b 6yAET CO34aHa aBTOMaTn4eCckn.

6 UYTObbl COXpaHUTb HACTPOMKK, HaXXMUTE KHOMKY MpUMeHUTD.

3a4aHne paclIMPEHHbIX HaCTpOeK

C NoMoLLbHo pacLUMPEHHBIX HACTPOEK Bbl MOXETE 3aAaTh HACTPOWKM 13 pexknma otnagku ViPNet Client

4U, Hanpumep:

610KkMpoBaTh OTKPbITLIN IP-Tpaduk y3na npu BkatoueHHoM ViPNet-coeanHeHuy;

3afaTb ypoOBeHb AeTann3sauum xypHana cobbitnin ViPNet Client 4U;

3a/laTb HACTPOWKM 3alUMLLEHHOTO coeguHeHmns (MTU, MSS TCP u ap.)
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HacTpownku 3agatotcs B popmate YAML B B1ze NapamMeTpoOB M UX 3HAYEHUI U NepesaroTcs Ha CeTeBbIe
y3/1bl B COCTaBe CMPaBOYHMKOB.

Yto6bl 3a4aTb pacluMpeHHble HAaCTPOWKM Ha 6osbLLOoe KomuecTBo ceTeBbIx Y3108 ¢ ViPNet Client 4U,
fob6aBbTe UX B WABAOHbI ANS KIVEHTOB.

MpumeyaHue. PaclumpeHHble HaCcTPOVKM NOALEPKMBAKOTCS:

e ViPNet Client 4U for Windows 4.11 v Bbliwe.
e ViPNet Client 4U for Linux 4.13 v Bbiwe.

e ViPNet Client 4U for iOS 4.0 v Bbiwwe.

e ViPNet Client 4U for macOS 4.0 v BblLwe.

e ViPNet Client 4U for Android 4.0 u Bbiwwe.

[nda 3agaHna paclumpeHHbIX HacTpoek:
1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Bbibepute npeacraBneHe Mos ceTb.

2 Ha naHenn HaBurauunm Bolibepute pasgen KnveHtsbi.

w

Ha naHenv npocMoTpa ABaXkAbl LLENKHUTE KINEHT, KOTOPbIA TPpebyeTCs HacTPOUTb.

B okHe CBOWCTB K/IMeHTa Ha fIeBOV NaHenn BbibepuTte pasgen PaclumMpeHHblie HaCTPONKM.

[SL I

B none BBeguTe napameTpsbl ¢ yyeToM cuHTakcnca YAML. O6 akTyanbHbIX MapameTpax 1 npasmaax nx
BBOZa CM. B gokymeHTauun ViPNet Client 4U gns pasnnuHbIX OnepauyoHHbIX CUCTEM.

6 YcraHoBuTe daxkok OTNpaBAATb HACTPOWMKM Ha y3e. [10 YMONUYAHWUIO BbIK/IHOUEH.
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7 Haxmwute MprmeHnTb.

|| Ceoiictea knnenTa: Client 1 O X

OcHOBHEIE NapaMeTphl .
PaCLLIVIpeHHbIe HaCTpOKWKKH
Ceasn ¢ yznammu

CeAzn c rpynnamun y=ioe 3ancnxuTe none Toneko gna ViPNet Client 4U
Monesoearenn netwark:
[pynnel yznoe

privateSubnet: 192,168.0.0
Ponaw ysna

tunnelVirtualVisibility: true
PacumpenHeie HacTpoiikn

tepMssDecrease: 100
Ajpeca Bo BHELIHWK CETAX
firewall:
MexceTesoi 3kpan

DMNS-cepeepb bleckOpenMNetwerk: true

WINS-cepeepol logging:
level: 5
fileSize: T0M
fileCount: 10

OTNpaEnaTe HACTPOIIKK Ha y3en

oK | | Crmena | ||_|pHMEHHTb

PucyHok 64: Hacmpolika pacuiupeHHsix hapamempos KiueHma

UT0bbl He OTMPABAATL PaCLUIMPEHHbIE HACTPOMKN Ha CETEBOW y3e, CHUMUTe daaxkok OTnpaBasaTb
HacTpoliku Ha y3en. [py 3ToM 06HOBEHWS CNPABOYHNKOB He CO3Aat0TCA W, ECAN CMPaBOYHUK C
HacTpoikamu Bbia OTNPaB/IEH Ha CETEBOW Y3eJ1, Ha KJIMEHTE OCTaHYTCA HAaCTPOMKK, OTMPAB/EHHbIE B
npoLWbIv pas.

YTobbI YAannTb HaCTpOl‘/‘IKl/I, OTnpaB/€HHbIE Ha KNVEHT, yaannte nx B none PaCLLIVIpeHHbIe HaCTpOVIKVI n

OTrnpaBbTE MyCTbl€ HaCTpOl‘/II KW.
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I3MeHeHMe cnmcka Nnosb30oBaTenen
CEeTeBOro Y33

Y106bl MPOCMOTPETHL UAN U3MEHUTH CMIMCOK MOb30BaTeNel, fobaBAEHHbIX Ha CETEBOM Y3es, BbINOAHUTE
cnesyoLLne AencTBus:

1 B okHe ViPNet LieHTp ynpaBneHusa ceTbto BbibepuTe npeactasneHne Mos cetb.

2 Ha naHenn HaBurauum Boibepute pasgen KoopauHatopbl nan KaneHTbl B 3aBUCMMOCTU OT TUMa
y3/1a, KOTOPbIN TPebyeTCs HaCTPOUTb.

3 Ha naHenn npocmoTpa ABaxzbl WENKHWUTE CETEBOW Y3e, CMUCOK MOJb30BaTe/Ie KOTOPOrO HY>KHO
N3MEHUTB.

4 B oKHe CBOWCTB CETEBOrO Yy3/1a Ha JIeBOI NaHenn BbibepuTe nyHKT Moab3oBaTenu.

B pazagene Monb3oBatenun kaneHTa (koopanHaTtopa) byaeT oTobpaxeH CMCoK NoJib3oBaTesei
BbIOpaHHOro CeTeBOro y3na.

BHuMaHue! 115 ycnewHoN cMeHbl MacTep-Kitoyeit 3apernctpupyite Ha ViPNet
/A\ Coordinator HW, ViPNet Coordinator VA nau ViPNet xFirewall Tonbko ogaHoro
YHVKaNbHOro noJib3oBaTess.

5 UY106bI 406aBUTb CyLLECTBYIOLLMX NOAb30OBATENEN B CMIUCOK MNOAb30BaTENEN CETEBOTO Y3/1a, HaXKMUTE
KHOMKY [lo6aBWTb 1 B OTKPbLIBLUEMCH OKHE BbIGEPUTE M3 CMNCKE OZHOTO UM HECKOJIbKO
noJsib3oBaTenem.

BHumaHwme! Eciv nonb3oBaTesb 3apermcTpupoBaH Ha HECKOJIbKMX CETEBbIX Y3/1aX, ero
A KAHOUM MOJIb30BaTENS MOTYT BbITb OTMPABAEHbI TOJIbKO Ha NEPBbIN y3es, Ha KOTOPbIA OH
6bln gobaBeH.

6 YTO0bBbI YAannTb noJib30BaTesIeN U3 Crrcka Nnosib30BaTesel CEeTeBOro Yy3Ana, Bbl6epI/ITe B Cnncke
OAHOIo Nan HeCKOJ1IbKO no/sib3oBatenen N HaxMnuTe KHOMKY yAaﬂVITb.

ﬂpmmeanwe. He pekomMmeHayeTca yaanaTb N3 Cnmcka BCcex nosib3oBaTesielt CETEBOTO
Y373, TaK KaK B pe3y/ibTate Co34aHne CnpaBoOYHUKOB AN 3TOrO y3Ja 6y,u,eT HEBO3MOXHO.

7 Y10bbl COXpPaHUTb N3MEHEHUS, HaxXkmuTe KHonky OK.

[ob6aBnTb NOAb30BaTENA Ha CETEBOM Y3€1 UAN YAAANTb NOJb30BaTENA C CETEBOIO Y3/1a MOXHO TakXe B
OKHe CBOMCTB NoJsib30BaTeNs (CM. /IameHeHe cnncka ceTeBbIX Y310B NOAb30BaTeNs).
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I3MEeHeHKWe CBA3EN MeXay
CETeBbIMM Y3/1aMM

Kaxabli ceTeBOI y3en MOXeT HbITb CBA3aH C APYTUMU CETEBLIMU Y3M1aMUM U C FpynnamMu CEeTEBbIX Y3/10B.
Oba Buaa ceazell obecrneynBatoT BO3MOXHOCTb COeAnHeHNA Mexay y3anamu cetn ViPNet. CBA3b ¢
rPynmnow ceTeBbIX Y3/10B O3HaYaeT, UTO TEKYLUMI y3en CBA3aH CO BCEMM Y3/1aMu, BXOAALLMMUN B rpynny.
Mpw co3aaHnmn CBA3M CETEBOrO y3/1a C rpynnoi aBTOMaTUUeCcKy CO34atoTCA CBA3M 3TOTO y3/a C KaXKAbIM
y310M M3 rpynnbl. Takue cBA3M 0TOBpaXaroTca BMeCTe C OCTallbHbIMU CBA3AMMW C CETEBbIMU y31aMu B
OKHe CBOWCTB y3/1a B pasgene CBA3M ¢ y3namu.

Mpw co3paHny CBA3EN MeXAY KNMEHTaMW YCTAHOBUTE CBS3b MeXAYy KOOPAMHATOPaMU, Ha KOTOPbIX
3aperncTpupoBaHbl CBA3bIBAEMbIE Y3/bl. TakXKe NPU CO3AaHUM CBA3N MEXAY KJINEHTOM U
KOOPAMHATOPOM YCTaHOBUTE CBS3b MEXAY 3TUM KOOPAMHATOPOM U KOOPANHATOPOM, Ha KOTOPOM
3aperncTpupoBaH KJMEHT.

CBA3K C CETEBBIMU Y3/1aMM

[ns npocMoTpa 1 U3MEHEHWS CMNCKA CETEBBIX Y310B, C KOTOPbIMU CBA3aH KAMEHT UM KOOPAUHATOP,
BbIMOJIHWUTE CleAytoLlme AeUCTBUS:

1 B okHe ViPNet LieHTp ynpaBaeHna ceTbio Ha NaHeAn HaBuraLmm HaxXMuTe KHomnky Mos ceTb.

2 Ha nanenn HaBuraymn B cnmcke Mos cetb Bbl6epI/ITe NYHKT KnueHTtbl nan KOOpAVIHaTOpr B
3aBNCMMOCTU OT TMNa y3na, KOTOprI\/’I Tpe6yeTc;1 HaCTPOUTb.

3 Ha naHenn npocMmoTpa ABax bl LLEeJKHUTE CETEBOM Yy3es, CBA3M KOTOPOTro TpebyeTcs U3MEHUTD.

4 B oKHe CBOWCTB CETEBOrO Yy3/1a Ha IeBOV NaHenu BbibepuTe NyHKT CBA3M C y31amMu.

B paspene CeTteBble Y3/bl, C KOTOPbIMU YCTaHOBJIEHA CBA3b 6yp.eT 0To6pa>|<eH CMnNCOK y3n1oB cBOE

ceTn, C KOTOpPbIMW CBA3aH ,D,aHHbII?I ceTeBoOW y3en. Cesazn ¢ y3naMun, MeHa KOTOPbIX BblAENIEHBI CEPbIM

LBETOM, CO3/aHbl aBTOMAaTUYECKM 1 HE MOTYT ObITb M3MEHeHbI B OKHE CBOWCTB CETEBOTO y3na. [ns
Kaxkzou cBs3n B ctonbue CraTyc cBA3M oTobpaxkaeTcs:

o WHdopmauwmsa o ceazn.
o [MpwnumrHa, No KOTOPON Heb3s yaanuTb CBA3b (Hanpumep, CBA3b Mexay y3nom n LlYCom).

e} MHq)OpMaLI,I/IFI O CBA3AX C rpynnamMu y310B, Ha OCHOBE KOTOPbIX CO34aHbl CBA3U C y3/1aMW.

MprmeuaHune. CeA3n, chopMMpPOBaAHHbIE aBTOMATUYECKM NPU CO3AaHNN CBA3M C
rPynmnow y3noB, Takxe BblAeNeHbl CEpbIM LBETOM. ECIM Bbl XOTUTE YAaNnTb Takyto CBA3b

C KakuM-nnbo y3/10M, TO NpesBapuUTeNbHO HEOBXOAMMO YAANUTb CBA3b C
COOTBETCTBYIOLLEN rpynnol (cM. CBA3M C rpynnamMu y3noB) WK yaaauTb y3en u3 rpynnsbi
(cM. MI3meHeHVre cnucka ceTeBbIX Y310B B rpynre).
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|2 Ceoiictea knnewTa: Client 1 m} *

OcHeBHBIE NapaMeTpbl
CeTeBkle ¥3Abl, C KOTOPbIMK YCTaHOBAEHA CEASD
CBASK C y3namu
CaAz € rpynnamn ysnos Otobpaxare obbekTon Moeii cetn [ ] Jogepennbix ceteil (2 us 2)
Mone3osaTenn
] Tun Vima Cete  Cratyc ceAzmn
Ipynnel yanos -
Ri Coordinator_Win10_x64  Bus.. & Csase mexgy yznom u LI¥Com; Ca
P . - \
onnyzaa B Cepreii Cugopos Bus.. & Ceasb mexgy y3nom vn LY Com
Pacumpennsie nacTpoiikn i ®F-VA Bus.. & Cease mexkgy yznom n LY Com
|:| HE Coordinator_Msk Bus.. @& Censb uepes [pynnbl ysnos; Ceass
€03 B0 BHELLHMX CETAX :
Aap B Uentp peructpaymm Bus... & Ceask mexgy yznom u LY Com
Meskcetesoii 3kpan B Cugopos Kupunn (Wind... Bus.. & Cease mexgy yznom u L|YCom
DMS-cepeepel &Y |lsaros Vean Bus.. & Ceask mexay yznom uLlYCom
WINS-cepeepsi KE Coordinator 1G100 Bus.. & Cease mexgy yznom n LY Com
E®  Belov Pavel Bus.. & Cease mexgy yznom n LY Com
E¥  Hekpacosa AHHa Bus.. & Cease mexkgy yznom n LY Com |
KE Ceordinator 1G10 Bus... & Cease mexgy yznom n LY Com; Ca
B Client SafeDisk Bus.. & Ceasb mexgy yznom uLlYCom
B Cokonosa WMpuHa Bus.. & Cense mexgy yznom uLlYCom
B HOpbes Anexcanap Bus.. & CeAsb mexay om 1 LY Com
B Weanos Jenwc (ConServ.. Bus.. & Cease mexgy om n LY Com
Ki Coordinator 2 Bus.. & Cease mexgy yznom n LY Com

Habimu 4 [oBasuTs... Yaanute

oK || Otmena | MpumeHnTs

PucyHok 65. Cnucok cesaseli koopduHamopa

5 Ytobbl NPOCMOTPETL CBA3MN CETEBOTO Y3/a C y3/1aMu JOBEPEHHbBIX CETeN, ycTaHoBMTe Hh1axkok
[loBepeHHbIX ceTen nan HaxMuTe CCblIKy CripaBa OT Gaxka, YTo6bl BbIOpaTh HY>XHbIe JOBEPEHHbIE
cetu.

6 [nsa pobaBneHus cBA3el HaxXmute KHonky Jo6aBuTb.

7 B OKHe CO CMWUCKOM AOCTYMHBbIX f/1f CBA3bIBAHWA Y3/10B BbIGEPUTE OAVH WJIN HECKONBKO CETEBbIX
y3/10B.

8 UYrtobbl yaanutb cBA3n, BbibepuTe B CNMCKe CBA3EN OAWNH UM HECKOJIbKO CETEBbIX Y3/10B Y HaXXMUTe
KHOMKY YaanuTtb.

I'IpvlmetlaHMe. CeAa3n ¢ y3n1aMu, co3aHHble aBTOMaTUYECKU U BblAENIEHHbIE CEPbIM
LBETOM, HEBO3MOXHO yAanNTb.

UT0Obl M3MEHUTb CBA3M MEXAY Y3/1aMU BaLLEel CETU U y31aMU AOBEPEHHbBIX CETEN,
M3MEHUTE CBA3M MEXAY NOJb30BaTENAMUN 3TUX Y310B (CM. V3meHeHne cBAzel ¢
06bEeKTaMU JIOBEPEHHOM CETK).

9 YT0bbl COXpaHWUTb U3MEHEHWS, HaxkmuTe KHomKy OK.
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CBA3M C rpynnamMm Y3108

[Ans npocMoTpa U M3MEHEHUS CNINCKA TPy Y3/10B, C KOTOPLIMW CBSI3aH KJIMEHT WM KOOPAUHATOP,
BbINMOHNTE C/iefytoLLmne AeNCTBUS:

1 B okHe ViPNet LleHTp ynpaBneHus ceTbto Ha NaHenn HaBuUraLmm Haxxmute kHornky Mos ceTb.

2 Ha naHeaun HaBuraymn B cnmcke Mos cetb Bbl6epI/ITe NYHKT KnueHTtbl nan KOOpAVIHaTOpr B
3aBNCUMOCTU OT TUNa Y34, KOTOprI‘/’I Tpe6yeTCﬂ HaCTpPOUThb.

3 Ha naHenn npocMoTpa ABaxAbl LLEJKHUTE CETEBOM Yy3es, CBA3M KOTOPOro TpebyeTcs U3MEHUTD.
4 B okHe CBOWCTB CETEBOrO Yy3/1a Ha IeBOI NaHenu Bbibepute nyHKT CBA3M € rpynnamMu y3/oB.

B pasgene Mpynnbl y310B, ¢ KOTOPbIMY YCTaHOBJ/IEHa CBA3b OyeT 0TObpaXkeH CNMCOK rpynmn y3ioB
CBOEM ceTW, C KOTOPbIMU CBA3aH JaHHbIN CETEBOW y3en.

&l Ceoiictea knwenTa: Client 2 O *

(OcHOBHBIE NapameTpbI
[pynnel Y2A0E, C KOTOPEIMMW YCTAHOE/NEHA CEASL
CBA3K C y3namu

CBAZW C rpynnamm y3nos ] Mman CeTesble y3nbl Onucanune
Maonesoearenn %l KoopawHatoper 4

pynnel yznoe "L Moapasgenenne 112

Ponw yana

PaclunpenHble HaCTpoKK

AApeca B0 BHELLIHMX CETAX
MexceTesoi 3kpan
DMS-cepeepsi
WINS-cepeepb

PucyHok 66. Ceasu ¢ epynnamu y3/108

5 [na gobasneHuns cBszen HaxxmuTe KHomnky [lo6aBUTb 1 B OTKPbIBLUEMCS OKHE CO CMUCKOM
JOCTYMHbIX TPYNN BbIbepuTE OAHY UAN HECKOJIBKO FPYMM Y3/10B.

BbibpaHHble rpynnbl 6yayT Ao6aB/eHbl B CMUCOK CBA3EN TeKyLero y3na. [py 3ToM 6yayT
aBTOMaTUYECKM CO3JaHbl CBA3M CO BCEMM y31aMW, BXOAALLMMW B 3TV TPynbl. 3TV CBA3W ByayT
oTobpaxeHbl B pasgese CBaA3un ¢ y3namu (cMm. CBA3M C CETEBBIMU y3n1amMn).

6 YTto6bl yAanuTb CBA3M:

e} Bb|6ep|/|Te B CMUCKe CBA3el OAHY NN HECKOJIbKO Tpyrn y3a0B N HaXXMUTE KHOMKY YAa.ﬂVITb.
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Ecnav TpebyeTcs yaanuTb CBA3M CO BCEMU y3/1aMK, BXOAALLMMM B FPYMny, B OKHe NOATBEPXKAEHMS
yCTaHOBUTE COOTBETCTBYHOLWMIA dnaxok. Ecan dnaxok He ByaeT yCTaHOBJIEH, TO CBSA3b C rPynnon
y310B ByAeT yaaneHa, HO CBA3M C y31aMu rpynbl OyAyT COXpaHeHbI.

HaxxmuTe KHOMKy Yaanutb cBs3u. BoibpaHHble cBA3M OyayT yAaneHsbl.

|¢s| Ceoiictea knnenTa: Client 1-6 IEI

CeAzn C ERIBPaHHBIMI TPYTINaMK y3Nos ByayT yaaneH.

V| ¥aanuTe CEASK € CETEBLIMM Y3NEMMN, EXOARLLMMK B BRBpaHHbie

TpyYNNsl y3N08

[Yp,anmb cansm| [ OtmeHa |

PucyHok 67. [NoOmeepxxdeHue ydaneHus ceA3u ¢ 2pynnoli y3/108

7 Ytobbl COXpaHUTb N3MeEHeHMs, HaxmuTe kHonky OK.
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[lobaBneHme posen Ha CeTeBble
V3/1bl

Ponn ceteBoro y3na onpegenstot, Kakme nporpammsl ViPNet moryt paboTaTtb Ha 3TOM y3/1e 1 Kakune
3a/,a4M y3e MOXET BbINOAHATbL. [Ns KaXAoM poan CyLecTByeT ANLLEH3MOHHOE OrpaHnyYeHne

(cM. NTnueHsuna Ha cetb ViPNet) Ha KOAMYeCTBO y3/10B, A1 KOTOPbIX MOXHO J06aBUTb 3Ty poab. Takxe
O KaXKAOW pov AnLLEH3MeEN MOTYT BbITb NPesyCMOTPEHbI A0MOAHNTENbHbBIE OTPaHUYEHWS Ha BEPCUN U
nepvoA UCNoab30BaHMA NPOrpaMMHOro obecrneyeHms.

MoapobHas nHbopMaLms O pPosx, KOTOPblE MOXHO J06aBUTb Ha CETEBbIE Y3Jbl, COAEPXKMNTCA B pa3sene
Ponv ceTeBbIX y310B.

I3MEHeHMe Crnmcka ponen CeTeBoro y3na

Y106bl MPOCMOTPETbL UAN U3MEHUTL CMUCOK POJIEW CETEBOTO y3aa (CM. Ponn ceTeBbIX y3/108B), BbINOJAHUTE
cnesyroLine LencTBus:

1 B okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npeactasneHne Mos cetb.

2 Ha naHesnu HaBurauum eoibepute pasgen Kamentbl i KoopauHatopsbl B 3aBUCMMOCTM OT TUMa
CETeBOTO y3/1a, KOTOPbIN TpebyeTcs HacTPOUTb.

3 Ha naHenn NpPoCMOTpPa ABaXKbl LWENKHUTE ceTeBOM y3en, Cnncok poneﬁ KOTOPOro Hy>XHO
NPOCMOTPETb NIN USMEHUTDb.

4 B OKHe CBOWCTB CETEBOro y3/a Ha JIeBOI NaHen BbibepuTe NyHKT Poau y3na.

B pa3aene Poau y3na 6yset oTobpaxkeH cnmcok poner, 4o6aBaeHHbIX Ha TEKYLL NI CETEBOW y3es, C
yKazaHMeM MaKCMManbHOM BEPCMM U Mepuosa UCNoib30BaHWSA YCTAHOBAEHHOTO NPOrPaMMHOro
obecneyeHus.
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lésdl Ceoiicrea koopawharopa: Coordinator 1 o [ =] =R

OcHOBHBIE NapaMeTpel

KoopawHatopel Bes dynkunid VPN-cepeepa Ponu koopauratopa

KnunenTel -
[ Mran Makcumansna., Cpok gefcTena

Ceazn ¢ yznamu

@ DMS-Cepeep He orpanuyedc  He orpanuyedo

CBAZM C rpynnamu y2noe

@ Q6med cooBlieHnaMn U daidnamn He orpaduyenoc He orpadnyedo

Monezoeatenn

Fpynnet yznoe
MescepeepHeie KaHansl

@ Mporpammueil VPM-koopgunatop He orpaduuenoc He orpadndedc

Mexceresrie kaHanel

Ponw yzna

ALpeca B0 BHELLIHMX CETAX
MexceTesoi 3xkpan
MesceTesoil 3KpaH KNMEHTOB
TyHHENUPOEIHNE
DMS-cepeepel
WINS-cepeepsl

Halmu ’ JoBaeuTe... |

[ QK | [ OTmeHa

PucyHok 68. Cnucok poseli koopduHamopa
5 Y106bI 406aBNTL Ha CETEBOW y3€N HOBblE POAN:

o Haxwmute kHonky Jlo6aBuTb. OTKpOETCA OKHO Bbi6Op 06EKTOB CO CMUCKOM pOJiel, KOTOpble
MOTyT 6bITb lo6aBAEHbl Ha AaHHbIV CETEBOM y3€, U UX CBOWCTB.

CnuncoK AOCTYMHbIX POJEN 3aBUCUT OT TOTO, KaKmne Po/v yXKe 3aperncTpupoBaHbl Ha AaHHOM
y3ne. Hanpumep, Ha koopgamHaTtop ¢ poabto «Coordinator HW1000» moryT 6bITb 06aB/EHBI
TosbkO poan «<DNS-Cepsep» n «WINS-Cepsep». Poaun, Ana KOTOPbIX UCMONb30BaHbI BCe
NNLEH3UN, B CIMCKE He OTOBpaXKatoTCA.

o BblbepuTe B cnuncke oAHY MAN HECKONBKO POJiel, KoTopble TpebyeTcs 406aBUTb Ha AaHHbIN
CeTeBOM y3eN, U HaxXMuTe KHOMKy [lo6aBuTb.

BbibpaHHble posin 6yayT 3aperncTpupoBaHbl Ha y3ie.

6 YTOObI NPOCMOTPETH NAN U3MEHWUTHL CBONCTBA POV, ABaXKAbI LLENKHUTE POJb U B OKHE CBOMCTB
3asariTe HeobxoaMMble NapameTpbl (CM. VI3MeHeHVe ypoBHSA NMONHOMOYMI MNOAb30BaTeNS).

7 YT06bl NI3MEHUTb A8 POV JOMOJAHUTENbHbIE OTPaHUYEHNA NO BEPCUN N NEPUOAY NCMOIb30BaHMWSA
yctaHaBameaemoro [NO:

7.1 BbibepuTe B CMWCKE POb Y HAXMUTE KHOMKY 3aMeHUTb.

7.2 B okHe Posiv, Ha KOTOpble MOXKHO 3aMEHUTb BbIBPaHHYO poJb BbibepuTe Ty Xe poJib C
APYTMMW AOMONHUTEIbHBIMU OTPAHUYEHUAMU U HAXXMUTE KHOTKY 3aMeHUTD.
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BHumaHume! Eciv BbIOOP HOBbIX JOMOAHUTENBHBIX OFPaHUYEHWI A1 POAU NpeAnonaraet

BO3BpaT K NpejblAyLLelt BepcMmn NporpaMmmHoro obecneyeHuns Ha ysne, cnegyet

nepeyctaHoBuTb AaHHoe MO Ha y3ne u 3aTem B nporpamme ViPNet Yaoctosepatowuii n

K/IFOUYEBOW LIEHTP CO34aTb HOBbIM ANCTPUOYTUB KAOUEW A8 3TOr0 CETEBOTO Y3/1a, NepeaTtb ero
/A\ Ha y3e/l N yCTaHOBUTb.

MHdopmauwms o pabote B nporpamme ViPNet YaoctoBepstoLwmin n kKNtoueBon LeHTp
coaepxunTcsa B AokymeHTe «ViPNet YaocToBepsatowmii n knroueBoi LeHTp. PykoBoacteo
aAMUHNCTPaTOpPa».

8 UYrtobbl yaanutb poau, fobaBieHHble Ha y3es, BbibepuTe VX B CMIUCKE W HAXMUTE KHOMKY YAanuthb.

9 Yrtobbl cOXpaHUTb HacTporku, Haxkmute kHornky OK.

[lo6aBUTb PO/IM Ha ceTeBble Y3/bl UV YAANUTb POAN Y3/10B MOXHO Takxe B pasgesne Poan
(cm. TpynnoBoe fobaBneHne posiel Ha CeTeBble Y3bl).

BHumaHwme! Mocne cmenbl poan ans MAK ViPNet Coordinator KB, B YKL, 6yaeT cbpolueH Homep
komnaekTa katoven ACAP ans storo koopavHaTopa. Meperiante B YKL, 1 HazHaubTe HOMep
/A\ komnaekTa katoven ACAP ans atoro koopanHaTtopa. MoapobHee cm. B gokymeHTe «ViPNet
o YAOCTOBEPAOLWMIA U KNHOUEBON LieHTp 4. PyKOBOACTBO agMUHUCTPaTOpa», B pasgene «yuert
knrouen ACAP».

[pynnoBoe fobaBneHre poaein Ha CeTeBble Y3bl

lpynnoBoe fobaBneHve posiei No3BoaseT 406aBNUTb Of4HY POb CPa3y Ha HECKOIbKO CeTeBbIX y3/10B. s
f#06aBeHVs posieli Ha y3/1bl BbINOJHWTE ClejytoLne AeicTBus:

1 B okHe ViPNet LieHTp ynpaBneHus ceTblo BbibepuTe npesctaBieHe Mos ceTb.
2 Ha naHenn HaBurauun BbibepuTe pa3gen Poaw.

Ha naHenn npocmoTpa 6yseT oTobpaxkeH CMUCOK POel, Ha KOTOPbIe MMEKTCS IMLEH3NM B JAHHOW
cetn ViPNet. lna ponen B ctonbuax otobpaxaeTcs cnegytoLtas nHGopmawms:

o Y3nbic POJIbIO — KOJINYECTBO CETEBbIX Y3/10B, Ha KOTOPbIE ,a,o6aBneHa POAb.

o CBOb6OAHbIE NMNLLEH3MM — OCTaBLUEECA KONNYECTBO JMLEH3NI ANns A006aBaeHWA POV Ha Apyrue
y37bl.

o MakcmmanbHas Bepcna — MakKChnMaJibHaa Bepcnda nporpaMmmMHOro 06ecr|equV|ﬂ, KOTOpOe
MO>XHO YCTaHOBUTb Ha y3en C 3TOMN POANbHO.

o CpoK AencTBMA — Nepuos 1crnosib30BaHUA MPOrpaMMHOro obecrneyeHuns, KOTOPOe MOXHO
YCTaHOBUTb Ha y3e/ C 3TON POJIbLO.
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|¢2) ViPNet Administrator [LlenTp ynpagnenun cetero] - Administrator

Mon cets  [loEepeHHBIe ceTi

i_l—'|l:| CrpaBoqHiKy W KKK ¥
€ Wndopmauma o cetn

?_\i Keopannatopu (6)
Y Knuestel (12)

Nuueszmna

Bug Cepeuc

Cnpaska

)
i Meskcetesan midopmauva ~

Ponawn

) P
@ [obaswTh Ha y3nb

-

:. Monesosarenn (22) Mns CeobogHuie Avu..  ¥30e1 € po..
= Ipynnel nons3oeatensii (2) @ Business Mail 3 2
¥ rpynne: ysnos (2) &7 Coordinator HW-RPi 2 0
Q) DNS-cepsepe n DNS-sot. | €7 Coordinatar KB100 0 1
& Coardinatar KB1000 1 0
Wabnonel cerestix y3nos (4) | ¢ DNS-Cepsep He orpatvuero 3
— @ Registration Paint 1 4]
ﬁ: Mon ceTs @ Terminal 1 1
- &I VPN-cvent 0 10
lj_l:! flosepenteie cetn @ WINS-Cepeep He arpanuyero 2
— @ CBmen cooBuenranmm 1 da.. He arpanuueso 9
EI:_‘ AgMUBNCTPUPOBAHME &7 NMporpammrii VPN-koopg... 2 1

MakcvmaneHan Be...
He orpanuusne
He orpanuusHo
He orpaHudero
He orpanuusne
He orpanuusHo
He orpanuusne
He orpanuusno
He orpanuuero
He orpanuusne
He orpanuusHo

He orpanudsno

Cpok asAcTemA
He orpanunysHe
He orpanuusHe
He orpaHuuero
He orpanuysHe
He orpanuusHe
He orpanunysHe
He orpanuusHe
He orpaHuuerc
He orpanuysHe
He orpanuusHe

He orpanudsHe

PucyHok 69. Cnucok poneli

3 [ns NnpocMoTpa CBOWCTB POAN ABaXAbl LLEeNKHUTE PoJb B cnvcke. OTKPOETCs OKHO CBOWCTB POJIK, a

B HEM — pa3jen OcHOBHble napameTtpbil, co,a,ep>Kau.|,M|7| onncaHme poin n ee Koa.

4 /107 npocMOTpa 1 U3MEHEHMs CMCKa y3/10B, Ha KOTOPbIe JobaBneHa Posib, B OKHE CBOWCTB POU Ha

NleBOW nNaHenmn Bbl6epI/ITe NYHKT CeteBble y3Anbl.

|¢2] CeoiicTea ponw ysna: Business Mail

Lo o5

OcHoBHbIE NapameTphbl
Ceresie yanoi Y31bl, 3aperncTpupoBaHHbIe B POK

[[] Tunysna Wma Waentudukatop
] Client 1-1 15D8 000C
wl] Client 1-2 15D8 000D
] Client 1-3 15D8 000E
)] Client 1-4 15D8 000F
)] Client 1-5 15D8 0010
] Client 2-1 15D8 0011
wl] Client 2-2 15D8 0012
] Client 2-3 15D8 0013
)] Client 2-4 15D8 0014
)] Client 2-5 15D8 0015

loBasuTb... |

OK

| [ Otmena

PucyHok 70. Cemessblie y3/16l ¢ 8bIOpAHHOU posibHO

5 [na pobaBneHns poan Ha ceTeBble y3/bl HaXXMUTE KHOMKY [,06aBUTb 1 B OKHE CO CMIMCKOM CETEBbIX

Y3/10B, Ha KOTOpPble MOXHO J,06aBUTb JAaHHYH POJIb, BbIOEPUTE OAWH UAN HECKOBKO Y3J/10B.
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MpumeyaHwue. [ns fobaBneHVs PON Ha CETEBbIE Y3Jbl MOXHO TakxKe BbIbpaTh Posb Ha
naHesnm NpocMoTpa B pasgene Ponam v Ha naHeny MHCTPYMEHTOB HaXaTb KHOMKY
[lo6aBuTb Ha y3bl.

6 YTOObl M3MEHUTL CBOMCTBA POAN A/1S ONPEAENEHHOrO CETEBOrO Y3na, Bbibepute y3es B Crnucke v
HaxmuTe KHornky CBOWMCTBA, B OKHE CBOMCTB POU 3ajaiiTe HeObXoAMMble NapaMeTpbl
(cM. Vi3MeHeHVe ypoBHSA MOAHOMOYMI NOJb30BaTeNs).

7 Y706bI OTMEHWTb J06aBAEHNE POAN Ha CETEBbIE Y3/1bl, BbIOEPUTE OAMH UAN HECKOJIbKO CETEBLIX
Y3/10B B CMNCKE M HAXKMUWTE KHOMKY YAanuTb.

8 BbINOAHUB HeObBXOAMMbBIE AENCTBUSA, HaxXMUMTe KHonKy OK.

9 T[locne pobaBneHUs posiein Ha CeTeEBbIE Y3/bl, YAANEHUSA UAW U3MEHEHUWSA CBOWCTB POJiEeN co3aalnTe
CMPaBOYHUKM W OTMPaBbTE UX Ha Y3/ibl, PON KOTOPbIX BblIN M3MeHeHbI (cM. OTrpaBka
CMPaBOYHMNKOB U KAHOYEN).

Bbl MOXeTe 206aBUTb POV Ha CETEBbIE Y3/bl W YAANUTb POJN Y3/10B TakKe B OKHE CBOMCTB CETEBOTO
y3na (cMm. VI3meHeHne cnucka poei ceTeBoro y3na).

13MeHeHme YPOBHA MOJHOMOYNM MOb30BaTENS

Bbl MO>eTe 3a4aTb ypOBEHb MOJAHOMOUMNIA NONb30BATENA 417 CETEBbIX Y3/10B, Ha KOTOPble A06aBJ/IEHbI
posu:

o «VPN-knneHT».

o «[lporpammHbIin VPN-koopanHaTtop».

e «Business Mail».

e «VPN Client 218 MOBUNBHBIX YCTPOMKCTB».
e «Client for Linux».

o  «KYKC», «PYKC», «MYKC».

BHumanwme! [ina y3nos ¢ ponamum «KYKC», «<PYKC» nan «MYKC» no ymonuaHuto 3agaH
/A\ MaKCUManbHbIN YPOBEHb MONHOMOUYMI NOAb30BaTENA. VI3MEeHeHUe YPOBHS NOJHOMOUYNIA He
B/IMSAIET Ha Takue y3/bl.

OT ypOBHS# NMOJHOMOUYMNIA 3aBUCUT BO3MOXHOCTb U3MEHEHWS MOJIb30BATENSIMWN HACTPOEK MPOrPaMMHOro
obecneyerus ViPNet, ycTaHOBJIEHHOTO Ha CETEBOM Y3Jie.

BHumaHue! He cneayeT 3agaBatb NOJIHOMOUMSA ANS KOOPAUHATOPOB C Posibto «[TporpamMmHbIv
A VPN-KoopAvHaTop», Ha kKoTopble yctaHoBaeHo MO ViPNet Coordinator for Linux. 310 moxeT

i}

BbI3BaTb HeEMoOJlaaku B q)yHKLI'VIOHVIpOBaHVIVI TakKnx KOOpANHaATOPOB.
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YT06bI U3MEHUTbL YPOBEHb MOJIHOMOUMI MOJb30BaTENS:

1 B cnucke posie CETEBOTO y3/1a ABaXkAbl LLENKHUTE HY>XKHYHO poJib (CM. VI3MeHeHne crivcka posiei
CETEBOTO Yy3/1a) MO0 B CNUCKE CETEBbIX Y3N0B, Ha KOTOpble J06aB/eHa POb, Bbibepute ceTeBoOM

y3en 1 HaxmuTe kHonky CBolcTBa (cM. [pynnoBoe fobaB/ieHvie poniel Ha CeTeBbIE Y3bl).

2 B okHe CBOWCTBA po/aU BbINOJHUTE CieAytoLne AeNCTBUS:

o

Ecan BbI HacTpanBaeTe ypoBeHb NOAHOMOUMIA Ana poan «[porpammHblin VPN-koopauHaTtop»,
ycTaHoBUTe Ppaaxok 3afaTb NOAHOMOUNA U BbibepuTe YpOBEHb MONHOMOUMM, Kak OMMcaHo

HWXe.

Ytobbl 3aaTb OAUH M3 CTaHAAPTHBIX YPOBHEN MOJHOMOUWI, YCTAHOBUTE NepektoyaTeNb B
OAHO 13 nonoxeHui: MakcumanbHble (Mo ymondaHuio), CpeaHune, MUHUMabHbIE.

Y1obbl 3aaaTb CneLmanbHblil ypOBEHb NOJHOMOYMIM, YCTaHOBUTE Nepek/oUaTesb B MOJOXEHNE
CneumanbHble 1 B Noe cripaBa BBeAUTE CUMBOJ, 0603HauatoLWwmin TpebyemMblli ypOBEHb
MOJHOMOUUNA.

|¢s| Ceoiictea pone: Mporpammnenii VPN-koopauHatop @

KoopanHaTop ABNAETCA 33LLMLLIEHHBIM MHTEPHET- LLIH30M
+| 3apate NnonHOMO4YNA
MakcumaneHele
@ CpegHue
MunnmansHele

CReunaneHeIE:

[ oK |[ Otmena |

PucyHok 71. Hacmpolika yposHs nosHomo4ul 045 poau «[Ipoepammueili VPN-koopOuHamop»

3 3asaB ypoBeHb MOJHOMOUMM, HaxmuTe KHonky OK.

0O630p NOAHOMOUNM

OrpaHunyeHns GyHKLMOHaNbHbIX BO3MOXHOCTEN npoaykToB ViPNet, KoTopble 3aBUCAT OT YPOBHS
NMOJHOMOYMIA NONb30BaTeNs, CM. B JOKYMEHTaLMN COOTBETCTBYHOLMUX NMPOAYKTOB.

Tabauya 6. MNoaHomouus nosszosameneli 10 ViPNet Client

Ponb

ypOBeHb NoJIHOMOUUI MoJib30BaTeis

MakcumManbHbIi CpeaHui MuHUMaNbHbIN CneuuanbHbIi

«VPN-KAneHT» CM. JOKYMEHTBI:

e «ViPNet Client for Windows. PykoBoacTBO nosb3oBatens»

o «Knaccndukauma nonHomoumin. MpunoxkeHve K gokymeHtaumm ViPNet»
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ypOBeHb NoJIHOMOUUIA NoJib30BaTeis

Ponb
MakcrmanbHbI CpeaHuii MuH1ManbHbIN CneumanbHbIN
«VPN Client gns BBoa mapons npwv 3anycke NpuaoXeHUs
MOOBWIbHBIX
yeTpoiicTen He TpebyeTcs TpebyeTcs Bcersa, Tpebyetcs Bcerga  (ypoBeHb
(Android) Kpome c/yyaes, Korga oTcyTcTByeT)*
yCTaHoBJ/IeHa
610KMpoOBKa 3KpaHa
yCTpOWCTBa C
NCMo/Ib30BaHNEM
rpaduyeckoro Kao4a,
PIN-koga, napons nau
oTneyaTtka nanbLa
«VPN Client ans Bsoa napona npw 3anycke NpuaoXeHns
MOBUBHBIX
ycrpoiictes (i0S, He TpebyeTcs He TpebyeTcs TpebyeTcs Bcerga  (ypoBeHb
OC Aepopa) oTcyTCcTBYeT)*
«Client for Linux» ABTO3anyck npuaoxeHunsa nocne exoga 8 OC
Ja Ja HeT (ypoBeHb
oTcyTcTBYyeT)*

BBog napons npu yctaHoBKke AnCTpUbYTMBa KatoYeln

He TpebyeTcs He TpebyeTcs Tpebyetcs (ypoBeHb
oTcyTCTBYET)*

*Ecnv 3afaH cneumnanbHblil ypoBeHb Ha kaneHTax (Linux, iOS, Android), To npumeHseTcs ypoBeHb
MakcuManbHbI. Ans macOS npw 3anycke npunoxenus ViPNet Client BBog napons He Tpebyetcs npwu
NrOBbIX NONHOMOUUAX.

HacTporka napametpoB poan «ObmeH
COOBLIEHNAMM 1 PanaMm»

Posnb «O6MeH coobLieHnssMy 1 dainamm» NO3BOJISIET UCMOb30BaTh Ha CETEBOM Y3/1e BCTPOeHHbIe B 10
ViPNet Client n ViPNet Coordinator cpeactBa KOMMYHMKaLUM — OBMeEH 3aLUMLLEHHBIMW COOBLLIEHUAMU U
obmeH darinamu. Mo ymonuaHuio 3Ta posb pa3pelsaeT oba Buga obmMeHa. MNpu HeoHxoaMMOCTH Bbl
MOXeTe 3anpeTuTb NOJIb30BaTENSAM CETEBOTO y3/1a OBMeH COObLLEeHMAMY nan obMeH pannamu.

Y106bI M3MEHUTL NpaBa Ha UCMOJIb30BaHNe 06MeHa coobLLeHMAMNU 1 Ganamu, BbIMOJHUTE CaeayroLine
AencTeus:

1 B cnncke posnen ceTeBOro y3na ABaxAbl LWenkHUTe ponb «OBMeH cooblueHnsMn 1 dannamm»
(cm. MI3meHeHwMe cnrcka poner ceTeBoro y3sa) Ambo B CrMCKe CETEBbIX Y3108, Ha KOTOpble
fpobaBneHa posb, BbibepuTe CceTEBOW y3en U Haxkmute kHonky CBoWcTBa (cM. [pynnosoe
nobaBneHne posiein Ha ceTeBble Y3/bl).
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2 B okHe CBOWCTBaA poOaUN CHUMUTE UM YCTAHOBUTE HY>XKHble GaaxKu.

|5l Ceoiictea ponw: OBmeH cooBlyeHnamm n dainanmu @

| Paspewnte dainoesiii obmen

| Paspewnte cBmen cooBieqmanmm

[ QK |[ Qrmena |

PucyHok 72. 3adaHue pa3peuwieHuli Ha 0bmeH coobwjeHusMuU u galinamu

3 3apaB napametpsbl, HaxxmuTe kHonky OK.

[lobasneHne poneint «<DNS-Cepaep» 1
«WINS-Cepsep»

Ponn «DNS-Cepep» n «WINS-CepBep» cnegyeT 406aBAsTb Ha 3aLUMLLEHHbIE Y3/bl, KOTOPbIE ABAAIOTCA
cepepamu DNS mam WINS, a Takxe Ha KOOPAMHATOPbI, KOTOPbIE TYHHENNPYHT COOTBETCTBYIOLLNE
cepsepsbl. Nocne gobasneHns poan «DNS-Cepsep» nam «WINS-CepBep» Ha 3almLLEHHBIA Y3en Bbl
cmoxkeTe AobasnsATb ero B cnncok DNS- nan WINS-cepBepoB y3n108B Bawweit cetv ViPNet (cm. Hactpoiika
cnunckoB DNS- 1 WINS-cepsepoB ceTeBoro y3na). Ha ceteBble y3/1bl UHGOPMaLMa O 3afaHHbIX A8 HUX
cnmckax DNS- n WINS-cepBepoB 6yaeT nepesaHa B COCTaBe CPaBOYHUKOB.

BHumaHue! Ha y3nax ViPNet Client 4U He noagepxmarotcs WINS-cepBepbl. Eciv y3ny
ﬂ ViPNet Client 4U 3agaHbl DNS- 1 WINS-cepBepsbl ¢ oguHakoBbiMu IP-agpecamy,

JomeHHble 30HbI DNS-cepBepa He nepegatotcs Ha y3nbl ViPNet Client 4U.

Mcnonb3oBaHuWe 3TUX posiein MO3BONSET peLnTb Npobaemy goctyna cetesbix y3108 ViPNet k
3almLLeHHbIM KoprniopaTuBHbIM cepBepam DNS n WINS. Monb3osatenu cetn ViPNet moryt
NOAKFUATbCA K KOPNOpPaTUBHBIM pecypcaM yvepes VIHTepHeT. MNpwu 3ToM YacTo TpebyeTcs MCnoib3oBaTh
koprnopatueHbii DNS-cepBep, agpec £0CTyna K KOTOPOMY MOXET ANHaMUYECKN U3MEHATLCA. B 3ToM
Cyyae Nosib30BaTeNto MPUXOAUTCA BPYUHYLO M3MeHATb agpec DNS-cepBepa B CBOMCTBax CeTeBOro
NOAK/IOYEH NS,

Ecnn Ha ceTeBo y3en n3 LleHTpa ynpaBaeHus ceTblo nepepaHa nHPopmaums o cepepax DNS n WINS,
HaXOAALLUMXCA Ha 3aLUMLLEHHBIX U TYHHeNMpyeMbIX y3nax, nporpamma ViPNet MoHutop 6yaet
aBTOMaTMueckun onpeaenatb Tekylwme IP-agpeca BugmmMocTu kopnopatunsHbix cepsepos DNS n WINS
(peanbHble UV BUPTYasibHbIE) U aBTOMAaTUUYECKM U3MEHATb afpeca CeEpBEPOB B HACTPOMKax CeTeBbIX
NHTepdelncoB KOMMbOTEPa.

Ecau Bbl gob6aBuan ponb «DNS-Cepaep» nan «WINS-CepBep» Ha KAMEHT, 3Ta po/ib He UMeeT
AONONHUTENbHbIX NapameTpoB. Eciun Bbl gobaBman ponb «DNS-Cepsep» namn «WINS-Cepsep» Ha
KOOpAMHATOP, KOTOPbIN TYHHEMpPYeT COOTBETCTBYHOLLME CEepBepPbI, B CBONCTBAX posun ykaxuTe IP-agpeca
3Tux cepeepos. [as 310ro0:!
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1 B crnvcke posnein KoopanHaTopa ABaX bl LEAKHUTE HY>XKHYH poJib (CM. VI3MeHeHre cnucka posien
CETEBOTO Yy3/1a) MO0 B CNUCKE CETEBbIX Y310B, Ha KOTOpble JobaB/eHa pob, Bbibepute
KOoOpAMHaTOp 1 HaxxmuTte kHonky CBorcTBa (cM. [pynnoBoe gobaBaeHvie posieil Ha ceTeBble y3bl).

2 B okHe CBOWCTB poan C nomoLbio KHomnku [lo6aButb ykaxuTe IP-agpeca cepsepos DNS (nam WINS),

TYHHEIMPYEMbIX JaHHbIM KOOPAWHATOPOM.

|¢2 CeolicTea ponw: DNS-Cepeep @I

IP-agpeca DMS-cepeepos:

,ﬂ,oﬁasmb...l [ ¥aanuTe

MY Msmenenve cnucka [P-agpecos MoxeT NpHBecTH K yaanermmo DM5-
CEPEEPOE B CEORCTESY Y2A0E,

[ 0K l [ Otmera l

PucyHok 73. AGpeca myHHenupyemsix DNS-cepsepos

Ecnm 3apaHHbIN IP-agpec oTCyTCTBYET B CMCKE TYHHENUPYEMbIX aZPeCcoB JaHHOIrO KOOpAMHaTopa
(cM. HacTpoiika TyHHeNMpoBaHus), NOABUTCSA COOBLLEHME C MPeANoXeHeM 400aBUTL agpec B 3TOT
CnNncok. YTobbl NPOAOAXKNTL, HAXMUTE KHOMKY [lo6aBuTb IP-agpec.

Mpumeuanwue. Ecnan Bbl yaanute IP-agpeca, 3agaHHble B cBoicTBax ponn «Cepeep DNS»
nnn «Cepsep WINS», U3 cnuncka TyHHeNMpyeMbIx afpecoB KOOPAMHATOPa, OHU TakxXKe
6yayT yaaneHbl n3 cnucka cepsepos DNS nan WINS.

3 Haxwmure kHonky OK.

HacTpovika crvcka ynpasaaemMbix Y3108 414 PO
«Policy Manager»

Y3en c ponbto «Policy Manager» BbinoaHAeT YHKLUN LIeHTPa ynpaBieHns NoanTkamMm 6e30nacHocTy, 1
419 Hero HeobxoAMMO 3ajaTb CNMCOK yrpaBaseMbiX Y310B. Bbl MoxeTe ynpaBaaTb NOAUTUKAMU
6e30MacHOCTM KaXZ0oro y3na TobKo ¢ ogHol nporpammbl ViPNet Policy Manager. Mpw 3ToMm B Baluel
CeTn MOXeT bbITb HECKO/IbKO Y3/10B € poabto «Policy Manager».

UTobbI 3a4aTb CMUCOK ynpaBsdeMbIX Y310B, BbIMONHNTE Chejyrouine AGVICTBI/IHZ
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1 B cnucke posieit CETEBOTO y3/1a, ABAAIOLLErOCs LLeHTPOM YrpaB/ieHWs NoanTukaMmm 6e3onacHoCTu v

5. r'l :
OTMEUEHHOrOo 3HaUKOM ~* uan ¥*, naxapl WenkHUTe posb «Policy Manager».

2 B okHe CBOWCTBA po/au BbINOJHUTE CieAytoline AeUCTBUS:

o YTtobbl 4O6ABUTL Y3/bl B CMINCOK, HaXXMUTE KHOMKY [lo6aBUTb, B OTKPbIBLLUEMCS OKHE Bblbepute

HY>XXHble ceTeBble Y3/bl U HaxMmuTe KHonky OK.

o UYtobbl yaanuTb ceTeBble y3/bl, BbIDEPUTE NX B CMUCKE Y HAXMUTE KHOMKY YAanuTb. 3aTeM B

OKHE NOoATBEPXKAEHUNA HAXXMUNTE KHOMKY OK.

|¢z| Ceoiictea ponu: Policy Manager

CeTesble y3nel, ynpasnaemele nporpammoid ViPNet Policy Manager:

[ Twun Wiraa WaeHtudmkatop  CeTesoii agpec
E¥  Client 2-1 2415 000D 10773.21

'3F  Client 2-2 2415 000F 10773.2.2

Habmu ’ [,ﬂ,oﬁaBnTb...l [ ¥nanute l

CeobogHb nuuenzuin 0 uz 2 [ 0K

PucyHok 74. ViameHeHuUe cnucka ynpasisembix y3/108

3 3agaB CNMCOK ynpaBaseMblX Y3108, HaxXMuTe KHomKy OK.

MoapobHee 0 HacTpoOKiKe LieHTpa ynpaBaeHUs NoanTukaMm 6e3onacHocT cM. B gokyMeHTe «ViPNet

Policy Manager. PykoBoACTBO aZMUHMCTpaToOpa».

I3MeHeHMe uncaa y3/10B MOHUTOPUHIA A8 POU

«StateWatcher»

CeteBoW y3en ¢ posbto «StateWatcher» sBaseTca cepeepoM MOHUTOPUHTA U COBUPAET MHOPMALIUIO O
coctosHum y3noB cetn ViPNet. lns Hero TpebyeTca 3agaTb KONNYECTBO Y310B MOHUTOPUHIA Y JOYEPHUX

cepBepoB MOHUTOPUHTa. ﬂ,ﬂﬂ 3TOro BbINOAHUTE Cheayrouimne AeIZCTBMﬂI

1 B cnucke ponew ceTeBOro y3na ABaxabl WenkHuTe ponb «StateWatcher» (cm. Vi3ameHeHme cnncka

posieli CeTeBOro ysna) IMbo B CNMCKe CETEBbLIX Y3/10B, Ha KOTOpble AobaBaeHa 3Ta poJib, BbibepuTe

CeTeBOW y3en 1 HaxmuTe kHonky CBowcTBa (cM. pynnoBoe gobaBneHre ponei Ha CeTEBbIE Y3/bl).

2 B okHe CBOWCTBa po/aU BbINOJHUTE CieAyrolne AeNCTBUS:

o B none Yucno y310B MOHUTOPUHTra 3ap,a|7|Te KOJINYECTBO CETEBLIX Y3/10B, 3@ COCTOAHMNEM

KoTOpbIX ByseT cneanTb BblbpaHHbIN cCepBEP MOHUTOPWUHTA.

o B none Yncno pouepHux cepsepoB MOHUTOPUHTA 3aalTe KONMYECTBO NOAUYNHEHHbIX

CepBEPOB MOHWUTOPWHIa 418 BbIOpaHHOro cepeepa.
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HeB03MOXHO 106aBUTb 60JIbLLE Y3/10B MOHUTOPUHIA U JOYEPHUX CEPBEPOB, YEM KOJINYECTBO
CBODBOAHBIX JIMLEH3NN, YKa3aHHOE MOJ, KaXkAblM MOJeM BBOZAA.

|¢2| Ceoiictea ponw: StateWatcher @
YWcno y3noe MOHUTOPWHTA: %
CeoboaHbI AMLLEHZWIA: 5uz 10

=)
Yncno goyepHx cepEepoE MOHNTOPUHIE: I:I%l

CeoboaHbix AMLEHSMIT 1msl

[ OK | [ Otmena |

PucyHok 75. MamereHue ceolicme posau «ViPNet StateWatcher»

3 Haxmure kHonky OK.

MoapobHee 0 paboTe CUCTEMbI MOHUTOPUWHIA CETEBbIX Y3/10B CM. JOKYMEHT «[1porpaMMHbIA KOMMIEKC
MOHUTOPWHra 3awmeHHbIx ceTent ViPNet StateWatcher. Obuee onuncaHme».

VI3mMeHeHre A0MyCTUMOro Ymncaa 3arnpocoB AN
ponn «Registration Point»

CeTeBoW y3en, Ha KOTOpbI gobaBneHa ponb «Registration Point», ABnsieTca LLeHTPOM perncrpasmm
nonb3oBatenen. Npu HEOBXOAMMOCTM Bbl MOXETE OFPaHNUUTL KOJIMYECTBO 3aMPOCOB Ha AUCTPUBYTMBBI
KAtoUen 1 cepTudrKaTbl MOJb30BaTENEN, KOTOPbIE MOXET CO34aTb LEHTP perncrtpauuu. [ns atoro
BbINONHNTE CliefytoLLme AeNCTBUS:

1 B cnucke poneli ceTeBoOro y3na ABaxbl LWenkHUTe poab «Registration Point» (cm. 3meHeHne
Cru1cKa posiei ceTeBoro y3sa) Ambo B CNMCKe CeTEBbIX Y3/10B, Ha KOTopble gobaBsieHa 3Ta Pob,
BbIOepuTe CEeTEBOW y3en 1 HaxmmuTe kHonky CBolcTBa (cM. [pynnoBoe fobaBaeHre posieit Ha
ceTeBble y3/bl).

2 B okHe CBoWCTBa poOJY BbINOJHUTE CeytoLlme AeNCTBUS:

o YTO6bI pa3pelmnTb LIEHTPY pernctpaummn cosgasatb 3anpockl Ha AUCTPUBYTUBBI KNHOUEN,
ycTaHoBUTe piaxkok Paspelintb 3anpocbkl Ha AUCTPUBYTUBBI 1 B COOTBETCTBYHOLLLEM MoJe
YKaXunTe YMco 3anpocoB, KOTOPOe MOXET ObITb CO34aHO.

o YTO6bI pa3pelmnTb LLEeHTPY pernctpanmm co3gasathb 3anpockl Ha cepTUduKaTbl NOb30BaTENEN,
ycTaHoBUTe piaxkok Pa3pewintb 3anpocbl Ha cepTMduKaTtbl 1 B COOTBETCTBYHOLLEM MOJE
yKaXKunTe YMcao 3anpocoB, KOTOPOE MOXKET ObITb CO34aHO.

OcraBLueecs YMCI0 3anNpoCcoB Ha ANCTPUBYTUBLI KAtOUen Uan cepTudukaTbl, orpaHNYeHHoe
nmueH3nen Ha cetb ViPNet, Bbl MOXeTe MOCMOTPETb B COOTBETCTBYHOLLMX MOAAX.
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|:s| Ceoiictea ponw: Registration Point IEI

PaspelunTe 2anpockl Ha ANCTRUGYTHER!

OrpaHmuwa HWCNO 3anpocos: g:

MakcumansHoe KOAWYECTBD 3aNPOCoE:! 65435

PaspelunTe 2anpockl H3 CEpTUdNKATEI

-
OrpaHmuwa HWCNO 3anpocos: E:

CeoBogHb NULEHIMIL 0wuz10

[ oK |[ Otmena |

PucyHok 76. M3ameHeHue Gonycmumo20 Yuc/ia 3anpocoe

3 Haxmure kHonky OK.

MoapobHee cMm. B fokymeHTe «ViPNet Registration Point. PykoBoacTtBo agMuHUCTpaTopa».

HacTporka napametpoB poaun «Terminal»

Ponb «Terminal» no3BoaseT ycTaHOBWUTb Ha CeTeBOM Y3/1e nporpaMmmHoe obecneueHne ViPNet Terminal
(panee — ThinClient), koTopoe obecneumnBaet 3aWuLLEHHOE MNOAKAOYEHME K YaaneHHOMY pabouemy
CTOJy UV NPWIOXKEHWAM Ha TEPMUHATbHOM CepBepe.

Mpw gobaBneHnn Ha KAMEHT poan «Terminal» Bbl MOXeTe 3asaTb NapamMeTpbl TEPMUHANbHbIX CEPBEPOB, K
KOTOPbIM ByZeT NOAKAHOYaTbCA NOAb30BaTE/b, U MOJHOMOUWA MOJb30BaTENs NPU paboTe B
TEPMUHaNbHON ceccuw.

UTobbI 3a4aTb NapaMeTpbl KJIneHTa C PpOJibro «Terminal», BbINOAHUTE Cheayrowme Ael\/’ICTBMﬂI

1 B cnucke poneli CETEBOTO y3/1a ABaX bl LWeAKHUTE posb «Terminal» (cM. Vi3MeHeHVe crivcka ponei
CeTeBOro y3sa) Mbo B CNMNCKe CETEBBIX Y3/10B, HAa KOTOpble A0baBneHa Pob, Bbibepute ceTeBOM
y3en 1 HaxmuTte KHonky CBoMcTBa (CM. [pynnoBoe fobaBieHre posieil Ha CeTeBbIE Y3bl).

2 Ha Bknagke Ceccus HacTpoliTe nosHomoums noab3osatens ViPNet Terminal n napameTpbl
TepMuHana (cMm. Hactpoiika nosHomouunii nosb3osatens ViPNet Terminal).

3 Ha Bknagke MogkntoueHve K cepBepy 3ajaliTe CNNCOK TEPMUHABHBIX CEPBEPOB, KOTOPbIE By ayT
MCNoJib30BaTbCA Ha y3ae (CM. VI3MeHeHne crincka TepMUHaibHbIX CEPBEPOB).

Ecan TpebyeTcs ykazaTb napamMeTpbl TEPMUHANBHOTO CEpPBEPa, KOTOPble NOAAEPKMBArOTCA
nporpammHbiM obecneyeHmem ViPNet Terminal, Ho oTcyTcTBYtOT B OKHe MapameTpbl NoAKAOUEHMA
K cepBepy, Bbl MOXeTe 3a4aTb 3TV NapamMeTpbl Ha Bkagke Monb3oBatenbckue (cM. [JobasneHune
NoJIb30BaTeNbCKUX NapaMeTpoB).

4 Tpwn HeobxoaMMOCTUN Ha Bkaake USB-moaem HacTponTte napameTpbl nogkatodeHuns USB-moaema K
y3ny (cMm. HacTpoiika napameTpoB nogkaroueHuns USB-mosema B TepMUHANIBHOWM ceccum).

5 Ha Bknagke Mpokcy HacTpoWiTe napameTpbl AOCTYNa K Beb-pecypcam Yepes npokcu-cepsep B
TEPMUHaAbHOW ceccumn (cM. HacTpoiika napamMeTpoB Npokcu-cepsepa Ans Beb-6paysepa).
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6 B okHe CBowctBa poau: Terminal HaxxmuTe kHonky OK.

Hactpounka nonHomounm nonb3oBatens ViPNet Terminal

YT0bbl 3aaaTk NoAHOMOUMA nosb3osaTensa ViPNet Terminal npu paboTte B TepMUHaNbHOW ceccumn u

HaCTPOUTb NapaMeTpbl TEPMWHaNG, B OKHE CeoiicTBa ponawn: Terminal BbinoaHUTe caiepyrouwimne ,Cl,el‘/’lCTBVIﬂZ

1 Mepenaute Ha Bknagky Ceccus.

|¢2| Ceoiictea ponw: Terminal @
Ceccna | Mogrntovenne k cepeepy | USB-mogem I Mpokcn |
OcHoBHbIE
Monxomeuna npn Web-goctyne: [KaKyKaaaHo Ha TEpMWHANE v|
Pexknm 3neprocBepesxerna: [KEK YK@33HO Ha TEpMUHANE - |
Mcnonb3osaHne TokeHa: [KEK YK@33HO Ha TEpMUHANE v|
Moakntovenne USB-nakonutenei: [KaKyKaaaHo Ha TEpMWHANE v|
Bo3moHOCTE NoKanbHOM Neyvari: [KEK YK@33HO Ha TEpMUHANE - |
Meawna
Bo3MOMKHOCTE BOCNPON3BELEHNA 3BYKa: [KEK YK@33HO Ha TEpMUHANE - |
MuorockoHHEIR pexiim paboTen [KaKyKaaaHo Ha TEpMWHANE v|
Paspewerune 3kpana: 9@ Kak ykasaHo Ha TEpMUHANE
) ¥CTaHaBNMBaTL aBTOMATHMECKK
) B nukcenax: : 600 :
IB5-VDI
MocnegoeareneHei nopt gna IB5-VDL [KaK YKA33HO Ha TEPMUHANE = |
Microsoft Easy Print gna IBS-VDIE: [KaK YKA33HO Ha TEPMUHANE = |
Crkopocte coeguHernn IB5-VDL [KaK YKA33HO Ha TEPMUHANE = |
Menp30BaTENBCKME NAPAMETPbI
[ oK | [ OTmena |

PucyHok 77. Hacmpolika nosiHoMoyuli nosszoeamens ViPNet Terminal

2 3apaiiTte pexum paboTbl Be6-bpay3epa Ha TepMuHane. Ans storo B rpynne OCHOBHbIe B CrUCKe

MNonHomouuns npu Web-goctyne Boibeprite 0O4HO 13 3HAYEHWIA:

@)

@)

Kak yka3aHO Ha TepMUHane — COXpaHWUTb NapaMeTpsbl, 3agaHHble Ha y3e ViPNet Terminal.

AZAMWHWCTPATOP — B 3TOM PEXMME JOCTYMHbI BCE 31EMEHTbI yrpaB/ieHuns Beb-6paysepa, B
okHe Beb-6pay3epa MOryT 6bITb OTKPbITbI AOMOAHUTE/bHbIE BKAAAKM.

Mosb3oBaTeNb — B 3TOM pPeXMME CKPbIThl MEHHO, afpecHas CTpoka v Apyrue 31eMeHTbI
ynpasneHus Beb6-6paysepa, B okHe Be6-Hpayzepa HEBO3MOXHO OTKPbITb AOMOJHUTE/IbHbIE

BK/1aAKW.
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3 HactpownTe pexum aHeprocbepexeHuns akpaHa. Ans atoro B rpynne OCHOBHbIe B cnnucke Pexkum
3HeprocbepexxeHuUs BbibepuTe 04HO U3 3HAUYEHWNIA:

o Kak yka3saHo Ha TepMuHane — coxpaHWTb NapameTpsbl, 3agaHHble Ha y3ie ViPNet Terminal.

o BknroueHo — pexxmm sHeprocbepexeHns BkAKOYeH. [1pn OTCYyTCTBUKN AENCTBUA NONb30BaTENS
yepes 5 MUHYT racHeT nsobpaxeHne Ha akpaHe, yepe3 30 MUHYT OTKIHOYAETCSA NMUTaHUe
MOHUTOpA.

o BblkntoueHo — pexumm 3Heproc6epe>KeH|/m BbIK/TFOYEH.

4 3apavite nonHomoums nonbsosatens ViPNet Terminal npy nogkatoueHnn K TepMrUHaNbHOMY
cepsepy B rpynne OCHOBHblIe:

o Wcnonb3oBaHme TokeHa — NCNOAb30BaHMe yCTpOI‘/’ICTBa ayTEHTVICbVIKaLI,VII/I, B TOM 4yncne gna
q)OpMI/IpOBaHI/Iﬂ 3119KTpOHHOI7I noanncm ¢ noMoLWbro KI'II-OHeVI, XpaHALWMNXCA Ha yCTpOI‘/’ICTBe.

o MNopakntoueHne USB-HakonuTenen — ncnonb3osBaHne USB-HakonuTenen ans KonvpoBaHms
dannoB Mexzay NoKanbHbIM KOMMbBIOTEPOM U TEPMUHA/bHBIM CEPBEPOM.

o BO3MOXHOCTb 10Ka/IbHOW MeyaT — MUCMNoJ/b30BaHWe IOKaJAbHOro npuHTEPa, NOAKNHOYEHHOIO
K TepMuHany, Anda nevyatn JOKyMeEHTOB B TepMI/IHaJ]bHOIz ceccnn.

Ana kaxaon GyHKLMN Bbl MOXeTe BbIbpaTh B CMINCKE OAHO W3 CAEeAYHOLLMX 3HAUEHWIA:

o Kak ykazaHO Ha TepMUHane — cOxpaHWTb NapameTpbl, 3agaHHble Ha y3ne ViPNet Terminal.
o BkaroueHo — paspelmnTb ncnoab3oBaHne GyHKLUW.

o OTKNIFOUEHO — 3anpeTuTb NCMoJib3oBaHne GyHKLNN.

5 3apaliTe BO3MOXHOCTb BOCMPOM3BEAEHMA 3BYKa U MCMOb30BaHWSA 3BYKOBbIX YCTPONCTB,
NOAKNOYEHHbIX K TepMuHany. [lna storo B rpynne Meaua B cnvcke Bo3aMoXXHOCTb
BOCMpOu3BeeHUA 3ByKa BblbepuTe 04HO 13 3HAYEHUI:

o Kak ykazaHo Ha TepMUHane — COXpaHWTb NapameTpbl, 3ajaHHble Ha y3ne ViPNet Terminal.
o BknroueHo — pazpewnTb cnonb3oBaHne GyHKLUN.
o OTK/NIFOUEHO — 3anpeTuTb NCMoJib3oBaHne GyHKLNN.

6 HactpoinTte pexum pabotbl rpaduyeckoro nHtepderica ViPNet Terminal. Ans atoro B rpynne Meguna
B CNcke MHOrOOKOHHbIV pexxum paboTbl BbIGEPUTE OLHO M3 3HAYEHWIA:

o Kak ykaszaHo Ha TepMUHane — COXpaHWTb NapameTpbl, 3ajaHHble Ha y3ne ViPNet Terminal.

o BkIHOUEHO — MHOTFOOKOHHbIV PEXMM PaboThl, B KOTOPOM Ha paboyeM CToJie MOXET BbITh
OZHOBPEMEHHO OTKPbITO HECKOJ/IbKO OKOH TEPMUHANbHBIX ceccuii U Beb-6paysepa Firefox.

o BbIKIHOUEHO — MONHO3KPAHHBIA PEXMM PaboTbl, B KOTOPOM aBTOMAaTUYECKM BbIMOJHAETCA
NOAK/IOUEHME K TEPMUHANIbHOMY CEPBEPY MO YMONYAHUIO, OKHO TEPMUHAIbHOW CECCUU UK
Beb-6pay3epa Firefox pasBopauvBaetcs Ha BeCb 3KpaH.

7 3apanTe pa3pelueHune 3kpaHa TepMuHana. na atoro B rpynne Meauna yctaHOBUTe NepekatoyaTenb
PaspelueHure 3kpaHa B OZHO M3 NMOJOXEHWNN:

o Kak ykasaHo Ha TepMUHane — coxpaHWTb NapameTpsbl, 3agaHHble Ha y3ne ViPNet Terminal.
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o YcTraHaBAMBaTb aBTOMAaTUUYECKM — aBTOMAaTUUECKUN OMNPesensiTb ONTUMaNbHOE pa3peLLleHne
3KpaHa.

o B nukcensx — ykasatb pukcMpoBaHHOE paspeLueHune skpaHa. Mpwu Bbibope 3TOro BapnaHTa B
COOTBETCTBYHOLLUMX NOAAX YKAXKUTE pa3mep 3KpaHa B NMUKCENAX MO FOPU3OHTaIM U NO BEPTUKANN.

8 3apaiTe HacTpoOMKM NOAKAKOUEHMS NONb30OBaTENS K BUPTYyaabHOMY pabouemy ctoy IBS,
ncnone3ytowemy TexHonoruto Parallels VDI, B rpynne IBS-VDI:

o MocnepoBatenbHbiii NopT Ana IBS-VDI — BO3MOXHOCTb MCMO/1Ib30BaTh NOC/AeA0BaTE/bHbIN
nopr.

o Microsoft Easy Print ana IBS-VDI — BO3MO>XHOCTb Neyat B TepMUHaNBLHOM ceccum npu
NOAKIOYEHUN NOIb30BaTeNA K BUPTYyasbHOMY pabouyemy CTosy.

Ana ykasaHHbIX GYHKLMIA Bbl MOXeTe BblIbpaTh B CMUCKE OAHO U3 CNeAYIOLNX 3HAYEHNIA:
e Kak yka3zaHO Ha TepMUHane — COXpaHWTb NapameTpbl, 3ajaHHble Ha y3ne ViPNet Terminal.
e  BkarouyeHo — paspelnTb Ncnonb3oBaHNE GYHKLNN.
e OTKJIIIOYEHO — 3anpeTuTb UCMOJb30BaHNE GYHKLINN.

9 Bblbepute CKOPOCTb COEAMHEHMS NPU NoaKArOUeHUN noab3oBaTens ViPNet Terminal k
BUpTyaibHOMY pabouemy ctony IBS, ncnosnbsyrowemy texHonoruto Parallels VDI. ns 3toro B rpynne
IBS-VDI B cnucke CkopocTb coeamHeHus IBS-VDI Bbibepute 04HO 13 3HAUEHWUI, COOTBETCTBYHOLLLEE
ckopocTn KaHana nogkntoueHus ViPNet Terminal k cepBepy. 3HaueHne Mo ymonyaHuoo ncnosnb3yet
3HaueHue MNobanbHas cetb (10 M6UT/C UK Bblwe ¢ 601bLLION 3a4EP>XKKON).

Hactponka napametpoB noakatoueHns USB-mogema B TepMuHanbHoOM
ceccnim

Mpn HeOHXOAMMOCTN OpraHN3aLMM TEPMUHANBHON CeCCUM Uepes COTOBYHO CETb NepesaYn AaHHbIX Bbl
MoxeTe ncnosb3oBaTb USB-mozem Ha y3ne c 10 ViPNet Terminal. 1na aToro Bbl MoXeTe

LeHTPa/N30BaHO HaCcTPOuUTb A4 y3na c poabto "ViPNet Terminal” napameTpbl Nogka0UeHUs
USB-mogzema.

UTobbl 3aaaTh NapameTpbl nogkatoueHns USB-mMogema, BbINOSHUTE CleAytoLine fenCTBUS:
1 B okHe CBolicTBa poau y3na: Terminal nepeligute Ha Bknaaky USB-moaem.

2 YT0bbl BKIOUUTL MAN OTKAHOUUTb UCMoAb30BaHWe USB-MozsemMa B TEPMUHANBHOM Ceccum, B Crncke
Cnocob BktoUeHUs Mogema Bbibepute OAHO U3 3HAUEHWNI:

o Kak ykasaHo Ha TepMUHane — coxpaHWTb NapameTpsbl, 3agaHHble Ha y3ne ViPNet Terminal.
o BknroueH — paspewntb ncnonbsosaHne USB-mogema.
o BbikntoueH — 3anpeTutb Ucnosb3osanne USB-mogema.

3 Ecnum tpebyetca ykasatb [MVIH-koga, BBeAWTE €ro B COOTBETCTBYHOLLEE MOJIE.

4 Y106kl yaanutb NMNH-koa, yctaHoBuTe dpnaxok Cobpoc MUH-koaa.
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|¢2| Ceoiictea ponw: Terminal @

Ceccun | Mogentouerne k cepeepy | USB-moaem | Mpoken

Crnocof BKNHYEHNA MOLEME: lBIUIIOLIEH -

MAH-kog: 1234
Cépoc MH-koga

Mpoeaiigepel MoBUNBHOI CBAZN:

HazeaHue Homep goseona JoBasnTe.. |

megafon 0oz
mts oL

[ oK |[ OTmeHa |

PucyHok 78. Hacmpolika napamempoe nodkatodeHus USB-modema 8 mepMuHaaeHol ceccuu

Mpw HeobxoANMOCTN fobaBbTe MHPOPMALIMIO O MPoBakAepax MOBUABHOW CBA3N, YCaIyraMmmn KOTOPbIX
Bbl MoJsib3yeTech. [ 31oro B rpynne MpoBaigepbl MO6UABHOW CBA3U HaXMUTE KHOMKY [,06aBUTb.
B nosBmBLIEMCA OkHe MpoBaigep MO6GWIBHOM CBA3W YKaXKnTe ClefyoLLyo MHGOpPMaLIMIo:

o B none HasBaHue — BBeanUTE MMS NpoBarigepa MOBUAbHOW CBA3N.
o B none Homep ao3BoHa — BBeaMTE HOMepP J03BOHA A0 NpoBakjepa MOBUAbHOW CBA3N.

Y1obbl 3aaaTb aspec cepBepa, UCMOAb3YEMOrO NpPu COEANHEHNN C CETbIO Nepejayun AaHHbIX
npoealigepa MobuabHOM cBA3N, B rpynne Touka goctyna (APN) B none IP-agpec unv DNS-nms
BBeauTe IP-agpec nnm DNS-nmsa cepsepa.

Mpn HeO6XOAMMOCTM 3aaliTe UMsA YUETHON 3anncy U NapoJib 415 aBTOPU3aLMM NMPW NMOAKAFOYEHUN
K NpoBaviepy MOBW/IbHOW CBA3U B COOTBETCTBYHOLLMX MOASX.
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|¢&l Mpoeaiiaep MoBuALHOIH cBAIM @

Hazeanue: megafon
Homep aoseoHa: 09z
Touka goctyna (APM): IP-agpec:

O DN5-mma: interneﬂ

WMma nonesosatens:

HEFIDJ'Ib NonNe30EATENA

[ oK |[ Otrmena |

PucyHok 79. 3adaHue napamempos nposatidepa mobusieHol ceasu 01 USB-modema 8
mepmuHansHoU ceccuu

HacTtpownka napameTpoB npokcm-cepBepa Ana Beb-6paysepa

Ecau B ceTn ans y3na ViPNet Terminal goctyn B VIHTEpHET OCyLLECTBAAETCS Yepes NPOKCM-CepPBEP, Bbl
MOXKeTe 3aaTb NapamMeTpbl JOCTYyrNa K 3ToMy cepBepy. [pokcm-cepBep UCNoib3yeTca AN BCex
NOAKIFOUEHU, KPOME TeX, KOTOpble A06aBNEHbI B UCKIHOUEHUSI.

YTtobbl 3agaTb NapaMeTpbl NPOKCU-cepBepa An4 Beb-6pay3epa, BbINONHUTE Cesytoline AencTBUs:
1 B okHe CBolicTBa poau y3na: Terminal nepeligute Ha Bknaaky Mpokew.

2 YT0bbl BKNHOUNTL MCMOJIb30BaHME NMPOKCU-CEPBEPA, YCTaHOBUTe daaxkok Mcnonb3oBaTtb
NpoKcu-cepBep AN BCEX MOAKNHOUEHUN.
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|¢2| Ceoiictea ponw: Terminal @

| Ceccua I MogrntoueHue k cepeepy | USB-mogem | Mpokcn |

[C] McnonezoeaTe npokcu-cepeep AnA BCex NogKMOUEHni

Cepeepel
Mpotoken:  Agpec cepeepa: MopT:
HTTP:
Mcnone30B8ate 3T0T NPOKCK-CEPBED ANA BCEX MPOTOKONOE
FTP:
SOCKS:

T H

Weckntouerua

)!\i'JJ'FlECEr COEJMHEHWE C KOTOPBIMK OCYLLIECTENAETCA Bes NpoKCK:

[ oK |[ OTmeHa |

PucyHok 80. Hacmpolika napamempos npokcu-cepgepa 0415 eeb-bpaysepa

B cTpokax npoTOKONOB, 419 KOTOPLIX MNJaHUPYeTCAa NCNOAb30BaTh Npokcn-cepsepbl (HTTP, FTP,
SOCKS wnan SSL), ykaxkmTe ciegyroLyro MHGopMaumio:

o B none Aapec cepBepa Beeaute IP-agpec nnn DNS-umsa npokcun-cepsepa.
o B none Mopt 3azaiiTe HOMep ceTeBOro NopTa NPOKCM-cepaepa.

YTo6bl 3a4aTb OAMH MNPOKCU-CEPBEP, TOT, KOTOPbLIV 3asaH aas HTTP, ans Bcex NpoTOKO0B,
yctaHoBuTe $aaxok Mcnonb3oBatb 3TOT NPOKCU-CEPBEP A/ BCEX MPOTOKOJIOB.

Y1obbl 406aBUTb aApeC, ANA COEANHEHUNA C KOTOPbIM He ByaeT NCno/b30BaThCA NPOKCU-CEPBEP, B
rpynne UckntoueHma Haxxmute kHonky [lobaButb. B nossmsLuemca okHe B nose IP-agpec nan
DNS-nms BBeaUTE HY>XXHbIN agpec.
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|esl Meknrouenne

Meckntovenne:

@ IP-agpec

DMS-mnan:

Otmena |

PucyHok 81. 3adaHue adpeca nodkoueHus 6e3 ucnob308aHUs NPOKCU-cepaepa

6 YTO6bl NI3MEHUTL NN YAannTb 3aAaHHbIl‘;I ajpec, ana KOTOporo He 6yp,eT MCNnoJib30BaTbCA

NPOoOKcCn-cepeep, Bbl6epI/ITe €ro B Cnncke N HaXkMmnTe COOTBETCTBYHOLLYHO KHOTKY.

HaCTpOIZKa AOMONHUTE/IbHBIX MapPaMeTPOB TEPMMNHAa

Mpun HeobxoaMMOCTN ¢ NnoMoLbto Nporpammbl ViPNet LieHTp ynpaBieHus ceTbto Bbl MOXETE 3a4aTb A5
y3/1a ¢ poabto «Terminal» JonosHMTENbHbIE NapaMeTPbl TEPMUHANA, KOTOPbIE NMOALEPXKUBAKOTCA

nporpammHbiM obecnedyeHnem ViPNet Terminal, HO oTcyTcTBYIOT Ha BKaagke Ceccums.

MpumeyaHue. ViHdopmauuio o napaMmeTpax ceccum, NoAaepP>KMBaeMbIX NPOrPaMMHbIM
obecneueHneM ViPNet Terminal (paHee — ViPNet ThinClient), cm. B fokymeHTe «ViPNet
Terminal. PykoBoACTBO agMMHMCTPaTOPa».

,ﬂ,/’lﬂ 3TOro BbINOAHUTE Caeayrouimne Ael;ICTBI/IﬂZ

1 [Mpw HacTpoiike noaHoMounii nonb3loBatens ViPNet Terminal Ha Bkiagke Ceccna HaxkMUTE KHOMKY
Monb3oBatenbckme napameTpsl.

2 YT0b6bl f06aBMTL HOBbIN NapameTp, HaxxmMuTe KHonky [lo6aBuThb.

YT106b! MU3MEHUTb 3HAUEHMNE CyLLeCTBYHOLLEro napamMeTpa, BbI6epI/ITe €ro B Crnncke N HaXkmMunTte KHOMKY

N3meHunTb.
|¢&l Monb3osatensckme napaMeTpel cecci @
MapameTp 3HaqeHne [NobasnTs... |
pararnl valuel
pararn? valued

|| Monesosarenscknii napamerp ceccum IEI
MapameTp: proxy
3HaYEHME: on|
[ oK | [ Otmena

PucyHok 82. lobassieHue nosib3o8amesibCkUX NApamempos ceccuu

3 B okHe MNonb3oBaTenbckum napamMeTp cecCunm B COOTBETCTBYHOLLMX NONAX YKaXNTE MMA MapaMeTpa

M ero 3HavyeHune, 3aTeM Ha>XXKMuUTe KHOTMKY OK.
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N3meHeHne cnuncka TEPMWMHAIbHbIX CEPBEPOB

YTo6bl YKasaTb TepMMHaNbHbIE CEPBEpPHI, K KOTOPbIM CMOXET NOoAKAtoUaTbCs nonb3osatens ViPNet
Terminal, B okHe CBoWcTBa poau: Terminal BbinonHWTe cneaytowme 4encTBums:

1 Tepengmnte Ha Bknagky MopkntoueHue K cepsepy.

|tz Ceoiictea ponw: Terminal @

Cecenn | lMogknioueHue Kk cepeepy | USB-mogem I Mpoken

Cepeep MpoToken Ma yronuanuo LobaenTb... |
19216813567  rdp Ja
HMzmeHNTS. . |
company.com  http
I'onmonHaHmo|
¥aanute |

[ oK | [ OTmena

PucyHok 83. Cnucok mepMUHA/IbHbIX cepeepos

2 Yt0obbl f06aBUTL TEPMUHA/BHBIA CEPBEP, HAaXXMUTe KHOMKY J,o6aBuUTb 1 3asaiiTe napameTpsbl
NOAKAOYEHWNS (CM. HacTpoika napameTpoB MNOAKIHUEHWS K TEPMUHANbHOMY CepBepy).

3 YT10b6bl U3MEHUTH napamMmeTpbl TEPMUHaNIbHOTO CEPBEpPaA, Bbl6epI/ITe €ro B Cnncke N HaXkMmTe KHOMKY
MN3meHunTb, 3aTEM 3a,a,al7|Te HeO6XOAI/IMbIe napamMeTpbl

4 Y106bI BbIGPATL TEPMUHANBHBIA CEPBEP ANS MOAKNOUEHNSA NO YMOAYAHUIO B NMOAHO3IKPAHHOM
pexxvme pabotbl ViPNet Terminal (cm. Hactpolika nonHomoumnin nons3osatens ViPNet Terminal),
BbIGEpUTE €ro B CNucke 1 HaxxMuTe KHomky Mo ymonuaHuto.

5 UYtobbI y4annTb TepMI/IHaﬂbeH?I cepBep U3 Cnncka, Bbl6epI/ITe €ro N HaXXMuTe KHOMKY yAaﬂMTb.

Hactporika napameTpoB NOAKAKOUYEHMA K TEPMUHANBHOMY CEPBEpY
YT0bbI HaCTPOUTb NOAKNHOYEHUNE K TEpPMUHAIbHOMY CEPBEPY, B OKHE I'Iapameprl noagKaryeHna K
cepBepy BbINoOAHUTE Cneayrouine AEI‘/JICTBI/IFIZ

1 Ha Bknagke CepBep yKkaxuTe agpec TepMurHaabHOro cepeepa. [as atoro B rpynne MogkatoueHne
BbIGEPUTE OAVH W3 BapNaHTOB:

o [Ana nogkntoveHns k cepsepy no IP-agpecy Bbibepute nyHKT IP-agpec 1 B cOOTBETCTBYHOLLEM
none seeauTte IP-agpec TepMnHaNbLHOro cepeepa.

o [Ana nogkntoveHns k cepeepy no DNS-umeHn Bbibepute nyHKT DNS-uMa 1 B COOTBETCTBYOLLIEM
none seegute DNS-nmMa TepMmHanbHOro cepsepa.

o [na noaknoUeHNs K TepMUHAABHOMY CEPBEPY, KOTOPbIA PacnoiOXeH Ha 3allULLEeHHOM y3ne
ViPNet, Bbibepute nyHKT CeTeBOM y3e. 3aTeM HaxXMuTe KHOMKy BbibpaTb 1 B OTKpbIBLUEMCA
OKHEe YKaXKuTe HY>XHbI CETEBOU y3e.

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBoACTBO agMuHucTpatopa | 159



2 B cnucke MpoTtokon Bbibepute NPOTOKO AJsi MOAKIHOUEHWS K TEPMUHANBHOMY CEPBEPY:

o

(¢]

3 |_|pl/l HEO6XOAVIMOCTVI M3MEHNTE NOPT AO0CTyNa K TepMUHaIbHOMY CepBepy. ,U,J'IFI 3TOro paaom C
noiemMm I'IopT CHUmMuUTE q)fla)KOK Mo YMOTYAHUIO N YKaXUTe Hy)KHbII7I HOMEpP nopTa.

4 Tpun HeOHXOAMMOCTUN AN ayTeHTUDMKALMM NOb30BATENS HA TEPMUHANBHOM CEpBepe

|¢z| Mapamerpel nogkntoueHs Kk cepeepy

MogkntoveHne
Cepeep: @ IP-agpec:
DINS-uma:
Cetesoii ysen:
MpoTokon:
Mopm:
IMyTe kak xsccTosan Hacte URL:
AyrenTudkauma
Wma nonesosatens:
Mapone nonescearens:

Domen:

Cepeep | USB-ycrpoiictea | JononnutensHeie | Monssoeatensckme

192 . 168 . 135 . &7

[rdlp v

% Fno YMOAYHWHD

username

querty

mydomain

[ ok

|[ OTmena |

PucyHok 84. Hacmpolika napamempog noOKkaroueHUs K cepsepy

rdp — ana goctyna K yaganeHHomy pabouemy ctony no npotokony RDP;

ica — 1A gocTyna K yaaneHHoMy pabouemy cTony nam npunoxeHusm Ha cepeepe Citrix

XenApp;

http nan https — ana gocryna k Be6-cavitam nan Be6-NpuaoXKeHUAM;

ibs-vdi — ana gocryna k BupTyansHomy pabouemy ctony IBS.

COOTBETCTBYHOLLUMX MONIAX YKa>KNTeE:

o

o

o

Mmsa nonb3oBaTens.

Maponb.

JowmeH (Tonbko npu nogkntodeHmnn no npotokony RDP, ICA v IBS-VDI).

5 Ecav gnsa nogkntoueHmns ncnonbsyetca npotokon HTTP wan HTTPS, npu Heobxoanmoctn B none

MyTb kak xBocToBas Yactb URL BBeanTe oTHOoCUTEeNbHBIN URL-agpec cTpaHuLbl nan

BeH-NpuAoXKeHNs Ha cepBepe.

Hanpwumep, ecin ans cepBepa € apecoM myserver.com 3aZaH oTHocuTenbHbIN URL-agpec

myapplication, NOAK/NHOUEHME K CEPBEPY 6yAET BbINO/HATBCA NO ajgpecy

http://myserver.com/myapplication.

6 YTo6bl yaaneHHo nogkatoumTb USB-yCTPONCTBO K cepBepy 13 TeEPMUHANBLHOW CECCUM, ANS STOTO Ha

Bknagke USB-ycTpoiicTBa BbINOHUTE CefytoLme AeNCTBUA:
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B rpynne Knaccbl nepeHanpasasembix USB-ycTpoiicTB f06aBbTE HOMEP K/1acCcoB
nepeHanpa.asembix USB-ycTponcTB B BUAE LeCTHaALATePUYHOro ABYXPa3pAAHOro uncna,
npuHumarowero 3HayeHuns ot 00 go FF.

Knacc USB-yctpoiictBa no3ssoaset pasnmyate USB-ycTpoiicTBa Npu nx NOAKAOHEHUN K
BUPTYalbHOMY UK yaaneHHoMY pabouemy cTony. Bbl MOXeTe NOACOEAMHUTL K CBOEMY Y31y
USB-yCcTpONCTBO M OHO ByZeT yAaneHHO NMOAKIKYEHO K BUPTYyaabHOMY pabouemy ctony
(Hanpumep, knacc USB-yctporicte 01 nepeHanpasasieT 3ByKOBble ayAMOYCTPOIACTBA).

B rpynne MiaeHTnunkatTopbl nepeHanpasaseMbix USB-ycTpoicts gobaBbTe
naeHTndrkaunoHHble koabl npounssoautens (VendorlD, VID) n naeHtnourkKaLmoHHbIe KOAbI
npoaykta (n3genus) (ProductlD, PID) USB-ycTpoicTB B BUAe ABYX LECTHaALATEPUYUHbBIX
yeTblpexcMMBoJIbHbIX HoMepoB oT 0000 go FFFF, 3agaBaembix no macke VID:PID.

|c4| Mapamerpel nogkntoveHA K cepeepy @

Cepeep | USB-ycrpoiictea | JononnutensHeie | Monb3osatensckme

Knaccel neperanpaenaemen: USB-ycTpoiicTe:

01 . JoBaeuTe... |

03

0e l Wzmenute... |

Yaanute |

WMaentndmkatopel nepenanpasnaemeix USB-yorpoiicTs:

. JoBasuTh... |

[ OK |[ Otmena |

PucyHok 85. Hacmpolika napamempos nepeHanpasnsiemblx Ha cepgep USB-ycmpolicmes,
nodkodaemelx Kk y3ay ViPNet Terminal 8 mepmuHaneHol ceccuu

7 Ecav ans noakntoueHus Mcnosb3yetcs npotokon ICA, npy HEOHBXOANMOCTM Ha BKIaZKe

ﬂ,OI‘IO.ﬂHVITe.HbeIe Bbl MO>XXeTe HaCTPOUTb 3anyCK NPUAOXKeEHUA, OI'Iy6J'II/IKOBaHHOFO Ha cepBepe Citrix:

o

o

B none Nma 0I'Iy6J1VIKOBaHHOF0 NPUAOXKEHUA BBEAUTE NMMA NMPUNOXKEHNA.

Ecnv Bbl ykazanu nmsa npunoxenus, B cnucke Tun Citrix-cepBepa BbibepuTe TUMN NOAKIHOYEHWS

K cepBepy:

e Kak ykazaHO Ha TepMUHa/ie — COXpaHWTb NapameTpbl, 3ajaHHble Ha y3ne ViPNet Terminal.

e OTgenbHbIN — NpY NOAKAOUEHMM K OTAeNbHOMY cepBepy Citrix.

o  ®epma — npu nogkatoveHnmn Kk bepme cepaepos Citrix.
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10

1

|¢z| Mapamerpel nogrntoueHn Kk cepeepy @

Cepeep | USB-ycrpoiictea | AononnutensHele | Mons3osatensckme

WMmA cepeepa B MeHD: Moii cepeep

s onyBanMKoBaHHETO NPUACKEHNA: Application

MogkniodeHne K cepeepy NpK CTapTe CECCMIA [Kan:yncasaHo Ha TEpMUHENE v|
Tun Citrix-cepeepa: [OT,qeanblﬁ v|
Mporpamma gna oprannzagmn RDP-cecomm Kak ykasaHo Ha TEpMUHane

Pazmep okHa:

@ KEK)"KE_"EHD Ha TEpMAWHANE

B nukcensx:

B npouenTax:

Otmena |

PucyHok 86. lononHumenbHsle napamempsl mepMuHaIbLHO20 cepeepa

Ecam ana nogkntovernsa ncnonblyetca npotokon RDP, Bbl MoxeTe BbibpaTe RDP-kaneHT ans paboTbl
¢ cepsepoM. [1na 3T0ro Ha Bknagke JlononHutenbHoble B cnucke NMporpamma ana opraHvMsaumm
RDP-ceccuun BbibepuTe 04HO 13 3HAUEHWI:

o Kak ykasaHo Ha TepMUHaie — COXpaHWTb NapameTpbl, 3ajaHHble Ha y3ne ViPNet Terminal.
o Rdesktop — knneHT gns paboTbl ¢ TepMUHanbHbIMK cepBepamn Windows.
o FreeRDP — ycoBepLueHCTBOBaHHbIN KNMEHT Ha ocHoBe Rdesktop.

Mpu HeobxoaMMOCTU Ha Bkiagke JlononHutenbHble B nose imsa cepBepa B MeEHIO BBeAUTE UMS,
KoTopoe byaeT oTobpaxaTbCs B CNUCKe TePMUHabHbIX cepBepoB Ha y3ne ViPNet Terminal. Mo
YMOJIYaHUIO UM CepBepa CoBnagaet ¢ agpecoM cepaepa (IP-agpec, DNS-umsa nambo nmsa ceteBoro
y3na ViPNet).

Mpun HeobxoAMMOCTU yKaxuTe, TpebyeTcs M aBTOMaTUUeCKoe NOAKAOUYEHWE K JaHHOMY cepBepy
npw 3anycke ViPNet Terminal. ns 3Toro Ha Bknagke JlonoaHutenbHO B cnucke MoakatoueHne kK
cepBepy Npu cTapTe ceccum Bbibepute 0A4HO M3 3HAUEHWIA:

o Kak ykasaHo Ha TepMUHane — COXpaHWTb MapameTpbl, 3agaHHble Ha y3ne ViPNet Terminal.
o ABTOMaTUyecKu.
o BpyuHyto.

Mpn HEOBXOAMMOCTU YKaXnTe pa3mMep OKHa, B KOTOPOM MPW MNOAKNHOYEHNN K cepBepy byaeT
OTKPbIBaTbCA TEPMUHabHas ceccus unn Beb-6paysep. [na atoro B rpynne Pasmep okHa Bbibepute
OAVH U3 BapWaHTOB:

o Kak ykasaHo Ha TepMUHane — coxpaHWTb NapameTpsbl, 3agaHHble Ha y3ne ViPNet Terminal.

o B nukcensax — ykasaTb abCoNOTHBIN pa3Mep OkHa B nukcensax. MNpu Boibope 3Toro BapuaHTa B
COOTBETCTBYHOLLMX MOAAX 334aiTe WNPUHY U BbICOTY OKHa.
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o B npoueHTax — uTo6bI YKa3zaTb pa3Mep OKHa B MPOLLEHTaX OTHOCUTE/IbHO LMPUHBI U BbICOTbI
3KkpaHa komnbtoTepa. [Mpu BbIGOpe 3TOro BapuaHta B COOTBETCTBYHOLLEM MOJIe 3ajaiTe pa3mep
OKHa B MPOLEHTaX.

12 YTob6blI COXpaHWTb 3aaHHble NapaMeTpbl, HaxmuTe kHonky OK.

[lobaBneHne Nob30BaTENLCKMX MAapPaMeTPoB

Mpy HEOBXOANMOCTM Bbl MOXKETE TakXe yKasaTb NapaMeTpbl TEPMUHANBHOTO cepBepa, KOTopble
noAsepXnBatoTca nporpammHbeiM obecnedeHvem ViPNet Terminal, HO oTcyTCTBYIOT B OKHe MapameTpbl
NoAK/OUEHUNA K cepBepy.

Mpumeyanue. Hdopmaumto 0 NapameTpax TEPMUHANBHOIO cepBepa,
noajep>XnuBaembix nporpammMHbiM obecriederHrem ViPNet Terminal (paHee — ViPNet
ThinClient), cm. B sokymeHTe «ViPNet Terminal. PykoBOACTBO agMUHUCTPaTOpPa».

[lns 3TOro BLINOJHWTE CEAYHOLINE AENCTBUIS:

1 [pw HacTpoiike NapamMeTpoOB HOBOrO TEPMUHANBHOMO CepBepa WM NpU peaakTUpPOoBaHUM
CyLLLeCTBYHOLLLEro TePMUHaNBLHOrO cepaepa (CM. VI3MeHeHne crivcka TepMUHaibHbIX CEPBEPOB) B
okHe MapameTpbl NogkatoueHNs K cepBepy oTKpoliTe Bknagky Monb3oBaTtenbckue.

2 Yrtobbl ,ﬂ,O6aBI/ITb napamMmeTp TepMnHaIbHOTO CcepBepa, HaXKMUTE KHOMKY AOGaBMTb.

YT06bI M3MEHUTbL 3HaUYEHME CYLLECTBYIOLLErO NapameTpa, Bblbepute ero B CUCKe U HaXKMUTE KHOTMKY
N3meHuUTb.

-

l¢s| Mapamerpel nogrntoveHna Kk cepsepy g2

| Cepeep I USB-ycTpeicTea I Jonoanurenshbie | [onszoeatensckne

Mapamerp 3HaueHue
paraml valuel
param2 value?

|¢&] Monezoeareneckuii napamerp nograoueHua @

Mapamerp: param3

3HaueHnE! valued

QK | [ OTmeHa

PucyHok 87. [lobasseHue nose308amenbCkux hapamempos

3 B okHe Monb3oBaTenbcknin napameTp NOAKJAOUEHUA B COOTBETCTBYHOLLMX MNOAAX YKaXKNTE UMs
napameTpa 1 ero 3HauyeHue, 3ateM HaxmuTe kHonky OK.
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BkaroueHne QyHKUMK 3aLmiLeHHOro
NHTEPHET-LLJIHO33a

KoopaunHaTopbl MOTYT BbINOAHATL GYHKLMIO 3alMLLEHHOTO MHTEPHET-LLUIKO3a, €C/IW HA HUX JobaBaeHa
OfHa u3 posneil:

e posb «[porpammHbii VPN-koopanHaTop»,

e posb 13 rpynnel ponein «Coordinator HW».
MoppobHasa MHPopMaLms O CBOWCTBAX POel NpUBeAEHA B MPUAOXKEHUM (CM. PO ceTEBbLIX Y3/10B).

YTo6bl BKIKOUNTDL UAN OTKAOUNTD Ana KoopAanHatopa q)yHKLl'I/II-O 3alnEeHHOro MHTepHeT-WAK3a,
BbINOAHUTE Cheayrowime Ael‘/‘ICTBI/IFI:

1 B cnucke ponew CeTEBOrO y3na ABaxAbl LLENKHUTE HY>XHYH pob (CM. VI3MeHeHWe crnvcka poseit
ceTeBOrO y3/1a) MMbOo B CNMCKe CeTeBbIX Y3/10B, Ha KOTopble AobaBieHa pob, BbibepuTe CeTeBOWM
y3en 1 Haxmute KHonky CBoicTBa (cM. [pynnoBoe gobaBieHre posieil Ha CeTeBbIe y3bl).

2 B okHe CoiictBa poau: MporpammMHblin VPN-KoopAnHaATOpP yCTaHOBUTE UM CHUMUTE BaXok
KoopaunHaTtop aBaseTca 3almLLLeHHbIM MHTEPHET-LLHO30M.

|¢| CeolicTea ponu: Mporpammneii VPN-koopaunatop @

KoopaWHATOp ABNAETCA 33LLMLLIEHHbIM MHTEDH ET- LLKO30M
[] 3agats nonHomMouna

MakcumaneHeie

Cpeatune

MuHnmansHele

I::I'IELLHE_"H:HI:;I [

[ OK |[ Otmena |

PucyHok 88. BkaroueHue yHkyuU 3aUuujeHHo20 UHMepHem-wiito3a

3 Haxmure kHonky OK.

MoapobHee 0 GYyHKLUMM 3aLUMNLLEHHOTO MHTEPHET-LLtO3a (paHee — TexHoNorus «OTKpbIThIA HTEpHET»)
cm. B gokymenTe «ViPNet Coordinator for Windows. PykoBoacTBO agMUHUCTpaTopa» IMb0o B AOKYMeEHTE
«ViPNet Coordinator HW. CueHapun paboTbi».

13MEeHEeHKe Yncaa SNeMeHTOB KaacTepa a4 PO
«Cluster Windows»

Ans koopanHatopa, Ha koTopbli gobasneHa ponb «Cluster Windows», TpebyeTca 3agath uncno
3NeMeHTOB KnacTepa. [ns 3TOro BbINOJAHWUTE CAEAYIOLNE AENCTBUS:
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1 B crnvcke ponen ceTeBOro y3na aaxabl WwenkHute ponb «Cluster Windows» (cm. 13meHeHune cnvcka
poJsieli CeTeBOro y3na) IMbo B CNMCKe CETEBbIX Y3/10B, Ha KOTOpble AobaBaeHa 3Ta poJib, BbibepuTe
CeTEBOM y3€en 1 HaxxMuTe KHorKy CBoicTBa (cM. [pyrnnoBoe gobaBieHre poaei Ha CeTeBbIe Y3/bl).

2 B okHe CBOWCTBaA poan B COOTBETCTBYIOLLLEM MNOJIE 3a4alNTe YNCIA0 INEMEHTOB KacTepa, KOTOPbIN
OyaeT pa3BepHYT Ha BbIBpaHHOM ceTeBOM y3/ie. HEBO3MOXHO A06aBUTb 6O/bLIE 31EMEHTOB
KfacTepa, YeM KOIMUYECTBO CBODOAHBIX MNLEH3NIA, YKa3aHHOE HUXe MOoAs BBOZAA.

|¢zl CeoiicTea ponw: Cluster Windows @
Yncno 3MEMEHTOE B KAacTepe: %
CeoboaHbBIX AMUEHS WA Ons2
[ 0K | [ OTtmena |

PucyHok 89. MameHeHue 4yucaa snemeHmos kaacmepa

3 Haxmure kHonky OK.

MNoapobHee o knactepe ViPNet cMm. gokymeHT «ViPNet Cluster. PykoBoACTBO agMUHNUCTpaTOpa».

Hactponka tmna mexceteBoro skpaHa [MAK
ViPNet Coordinator |G

B 3aBncmmMocTm ot TpeboBaHnii ®CTIK, npeabaBasembix K GYHKLMAM 6E30MacHOCTN MEXCETEBbIX
3KPaHOB, Bbl MOXeTe HacTpoutb MexceteBol 3kpaH MAK ViPNet Coordinator IG, Bbibpas oaunH 13
cnepyroLwmnx TUMOB MeXCeTeBOro 3KpaHa:

e MeXCeTeBol 3KpaH YypOBHA CeTn nnn MeXXCeTEBOW 3KpPaH YpPOBHA JIOTMYECKUX FTPaHUL, CETU (TN «A»
nan in «b») — HaCTpOEHbl NO YMOJIHYaHUIO,;

e MEXCeTeBOM 3KpaH YPOBHs MPOMBILLIEHHOW ceTu (Tun «/[»).

Bbl 3agaeTe TMN MEXCETEBOro 3KpaHa B CBOMCTBAX pPoau koopauHaTopa. ihdopmauwms o tune
MeXKCeTEBOro 3KpaHa 3anncbiBaeTCsA B CNPaBOYHUKN U KIHOUU U NepeAaeTcs Ha CEeTEBOM y3en Mo cetu
ViPNet. Mocne nonyyeHns cCnpaBoOYHWUKOB U1 KNtOUEl Ha ceTeBOM Yy3se agMmuHuctpatop MAK ViPNet
Coordinator IG cMoXeT ynpaBaaTh pexxvMamun paboTbl B COOTBETCTBUN C BbIOPaHHbIM TUMOM
MeXXceTeBoro akpaHa. lNogpobHee o pexxmmax paboTbl CM. B KOMMaekTe gokyMeHTaumm Ha MAK ViPNet
Coordinator IG.

Y106kl HacTponTb GYHKLIMM HE30MacHOCTM MEXCETEBOrO 3KpaHa Ha koopauHaTope Ha ba3e MAK ViPNet
Coordinator IG B cootBeTcTBUU C TpeboBaHnamu OCTIK:

1 B cnncke ponei ceTeBoOro y3na ABaxApl WeNkKHUTe posb (CM. I3meHeHne cnucka poner CeTeBoro
y3na) cinmbo B CNncKe CeTEBbIX Y310B, Ha KOTOpble 406aB/ieHa pob, Bbibepute ceTeBoM y3en u
HaxxmuTe kHonky CBowncTBa (cM. [pynnosoe fgobaBieHre poael Ha CeTEBbIE Y3bl).

2 B okHe CBoWcTBa poau B crivcke Tvn MexXceTeBOro 3KkpaHa Ha ceTeBOM y3Je BblibepuTe
HeOobX0AMMBIN BaM TUM MEXCETEBOTO 3KpaHa, onpeaeneHHbln Tpeboanuamm GCTIK.
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lt&)| Ceoiictea ponw: Coordinator G100 B1 X

Tun MEKCETEBOMD 3KPaHa Ha CETEBOM Y3E
() Mexceresoi 3KpaH ypoeHa ceT (Tun «A/Bx)

(®) Mexceresoii 3kpaH ypoBHA NpomMeILLAeHHON ceTh (Tun «ls)

A MameHeHNE TN MEXCETEBOTS 3KPaHa NOBAMAET Ha
GYHKLNOHANBHOCTE CETERBOTD Y3713,

oK || OTmena |

PucyHok 90. Hacmpolika muna mexcemegozo skpaHa 05 NAK ViPNet Coordinator IG
3 Haxwmure kHonky OK.

4 Co3paliTe CNPaBOYHUKN U KJHOUM U OTMNPaBbTe UX Ha ceTeBoM y3en (cM. OBHOB/IEHME CNPaBOYHMKOB
n kntodeit). IHpopmMaums o GyHKLMsAX He30MacHOCTM MeXCETEBOro 3KpaHa byaeT oTnpas/ieHa B
CoCTaBe CNpaBOYHMKOB U karouein Ha ceteBol y3en MAK ViPNet Coordinator |G no cetn ViPNet.

Hactporika napametpos posen «KYKC», «PYKC»,
«MYKC»

YT0obbI NOAKIOYaTE CPeACTBO KpUnTOorpaduyeckon 3awwmtel HGopmaummn (CK3U) k yanam «KYKC»,
«PYKC», «MYKC» ans Bblgaun KBaHTOBO3aLLMLLLEHHOIO KAKOYa:

1 B cnucke poneii CeTEBOTO y31a ABaX/Abl LLENKHUTE HYXXHYHO POJib.

2 B okHe CBolicTBa posu yctaHoBUTE Giaxkok BoamodkHocTb nogkntouats CK3U ans Bbigaum
KBaHTOBO3aLLMLLIEHHOrO KJItoya.

3 Haxmure kHonky OK.

4 Cosgalite cBasu Mexay y3namu ¢ poasmm «KYKC», «PYKC», «MYKC» (cMm. CBA3M € ceTeBbIMMU
y3namu).
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HacTporka 3aLMLLEHHbIX
DNS-cepBeposB

Mpun yaaneHHOM NOAKAFOUYEHUN K KOPMOPATUBHBIM pecypcaM, pacnoioXXeHHbIM B 3aLUULLEHHON ceTu
ViPNet, MOBWAbHbIE YCTPONCTBA NOJIb30BaTE/IEN MNOYyYarOT CETEBbIE HACTPOKM U3 Pa3HbIX JIOKa/bHbIX
ceTel 1 ceTel nepesayum AaHHbix. [ns nonb3osaTtens cnncok AoctynHbix DNS-cepBepoB MoxeT
cogep>xatb nybanuHbie DNS-cepsepsbl. [py nogkatoueHn n3 nybanuHom cetm K pecypcam cetn ViPNet
DNS-3anpoc MoxeT 6biTb 0TNpassieH Ha Ny6anyHble DNS-cepBepbl. 3TO co34aeT BO3MOXHOCTb aTaku C
NOAMEHOW pecypca, Npu KOTOPOoK kKaneHT B otBeT Ha DNS-3anpoc nonyuut IP-aapec canta,
KOHTPO/IMPYEMOrO 3N10yMbILLNEHHUKOM, 1 NeperaeT Ha Hero. PekoMeHayeTcsa 3anpockl Ha pa3peLleHne
MMeEH KOPMOopaTUBHbIX PECYPCOB OTMPaBAATb Ha BbijeneHHble 3awmnieHHble DNS-cepsepebl, a8 3T0ro B
LLYCe HeobxoaMMoO 3asaTb AOMEHHbIE 30HbI 418 BbIOpaHHOro cnvcka 3awmieHHbix DNS-cepsepos. s
ncnonb3oBaHma Takux DNS-cepBepoB Ha KAMEHTaxX yKaXuTe UX B HaCTPOMKax CeTEBOro y3/a

(cm. HacTporiika cnnckos DNS- 1 WINS-cepBepoB ceTeBoro y3na).

Mo yMOnYaHWIO KAMEHTbI OTNPaBASAIOT 3aNpockl Ha pa3peLleHne UMeH NyBANUYHbIX PecypcoB Ha
3awmweHHble DNS-cepBepbl. To ecTb 3anpockl Ha pa3peLueHmne Ny6anUHbIX U KOPMOpPaTUBHbIX PECYPCOB
OTNpaBAAtOTCA Ha 3awmiieHHble DNS-cepBepbl. 3T0 cnpaBeannBo Ana KAMEHToB co caeayrowmm MMO:

¢ ViPNet Client for Windows Bepcum 4.5.2 v BbILLE;
¢ ViPNet Client for Android Bepcun 2.16 1 BbiWwe;
e ViPNet Client for Linux Bepcumn 4.5 — npu 3Tom ecnn 3awwmiieHHble DNS-cepBepbl He oTBeYatoT,
DNS-3anpoc nepecblnaetcs Ha ny6anyHble DNS-cepBepbl.
VHaue oTnpaBAasAtoT 3anpockl KANEHTbI co caeaytowmm MO:
e ViPNet Client for iOS;
¢ ViPNet Client for macOS;
e ViPNet Client for Linux Bepcuu 4.6 1 BbiLe.
DTV KAMEHTbl OTNPaBAAIOT 3aNPOChl Ha paspeLleHne JOMEHHbIX MMEH KOPMOPaTUBHbIX PECYpPCOB Ha

3awmuieHHble DNS-cepBepbl, a 3anpockl Ha paspeLleHne MMeH Ny6AMYHbIX PecypcoB Ha Ny6nYHble
DNS-cepBepb!.

Mpw pa3petteHny DNS-UMeEHN KAMEHT aBTOMaTUYECKU OMpeaenseT, K Kakon JOMEHHOW 30He OTHOCKTCA
3anpawmveaemoe DNS-uMa — K JOMeHHOW 30He Ny6ANYHON nan KopropaTueHOM ceTn. CnnMcok
3aLMLLEHHBIX AOMEHHbIX 30H U 3aKpernieHHbIX 3a HUMKU DNS-cepBepoB nepeaaeTcs Ha ceTeBble Y3/bl B
cocTaBe CrpaBOYHUKOB.

B cnyuae ecnm cetb ViPNet nmeet He B3aumogelicTeytoLwme Mexay coboin DNS-cepepb,
obcnyxuBatoLLime oTAeNbHble KOpnopaTMBHbIe pecypchl, AobaBbTe Takne DNS-cepBepbl B pasHble
rpynnel DNS-cepBepoB v 3agaiTe ANna KaXKAoMW rpynnbl CMUCOK AOMEHHbIX 30H.
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HacTpownka cnncka 3aupueHHbix DNS-cepeepoB
1N AOMEHHbIX 30H

YT06bI HACTPOUTL CMMCOK AOMEHHbBIX 30H, 0H6C/TY>KMBAEMbIX BblAeNE€HHBIMM 3aLLMLLEHHBIMU
DNS-cepBepamu, BbINOAHUTE CedytoLme feACTBUS:

1 B rnaBHom okHe nporpammbl ViPNet LieHTp ynpasaeHusa ceTbto B NpeactaBaeHnn Mos cetb Ha
naHenun Haeuraumm Boibepute pasgen DNS-cepepbl 1 DNS-30HbI.

|cs5| ViPMet Administrator [LenTp ynpaenerna ceteto] - Administrator EI@

Mos cete  Josepenneie ceTh  Jluuenswa  Bug  Cepenc  Cnpaexa

S| ()
x_l—'u,—- Cripasounui M kKikoun * g Mexceteean wadopmauma

0 Vinbopmauus o cetn DNS-cepeepsbl v DNS-30HBI | Haiimu pe
ﬁﬁ Koopawnatopu (2) _ ) .

BN Knnenro (4) & G x

:. MonezocsaTenu (6) E Wua OnucaHue

24 Tpynnsl nonszoeatensii (1) ) DNS Servers Group 1
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PucyHok 91. Co30aHue cnucka 3aujuwyeHHoix DNS-cepsepos u domMeHHbIx 30H

2 YTobbl CO34aThb CMUCOK BbiAe/EeHHbIX 3alumilieHHbix DNS-cepBepoB, 06c/yKmBatOLLMX
KOpMoOpaTMBHbIe JOMEHHbIe 30HbI, Ha MaHen NHCTPYMEHTOB HaxXMuUTe KHomky i,

3 B nosBMBLUIEMCS OKHE BBeAWTE Ha3BaHWe HoBO rpynnbl DNS-cepBepoB 1 HaXXMUTE KHOMKY
Co3partb.

4 B okHe CBowcTBa rpynnbl DNS-cepBepoB B paszgene OCHOBHble NapamMeTpbl Npu He0HXoAUMOCTU

n3MeHuTe nmsa 1 onucanue rpynnesl DNS-cepsepos.

5 UY106bI ANs CNcKa AOMEHHbIX 30H BbiAeNUTb 3awuniieHHble DNS-cepeepbl, BbibepuTe pasgen
DNS-cepBepbl 1 Haxkmute KHomKy flobaBuTb. [lobaBbTe B pa3Hble rpynnbl DNS-cepsepsl, He
B3aUMOZENCTBYOLLNE MeXAY COHON.

6 B oTkpbiBlUEMcA OKHe Bbibop 06bekTOB BbibEpUTE N3 CNMCKa OANH UK Heckonbko DNS-cepsepos.

B okHe oToBpaxkeHbl ceTeBble y3/bl, Ha KOTOpble gobaBneHa poab DNS-cepsep (cm. JobaBneHuve
posenn «<DNS-Cepep» n «WINS-Cepsep»).

Mpumeuanue. Ecnm DNS-cepsep gobasneH B ogHy rpynny DNS-cepBepoB, OH He AOCTyneH And

fob6aBneHVs B Apyron rpynne.
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10

1

Yto6bl f06aBUTL DNS-cepBep AOBEpPEHHON ceTW, ycTaHOBUTE B rpynne OTobpaxkaTb 06beKTbl
dnaxok JloBepeHHbIX ceTeN.

|tz BriBop ofwexToe

Bribepute DNS-cepBephl, KOTOPbIE HY>HO 400aBUTL B CNMCOK

OtoBpaxate obbexTor | Moeii cetn || [loBeperHbix caeﬁ{pmsl]

Tan Wma Cetb I'pynna DN5-cepeepos WMaermndmkatop  Homep cetn
B Client1-2 MNetwork for Suv.., 2415 000E 10773

b _rig Coordinator 1 Metwork for Suv., DNS Servers Group 1 2A15 0004 10772
_rig Coordinator 2 Metwork for Suv.., 24150008 10773

PucyHok 92. [lobasneHue kopnopamusHsix DNS-cepsepoe 8 cnucok 3adaHHol epynnei DNS-cepsepos

Y106bI KNMEHTLI OTAPABAAAN 3aMPOChl Ha pa3peLleHne JOMEHHbIX UMEH, YKa3aHHbIX B CrMcke
DNS-30H, ToNbKO Ha 3awmiieHHble DNS-cepsepbl, cHumute pnaxxok DNS-cepsepbl nogaep>xunsatot
paspelueHve UMeH Ny6NYHBIX pecypcoB. B 3Tom ciyyae KaveHTbl ByAyT OTNpaBAsTb 3aMpockl Ha
pa3speLueHne MMeH Ny6anyHbIX pecypcoB Ha nybanyHble DNS-cepBepbl. Mo ymMonyaHuo daaxok
ycTaHoBaeH. (cM. Hactponika 3awmieHHbix DNS-cepeepoB)

Yr1o6bl yaannte DNS-cepBep 13 cnvcka 3awwmuieHHbix DNS-cepBepoB, HaXXMUTe COOTBETCTBYHOLLYHO
KHOTKY.

Ytobbl #06aBWTb AOMEHHYH 30HY B CMUCOK, BbibepuTe pa3gen DNS-30HbI 1 Ha NaHenn npocmoTpa
HaXxmMuTe KHomnky 1o6aBuThb.

OgHa 1 Ta xxe DNS-30Ha He MoxeT 6bITb gobaBneHa B rpynny DNS-cepBepoB, ecin oHa yxe
MCMOAb3YyeTCsA B APYron rpynne.

A 3anncy IMeHU JOMEHHOW 30HbI MOTYT BbITb MCMOJ/Ib30BaHbl CTPOYHbIE Y MPOMUCHbIE ByKBbI,
undpbl 1 cneunanbHble CUMBOJIbI «A4edUC» U «TOUKa». 3anncb Ha4YMHaeTCs € BYKBbI U MOXET
3aKaHuMBaTbCA BYKBOW MW LIMGPON.

MakcrmanbHoOe KOaAn4ecTBo AOMEHHbIX 30H B CMNCKe — 300.

Y106bI Y4annTb UIN N3MEHUTb JOMEHHYHO 30HY U3 CMMNCKa, Ha MNaHeN NPOCMOTPa HaXXMuTe
COOTBETCTBYHOLLYHO KHOMKY.
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|¢4] Ceoiictea rpynnel DMS-cepeepos: DNS Servers Group 1 [ = 'IEI

(O cHOBHEBIE NapaMeTpEl
DNS-cepeepebl DNS-30HbI
DMS-20HbI

DMS-zo0HbBI

info.infotecs.ru JoBaenTe... l
internal.infotecs.ru
zmeHuTE. ..

YaanuTe

[ oK ] [ Crmena ] [I'IpHMEHuTb

PucyHok 93. [lobasneHue domeHHbIX 30H, 0bcayxusaemeix epynnoti DNS-cepsepos

MpumeyaHue. Eciv gobaBneHo MMs JOMEHHOW 30HbI, KOTOPOE BK/IHOYAET JOMEHHYHO 30HY U3
Crnucka, AOMeHHas 30Ha B cnvcke byzaeT 3ameHeHa. Hanpumep, ecan cnucok DNS-30HbI
COAEPXUT JOMeHHYtO 30HY info.infotecs.ru n gobaeneHa gomeHHas 3oHa infotecs.ru, 3oHa B

cnucke byaeT 3ameHeHa Ha infotecs.ru.

Ecnun pobasnsemas 30Ha BKAOUAET JOMEHHOE MMs 30HbI M3 CAMCKa (Hampumep, ecin CnnMcok
DNS-30HbI COAepXUT AOMEHHYHO 30HY infotecs.ru n gobaBneHa JOMeHHas 30Ha
internal.infotecs.ru), go6aeneHne Takom 30Hbl HEBO3MOXHO.

12 YT0bbI COXpaHUTb HacTPOMKK, HaxkmuTte kHornky OK.

B cnncke DNS-cepBepbl 1 DNS-30HbI noasuTtca HoBas rpynna DNS-cepsepos.

13 Ytobbl yaanutb rpynny DNS-cepBepoB, Ha NaHeAN NHCTPYMEHTOB HaXXMUTE KHOMKY X’

Mpnmeyanwue. Mpu yganennmn rpynnel DNS-cepeepos cnncok DNS-cepsepoB ceTeBoro y3na
oCTaeTcs HensmeHHbIM. BmecTe ¢ rpynnoi DNS-cepBepoB yaansatoTcs obcnyxxmBaemble
JLOMEHHbBIE 30HbI.
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Hactpownka cnimckos DNS- 1 WINS-cepsepos
CETEBOrO Y3Na

B kauecTBe 3awmuieHHoro DNS- nan WINS-cepBepa Ha ceTeBbix y3nax ViPNet MOXHO yka3aTtb 0601
y3en ceoen nau gosepeHHoli cet ViPNet, Ha KOTopbI fo6aBneHa COOTBETCTBYHOLLAA POJb

(cm. LobasneHne ponent «DNS-Cepep» n «WINS-Cepep»). Cnncok 3awmieHHbIXx DNS- 1
WINS-cepBepoB y3n1a NocTynaeT Ha HEro BMecTe Co CrpaBoYHuKamu. YTobbl 3anncm o Hanbonee
npuoputeTHbix DNS- n WINS-cepBepax A1 y310B He Oka3anncb B KOHLE Crncka 1 He Bblan
NPOVTHOPMPOBaHbI, N YTOBbI y3en He Ucnosib3oBan HedocTyrnHble emy DNS- 1 WINS-cepBepsl, ans
KaXA0ro ceTeBoro y3sia Heobxoanmo 3agatb cnmcok DNS- n WINS-cepBepoB 1 HacTpouTb MPUOPUTET UX
MCMob30BaHMA.

BHumaHme! Ha y3nax ViPNet Client 4U He noagepxxmarotca WINS-cepsepbl. Ecav y3ny
A ViPNet Client 4U 3agaHbl DNS- 1 WINS-cepBepbl ¢ oagrHakoBbiMu IP-agpecamu,
JomeHHble 30HbI DNS-cepBepa He nepegatotcs Ha y3nbl ViPNet Client 4U.

Ans paspelleHns MMeH Ny6aMYHbIX PecypcoB MO YMOYaHMIO UCNOJIb3YHOTCA 3alMLLEeHHbIe
DNS-cepBepsl (3a nckatoueHmem kameHToB ¢ MO ViPNet Client for iOS n ViPNet Client for macOS, a
Takke ¢ MO ViPNet Client for Linux Bepcuu 4.6 v Bbille, KOTOpPble OTNPAB/AOT 3aMPOChl Ha pa3peLleHme
nMMeH Ny6anyUHbIX pecypcoB Ha nybanyHble DNS-cepBepbl (cM. HacTpolika 3aLuieHHbIx
DNS-cepBepoB)). [Mpy HeO6XOANMOCTU AR OTAE/NbHbIX CETEBbIX Y3/10B Bbl MOXETE HaCTPOUTb OTNpPaBKy
3anpocoB MMeH NybAnYHbIX pecypcoB Ha nybanuHblie DNS-cepBepbl.

Y1066l HacTpouTb cnncok DNS- nan WINS-cepBepoB ceTeBOro y3na, BbIMOAHWUTE Cleaytolime AeCTBUA:
1 B okHe ViPNet LleHTp ynpaBneHus ceTbto BbibepuTe npeactaBieHne Mos cetb.

2 Ha naHenv HaBurauuu BbibepuTte pasgen KnmeHtsl i KoopanHatopbl B 3aBUCMMOCTY OT TWNa
Y3113, KOTOPbIA TPebyeTcs HacTPOUTb.

3 Ha naHenn npocMoTpa ABaxAbl LLEeKHUTe CeTeBOW y3en, Aa KOToporo TpebyeTcsa 3agaTb CNMNCOK
DNS- nan WINS-cepBepoB.

4 B okHe CBOWCTB y3/1a Ha neBol naHenn Bbibepute pasgen DNS-cepBepbl nan WINS-cepBepbl B
3aBMCUMOCTU OT TOTO, KaKOW CMUCOK Bbl XOTUTE HACTPOWUTb.

5 Y1066l f06aBNTL DNS- nan WINS-cepBep B COOTBETCTBYIOLLMI CAMUCOK, BbINOAHUTE CeaytoLine
JAencTBUs:

5.1 HaxmuTte kHoMnky BbibpaTb. OTKpOETCA OKHO CO CMMCKOM Y3/10B, Ha KOTOpble AobaBneHa ponb
«DNS-Cepsep» unn «WINS-Cepsep» (cm. [lobaBieHne poner Ha ceTeBble y3bl). Ecan
Kakoun-1mbo koopanHatop TyHHeampyeT DNS- nan WINS-cepBepbl 1 B napameTpax
COOTBETCTBYHOLLEN POJIM 3TOrO KOOpAMHaTopa byayT ykasaHbl ux IP-agpeca, To faHHble agpeca
Takxe 6yayT oTobpaxeHbl B CNUCKE.

5.2 [Ana otobpaxerHns DNS- nan WINS-cepBepoB AOBEPEHHbIX CETEN YCTaHOBUTE
CoOoTBeTCTBYOWMI dnaxok B pasgene OTobpaxkaTb 06beKTbl.
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Mpumeuanne. KoopanHatop f0BEpPEHHO CeTU, KOTOPLIV ABASETCA LLIO30BbLIM A4 Ballein cetu

1 Ha KoTOpbIV fobaBneHa ponb «DNS-Cepsep» nnm «WINS-Cepeep», byseT oTobpaxaTbcsa B
cnncke goctynHbix DNS- nam WINS-cepBepoB TO/bKO B TOM C/lyyae, eC/in B MeXCeTeBOM

B3aMMO/ENCTBMMN yYacTBYyeT 3aperncTpMpoBaHHbIvi Ha 3TOM KOOpAMHaTope no/b30BaTeNb

(cM. NI3meHeHne cnucka o6bekToB, y4acTBYHOLMX B MEXCETEBOM B3aUMOAEACTBUN).

5.3 BbibepuTe B Cnncke OAMH MM HECKONBLKO Y3/10B, KOTOPble TpebyeTca AobaBuTb B cnncok DNS-
nan WINS-cepBepoB y3na, 1 Haxmute kHonky OK.

Mpumeuanue. DNS-cepBepamu y3na moryT 6biTb DNS-cepBepbl ©3 O4HOW rpynnbl Uan He
BKJIFOUEHHbIE B Kakyto-nnbo rpynny. Bce DNS-cepBepbl ceTn pekoMeHAyeTcs BKAOYaTb B
rpynnbl DNS-cepBepos.

|tz BriBop oBwexkToR

Bribepute DNS-cepBephl, KOTOPLIE HY>KHO 400aBUTL B CIMCOK

OtoBpaaTe obbeKTbE Moen cetn [Joeepernbix caeﬁ{pus 1)

[ Tun Wma Cetb I'pynna DN5-cepeepos WMaertudukatop  Homep cetn
Y Client1-2 Network for Suv... 2415 000E 10773

_‘»SE Coordinator 1 Metwork for Suv., DNS Servers Group 1 2415 0004 10773
_‘*Si Coordinator 2 Metwork for Suv... 2415 000B 10773

PucyHok 94. Bbibop y3s108 0415 dobaeneHus 8 cnucok DNS-cepsepos y3na

6 3agaiiTte npuoputeT gobaeneHHbIXx DNS- nan WINS-cepBepoB, ycTaHOBMB UX NONOXEHMWE B CNIUCKE C

NOMOLLbFO KHOMOK [z| n E| [na DNS- nan WINS-cepsepoB, TyHHeAnpyemMbIx
KOOPANHATOPOM, NPUOPUTET MOXHO M3MEHATb TOIbKO MO OTHOLLEHUIO K APYTMM CepBepam,
TYHHENVPYEMbIM AaHHbIM KOOPAMHATOPOM.

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBOACTBO agMuHUcTpatopa | 172



|:s| Ceoiictea koopawnatopa: Coordinator 1 = @

OcHOBHBIE NapaMeTpel

KoopawHatopel Bes dynkunid VPN-cepeepa DNS-cepsepbl koopavHaTopa

KnneHTel

Ceazut € ynamu Kma CeTe Ipynna DN5-cepeepos BriBpats... |
CEAZN € rpyAnamu y2noe EECoordinatorE Network for., DMNS Servers Group 1 @|
MonezcEaTENM }fﬁ Coerdinater 1 Metwork for... DNS Servers Group 1

Fpynnet yznoe

ME)KCEFIEEFIHbIE KaHanel
Mexceresrie kaHanel

Ponw yana

AApeca BO BHELLHWK CETAX
MexceTesoi 3xkpan
MesceTesoil 3KpaH KNMEHTOB

TyHHENUPOEIHNE

=
WINS-cepeepsl * |

WMcnonkzoeate 4nA paspewlenna NMeH NyBANYHBX PECYPCOE TONBKD 3343HHEIE
DMNS-cepeepl

& OgHoepemenHo MoryT Beime BriBpanel DNS-cepeepsl, He EKTIOUEHHBIE HU B
oamy rpynny DMNS-cepeepos nnw BKNOMEHHBIE B 0AMHY W Ty e rpynny DNS-
CEpBEQOE.

Bbl MOMKETE MIMEHWTE MPHUOPUTET TyHHEAWPY eMbix DN5-cepeepoB Tonbko No
OTHOLLEHWHD K APYTUM TyHHEnnpyembim DNS-cepepam Toro ske
KOOpAMHATOpa.

QK | [ OTmena | [I'IpHMEHMTb

PucyHok 95. Hacmpolika npuopumema DNS-cepsepa

7 Y10bbl M3MEHUTb NN YaanuTb 3agaHHble DNS- nan WINS-cepBepbl, BbibepuTte Ux B CNncke U
Ha>XMUTE COOTBETCTBYIOLLYHO KHOMKY.

8 UTtob6bl oTAenbHble ceTeBble y3bl oTrpaBasav DNS-3anpockl Ha pa3spelleHne MMeH
WHTEpPHeT-pecypcoB Ha nyb6anuHbie DNS-cepsepbl, cHuMuTe daaxok MicnonbsoBatb ans

pa3peLueHns uMeH Ny6nUHbIX pecypcoB TOJIbKO 3agaHHble DNS-cepBepbl. B 3ToM ciyuae byaet

MCcnoab3oBaThCcs Abol goctynHbii DNS-cepBep, B TOM uncie ny6anYHbIN, Ha KOTOPOM eCTb
HeobxognmMasn nHdopmauus. MNo ymonuaHuo Gpaaxxok yCTaHOBEH.

MpumeuaHue. ®naxxok Micnonb3osath ANA paspelleHns MMeH Ny6ANUHBIX PecypcoB TOIbKO
3agaHHble DNS-cepBepbl oTobpaxaeTcs B MHTEpdelce, ecv B HaCTpovKax rpynn

DNS-cepBepoB (cM. HacTpolika cnvcka 3awmiieHHbIx DNS-cepBepoB 1 JOMEHHbIX 30H)
yctaHoBneH ¢pnaxok DNS-cepBepbl noaaep>KnBatoT paspelleHne MMeH Ny6anUYHbIX
pecypcos.

9 UYT0bbl COXPaHUTb HACTPOMKK, HaXXMUTE KHOMKY MpUMeHUTD.
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3ajaHue a4pecoB CETEBOIO Y3Jid

[Ans Toro utobbl ceTeBble y3abl ViPNet Moran yctaHaBavBaTb COANHEHNA APYT C APYTOM, AOMKHbI 6bITh
n3BectHbl IP-agpeca nan DNS-vmeHa apyrvx y3nos.

YT06bI KIMEHTBI MOTAN NMOAYYNTH AOCTYN K CBOMM TPaHCMOPTHbIM cepBepaM v cepeepam IP-agpecos,
TpebyeTcs 3aAaTb agpeca W Apyrve napameTpbl AOCTyMNa K koopgnHaTtopam. KnneHT nonyyaer
nHdOpMaL Mo 0 NapameTpax JOCTyna K CeTeBbIM y31aM, C KOTOPbIMUW OH CBA3aH, OT CBOEro cepeepa
IP-agpecoB. Ana Hayana paboTbl HOBOro kaneHTa B ceTv ViPNet goctaTouHO, UTO6bI OH MOT YCTaHOBUTH
coefMHeHWe co cBounM cepBepoM IP-agpecoB. MNo3ToMy agpeca KAMEHTOB 3aAaBaTb HeobA3aTeNbHO,
JOCTaToOuHO BbIbpaTh A5 kKaneHTa cepsep IP-agpecos.

IP-agpeca 1 DNS-nmeHa ceTeBbIX y3/10B pekoMeHAyeTcs 3agaTb B nporpamme ViPNet LieHTp ynpaBneHus
ceTbto. B aToM cnyuae He noTpebyeTtca BpyUHyto yKasbiBaTb 3TV agpeca B nporpamme ViPNet MoHuTop
Ha KaXXoM CETEBOM y3/e.

3asaHne [P-aapecoB CeTeBoro y3na

Y106bl N3MEHUTb cNUCoK IP-aspecoB CeTeBOro y3/a, BbIMOJAHUTE CleAytoLime AeACTBUS:
1 B okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npeactaBneHne Mos cetb.

2 Ha naHesnv HaBurauuu Bbibepute pasgen KnmeHtsl i KoopanHatopsbl, B 3aBUCMMOCTM OT TUNa
y3/1a, KOTOPbIN TPebyeTCs HaCTPOUTD.

3 Ha naHenu NnpocMoTpa ABaxAbl WenKHUTe ceTeBow y3en, IP-agpeca koToporo TpebyeTcs U3MeHMUTb.

4 B okHe CBOICTB y3/1a Ha NeBOV NaHenu BbibepuTe pa3sen Agpeca Bo BHELHUX CETAX.
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|:s| Ceoiictea koopawnatopa: Coordinator 1

OcHOBHBIE NapaMeTpel

KnunenTel

Ceazn ¢ yznamu

CeA3N C rpynnamum yanoe
Monezosatenn

Fpynnet yznoe
MexcepeepHBIe KaHa kbl
MexceTesbie KaHanb

Ponw yana

ALpeca B0 BHELLIHMX CETAX
MexceTesoi 3xkpan
MesceTesoil 3KpaH KNMEHTOB
TyHHENUPOEIHNE
DMS-cepeepel
WINS-cepeepsl

KoopawHatopel Bes dynkunid VPN-cepeepa

HaCTpoFu(a aipecauv KOOpPAWHaTOpa BO BHELWWHWMX CETAX

IP-aapeca, 2aperucTpUPOBAHHEIE HA KOOPAWHATOpE

90,67.109.15
19216813418

Wcnonszoeate IP-agpec ana aoctyna k MFTP: 192 .

Wcnonezoeate DMNS-nmena

168 .

JoBaBnTe... |
zmeHnTE. . |

Mcnonssceate
ana MFTP

Yaanute |

134 . 18

coordinatorl

[ Micnone3osate SMTP-agpec

JoBaenTe... |

[ QK | [ OTmeHa

PucyHok 96. 3adaHue adpecos u DNS-umeH cemegoeo y3aa

Y1obbl f06aBUTL IP-agpec, HaxmuTe KHoMNKy flo6aBUTb PAJOM CO CMIMCKOM afpecoB, B OKHe
IP-appec BBeanTe agpec n Haxmute kHonky OK.

Ecam y3en nmeeT HECKOJIbKO CeTEBbIX MHTEPdENCoB, AobaBbTe IP-agpec Ans KaXaoro ns HuX.

YT006bI nepegasatb TPAHCNOPTHbIE KOHBEPTbI MEXAY Y3/1aMW HanpAMYH, YKa>KnUTte, No KakomMy

ajpecy K y3ny byayT noakArouaTbCa ApYyrue y3nbl C MOMOLbIO TpaHCNOpPTHOro moayas MFTP. Ans

aToro B cnvcke IP-agpecos BbibepuTe agpec 1 Haxmute KHonky Micnoab3osatb ans MFTP.

BbiGpaHHbIf IP-agpec ByaeT ckonnpoBaH 1 0TO6PasnTCA B COOTBETCTBYHOLLIEM MOJIE HUXKE.

YT10ObI OTK/IIOUNTE BO3MOXHOCTb OTKPBITOM NepeAayn TPaHCMOPTHbIX KOHBEPTOB Mo kaHany MFTP

Mexay y3namu, cHummte paaxkok Mcnonbsosatb IP-agpec ana goctyna k MFTP.

YT0ObI U3MEHUTb UK YAannTb 3ajaHHble IP—aApeca, Bbl6epI/ITe X B CMTNCKE N Ha>XMUTe

COOTBETCTBYHOLLYH KHOTMKY.

10 YTobbI COXpaHUTb HACTPOMKK, HaXxxMuUTe KHonky MprUMeHUTD.

3asaHne DNS-UMeH CeTeBoro y3na

Y106bI M3MEHUTb cncok DNS-nMeH ceTeBOro y3na, BbINMOJHUTE CefytoLme AeNCTBUS:

1

B okHe ViPNet LieHTp ynpaBneHus ceTblo BbibepuTe npesctaBieHe Mos ceTb.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKOBOACTBO agMUHUCTpaTOpa

175



Ha nanenu HaBurauuu Boibepute pasgen KnneHtsl nav KoopauHatopsl B 3aBUCMMOCTM OT TUMa
y3/a, KOTopbI TpebyeTcs HacTPOUTb.

Ha naHesnn npocMoTpa aBaxabl WwenkHuTe ceteBor y3en, DNS-umeHa koToporo tpebyetcs
N3MEHWTb.

B okHe cBOWCTB y3na Ha neBoi naHenun BbibepuTe pa3gen Aapeca BO BHELUHUX CETAX.

Ecam TpebyeTtca goctyn k ceteBomy Y31y no DNS-umeHw, yctaHoBuTe dpraxok Ncnonb3oBatb
DNS-nmeHa. Mo yMoa4aHWIo 3TOT $AaKOK CHAT.

N3meHeHme cnvcka DNS-vMeH BO3MOXHO TO/IbKO NpW ycTaHoBAeHHOM dnaxke Mcnonb3oBaTb
DNS-nmeHa.

Y10bbl f06aBnTE DNS-1MA, n3MeHUTb nan yaanutb 3agaHHoe DNS-ums, Bocnonb3yitech
COOTBETCTBYHOLLEN KHOMKOW.

3a/laHvie aapeca Anga CBA3W Mo kaHany SMTP

CeTteBble Y34bl MOTYT NCNONb30BaTh ANA obmeHa npuknagHbIMn 1 CJ'Iy)Ke6HbIMM KOHBEpTaMn No4ToBbIE

cepBepsbl. B 3TOM cnyyae TpaHCNOPTHbLIN Mogynb MFTP nonyyaet n oTnpaBaseT TpaHCNOPTHbIE KOHBEPTHI

C ONpeseneHHoro agpeca 3/1eKTPOHHOM nouTkl. Micnonb3oBaHve kaHana SMTP Mo>eT ObiTb NOAE3HO B

TOM C/lyyae, ecam no KakMm-To npuumHam goctyn B VIHTepHet no npotokony TCP nan UDP orpanmnuen.

Y106kl 3a4aTb agpec ANA NOAKIOUEHNA K Y3y No KaHany SMTP, BbinosHWTe caeaytolime AenCTBUS:

1
2

B okHe ViPNet LieHTp ynpaBneHus ceTbio BbibepuTe npescrtaBieHie Mos ceTb.

Ha naHenu Hasuraumm ebibepute pasgen KnveHtsl nan KoopgrHatopbl B 3aBUCUMOCTY OT THNa
y3/13, KOTOPbI TpeBYeTCs HaCTPOUT.

Ha naHenn npocmoTpa ABaxabl LWenkHWUTe ceTeBow y3es, SMTP-agpeca koToporo Tpebyetcs
N3MEHUTb.

B okHe CBOWCTB y3n1a Ha IeBOI NaHenu BbibepuTe pasgen Ajpeca BO BHELLHUX CETAX.

Ecnn ansa nogkntoueHms k ceteBoMy y3ny Tpebyetcs ncnonb3oBaTb kaHan SMTP, yctaHoBUTe Gaaxkok
Ucnonb3osate SMTP-agpec.

B none nog pnaxxkom BBeAMTE afpec INEKTPOHHOM NOYTbI, KOTOPbLIN ByAeT NCNO/b30BaThCA NS
obMeHa TPaHCMOPTHLIMU KOHBEPTaMMU.

YT006bI COXpPaHUTb HaCTpOIZKI/I, Ha>XMUTE KHOMKY anMeHVITb.
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HacTtpomka napamMeTpoB
MOAKIFOYEHMA K BHELLHEN CETU

[TapaMeTpbl MEXCETEBOrO 3KpaHa KOOPAMHATOPA

Ecnun koopauHaTop He MMEET NPSIMOTO MOAKIHOUEHNS K BHELLUHEN CETY, 3aZaillTe AN HEro HaCTPOWKM
MOAKIFOUEHUS Yepe3 MEXCETEBOW 3KpaH, KOTOPbIA YCTaHOBIEH MeXy KOOPAMHATOPOM U BHELLHEN
CeTb0. ITO pEKOMeHAyeTcs HacTpamBaTb B nporpamme ViPNet LleHTp ynpaBaeHus ceTbo, Torga He
noTpebyeTcs HacTpavBaTh NOAKIHOUEHME HEMOCPEACTBEHHO Ha KOOPANHATOPE.

PekomeHzaL M no BeIGOPY TUMa MEXCETEBOrO 3KpaHa CM. B pa3sgese [NapaMeTpbl NOAKIHOUEHNS
3aLUMLLEHHbIX Y3/10B K BHELUHEW CETH.

UT06bl HACTPOUTL MOAKIOUEHNE KOOPANHATOPA K BHELLHEN CETY, BLIMOJHUTE CleAytoLLne AeNCTBUS:

-_—

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto Bbibepute npeacraBneHe Mos ceTb.
2 Ha naHenn HaBurauumn Boibepute pasgen KoopauHartopsi.
3 Ha naHenn npocMoTpa ABaxkAbl LLeJKHUTE KOOPAMHATOP, KOTOPbIA TpebyeTcs HaCcTpOUTb.

4 B oKHe CBOWCTB KOOPAMHATOPa Ha SIeBOM NaHenu Bbibepute pasgen MexxceTeBol 3KpaH.
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|:s| Ceoiictea koopawnatopa: Coordinator 1 = @

OcHOBHEBIE NapameTpLl -
KoopauHaTops! 6es dynkuii VPN-cepseps Hactpolika mexceTesoro skpaHa
KnneHTel

MexceTesoi 3kpan:
Ceazn ¢ yznamu

CeA31 € rpynnamu y2noe [Co CTATMHECKON TPAHCAALMEN 8ApECOB - |
Monezoeatenn

Mpynner yznoe IP-appec aganTepa, co CTOPOHBI KOTOPOTD YCTAHOEMAEH MEXCETEBDI 3Kpan:
MexcepeepHeie KaHa kI [SEAEET‘-“ Ha KoopAUHATOpE '|
Mexceresrle kaHanel BrewHme IP-agpeca MEXCETEBOD 3KpaHE:

Ponw yana 00,159.24.45 Jobasnte... |

ALpeca B0 BHELLIHMX CETAX
MesceTesoi 3xkpan
MesceTesoil 3KpaH KNMEHTOB
TyHHENUPOEIHNE
DMS-cepeepel
WINS-cepeepsl

[C] 2apmkcnposats IP-agpec:

[] Mcnonssosate TCP-TyHHEns

Mopr aoctyna ana TCP-TyHHens: z
Mopt goctyna UDP: g:

[ QK | [ OTmena | [I'IpHMEHMTb

PucyHok 97. Hacmpotlika napamempoe Mexcemegozo 3KpaHa koopouHamopa

5 Ytobbl HaCTPOUTb NOAK/IKOUEHNE K BHELLUHEN CEeTU C MCMOJ/Ib30BAHNEM MEXCETEBOTO 3KpaHa nan
OTKNIKOYNTb ero ncrnoJsib3oBaHme, B Crincke Me>kceTeBoW 3KpaH Bbl6epI/ITeI

o He ucnonbsyeTtcs — MeXCETEBON 3KpaH He UCMONb3YETCA NPU NOAKIFOUEHUN KOOpAMHaTOpa K
BHeLUHel ceTu.

B ViPNet Coordinator HW Bepcun 4.5.1 1 Bbliwwe nogkatoueHne 6e3 MexceTeBoro akpaHa
6onblue He ncnoabsyetcs. [Mpu Bbibope 3TOro pexkmma BO3MOXHa NOTePs CBA3M C y31aMu.
BMecTo Hero ucnonb3yiTte Nogk/atOHeHVe Yepe3 MexceTeBoW 3kpaH Co cTaTnyecko
TpaHcnaunen agpecos. CM. JOKYMEHTaLMIO Ha MPOAYKT.

o KoopauHaTtop B kauecTBe Me>XXceTeBOro akpaHa (CM. HacTpoika nozkitoueHms yepes
KOOPAMHATOP B KaYecTBe MeXCeTeBOro skpaHa).

B ViPNet Coordinator HW Bepcun 4.5.1 1 BblLie NoakntoueHne yepes KoopanHaTop 60bLue He
ncnonbsyetcs. Mpu BbIGOpeE 3TOro pexkvmMa BO3MOXHa NOoTeps CBA3M C y3namu. Bmecto Hero
MCnonb3yrTe NOAKAOUEHME Yepe3 MexceTeBol akpaH C AMHaMUYecKol TpaHcasaumen
agpecoB. CM. JOKYMEHTaLMIO Ha NPOAYKT.

o C AnHamuueckol TpaHcasaumen agpecoB (cM. HacTpolika NOAK/AOUEHWS Uepe3 MEXCEeTEBOM
3KpaH C ANHAMUUYECKOW TpaHCAALMEN aapecoB).

o Co cTaTnueckol TpaHcasauMen agpecoB (CM. HacTpoiika MofKk/oueH s Yepe3 MexxceTeBon
3KpaH CO CTaTMUECKON TpaHCALMeR afpecoB).

Mo YMONYaHNIO ANnA KOOPAMHATOPOB 3alaHO NOAK/IIOHYEHNE Yepes MEXCeTeBOW 3KpaH Cco
cTaTuyecKkom TpaHCJ'IFILI,I/IEI‘/II ajpecos.
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7

[Ona ViPNet xFirewall 3agante Tn mexceteBoro skpaHa C AMHaMU4YeCcKoW TpaHcaALUMen agpecoB

(cM. HacTpovika noak/itoueHms Yepe3 MeXCeTEBOW 3KpaH C AMHAMUUYECKON TpaHCAsALMEN aapecoB).

N3 cnucka IP-agpec aganTtepa, co CTOPOHbI KOTOPOro YCTAaHOB/IEH MEXCETEBOW 3KpaH Bbibepute

CeTeBOW aganTep KOOPANHATOPA, HAXOAALUMNCA B OAHOMN NMOACETM C MEXCETEBLIM 3KPAHOM, MU

OCTaBbTe 3HaUeHWe Mo yMoaYaHUo 3agaetcs Ha KoopAnHaTope.

YT006bI COXpPaHUTb HaCTpOI7IKI/I, Ha>XMUTE KHOMKY anMeHVITb.

[TapameTpbl MEXCETEBOrO IKPaHa KAMeHTa

Ecam knmneHT He nmeet npAMOro NnoAKJH4YeHUA K BHELLUHeW CeTN, ANnAa Hero Tpe6yeTc;| 3a4aTb HaCTpOI‘/’IKI/I

noAK/IH0YEeHNA Yepes MexXceTeBom 3KpaH, KOTOprI\/’I YCTaHOBEH MeXAY KJIMEHTOM U BHELLUHEN CeTbio. DTN

HaCTpOWKM pekomeHAayeTcs 3aaaTh B nporpamme ViPNet LieHTp ynpaBieHus ceTbio, TOrAa He

noTpebyeTcs BbIMOAHATL HACTPONKY NoakaroUeHns B nporpamme ViPNet MoHUTOp HenocpeACcTBEHHO Ha

KNNEHTE.

MpumeyaHue. HacTpolikm NOAKAOUEHMS YEpPEe3 MEXCETEBOM dKpaH, 3asaHHble B LIYCe,
6yayT NPMMEHATLCA TONbKO Ha KaneHTax ¢ Bepcueli MO ViPNet Client Huxe 4.2. Ha

KANEHTax C Bepcunen 4.2 1 BbilLe Takue HaCTPOMKMN OTCYTCTBYHOT, Tak Kak 3TV KANEHTI

aBTOMaTUYECKN OMpPeAeNAtOT NapaMeTpbl NOAKIHOUEHNS K BHELUHER CeTU U
yCTaHaB/IMBatOT B3aVMOAENCTBME C BHELLHUMMU Y31aMU C MOMOLLbIO cepBepa
COeAVHEHN.

B LLYCe MO>HO nM60 3aaTb OOLLME HACTPOMKN MEXCETEBOrO 3KpaHa ANs BCeX KOHPUrypaLuii

nporpammel ViPNet MoHUTOp Ha kaneHTe, AMBO 3ajaTb HAaCTPOIKM MEXCETEBONO 3KpaHa OTAENbHO ANs

KaXk0M KOHpUrypauum.

PEKOMeHAaLI,VII/I no Bbl60py TMMNa MeXCeTeBOIO 3KpaHa coep>kaTtca B pasgene I'IapaMeprl NOAK/THOUEHNA

3allMLLEHHDbIX Y3/10B K BHELLUHEN CeTu.

UTobbI HaCTpOUTb NOAK/IFOYEHNE KNNEHTA K BHELUHeN CeTn, BbINOAHUTE Caeayrolne Ael\/iCTBI/IﬂZ

1
2

B okHe nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto Boibepute npescrasneHne Mos ceTb.
Ha nanenn HaBurauum Beibepute pasgen KnneHtol.
Ha nanenn npocMoTpa ABaXAbl LLEeJKHUTE KANEHT, KOTOPbI TpebyeTca HacTpouTb.

B okHe CBOWCTB K/MEHTa Ha JIeBON NaHenu BbibepuTe pasgen MexxceTeBoli 3KpaH.
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|¢s| Ceoiictea kamenTa: Client1 -1 = @

OcHOBHBIE NapaMeTpel

c HacTpolika mexceTesoro 3kpaHa
BA3W C y3AamMKu

CBAZM C rpynnamu y2nos
Mcnone30BaTe HE3AEMCMMEIE NAPAMETPEI ANA Pa3HbIX KOHQUMypaumii

Monezoeatenn

Tpynne y3noe Mokasate HacTpoiikn gna [,ﬂ,ﬂn ocHOBHOW KoHdmrypauun (KO) v|
Poaw yana

Aapeca BO BHELLHWK CETAX Co cTaTMHEeCcKed TRaHCAALUMER aapecos - |

MeskceTesoi 3xpan

DNS-cepaepbl Brewnne IP-agpeca meskceTesoro skpata:

WINS-
CEPEERDI 217.54.81.36 JobaBuTe... |
¥aanuTe |

[C] 3adukcuposate IP-agpec:

MopT goctyna UDP: g:

[ QK | [ OTmena | [I'IpHMEHMTb

PucyHok 98. Hacmpotika napamempoe Mexcemegoeo 3KpaHa kaueHma

Ecam TpebyeTcs 3asaTb pasHble HAaCTPOMKM MEXCETEBOrO 3KpaHa ANA pasHbIX KOHbUrypauun
nporpammbl ViPNet MoHUTOp Ha kaveHTe, ycTaHoBUTe paaxkok Micnosb3oBaTh He3aBUCKMMblE
napameTpbl Afs pa3Hbix KOHGUrypauun 1 B crnivcke MokasaTb HaCTPONKKM Ans Bolibepute
KOHPUIypauuio A1 HaCTPOMKW.

Mo ymonuaHuto dnaxkok MicnonbsoBaTb He3aBUCUMbIE NapaMeTpbl A5 pa3HbiX KOH$UTypaLmii
CHAT, TO €CTb HAaCTPOMKW 3aaHbl ANs BCEX KOHPUIypaLnii.

YT006bI HaCTpPOUTb NOAK/IKOUEHNE K BHELLUHEN CeTU C UCMOJ/Ib30BaHNEM MEXCETEBOTO 3KpaHa nan
OTKNHOUYUTb €ro NCnosib3oBaHMe, WeJKHUTE CTPESIKY B rpynne Huxe mn Bbl6epI/1Te TN MeXceTeBoro
3KpaHa:

o He ucnonbsyertcs — MeXCETEBON 3KPaH He MCMONb3YETCS NMPU NOAKIHOYEHUN KINEHTA K
BHeLUHel ceTu.

o Co cTaTnueckoii TpaHcsLMen agpecoB (CM. HacTpoiika NoaKIrUeHNs Yepes MexXCceTeBoM
3KpaH COo CTaTMYeCcKoW TpaHCAALMeN ajpecoB).

o C aMHamMnueckon TpaHcasAumen agpecoB (CM. HacTpolika nojkatoueHns Yepes MexceTeBom
3KpaH C ANHAMUUYECKOW TpaHCAALMEN aapecoB).

e} KOOpAVIHaTOp B KayecTBe MeXXCeTeBOoro sKkpaHa (CM. HaCTpOVIKa NOAKNHOYEHNA Yepes
KOOpPAMHATOP B Ka4veCTBe MEXCETEBOIo 3KpaHa).

o CornacHo napameTpam c cepBepa IP-agpecoB kiveHTa — B 3TOM C/lyyae byayT
MCMO/Ib30BaTHCA HACTPOMKN MEXCETEBOrO 3KpaHa, 3ajjaHHble Ha KOOpAMHATOpE, KOTOpPbIN
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Ha3HaueH cepBepoM IP-agpecoB kaveHTa (cM. HacTpolika napaMeTpoB MeXCeTeBOro akpaHa
KANEHTOB Ha cepBepe IP-agpecos).

Mo ymonUaHWIo ANs KJAMEHTOB 3aJ,aHO NOAKAOUYEHWE Yepe3 MeXCETEBOWN 3KpaH, 3afaHHbIN Ha
cepBepe IP-agpecoB knneHTa (a1s Bcex koHburypaumii nporpammbl ViPNet MoHuTop).

7 B cnyyae HeOBXOANMMOCTM 3ajaliTe HaCTPOMKIN MEXCETEBOTO 3KpaHa A8 APYrUX KOHPUrypawumm
nporpammbl ViPNet MoHuTtop.

8 UYTobbl COXpaHUTb HaCTPOMKK, HaxkmMuTe KHonky MpuMeHUTD.

HacTpolika MOAKAFOUEHMS Yepe3 MeXCeTEBOM
3KPaH C AMHAMMUECKOM TpaHCaAaUMEN aapecoB

1 B pa3gene HacTpoiika meXkceTeBOro skpaHa B cnvcke MexxceteBow akpaH BbibepuTe nyHKT C
AVHaMUYECKOW TpaHCaaLmel ajpecos.

|:s| Ceoiictea koopawhatopa: Coordinator 4 = @

OcHoBHbIE NapameTpl -
KoopauHataps! 6es dyHiumii VPN-cepeepa Hactpolika mexceTeBoro 3kpaHa
KnneHTe!

MexceTesoi 3kpan:
Ceazu ¢ yznamu

Ceaaun ¢ rpynnamm yanos [C ANHAMKMYECKO I TPAHCNAUMER 34pECOE - |
Monezoeatenn

Mpynnel yznoe IP-appec aganTepa, co CTOPOHE! KOTOPOTD YCTAHOEAEH MEXCETEEDI 3KpaH:
MeskcepBepHble KaHank! |3aaaerca wa koopawraTope |
Mexceresrle KaHanel BrewHme IP-agpeca MEXCETEBOrD 3KpaH

Ponwn yzna JobasnTb.. |

Appeca BO BHELLHNX CETAX
MexceTesei 3xpan
MexceTesoi 3KpaH KAMEHTOB
TyHHEAMPOEIHWE
DMS-cepeepl
WINS-cepeepsl

KDDp,ﬂ'MHETDp ANA opraHusauKy CDE,JJ,MHEHMﬁ C BHELLHWMA Y3namMu:

#f Coordinator1 Bribpare... |

I:‘ KDUFI,\’J,MHETDFI HaX0ANTCA 338 MEXKCETEERIM IKPAHOM

[] HanpaeaaTs Tpaduk ¢ BHELLHMMM YZA3MN HEPES KOOPANHATOR
Meprog onpoca KoopawHatopa (cekyHasl): g:

[ QK | [ OTmena | [I'IpHMEHMTb|

PucyHok 99. Hacmpolika noOkaroueHuUs Yyepe3 Mexcemesoli SkpaH ¢ duHamudeckol mpaHcasyuel
adpecos

2 W3 cnvcka IP-agpec agantepa, co CTOPOHbI KOTOPOTO YCTaHOBJIEH MEXCETEBOW 3KpaH BbibepuTe
CeTeBOV aflanTep HacTPaMBaeMOro y3/a, KOTOPbIA HaXOAUTCA B OAHON MOACETU C MEXCETEBbBIM
3KpaHOM, UM OCTaBbTe 3HAUYEHME MO YMONYaHWIo 3alaeTcsa Ha KoopauHaTope.
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Ecnn mexxceteBol 3kpaH MMeeT NOCTOsIHHbIE BHellHWe IP-agpeca, fobaBbTe 3TU agpeca B CMCOK
BHewHune IP-agpeca MexXkceTeBOro aKpaHa C NoMoLbio KHOMkK Jo6aBuTb.

YtoBbl U3MEHUTb UK YAaNNTb 3afaHHbIY IP-agpec, Bbibepute ero B cnncke 1 HaXxxMuTe
COOTBETCTBYHOLLYH KHOMKY.

B none KoopanHaTtop ans opraHnsaLmm cOeMHEHNIA C BHELUHUMMU Y31aMU C NMOMOLLbHO KHOMKM
BbibpaTh yKkaXKuTe KOOpANHATOP, KOTOPbIN JOCTYMEH U3 BHELLUHEN CETU HanpAMYo Uan Yyepes
MEeXXCETEBOW 3KpaH CO CTaTUYeCKOW TpaHCAALMen agpecos.

MpumeyaHue. [1ns npaBuibHON paboTbl JaHHOTO TUMA NOAKAKUYEHNS TpebyeTcs, YTOObI
HacTpavBaeMblIli y3e/ 1 KOOPAVMHATOP ANS OPraHU3aLum BHELUHWX COeANHEHUN

HaXxoAWAWCb B OAHOWN NoKanbHOW (MapLupyTM3npyemoi) cetu. o 3Tor npuumHe
HefoMycTMMa CUTyaLms, KOr4a ycTaHoB/eH dnaxok KoopgrHaTtop HaxoauTtcs 3a
MeXCeTeBbIM 3KPaHOM.

Ytobbl HanpaeaAaTb BeCb TPaduK Yepes cepBep COeAMHEHUN, yCTaHOBUTe daaxok HanpaensaTtb
TpaduK C BHELULHMMM y3/1aMM Yepe3 KoopauHaTop. HacTpoiika No3BOASIET NOBLICUTb HAAEXHOCTb
COeAVHEHWNS, HO MPY 3TOM MOXET CHU3UTLCS CKOPOCTb OBMEHA AaHHbIMU.

B none MNepuropa onpoca koopanHaTtopa (CeKyHAbl) yKaxXunte nepmnog onpoca KoopAnHatopa
BXOAALWMNX coeanHeHnn. Onpoc KOopAMHaTOPa BbIMOAHAETCA ANA NOAAEPXKaHUA Ha MEXCETEBOM
3KpaHe AMHaMNYeCcKOoro rnpasuaa, obecneymBaroLLEro NPOXoXAeHWe BXxoaallero Tpaduka. Mo
YMOJIYaHWIO YCTaHOBJIEHO 3HauveHune 25 cekyHa. MNepuog onpoca He AOoMKeH NpeBbiwaTb Bpems
XKV3HWU AVMHAMMYECKOro NpaBmaa Ha MeXCeTeBOM dKpaHe.

UT0bbl COXPaHWUTb HACTPOWKM, HaXXMUTE KHOMKY MpUMeHnTb.

MNoapobHas nHbopMaLms O JaHHOM TUME NMOAKIHUEHNS COAEPXKMNTCS B pa3gene NoakntoueHne yepes
MEXCEeTEBOW 3KpaH C AMHaMNUYECKOW TPaHCALMEN afpecoB.

HacTponka NOAKMOUEHMA Yepe3 MeXCeTeBOW
3KPaH CO CTaTUYeCckon TpaHCdLUMeN aapecoB

1

B pasgene Hactpoiika MexceTeBoro akpaHa B cnucke MexkceTeBoii akpaH Bbibepute nyHKT Co
CTaTUYeCKOW TpaHCAsALMEN aapecoB.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMMHUCTpaTopa |

182



¢4l Ceoiictea koopawnatopa: Coordinator_Win10_x64 O *

(OcHOBHBIE NapameTpbI .
HaCTpOL"IKa MEXCETEBOTO 3KpaHa
KeopanHatope Bes dyrkuni VPN-cepeepa

Knnentel MexceTesoid axpan:
CBA3K C y3namu Co cratmyeckoil TpaHonALMENl agpecos ¥

CEA3M C rpynnamu y2nos
IP-agpec aganTepa, Co CTOpPOHbI KOTOPOrD YCTAHOBNEH MEKCETEBON IKPAH:

192.168.24.31 -

Monezocearenn

[pynner yznoe
BHewHue P-agpeca MEXCETEBOMD IKPAHA:
MexcepeepHbie KaHabl

MexceTeEbIe KaHabI
A,.‘J,FIECE BO BHELWHWX CETAX

MesxceTesoi 3xpan

MexceTeBei 3KpaH KAMEHTOE

TyHHENUpOoBaHWE

DMS-cepeephl

WIN5-cepeepel Jadwmkcwposate IP-agpec: | 90.159.24.35 v

Wenonssoeate TCP-tyHHens

Mopt goctyna ana TCP-TyHHens: @
MopT goctyna UDP: 5

| oK | | Otmena | ||_|pMMEHMTb|

PucyHok 100. Hacmpolika noOkaroueHUs Yepe3 Mexcemegol SKpaH co cmamuyeckoli mpaHcaayued
adpecos

B cnvcke IP-agpec aganTtepa, co CTOPOHbI KOTOPOTO YCTAaHOBJIEH MEXCETEBOM 3KpaH BbibepuTe
COBCTBEHHbIV afpec KOopANHaTOpa.

Ecav BbIbpaH NyHKT 3agaeTca Ha KOOpAUHaTOpe, TO 3a/laHHble HaCTPOWKM MEXCETEBOro skpaHa He
npvMeHAtoTCs (BHelHKe IP-agpeca mexceTeBOro akpaHa, 3apuKcnpoBaHHbIn IP-agpec, nopt
poctyna UDP).

B cnncok BHewHue IP-agpeca mexxceTeBOro akpaHa fo6aBbTe BHelHWe IP-agpeca MexceTeBoro
3KpaHa ¢ NoMoLLbto KHonkK [o6aBuTh.

YT106b! U3MEHUTb AN YAannTb 3aAaHHbIl‘/II IP-ap,pec, Bbl6epI/ITe €ro B Crnncke n Haxkmute
COOTBETCTBYHOLLYHO KHOMKY.

Mpw HeobxoammocTu ycTaHoBuTe daxkok 3adukcuponats IP-agpec 1 Bbibepute 13 cnucka
Tpebyembili IP-agpec MeXceTeBOro akpaHa.

PeKOMEH,ﬂ,yeTCFI Mcnosab3oBaTb 3Ty HaCTpOI7IKy, TONIbKO €C/IN MEXCETEBO 3KpaH nMeeT XoTA Obl OAWH
BHELLHWUM ajgpecu Tpe6yeTcs1 HanpaeJiATb BXOoAALle NakeTbl Yepes onpeAeneHHbM ajpec
HE3aBUCMMO OT TOro, C Kakoro agpeca Obln OTnpaBaeHbl nCxogAaune nakeTbl.

Mpu HeobxoaMMOCTN N3MeHUTe 3HaueHue B nose MopTt goctyna UDP. Mo ymonyaHuto 3agaH NopT C
HoMepom 55777. VI3meHATb HOMep NOopTa HY>XHO B TOM C/ly4vae, eCIM HECKOJ/IbKO CeTEBbIX Y3/10B
ViPNet nogkntoueHbl Yepes oAMH MeXCeTeBOM 3KpaH. KaxabI ceTeBOW y3en AONXEH MMETb
COBCTBEHHbIV HOMEp MopTa.
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6 B cnyuae HegocTynHocTM nepegaum IP-naketoB no npotokony UDP Bbl MoXeTe HacTpouTb
TCP-TyHHenb Ha koopauHaTope. [na atoro yctaHoBuTe dnaxkok NcnonbsoBatb TCP-TyHHeNb 1

3afjanTe NopT, Ha KOTOPbIN JO/XKHBI MOCTYNaTh nepegaHHblie TCP-nakeTbl, B COOTBETCTBYHOLLEM MOJIE.

Mo ymonuaHumo 3HaveHne nopta TCP — 80.

MpumMeuaHue. TCP-TYHHEIb MOXHO HacTPOUTb TOIbKO Ha KOOPAMHATOPE, 415 KOTOPOro 3ajaH
TUM NOAK/OYEHUNSA Yepe3 MexceTeBon 3kpaH He ncnonb3syetca nan Co ctatmueckomn
TpaHcAsAUuen aapecos.

7 YT06bI COXPaHUTL HACTPOIKK, HaXXMUTE KHOMKY MpUMeHnTb.

MNoapobHas nHbopMaums O JaHHOM TUME NMOAKIKUEHNS COAEPXKNTCA B pa3gene NoakntoueHne yepes
MEXCETEBOW 3KPaH CO CTaTUYECKOWN TPaHCAALMEN afpecosB.

HacTpolika NOAKAFOUEHMS Yepe3 KOOPAMHATOP B
KauyeCTBE MEXCETEBOrO 3KPaHa

1 B pa3sagene Hactpoiika mexxceTeBoro skpaHa v3 cnvcka MexxceTeBoi akpaH BbibepuTe NyHKT
KoopanHaTtop B kauecTBe MeXXCeTeBOro 3KpaHa.

|¢2| Ceoiictea koopguHatopa: Coordinator 1 = @

OcHOBHBIE NapaMmETpEI =
KoopauraTops: Ges dhyrkunit VPN-cepseps HacTpoiika MEXCETEBOr0 3KpaHa
Knnentel
c MexcceTesoi 3kpan:

BA3M C y3N3MK
Cossi ¢ rpynnamm ysnos [Koop,quHaTop B KAUECTBE MEXCETEBOND 3KpPaHa = |
Monesosatenn
Mpynns y3nos IP-aapec aganTepa, €O CTOPOHBI KOTOROTD YCTAHOBNEH MEKCETEBDA JKPaH:
MeskcepeepHBIE KaHanel [33'“'““‘“ Ha KoopAuHaTope v|
MeskceTeBbIE KaHaNkI KoopawHatop, ABNAKLLMACA MEKCETEBBIM IKPAHOM:
Poaw yzna £ Coordinator 2 BriGpars... |
AApECa BO BHELLIHNK CETAX [7] KoopauHaTop HaxoanTcA 33 MEKCETEBEIM 3KpAHOM
MexcceTesoil 3kpan
MexcceTesoil 3KpanH KNMEHTOB
TyHHEAMPOBAHKME
DMS-cepeepbl
WIMS-cepeeps

[ QK | [ Ormena | [ MprrmernTs |

PucyHok 101. Hacmpolika noOkaro4eHUs Yepe3 KoopOuHamop 8 kadecmeae mMexcemesoz0 3KpaHa
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2 W13 cnucka IP-aapec aganTtepa, CO CTOPOHbI KOTOPOTO YCTAaHOBJ/IEH MEXCETEBOM 3KpaH Bbibepute
CeTeBOW aganTep HacTPavBaeMOoro y3/a, KOTOPbIA HAaXOAUTCA B O4HOMN MOACETU C MEXCETEBLIM
3KpaHOM, WM OCTaBbTe 3HauYeHWe No YMOAYaHWIo 3alaeTca Ha KOopANHaTope.

3 B none KoopauHatop, saBasOWMACA MeXCeTEeBbIM 3KPaHOM YKaXKUTe KOOPAMHATOP, KOTOPbIN
TpebyeTcs NCnoAb30BaTh B Ka4eCTBE MEXCETeBOro akpaHa. [111 3Toro HaxxMuTe KHoMnky BeibpaTb v B
OTKPbIBLLEMCS OKHE BblbepuTe 13 cnvcka KOOPANHATOPOB, C KOTOPbIMU ECTb CBA3b, HY>KHbIN
KoopauHaTop.

MpumeyaHue. [ns npaBuabHON paboTbl JaHHOTO TUMA NOAKNKOYEHUS TpebyeTcs, uTobbI
HacTpavBaeMblIli y3e/ 1 KOOPAMHATOP, NCMOb3YEMBbIA B KAUECTBE MEXCETEBOTO 3KPaHa,

HaXxoAWAWCb B OAHOWN NoKanbHOW (MapLupyTM3npyemoi) cetu. o 3Tor npuumHe
HefoMycTMMa CUTyaLms, KOr4a ycTaHoB/eH dnaxok KoopgrHaTtop HaxoauTtcs 3a
Me>XCeTeBbIM 3KPaHOM.

4 Y706bI COXPaHUTL HACTPOIKKN, HaXXMUNTE KHOMKY MpUMeHUTb.

MoapobHas MHPOPMaLWs O JaHHOM TUME MOAKIOYEHNS COAEPXUTCA B pasgene [MoakntoueHne yepes
KoopZAMHaTOp.

HacTponka napamMeTpoB MeXCEeTEBOTO 3KPaHa
KIMEHTOB Ha CepBepe IP-aapecos

Ha koopamHaTope MOXHO HacTpOUTb NapamMeTpbl MEXCETEBOrO 3KpaHa KIMEHTOB, ANA KOTOPbIX 3TOT
KOOpAMHaTOp Ha3HaueH cepBepoM IP-agpecoB. 3Tn napameTpbl ByAyT MCNOAb30BATLCA KANEHTaMU NO
yMonuyaHuto (cM. [MapameTpbl MeXCeTeBOro aKkpaHa KaneHTa).

Y106kl 334aTb Ha KOOPAMHATOPE NapaMeTPbl MEXCETEBOTO 3KpaHa KJANEHTOB:
1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Bbibepute npeacraBneHe Mos ceTb.
2 Ha naHenn HaBurauum BoibepuTe pasgen KoopauHatopsbl.
3 Ha naHenn NpocMoTpa ABaxAbl LLENKHUTE KOOPAWHATOP, KOTOPbIA TpebyeTcs HaCcTpOUTb.
4 B okHe CBOWCTB KOOpAMHaTOpa Ha 1eBOV nNaHenn BbibepuTe pasgen MexxceTeBol 3KpaH KJANEHTOB.

Mo YMOAYaHUIO B 3TOM pasjene ana KAIMeHTOB 3a4aHO0 UCNOJIb30BaHME B Ka4eCTBE MeXCETEBOIo
3KpaHa HacTpanBaemMoro KoopanmHatopa.
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|:s| Ceoiictea koopawnatopa: Coordinator 1 = @

OcHoBHEIE NapaMeTpel HacTporika mexceTeBoro 3kpaHa KIMEHTOB, ANA KOTODbIX KOOPAWHATOPD
KoopawHatopel Bes dynkunid VPN-cepeepa ABNAETCA CEPBEDOM IP-a,ﬂ,pEECOB
KnneHTel

HEpEMETFIbI ,ﬂ,EﬁCTEIﬂTE.I'IbeI TONBKD ANA KNWEHTOE C THNOM MEKCETEEOTD JKPAHA
Ceazn © yznamm "CornacHo napameTpam c cepeepa IP-agpecoe kanenTa”

CeA3N C rpynnamum yanoe

[Koop,anaTop B KaYECTBE MEKCETEBOND 3IKpaHa -
Monezoeatenn

Fpynnet yznoe

ME)KCEFIEEFIHbIE KaHabI KDDFI,CI,MHETDFI, REJ'IHIOLLI,MIHCH MEKCETEBBIM IKPAHOM:

Mexceresble kaHanbl _:_E Coordinator 1 BeiGpate... |

Ponw yana
KoopauHaTtop HaXoauTcA 33 MEKCETEBRIM 3KPaHOM

ALpeca B0 BHELLIHMX CETAX
MexceTesoi 3xkpan
MesceTesoi 3KpaH KNMEHTOB
TyHHENUPOEIHNE
DMS-cepeepel
WINS-cepeepsl

[ QK | [ OTmeHa

PucyHok 102. Hacmpolika napamempog mexcemeao20 3KpaHa KaueHmos

5 Ecaum npeanonaraertcs, UTo KAMEHTbl ByayT MMeTb MPSMOE MOAKIOUYEHNE K BHELLHEN CeTu, Bbibepute
13 cnucka He ncnonbsyertcs.

6 Ecnu TpebyeTcs, UTOObI KIMEHTLI MCMOJIb30BaAV B KAUECTBE MEXCETEBOIO 3KpaHa KOOPAMHATOp:
o B cnucke BbibepuTe NyHKT KooparHaTop B KauecTBe MeXKCETEBOTO 3KpaHa.

o YT0Bbl U3MEHUTL KOOPAMHATOP, KOTOPLIN BYAET MCMOJ/Ib30BaTLCA B KAUECTBE MEXCETEBOro
3KpaHa, HaXxxMuTe KHOMKY BblbpaTh 1 B OTKPbIBLIEMCS OKHE BbIGepUTe 13 CrMCKa HY>XHbIN
KoopAuHaTop.

Mpumeyanwue. [ns npaBuabHON pPaboTbl aHHOTO TMa NOAKOUEHUS TpebyeTcs, UTobbI
KJIMEHTbI U KOOPAMHATOP, UCMOb3YEMBbIA B KAUECTBE MEXCETEBOTO 3KpPaHa, HaXOAWNCh

B OJHOW JIOKabHOW (MapwpyTnsnpyemoi) cetu. o 3Toi nprumHe HeagonycTMma
CUTyauums, Korga yctaHosseH ¢iaxok KoopamMHaTop HaxoauTcs 3a MeXXCeTeBbIM
aKpaHoM.

7 Ecan Tpe6yeTc5:|, UYTOBbI KNMEHTbI NCMO/Ib30BaIN MEXCETEBOM 3KpaH C AMHaMMHECKOVI TpaHCJ'IﬂLI,I/IEI‘/’I
ajpecos:

o B BbINagatolem cnucke BbibepuTe NyHKT C AMHAMUUECKON TpaHCAAUVEN ajpecoB.

o UYTobbl HanpaBaATb Becb TpaduK Yepes cepBep COeaUHEHWN, ycTaHoBUTe daaxok Hanpaeaatb
TpaduK C BHEWHMMM y3/1aMM1 Yepe3 KOOpAMHATOP.
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o [pv HEOBXOAMMOCTM N3MEHMUTE Nepro onpoca KoopAnHaTopa (cM. HacTpolika noakatoueHms
uepes MeXCeTeBOIN 3KPaH C AMHAMUYECKOW TpaHCAsALMel agpecos).

Apyrve napameTpbl nogkatoveHns 3agante B nporpamme ViPNet Client for Windows
HernoCpeACTBEHHO Ha KJNEHTE.

8 Ecnm TpebyeTcs, UTOObI KAMEHTbI UCMO/b30BaAN MEXCETEBOM 3KPaH CO CTaTUYECKOM TpaHCsALNEN
ajpecos, B BbiNagatoLlem crncke BbibepuTe NyHKT Co cTaTUUECKOM TpaHCsLmen ajpecos.

Jpyrue napametpsl noakntoyeHns 3agalite B nporpamme ViPNet Client for Windows
HernocpeACcTBEHHO Ha KiMeHTe.

9 Yrtobbl COXpaHUTb HAaCTPOMKK, HaXxkMuUTe KHomnky MpruMeHUTD.
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I3MeHeHne cnncka rpynmn, B
KOTOPbIE BXOANT CETEBOW Y3€

¥Y3nbl cetn ViPNet MoryT BxogmnTb B OA4HY MM HECKObKO rpynn Y3108 (cM. PaboTa ¢ rpynnamu y3ioB).
YTt0b6bI f06aBUTL CETEBON y3€A B rpynmny y3/0B WAV YAAUTb €r0 U3 rPpynMbl Y3/10B, BbINOAHUTE

cnesyoLLne LencTBus:

1
2

5 [nsa pobaBneHwus TeKyLLEro CETEBOrO y3/a B OAHY UAN HECKOJIbKO FPYMN Y3/10B HAaXXMUTE KHOMKY

6 UYTobbl yAanuTb TEKYLLUIA CETEBOW Y3€ U3 rpynn y3/0B:

NMPOCMOTPETb NN UBSMEHUTDb.

B okHe ViPNet LleHTp ynpaBieHus ceTbto BbibepuTe npescrasieHve Mo ceTb.

Ha naHenv npocMoTpa ABaXkAbl LLEJKHUTE CETEBOM Y3eJ1, CMUCOK FPYM KOTOPOTo HYXHO

B okHe CBOWCTB ceTEBOro y3na Ha NeBOM NaHenn Bbibepute NyHKT Fpynnbl y3/10B.

L& Caoficrsa koopauHatopa: Coordinator 2

o o e

OcHOBHEIE NapaMeTpel I |
KnneHTel

Ceazun ¢ yznamum

CEA3M C rpynnamm y3noe |
Monezoeatenn

MexcepeepHeIe KaHankl

MexceTesbie kaHansl

Ponw yzna

Afpeca B0 BHELLHMX CETAX
MesceTesoi skpan
MescceTesoi 3KpaH KNMEHTOB
TyHHENMpPOEaHNE
DNS-cepeepel
WINS-cepeepel

[pynnbl y310E, B KOTOPLIE BXOAMT KOODAMHATOP

] Wraa

[Fill ™ Koopawunarope:

_i,_?:l Moapazgeneqne N2

¥ [,ﬂoﬁaamb... | [ ¥aanuTe

0K l [ Otmena l

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKOBOACTBO agMUHUCTpaTOpa

y3en, Bbl6epI/ITe O4HY NN HECKOJIbKO rpynn.

PucyHok 103. ['pynnel y3/108, 8 kKomopele 8xo0um KoopOUHamMop

Ha naHenn HaBurauum Beibepute pasgen Knnentbl niv KoopanHatopbl B 3aBUCMMOCTM OT TUNa
HY>XHOFO CETEBOrO y3/1a, KOTOPbIN TpebyeTcs HacTpOUTb.

B pazaene Mpynnbl y310B, B KOTOpbIe BXOAMUT KJINEHT (KOOPAMHATOP) 0TOBPA3NTCA CMIMCOK rpynm.

ﬂ,O6aBVITb M B OTKPbIBLUEMCA OKHE U3 CMUCKa rpynn y3aoB, B KOTOPble HE BXOAUT TeKyLIJ'VIl‘/’I ceTeBou

CeTeBol y3en byaeT gobaseH B BbibpaHHble rpynmbl, 3TV rpynnbl 0TO6Pa3ATCa B CMMCKe rpynn y3na.
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o BblbepuTe B cnncke oAHY NAN HECKONBKO FPYMM, U3 KOTOPbIX TPebyeTcs yAanuTb TeKyLnii
CETEBOW y3€/1, Y HaXMWTe KHOMKY YAanuts.

o Ecnm Tpebyetca yaanntb CBA3M y31a CO BCEMU y31aMK, BXOAALLMMM B BbIBpaHHYO rpynny, B
OKHe MOATBEPXKAEHNS YCTaHOBUTE COOTBETCTBYHOLUMIA daxkok. Ecam dnaxok He ByaeT
yCTaHOBAEH, TO y3en byAeT yaaneH 13 rpynnbl, HO ero CBA3M C y31aMu rpynnbl 6yAyT coxpaHeHbl.

o Haxwmute kHoNKy Yaanute 3 rpynn. CeteBoli y3en byaeT yaaneH u3 BbIGpaHHbIX rpynm, 3Tu
rpynnbl 6yayT MCKAOYEHBI U3 CMCKa rpynn y3na.

[o6aBunTb ceTeBON y3en B rpynny y310B WK YAaAUTb Y3ea U3 Fpynnbl MOXHO Takxe B pasgene Mpynnbl
y3noB (cM. PaboTa ¢ rpynnamu y3nos).

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBoACTBO agMuHucTpatopa | 189



PaboTa ¢ WwabnoHaMm CeTEBbIX Y3108

Ans ynobcTBa co3gaHms 6ONbLIOMO KOIMUYECTBa HOBbIX CETEBbIX Y3/10B Bbl MOXETE MCMOJ/Ib30BaTh
WwabnoHsbl. B wabnoHax ykasblBatOTCs CBONCTBA, MPUMEHSEMbIe A5 BCEX Y3/10B, KOTOPbIM ByaeT
Ha3HaueH WabsioH. Hanpumep, ecan B Ballen opraHn3aLMmn OTKPbIJIOCh HECKOJIbKO HOBbIX GU/IMAOB, U
[/151 HOBBIX COTPYAHWKOB HEOBXOAMMO CO34aThb CETEBbIE Y3Jbl, TO YA0OHO CO34aTb LWabNOHbI, B KOTOPbIX
6yayT yKazaHbl BCe HeObX0MMble CBOWCTBA, @ 3aTEM MPW CO3AaHWM y3/10B YKa3biBaTb OrNpese/ieHHble
WaboHbl BMECTO BbIMOJIHEHWSA LLENOro psja HacTpoek BPyUHyto. [apaMeTpbl 415 HOBOrO CETEBOTO y3/1a
6yAyT aBTOMaTMyeckn fobaBseHbl U3 WabaoHa.

LLlabAOHbI MPUMEHSIHOTCA K CO34aBaeMbIM y3/1aM B COOTBETCTBUM C 3afaHHbIM NMPUOPUTETOM
(cm. obasneHune koopamnHatopa). ECin B HECKOIbKMX LWabaoHaX yKasaHbl aHaoTMYHbIe napameTpsbl, TO
y31y 6yayT HazHauyeHbl HAaCTPOMNKM K13 6oee NPUOPUTETHOTO LWabNoHa.

Tak>ke Bbl MOXeTe NMPUMMEHUTb LWaboHbI K yXKe co3aHHbIM y3nam. Hanpumep, ecan Heobxoanmo
N3MEHUTb HAaCTPOMKM LIeNIOro psijia CETEBBIX Y310B, TO YA0OHO BbINOJHUTL JaHHbIE HACTPOKU
LLEHTPa/IM30BaHHO, CO3/aB HY>HbIl LWIAaBJAOH 1 NPUMEHMB €ro K y3naMm.

Mocne co3gaHus WV pefakTMpPOBaHWA y3/1a C MOMOLLbIO WaboHa HAaCTPOMKK Y3/1a MOXHO U3MEHSTh B
OKHe ero CBOWCTB. YaaneHue wWabsoHOB He BANSET Ha HAaCTPOMKM Y3/10B, K KOTOPbIM 3TV WabaoHbl Hb1m
MPVMEHEHBI.

B nporpamme ViPNet LleHTp ynpaBaeHunsa ceTbio Bbl MOXeTe CO3jaBaTb CefyroLine Buabl WabioHOoB:

e Lllabn0oHbI NtOBbIX TUMOB CETEBLIX Y3/10B. B AAHHbIX WwabnoHax MOXHO 3a4aTb: Macky UMeHU 1 poaun
CceTeBbIX Y3/10B.

o [llabn1OHbI KIMEHTOB. B flaHHbIX WabaoHax MOXHO 3a4aTb: Macky MMEHU, POAKN, KOOPAMHATOP U
cepsep IP-agpecoB KANMEHTOB.

e LllabnoHbl KOOpPAMNHATOPOB. B AAHHbIX LwabnoHax MOXHO 3ajaTtb. MacCky UMeHWn, poau,
TYHHennpyemble agpeca 1 HaCTpOI?IKI/I MeXCeTeBOro aKkpaHa KoopanHaTtopoB.

e LllabnoHbl koopamHaTopoB 6e3 dyHkLMI VPN-cepBepa. B gaHHbIX WabaoHax MOXHO 3asaTb: Macky
VMEHW, po/n, KOOPAMHATOP Y313, TYHHEeNUPYeMble ajpeca 1 HaCTPOMKM MEXCETEBOTO IKpaHa
KOOpPAMHATOPOB.

Mpu co34aHMM KaXKAOro CETEBOTO y3/1a ONpPeAeNeHHOro TUNa Bbl MOXETE YKa3aTb OAWH AN HECKOJIbKO
WabNOHOB C HEOBXOAMMBIMM CBOWCTBaMM. VIMs y3na 1 KOopaMHATOpP CETEBOrO y3na byayT
aBTOMATMYECKW BbIBPaHbl A1si HOBOrO CETEBOrO Y3/1a Ha OCHOBaHMM CBOWCTB, yKa3aHHbIX B LWabaoHax.

Co3paHve WabnoHa CeTeBbIX Y3/10B

YTtobbl co3saTh WabnoH ceTeBbIX Y3/10B, BbIMOAHUTE CleAytoLime JeCTBUA:
1 Bbibepute npeacraBneHne Mos ceTb.

2 Ha naHenn HaBurauumn Boibepute pasgen LLabnoHbl ceTeBbIX y3/10B.
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3 B pasgene La6a10HbI ceTeBbIX Y3/10B Ha NaHeNN UHCTPYMEHTOB HaXMWUTe KHOMKy s,

4 B okHe HoBbIii WwabnoH ykaxute nms wabaoHa v TMn ceteBblx y310B: JItobble ceTeBble y3bl,

Tonbko knneHTbl, Tonbko KoopauHaTopbl WM ToNbko KoopAUHATOpPbI 6e3 GyHKLNIA
VPN-cepBepa.

|2 Hoewiit wabnox

L}; YKaxuTe napaMeTpbl HOBOTO WabaoHa

Wns: Wabnon 1
Twun ceTesbix y3n08: [Ihoﬁble CETEBbIE Y3/bI v}
7| Hactpouts nocne cozaaHua | Cozpate ‘ | Otmena 1

PucyHok 104. Co30aHue wabioHa cemesbix y3/108

Y1o6bl HaCTPOWTL CBOMCTBA LWabioHa cpa3y noc/e co3faHus, yctaHoBute ¢paaxxok Hactpoutb nocne
co3gaHunA (MO YMONYAHUIO CHAT).

6 Haxwmute kHonky Co3aaTtb. B cnuncke LLlabnoHbI ceTeBbIX Y3/10B MNOSBUTCA HOBbIA WABAOH.

7

HacTpoiite napameTtpbl co3gaHHoro wabnoHa.

B pe3ynbTtaTe byaeT co3gaH WabioH, KOTOPbIA Bbl CMOXETEe MCMOb30BaTb A5 3afaHWsA CBOMCTB CETEBbIX
Y3/10B.

HacTporka WabsoHa CETEBBIX Y3/10B

ﬂ'flﬂ HaCTpOPIKIA napamMeTpoB WwabsioHa ceTeBbIX Y3N10B:

1
2

v N W

BbibepuTe npeactaBneHne Mos ceTb.

Ha naHenu HaBurauum Boibepute paszen LLabnoHbl ceTeBbIX y3/10B.

Ha naHenu HaBurauum apaxabl WenkHWUTe Wab/ioH, NapamMeTpbl KOTOPOro HEOBXOAMMO N3MEHUTS.

B okHe cBOWCTB LWabaoHa Npu HEOBXOAMMOCTU M3MEHUTE UMS LWabaoHa UV BBEAWTE €ro onvcaHue.

Ha neBoi naHenu okHa Haxxmute KHonky lo6aBuTb aTpubyThbl 1 BbibepuTe Hy>XHbIR aTpnbyT. Habop
JAOCTYMHbIX aTPUBYTOB 3aBUCUT OT TMMa WabaoHa (0T TMNa Y3108, K KOTOPbIM ByAeT NPUMEHSATLCS
wabnoH).

[ns HacTponku fo6aBAEHHOro aTpMbyTa Ha IEBOI MaHe I OkHa BbiIbepuTe COOTBETCTBYHOLLUIA
pasgen v BbINOAHUTE CleaytoLLne AeCTBUS:

o [na atpnbyta MMeHoBaHMe y3/10B BBeAMTE MacKy MMEHW Y3/10B IMH6O OCTaBbTe Macky Mo
yMOANYaHUIO.

o [fna atpubyta Ponn y3noB fobaBbTe Hy>XXHble POV N HACTPOWUTE X MapameTpbl
(cM. MI3MeHeHMe cnvcka poseit ceTeBOro ysna).

YTo6bl B Cyyae NpuMeHeHUs WabnoHa K yXe co3ZaHHbIM y31aM yAanaTb BCe paHee 3aaHHble
POV Y33, yCTaHOBUTE COOTBETCTBYHOLMI GAAXKOK (MO YMONUAHUIO CHAT).
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Ona atpnbyToB Cepsep IP-agpecoB ¢ nomoLlbto KHOMKKW BblibpaTtb ykaxunTe cepsep IP-agpecos
KJIVMEHTOB.

[nsa atpnbyTta KoopanHaTop y3ia C NOMOLLLIO KHOMKM BblbpaTtb ykaxxute KoopanHaTop, Ha
KOTOPOM ByZeT 3aperncTpupoBaH CETEBOW y3en.

[na atpnbyta MexxceTeBOM 3KpaH yKaxmnTe HaCTPOMKM MNOAKAHOUEHUA KOOPANHATOPOB K
BHELLHEeN CeTU: TUM MEeXCEeTEBOro 3kpaHa (cM. Hactpoiika napamMeTpoB NOAKIHOUEHUA K
BHELLUHEN CeTn), KOOPAMHATOP A/ OpraHM3aLum COeAMHEHNI C BHELLHUMU Y31aMU 1 apyrue
JAONONHUTENbHbIE MapaMeTpbl.

Ans aTpnbyta TyHHenMpoBaHuWe ykaxuTe IP-agpeca TYHHEAPYEMbIX COEANHEHN

(cM. Hactpolika TyHHennpoBarus). Ecin wabaoH 6yaeT NpUMEHSATBCA K Y>KE CO34aHHBbIM y3/1aMm,
npv HEOBXOAMMOCTN YCTaHOBUTE UAN CHUMUTE 1aXkoK YAanaTb BCe agpeca TYHHeMpyeMblxX
coeAVHeHU y3na nepeg AobaBneHvem agpecoB U3 WaboHa (Mo YMONYAHMIO CHAT).

[Ans atpnbytoB DNS-cepBepbl 1 WINS-cepBepbl 3agaliTe Cncok 3alymiteHHbix DNS- 1
WINS-cepBepoB Ans ncnonb3oBaHWs Ha y3nax, K KOTOpPbIM ByaeT NprMeHeH LwabioH
(cm. Hactpoiika cnnckos DNS- 1 WINS-cepsepoB ceTeBoro ysna).

Ytobbl B Cyuae NnpuMeHeHUs WabioHa K yXe Co34aHHbIM y31aM yAansaTb paHee 3ajaHHble
cnnckn WINS-cepBepoB, yCTaHOBUTE COOTBETCTBYHOLWMNIN GAaXKOK (MO YMOAUAHUIO CHAT).

|¢24 Ceoiictea wabnona cetesbn yznoe: Template 1 = @

OcHoBHBIE NapameTpbl
DNS-cepeepbi
DMS-cepeephl

Wmenoeanne yanoe ma Certk CEerMeHT Buibparte... |

Ponu yznos [¢f Coordinator1 Network for Suv...

WINS-cepsepe! }SECoordinatorE Metwork for Suv...

& OgroepemenHo moryT Beime BeiBparel DNS-cepeepsl, He BNIOUEHHBIE HI B
OAWH CETMEHT WK BKHOHEHHBIE B O4MH M TOT XE CETMENT,
Bbl MOKETE MSMEHNTE NPUOPWTET TyHHENWpyembix DNS-cepeepos Toabko no
OTHOLLEHWHD K ARYTUM TyHHEnupyembim DNS-cepeepam Toro ke

JoGaeuTe atpnByTel '| [ ¥aanute | KOOpAWHATOPA.

oK | [ COrmena | [I'IpHMEHMTb

PucyHok 105. Hacmpolika wabsioHa cemessix y3/108
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MpumeuaHue. Ansa Kaxzaoro fob6aBaeHHOro atpubyTa A0/XKHbI ObITb YKa3aHbl €ro
napameTpsbl, MHaue LWabaoH ByAeT cUMTaTbCs HeaencTBUTENbHBIM. ECin Kakoi-1nmbo

aTpubyT He MCnoab3yeTca B WabaoHe, yaananTe ero C NOMOLLBIO KHOMKU YAanuTb Ha
IeBOV MaHenun.

7 Haxmwute kHonky MprvMeHNTb.

[IpyMeHeHMe WabsoHOB A8 PeAaKTMPOBAHMA
CBOWCTB CETEBbLIX Y3/10B

YT06bI NPUMEHUTB LWABNOH K YXXe CO3JaHHOMY CEeTEBOMY Y3y:
1 Bbibepute npegcraBneHve Mos ceTb.

2 Ha naHenn HaBurauum Boibepute pasgen KoopanHatopbl nan KnmeHtbl (B 3aBUCMMOCTM OT TUNa
pefakTMpyemoro y3sna).

3 Ha naHenn npocMmoTpa BbIGEpUTE OAMH UM HECKOJ/IbKO Y3/10B U LLLENKHUTE UX NPaBOM KHOMKOW
MbILLW, MOC/IE YEro B KOHTEKCTHOM MeH0 Bbibepute MNMprumMeHUTb WabioH.

4 B okHe MNpumeHeHue wabnoHa BbibepunTe WabAOH C HYXXHLIMW HACTPOMKAMM U HaXKMUTE KHOMKY
MpuMeHUTL WabAoH.

|es] Mpwumerenne wabnona
BoibepwTe WabaoHbl, KOTOpble HYXHO A0DaBNTh B CMMCOK
Mras Tun ceTesbix y3nos Cramyc Qnucanne

3aannel ®unnanl MioBele ceTesble 3Ll
Otaenl Toneko KAKEHTBI

PucyHok 106. Beibop wabnoHa cemesbix y3/108

5 B nosBvBLUIEMCS OKHE NMOATBEPAMUTE NPUMEHeHWe WwabaoHa. [ns 3Toro HaxmMmTe KHOMKY
MpoaoKNTL.

B pesynbraTte HaCTpOI?IKVI y3/108B 6yAyT M3MeHeHbl B COOTBETCTBUN C Bbl6paHHbIM lwabnoHoM. Ecam k y3nam
HeO6XO,£I,I/1MO NPUMEHNTb HECKOJIbKO WwabnoHos, NOBTOPUTE OMNCaHHbIE AeIZCTBI/Iﬂ Aana Bcex LWwabnoHoB.
Ecnv B WabnoHax 3ajaHbl aHanOrn4yHble NapaMeTpbl Y3/10B, TO 3TU NapaMeTpbl 6yAyT M3MEeHATbCA Npn
nocnefoBaTe/ibHOM NMPUMEHEHUN AaHHbIX LWabaoHOB.

Mocne NpUMeHeHnA WwabsoHa HaCTpOVIKI/I y31a MOXHO U3MEHATb B OKHE €ro CBOWCTB. /I3MeHeHue
CBOWCTB Y3/10B HE BAUAET Ha NMapaMeTpbl LIJa6J'IOHOB, KOTOpble paHee 6bln NPUMEHEeHbI K y31aM.
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Ynanerue wabnoHa CeTeBbIX Y3/10B

YT106bl yaanuTb WabnoH CeTeBbIX Y3/10B, BbIMOAHUTE CleaytoLlme JeiCTBUSA:
1 Bbibepute npeactasneHve Mos cetb.
2 Ha naHenn HaBurauunmn Boibepute pasgen LLabnoHbl ceTeBbiX y3/10B.

3 Ha naHean npocMoTpa Bbl6epVITe B CnnckKe ognH Nanm HeECKONbKO WabsoOHOB CeTEBbIX Y310B U
BbINOJIHUTE O4HO U3 ChelyroWwmnx AEIZCTBMIZZ

o Haxmurte KHOMKY x Ha naHeanm MHCTPYMEHTOB.
o B KOHTEKCTHOM MeHto Bbl6epI/ITe NYyHKT Y,qanmb.

4 B nosiBUBLUEMCS OKHE MOATBEpPAMUTE yaaneHne WabaoHOoB. [l 3TOro HaXXMuTe KHOMKY Yaanutb
WabAoHbI.

B pe3ynbTaTe BbIbpaHHbIN WabAOH UM HECKOBKO WabaoHOB ByayT yaaneHbl. YaaneHune wabaoHOB He
B/IMSIET Ha CBOMCTBA Y3/10B, 3aaHHble C MOMOLLbIO 3TUX LWabJoHOB.
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PaboTa C rpynnamm y3/108B

I'pynnbl Y310B npegHasHayeHbl 4Nna 10rm4eckoro O6'beAVIHeHVIFI CeTeBbIX Yy3/10B CO caeayroliMmun Luenamu:

e HaszHaueHwue y3nam obLuero napons agMuHucTpaTopa B nporpamme ViPNet Yaoctosepsitowmii n
K/toueBOn LeHTp. [laHHas byHKLMS NO3BO/sSET pacnpeaennts paboTy Nno ynpasieHWO CETEBLIMU
y31amMu MeXAY HECKONbKUMW aAMUHUCTPATOPaMW.

o Co3saHune v ynpassieHVe CBA3SAMU MEXAY CEeTEBbIMU y31aMu. YA06HO MCNoab30BaTh JaHHYHO
byHKUMIO NpK paboTe ¢ 60/IbLIMM KONNMYECTBOM Y3/10B — MOXHO CO3Z4aTh FPynMbl Y3/10B 1 3a4aThb
CBA3b MEXJAY HMW BMECTO HaCTPOMKW CBA3EN A8 KaXAO0r0 y3/1a BPYUHYHO.

e Paccbliika cnpaBoOYHUKOB, Katouen n obHosaeHm O ViPNet ans oTaenbHbIX rpynn y3/7108
(Hanpumep, aasa rpynnel cepBepos ¢ M0 ViPNet Coordinator for Linux).

Kaxxgas rpynna y3ioB f0/>XKHa UMeTb YHWUKanbHOE UMs B pamkax cetu ViPNet. Mo ymonuaHuio y3bl
BHYTPW KaXkKAOM rpynmbl He CBsi3aHbl Mexay cobol. Ecam Bbl XOTUTE CBS3aTb 3TU Y3/1bl, YCTAHOBUTE CBA3b
JAAHHOW rpynmbl C camon coboli (CM. VI3MeHeHMe CBs3el ¢ rpynnamMu y3/0B).

Mo ymMonuaHWIo CyLLEeCTBYET rpyrnna c UMeHeM «Bcs ceTb», KOTOpas He oTobpaxaeTcs B MHTepdence
nporpammel ViPNet LieHTp ynpaBaeHus ceTbto. ITa rpynna obbeguHset Bce y3bl ceth ViPNet, n ee
MOXXHO MCMOJ/Ib30BaTb TO/LKO ANS CO34aHMA Napons agmuHucTpatopa y3nos ViPNet B YKL, HoBble

ceTeBble Y3/1bl aBTOMATUYECKM A0OABAAIOTCA B 3Ty FPYNMy Npu CO34aHWW.

[lobaBneHne rpynrbl Y3108

YTt0obbl £06aBUTL HOBYIO FPYNMY Y3108, BbINOJHUTE CleytoLine AencTBUs:
1 B okHe ViPNet LieHTp ynpaBneHus ceTbio BbibepuTe npeacTtaBieHe Mos ceTb.
2 Ha naHenn HaBurauumn Belibepute pasgen Fpynnbl y310B.

3 Ha naHenu npocMoTpa B pasaene [pynnbl y310B HaxmuTe KHoMKy s,

|zl Hoeas rpynna yznoe (=3

L}&’ YKaxuTe napamMeTpbl HOBOW rpynnbl Y3708

Wms: Host Group 3

|”_| Hactpoute nocne cozganua | Cozpate ‘ | OTtmena

PucyHok 107. OkHo c030aHus 2pynnel Y3108
4 B okHe HoBas rpynna y3n10B BbINOAHUTE CleAytoLne fenCTBUA:
4.1 B cooTBeTCTBYlOLLEE NONE BBEAUTE UMA CO3aBaeMOW rpynmbl.

4.2 Y106kl NOCNE CO34aHUA TPYNMbl OTKPbITh OKHO AN €e HACTPOWKM, yCTaHOBUTE GAadkoK
HactpouTtb nocne cosgaHnsa (N0 YMONYAHUIO CHAT).
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4.3 HaxmwuTte kHonky Co3gatb. B cnvcke Mpynnbl y310B NOABUTCA HOBas rpynna.

Mpun HeO6X0AMMOCTU N3MEHMTE NapaMeTPbl CO34aHHOWM rPynMbl y310B (cM. PaboTa ¢ rpynnamum
Y3/10B).

YaaneHue rpynnbl Y3708

YTtobbl yaanuTb rpynmny y3/0B, BbINOJAHUTE CIefytOLMe AeCTBUIS:

-

B okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npescTaBieHe Mos ceTb.
Ha naHenu HaBurauum BeibepuTe pasgen Mpynnbl y3n0B..

Ha nanenn npocMoTpa B pasgene Ipynnbl y310B BbibeprTe OAHY UAN HECKOIBKO TPYNM ANs
yAaneHus.

Haxxmunte KHOMKY x Ha naHeanm MHCTPYMEHTOB UM B KOHTEKCTHOM MEHHKO rpynnbl Bbl6epI/ITe NYHKT

Ypanutob.

Ecnam TpebyeTtca yaanuTb CBA3M Y3108, BXOAALMX B yAanseMyto rpynmny, CO CBA3aHHbIMUW C rpynnomn
y31amu, B OKHe NOATBEPXKAEHNSA YCTaHOBUTE COOTBETCTBYOWMIA daaxok. Ecam dnaxok He byaeT

YyCTaHOBAEH, TO CBA3M Y3/10B rPynmbl C 3STUMU y31amu ByayT COXpaHeHbI.
Haxxmute KHOMKy YAanutb rpynnbl.

BbiOpaHHble rpynnbl 6yayT yaaneHsl. [pu 3TOM ceTeBble y3/bl, BXOAMBLUME B rpynmny, He ByayT
YAaneHbl NN U3MEHEHBI.

13MeHeHMe Cnncka CeTeBbIX Y3/10B B rpynne

YTO6bl M3MEHUTb CINCOK CETEBLIX Y310B, BXO4ALMX B rpynny, BbINOAHUTE Caegytouine ,ﬂ,el?lCTBVIﬂZ

-_—

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto Bbibepute npeacrtaBneHe Mos ceTb.

Ha naHenmn HaBuraymu Bbl6epI/ITe pasaen prnnbl Y3/10B.

Ha naHenmn NPOCMOTPa ABa>XKAbl WEeNKHUTE rpynny, CNMCoK y3/10B KOTOpOI\/JI Tpe6yeTCﬂ N3MEHWUTDb.

B okHe cBouncTB rpynnel Ha NleBOV NaHenm Bbl6epI/ITe pasaen CeteBble y3A4bl.

B naHenun npPoOCMOTpPa 6y,CI,ET OTO6pa)KEH CMNNCOK Y3J10B, BXOAALWLUX B AaHHYIO rpynny.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKOBOACTBO agMUHUCTpaTOpa
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|¢2l Ceoiictea rpynne yznoe: Mogpazaensrne N2L [= '

OcHOBHBIE NapaMETpEI

RS BN e

CenzK € yznamu

c [ Tun Wma
BA3b C rpynnamm 0B
Ry yam my  Client2-1
mY Client2-2

[X§ Coordinator2

Hadmu # JobBaewTe |

[ oK |[ Ormena |

PucyHok 108. Cnucok y3/108, 8xo0aujux 8 epynny

5 [na gobaBneHuns y310B B rpynny HaxXMuTe KHOMKy [lo6aBWTb 1 B OTKPbIBLLUEMCA OKHE BbibepuTe 13
CMVCKa HYXHble CeTEBbIE Y3/Ibl.

6 [na yaaneHunsa y3noB u3 rpynnbl Bbibepute B CMMCKE OAWH UM HECKOJIbKO CETEBbIX Y3/10B 1 HaXXKMUTe
KHOMKY Yaanutb:

o Ecnm tpebyetcs yaannTb CBA3W BbIGPAHHOIO y3/1a CO BCEMM Y3/1aM, BXOAALLMMMU B TEKYLLYHO
TPYNMy v B CBA3aHHbIE C HEW FPYMMbl, B OKHE MOATBEPXKAEHUSA YCTaHOBUTE COOTBETCTBYOLLMIN
dnaxok. Ecv pnaxok He ByAeT yCTaHOBJIEH, TO CBA3M y3/1a C y3/1aMu TeKYLLEN rpynnbl U APyrux
CBA3aHHbIX rpynn ByAyT COXpaHEHbI.

o Haxmurte KHOMKY y,ﬂ,aﬂVITb 13 rpynnbl.

7 BbinonHus HeO6XO,CI,I/IMbIe N3MEHEHNA, HAXXMNUTE KHOMKY OK.

I3MeHeHme CBA3EM C CETEBbIMM Yy31aMM

[ns npocMoTpa U M3MEHEHUS CMIUCKA Y310B, C KOTOPLIMU CBA3aHa rpynna, BeIMOJHNUTE Clefytollme
JencTBus:

1 B okHe ViPNet LieHTp ynpaBaeHna ceTbio Ha NaHeNn HaBuraumm HaxxMute KHonky Mos ceTb.
2 Ha naHenn HaBurauum B cnucke Mos cetb BbibepuTte NyHKT Ipynnbl y310B.

3 Ha naHenn npocmoTpa ABaxkAbl LLeJKHUTE Fpynny, CBA3M KOTOPOMN TpebyeTca U3MeHUTb.

4 B okHe CBOWCTB rpynnbl Y310B Ha JIeBOW NaHenn BbibepunTe nyHKT CBA3K € y3namu.

B naHesnn npocmoTpa ByaeT oTobpaykeH CNmMCoK y3/10B, C KOTOPbIMY CBAi3aHa AaHHas rpynna.
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|:2l CeoficTea rpynne yznos: Moapasgensrne N2 ;

OcHOBHBIE N3pAMETPEI >
C CeTeBble y3/bl, CBA3AHHLIE C TPYNNORA
| Cetesbie yanei

[ Teon HMwma

CERSbCI’ nnamMmn QB
Py yan &Y Client1-2

Y Client1-3
Y Client1-4
&Y Client1-5

Hadmu ’ loBaeuTe |

oK |[ Otmena |

Pucyrok 109. Cea3u epynnesi ¢ cemesbiMU y31amu

5 ,U,IIFI AO6aBI'IeHI/Iﬂ CBA3el HaxXmuTe KHOMKY ,D,O6aBI/ITb N B OKHE CO CMUCKOM AOCTYMHbIX Yy310B

Bbl6epl/ITe OANH NN HECKOJIbKO Y3/10B.

Bbi6paHHble rpynnbl 6yayT fo6aBAEHbl B CMUCOK CBA3eN TekyLen rpynnbl y3108. [Mpu aTom 6yayTt
co3faHbl CBA3M A06aBAEHHOrO y3/1a CO BCEMM Y3/1amU, BXOAALLMMU B Fpynmny.

6 YTobbl Y4annTb CBA3N, Bbl6epI/ITe B CMMCKe cBA3el O4AVH NN HECKOJIbKO Y3/10B 1 HAaXXKMUTE KHOMKY

Ypanutb:

o Ecnm tpebyetcs yaannTb CBA3W BbIGPAHHOIO y3/1a CO BCEMM y3/1aMW, BXOAALLMMW B TPyNMny, B
OKHe NMoATBEPXKAEHWS YCTaHOBWTE COOTBETCTBYHOLWMIA daxkok. Ecam dpnaxkok He Byget
YCTaHOBJ/IEH, TO CBfA3b Y3/1a C rpynnow y3108 byaeT yaaneHa, HO CBA3M C y31aMu rpynnbl 6yayT

COXPaHEHbI.
o Haxwmwute kHonky [Aa. BeibpaHHble cBA3v ByayT yAaneHbl.

7 Y10bbl COXpPaHUTb N3MEHEHMS, HaxXMuUTe KHonky OK.

13MeHeHWe CBA3el C rpynnamm y30B

ﬂ'flﬂ npocMOoTpa N NSMEHEHUA CNKCKa rpynmn y3/10B, C KOTOPbIMU CBA3aHa rpynna, BbIMOJIHUTE Ciegytoline

JencTeus:

1 B okHe ViPNet LieHTp ynpaBaeHWs ceTbio Ha NaHenn HaBuraLmm HaxXMuTe KHomnky Mos ceTb.
2 Ha naHenv HaBurauwum B cnvcke Mos ceTb BoibepuTe NyHKT Mpynnbl y3noB.

3 Ha naHeaun npocmoTpa ABaXAbl WESKHUTE rPpynny, CBA3M KOTOPOW TpebyeTcs N3MeHUTb.
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4 B okHe CBOWCTB rpynmbl y3/10B Ha NE€BOV NaHenun Bbibepute NyHKT CBA3b C rpynnamMu yssos.

Ha naHenn npocmoTpa 6yaeT oTobpaxkeH CNVCOK rpynmn y3/0B, C KOTOPLIMW CBSi3aHa AaHHas rpynna.

OcHOBHBIE NapaMETpEI
Ceressie yssi I'pynnkl Y3108, € KOTOPbIMKW YCTAaHOBNEHA CBASb
CBA3K C y3namu r
Hms Onucanmne
CBA3L C rpynnamm y3noe

. KoopguHatopel

o Moapazgenerne N21

Halmu ’ JobasuTe |

QK |[ Ormena |

/i CeoiicTEa rpynnel oe: KoopauHatopel = (|-E=
BYy! e P -

PucyHok 110. Cesa3aHHbIe 2pynnel cemeabix y3/108

5 ,U,J'IFI AO6aBJ’IeHVIH CBA3eN HaxXmuTe KHOMKY ,U,06aBI/ITb N B OKHE CO CMUCKOM AOCTYMHbIX rpynn
Bbl6epI/ITe OAHY AN HECKOJIbKO rpynn y3a0B.

BbibpaHHble rpynnbl 6yayT gobaBieHbl B CMMCOK CBA3EN TekyLien rpynnbl. Mpu 3tom 6yayTt
aBTOMATUYECKM CO3AaHbl CBA3M MeXAY y3/1aMu TeKYLLEN rpynmbl v y31aMu, BXOAALLMMU B
fo6aBneHHble rpynmbl.

Mpumeuanwue. Ecnm TpebyeTcs cBA3aTb CETEBbIE Y3/1bl, BXOAALLME B OAHY rpynmy,
yCTaHOBUTE CBA3b rPYMMbl C CAMO COBOWA.

6 YTO0bbI Y4aNUTb CBA3MN, Bbl6epVITe B CMWCKE CBA3EN O4HY NN HECKONBKO rpynn y3soB N HaXXMUTe

KHOTMKY Yp,an NTb:

o Ecnm tpebyetcs yaannTb CBA3W TEKYLLEN IPYMMbl CO BCEMU Y3M1aMW, BXOAALLMUMY B YAANAEMYHO
rpynmy, B OKHE NMOATBEPXKAEHWSA YCTaHOBWTE COOTBETCTBYHOLWMIA daaxkok. Ecin daaxok He byaeT
YCTaHOBJIEH, TO CBA3b IPYNMbI Y3/I0B C rpynnow 6yaeT yaaneHa, HO CBA3W C y31aMu yaaneHHon
rpynmbl 6yayT COXpaHEeHbI.

o Haxwmwute kHonky [Ja. BeibpaHHble cBA3v ByayT yAaneHbl.

7 Ytobbl COXpPaHUTb N3MEHEHMS, HaxXmuTe KHonky OK.
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-HacTpoMKa NapamMeTpoB
10/1b30BaTENEN

Co3paHure nosb3oBaTeNst U HaCTPOKMKa ero napameTpoB 201

PaboTa c rpynnamu nonb3oBatenen 213
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Co31aHme NoAb30BaTeENA U
HaCTPOWKa ero napameTpoB

Ha kaxzbli ceTeBOM y3en AoxeH ObiTh J06aB/eH Nob30BaTe/lb, MHaue HEBO3IMOXHO ByaeT co3aaTtb
CNPaBOYHMWKWN ANs CETEBOrO y3/1a. Ha 04HOM CeTEBOM Yy3/71e MOXeT paboTaTb HECKOJIbKO Mosb3oBaTenel. B
TO XK€ BpeMms, KaXAbli Nosib30BaTeNb MOXET HbITb 406aBAEH Ha O4WNH UAN HECKONBbKO CETEBBIX Y310B.

HacTpoika napameTtpoB nosb3oBatens B nporpamme ViPNet LieHTp ynpaBieHus ceTbio BKAOYAET Takme
LEeNcTBUS, Kak obaBieHne NoAb30BaTeNA Ha CETEBbIE Y3/1bl, HAa KOTOPbIX OH ByaeT paboTaTtb, co3gaHune
CBS3ei C APYrYMUM NOAb30BaTENAMU 1 TpynnaMu nonbosatesnen. CBA3M MexXay Noab3oBaTensamMmm
MO3BOAAIOT UM BeCTU KOHOUAEHLMaNbHYO nepenuncky B nporpamme ViPNet [lenosas nouta. Ceasb
MeXXay MOoJIb30BaTENAMMU CETEBbIX Y3/10B, CBA3aHHbIX 0653aTe/IbHbIMUN CBA3AMM (CM. I3MeHeHne cBs3en
MeXy CeTeBbIMU y31amu), MOXeT NOTPeboBaTbCs ANA OTObpaxeHWs 06a3aTeNbHbIX CBA3EW B
nporpamme ViPNet MoHuTOp.

Ecnn nonb3oBaTenb ceTeBoro y3aa paboTtaeT B CTOPOHHEN MHPOPMALMOHHOW CUCTEME, UCMOb3YHOLLEN
nporpammHoe obecneyeHune ViPNet, M nosb3oBaTtens B 3TOM cMCTEME HYXXHO 3a4aTb B KayecTBe
nceBAOHUMA.

,ﬂ'l'lﬂ HaCTpOI7IKI/1 napamMeTpoB NMoJib30oBaTend BbIMOJIHUATE Ciejgyrolimne waru:

Tabauya 7. NocnedosamenbHOCMb HACMPOUKU Napamempos noj16308ameis

[JeiictBre Ccblsika

O [lobaBneHne nonb3oBaTens Ha ceTeBble y3/bl 3mMeHeHMe crnincka ceTeBbIX y3/10B
NnoJib30BaTens

O 3ajaHue NceBjOHNMOB NO/b30BaTENA 3meHeHVe nceBAOHMMOB NONb30BaTENA

O [JlobaBneHne nonb3osaTtens B rpynmbl V3meHeHMe crivcka rpynmn, B KOTOpble BXOAUT
Nnosb3oBaTeNb

O Co3gaHue cBs3el C ApyrMMU Noab30BaTeNAMU V3ameHeHre cBA3ei Mexay nosib3oBatensimm

O Co3gaHue cBsa3eli € rpynnaMu noab3oBatesei 3meHeHWe cBA3el nonb3oBaTens c rpynnamm
nosib3oBaTesen

[Ana KaXzAoro ceTeBoOro y3na, Ha KOTopbli 6bin fobaBieH HOBbLIN Noab30BaTeNb, B Nporpamme ViPNet
YA0CTOBEPAIOLMI N KNHOUEBOW LIEHTP HY>KHO CO34aTb AUCTPUOYTUB Katouen. Ecam Ha ceTeBol y3en
f06aBseHO HECKONBKO MONb30BaTeNEN, ANS KaXA0ro 13 HUX ByAeT co3saH cBou anctpmbyTus. MNocne
YCTaHOBKMW KNHOUEN Ha CeTeBbIX y3/1ax NOJb30BaTeNIM CMOTYT BOMTU B NporpaMmHoe obecneverne ViPNet
Ha 3TUX y31ax C MOMOLLbIO CBOETO Maposif UAN BHELLHEro YCTPOWCTBa ayTeHTUdUKaLmuu.
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[lobaBneHre Nonb30oBaTens

Y1066l 406aBUTL HOBOTO Nosb3oBaTens ceth ViPNet, BbInosHWTE criesyrowime AeNCTBUS:
1 B okHe LieHTp ynpaBneHus ceTbto BbibepuTe npeactaBaeHme Mos cetb.
2 Ha naHenu HaBurauum Bolibepute pa3gen Monb3oBatenu.

3 B pasaene Monb3oBaTtenn Ha NaHean WHCTPYMEHTOB Ha>XMUTe KHOMKY H

|2 Hoeeiii nonbzosarens @

[ ]
aa YKkaxuTe napaMeTpbl HOBOrO NO/b30BaTeNR

Wims: Userl
Ceresoii ysen: A Client 2-1 | Bbibparb... 1
[7] Hactpouts nocne cosganua | Cozpats ‘ | OtmeHa 1

PucyHok 111. OkHo co30aHus nosiv3osames
4 B okHe HoBblli nonb3oBaTe/b BbINOAHUTE CAEAyHOLLME AeACTBUS:
4.1 B cooTBeTCTBYyOLLEE MOJIE BBEAUTE MMA CO34aBaeMOro no/b3oBaTtens.

4.2 Ecnu TpebyeTtcs, B none CeTeBOM y3en C MOMOLLbHO KHOMKW BbibpaTh ykaxkuTe y3en, Ha KOTOPOM
TpebyeTcs 3aperncTpnpoBaTb HOBOTO MOJ/b30BATENS.

Bbl MoXeTe f06aBUTb CO3A4aHHOrO MNO/Ab30BaTENA Ha CETEBOM Yy3€e/ NO3Xe B OKHe CBONCTB
noJsb3oBatens (CM. VIaMeHeHne cnvcka CeTeBbIX Y3/10B NMOJb30BaTeN) UAN B OKHE CBOWCTB y3/a
(cM. Vi3ameHeHMe crivcka nosib3oBaTeneli CETEBOTO y3na).

4.3 Yrtobbl nocne CO34aHnA Nonb3oBaTeNA OTKPbINOCb OKHO ANA ero HaCTpOI7IKI/I, yCTaHOBUTE
q>na>|<0|< HaCTpOVITb nocne cosgaHua (no YyMON4YaHUO CHAT).

4.4 Haxmwute kHonky Co3aathb.
B cnucke Monb3oBaTtenn nosiBUTCS HOBbIV NOJIb30BATESb.

5 Hacrtpowite napameTpbl cO34aHHOro noab3osatens (cM. Co3gaHune nosib3oBaTens U HacTpoiika ero
napameTpoB).

Mocne aobaBaeHNs Nosb3oBaTeNs U HACTPOWKM ero NapamMeTpoB CO3jaliTe CNPaBOYHMKM, B MPOrpaMme
ViPNet YaocToBepsoWwmMin 1 KNHOUYEBOW LIEHTP cO3JaiiTe ANCTPUOYTUBBI KAHOYEN AN CETEBbIX Y3/10B, Ha
KoTopble A06aB/eH NoJib30BaTe b, 3aTeM C MOMOLLbIO AUCTPUOYTUBOB YCTaHOBUTE KJIFOUM Ha 3TWX y3/aX.

Ynanenve noaib3oBaTens

UTtobbl yaanuTb nonbsoBatens cetn ViPNet, BbINosHUTE ciegytolive AencTBus:
1 B okHe LieHTp ynpaBneHus ceTbio BbibepuTe npescraBieHve Mos ceTb.

2 Ha naHean HaBuraymu Bbl6epI/lTe pasaen Monb3oBartenu.
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3 Ha naHenu npocmoTpa B pasgene Mosb3oBatenu Boibepute B CMNCKE OAHOTO UAN HECKObKMX
NoJib30BaTe/IeN N BbIMOJHUTE OAHO U3 CIeAYHOLUNX AEeUCTBUN:

o Ha naHenun MHCTPYMEHTOB HaXXMUTE KHOMKY X .
o B KOHTEKCTHOM MeH0 Nosb3oBaTeNel Bbibepute NyHKT Yaanutb.

4 Ecnum kakne-nnbo us Bbl6paHHbIX Nno/ab30BaTeNel ABAAOTCS €ANHCTBEHHbIMW NOZIb30BaATENAMMU Ha
CBOWX CeTeBbIX y3J1aX U 3TN Y3/bl Tpe6yeTc5| YAannTb BMeCTe C NoJib3oBaTesiAMun, B OKHE Yp,aneHme
noJsib3oBaTtenemn yCTaHOBUTE CI)}'Ia)KOK Yp,anmb ceTeBble y3J/ibl, Ha KOTOpPbIE ,qOGaBI'IeHbI TOJIbKO 3TK
nosib3oBartenn.

ITOT PNaXKOK YCTaHOB/IEH MO YMOMYaHWIO, €CAn BblAN 3afaHbl COOTBETCTBYHOLLME NapaMeTpbl A4S
yAanseMbix nojb3oBaTenen (cM. MapameTpbl paboTbl ¢ 06bekTammn cetn).

5 HaxmwuTe KHOMNKY YAanutb nonb3oBaTenei.

6 [locne yaaneHns nosb3oBaTtesieil Co3gante CNPaBOYHMKM U KAKOUM U OTNPaBbTE UX Ha y3/bl CBOEN
cetn (cm. OTnpaBka cnpaBOYHUKOB K kKatouen). Ecnm TpebyeTcs, oTnpaBbTe MeXCETEBYHO
MHPopmMaL Mo B JoBepeHHble ceTu (cM. OTnpaeka MexceTeBor MHOopMaLmm).

OCHOBHbIe MapamMeTpbl MNOAb30BaTe A

[ns npocMoTpa 1 U3MEHEHMs TaKMX NapaMeTpoB NOJIb30BaTeNsl, Kak UMS UAN ONUCaHWE, BbINOJHUTE
cnepyroLine AencTBus:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHuns ceTbto BbibepuTe npescraBieHve Mos ceTb.
2 Ha naHenu HaBurauum Bolibepute pasgen Mosnb3oBatenu.

3 Ha naHenu npocmoTpa ABaxZbl LWENKHWTE MNOJIb30BaTeNs, MapaMeTpbl KOTOPOrO HY>XXHO
NMPOCMOTPET.

4 B okHe CBOWCTB MOJ/Ib30BaTesA Ha JIEBOWN NMaHe n Bbl6epI/ITe MNYHKT OCHOBHble napamMeTpbl.

B pasgene OcCHoOBHble napamMeTpbl NoJib3oBaTtena 6y,£l,yT OTO6pa)K6HbI nmM4, onmncaHmne n
LLIeCTHaALI,aTepI/I‘-IHbIVI I/IAeHTI/Id)VIKaTOp noab3oBaTens.
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|2l Ceoficrea nonssosatens: Client1-4 = @

n OcHOBHblE NapaMeTpbl NOAL30EATENA
CEBAOHNMBI

[pynnel nons3oEaTened
CeTeBble y3bI Wms: Client 1-4

Cesswn c nonssoBaTenAMN Onucanwne:

. Onucanmne
Ceaz# C rpynnamu nonbsosarenei

MaeHTudurkarop: 15EB 0006

oK | [ Otmena | [I'IpnMeHnTb

PucyHok 112. OcHogHble napamempsl N016308ames

Ecan Tpe6yeTc;|, B COOTBETCTBYHOLLMX NOJIAX USMEHUTE UMA N ONMCaHWE NOJIb30BaTenA.
PeAaKTI/IpOBaTb I/I,Cl,eHTI/ICI)I/IKaTOp Nno/sib30oBaTeNna Henb3A.

Ecav Bbl M3MeHWTe MMSA NOAb30BaTeNs, KOTOPbIA 3apPerncTpMpoBaH TONbKO Ha OAHOM y3/ie U1
ABNAETCA eJUHCTBEHHbIM MOJIb30BaTe/IeM CBOETO Y3/1a, MOABUTCA COODLLEeHMe C NpesioXeHnem
NPVCBOUTL 3TOMY Y3/1y HOBOE NMS#A NOJIb30BaTess.

6 YTobbl COXPaHUTb USMEHEHUNA, HAXXKMUTE KHOMKY anMEHMTb.

I3MeHeHre Crmncka ceTeBblX Y3J10B 110OJ1b30BaTE/A

UTobbI NPOCMOTPETb AN N3SMEHUTb CMNCOK Y3210B NOJIb30BaTeENA, BbINOAHUTE Cheayrouimne rCl,elk/’ICTBl/WI:

1
2

B okHe nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto BbibepuTe npescraBieHe Mos ceTb.

Ha naHenmn HaBuraymu Bbl6epI/ITe pasaen Monb3oBarenw.
Ha naHenmn NPOCMOTPa ABa>XKAbl LWENKHUTE NOAb30BaTeNA, CNUCOK Y3/10B KOTOPOIro HYy>XHO NU3MEHUTb.

B okHe CBOWCTB N0/Ib30BaTe/A Ha JIEBOW MaHen Bbl6epI/ITe MYHKT CeteBble Y3/bl.
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|¢2 Ceolictea nonssoeatens: Client1-4 = @

OcHOBHBIE NapamMeTpbl
mn CeTeBble y3/bl NONL30BATENA
CEBAOHUMbI
Ipynnel none3osatensi B 2
T W G i
(Ceremmeyame L e oo s
Y Client 1-3 5592.1.3
CeA3M C NONb30BATENAMN

LAl Client 1-4 3592.1.4
CeaswW ¢ rpynnamn nonssosatenei

Hadmu ’ NoBaenTh... |

oK | [ Otmena |

Pucyrok 113. Cnucok y3/7108 nose308amens

5 ,ﬂ,J’Iﬂ ,a,o6aBneva Nosb30BaTeNA Ha CETEBbIE Y3/ibl HAXXMUTE KHOMKY AOGaBVITb M B OTKPbIBLUEMCA
OKHe B CNMUCKe CETEBbLIX Y3/10B Bbl6epl/ITe O4AWH NN HECKOZIbKO Y310B.

BHuMaHue! Ecim nonb3oBaTtesib 3aperncTpupoBaH Ha HECKObKMUX CETEBbIX Y3/1aX, ero
KJIFOUM M0JIb30BaTe/si MOTYT BbITb OTMNPaBAEHbI TONLKO Ha MEPBbLIN Y3€e/, Ha KOTOPbIA OH
6bl1 406aBAEH.

6 YT0bbI YA4a/INTb NONb30BaTENA C CETEBbIX Y3/10B, Bbl6epI/ITe B CMMCKe y3/bl, C KOTOPbIX HY>XHO YAannTb

nosb3oBaTend, U HAXXMUTE KHOMKY y,qaﬂI/ITb.

7 BbINOMHUB HEOBXOAMMbIE HACTPOKKK, HaxkMuTe KHomKy OK.

[ obaBnTb NoNb30OBaTENA Ha CETEBOW Y3e/ UAUN YAaNUTb NMONb30BaTeNs C CETEBOrO Y3/1a MOXHO TakXe B
OKHe CBOWCTB y3/1a (CM. VI3MeHeHWe cnncka nosib3oBaTesieil CeTEBOrO y3a).

I3MEHeHre CBA3eM MEXAY MOJ/Ib30BaTte/IAMM

YTO6bI U3MEHUTL CBA3M MOJb30BATENA, BLINONHUTE CAejytoLive AeNCTBUS:
1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHuns ceTbto BbibepuTe npescraBieHe Mos ceTb.
2 Ha naHenv HaBurauwuu Boibepute pasgen Monb3oBatenu.
3 Ha naHenn npocmoTpa ABaxAbl WeAKHUTE Nob30BaTeNs, CBA3MN KOTOPOro TpebyeTca N3mMeHUTb.

4 B okHe CBOWCTB MO/Ib30BaTeNsA Ha JIEBOWN NMaHen Bbl6epI/ITe pasaen CBA3K € Nosib3oBaTeNAMM.
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2 Ceoiictea nonssosatens: Client 1-4 = I@I

OcHoBHBIE NapaMeTpel
MceegoHUMEI

Ipynnel nons3oeatened
Ceressie yzabl Orobpaxats obwekTel Moeii cetn Hosepertbix ceted (1 s 1)

C .
] Mz Cems Cratyc ceaam

Ceazw C rpynnaMn nonssosatenei

‘ ‘ Monb3oBatenwm, c KOTOpPbIMKW YCTaHOBNEHA CEA3Db

"; Client 1-1 Cers 3609 MNoarsepxaena
"; Client 1-2 Infotecs, Documentation, Zelensky
"; Client 1-3 Cets 3609 MNoateepxaeHa
:. Client 1-3 Infotecs, Documentation, Zelensky
"; Client 1-5 Infotecs, Documentation, Zelensky
"; Client 1-5 Cets 3609 MNoateepxaeHa
:. Coordinator 1 Infotecs, Documentation, Zelensky
"; Coordinator 2 Infotecs, Documentation, Zelensky
"; User 1-5 bis  Infotecs, Documentation, Zelensky

; [ﬂoﬁasmt: V| [ Yaanute | [ Ceazn =

[ OK | [ OtmeHa |

PucyHok 114. Ceasu none3osamens ¢ Opy2umMu nNoje6308amensamu

5 Ytobbl C034aTb CBA3M C onpeaeneHHbIMN NoNb30BaTeENAMUN, HAXKMUNTE KHOMKY AOGaBVITb N B MEHKO

Bbl6epVITe NYHKT CBA3M ¢ nosib3oBaTenaAmMu. B OTKPbIBLUEMCA OKHE BbIMONHUTE Ciegytouimne

AencTBUs:

(¢]

Mpn HEOBXOAMMOCTM yCTaHOBUTE PAakok JloBEPEHHbIX CETEN UAW LEKHUTE CCbIKY CrpaBa oT
dnaxkka, UTo6bI BbIOPATb JOBEPEHHbBIE CETH, C MONb30BATENAMMN KOTOPbIX TPebyeTcs co3aaThb
CBA3M.

[ns co3paHnsa cBA3en MexXay CETEBbIMU Y3N1aMU CBA3bIBaeMbIX NONb30BaTe/NEN YCTaHOBUTE
dnaxxok YcTaHOBUTb CBA3M C y3/1aMW, Ha KOTopble fo06aBJieHbl CBA3biBaeMble M0OJ/ib30BaTeNM
(Tonbko AnA cBoei ceTn). 310 0becneymnT BO3MOXHOCTb YCTaHOBEHMWSA 3aLLMLLEHHOTO
CoefMHEHNA MeXAy CceTeBbIMU y3namu. MNonb3oBatenn gaHHbIX Y3N10B CMOTYT O6MeHMBaThCA
3awmdposaHHbIMK coobLeHnamn B nporpamme ViPNet [lenoBas nourta.

Bb|6ep|/|Te OAHOro A HECKONbKO ﬂOﬂb3OB3T€}'I€I7I, KOTOPbIX HY>XHO ,ﬂ,O6aBI/ITb B CMMCOK c3ﬂ3e|7|,
N HaXXMUTE KHOMKY AOGaBI/ITb.
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kﬁ BriGop ofuekTos

[ Hma
:. Client 1-1
:. Client 1-1 NCC

b Client 1-3

:. Client 2-1
:. Client 2-2

Orobpaats o0beKTsl

(=3 EER =X

BblﬁepMTe nonab3oBaTenen, KOTOPbIX HY2KHO ﬂCIﬁﬂBHTb B CNMUCOK

Moeii ceti Hoseperteix ceteii (1 w3 1)

Onucanme CeTs
Infotecs, Documentation
Cets 5609
Cete 5609

v Client 1-4 Infotecs, Documentation

Infotecs, Documentation

Infotecs, Documentation

? Client 2-3 Infotecs, Documentation

:. Client 2-4 Infotecs, Documentation
:. Coordinator 1 Cets 5609
:. Coordinator 1 Infotecs, Documentation

YCTaHOEWTB CEA3W C Y3NaMK, Ha KOTOpbIE A06aBNEHb! CEASBIEAEMBIE NONLS0BATENN (TONBKO ANA CEOSH CETH)

ﬂo&aBHTb] [ Otmena

PucyHok 115. [lobasseHue cesseli ¢ nosb3osamensmu

6 YTobbl CKONMPOBATL CBA3M APYroro No/b3oBaTens, HaxxMuTe KHornky J,06aBuTb 1 B MeHHO BbiGepuTe
nyHkT CBA3KM No obpasuy.

Lo o]

| BeiGop obrekTos

BblﬁepHTe NoNb30BaTENA, CBA3W KOTOPOIO HY>XXHO ACIﬁﬂBMTb B CNACOK

B cnncke YKa3dHbl NONbI0VEATENN, Y KOTODBIX 3a4aHa XOTA Bl 04H3 CEBASb BblﬁpﬂHHOrO THNd.

o Coordinator 1 15E8 0001
&} Coordinator 2 15E8 0002

Wmsa Waentndmkatop Onucanme CeTb

"; Client 1-1 15E8 0003 Infotecs, Documentation
"; Client 1-2 15E8 0004 Infotecs, Documentation
"; Client 1-3 15E8 0003 Infotecs, Documentation
:. Client 1-4 15E8 0006 Infotecs, Documentation
"; Client 2-1 15E8 0008 Infotecs, Documentation
t Client 2-2 15E8 0009 Infotecs, Documentation
"; Client 2-3 15E8 000A Infotecs, Documentation
:. Client 2-4 15E8 000B Infotecs, Documentation
"; Client 2-3 15E8 000C Infotecs, Documentation

Infotecs, Documentation

Infotecs, Documentation

NoAbS0EATENAMK

)

YCTaHOEWTh CEA3W C Y3NaMK, Ha KOTOpbIE A0GaBNEHbl CEASBIEAEMBIE NONBSOEATENN W TPYNMbI (TONBKD ANa cEOel ceTh)

Konupo&a'rb CEASKM NONb30EATENA C

Hadmu s "Mosssosamenu / [ Nobasnts l [ Otmera

PucyHok 116. KonuposaHue csszeli Opy2020 nosiv3osamess

B OTKPbIBLUEMCA OKHE N3 CNKCKa KOI'IVIpOBaTb CBA3U Nnosib3oBaTtensd C BbI6epMTe TUN CBs3eN ana

O
KoOnnpoBaHuA.
o Bbl6epVITe NnoJib30BaTend, CBA3M KOTOPOro Tpe6yeTc;| ckonnpoBaThb.
o [nsa co3panHus cBAzen MeXAay CeTEBbIMU y3/1aMW CBA3bIBa€MbIX nosib3oBaTesen yCTaHOoBUTE

bnaxkok YcTaHOBUTb CBA3M C yY3/1aMU, Ha KOTopble f06aBneHbl CBA3bIBaeMble MOJIb30BaTeNN U
rpynnbl (TONbKO AN5 CBOEN ceTn).
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7

8

9

o Haxmute kHonky lo6aBuTtb. CBA3M BbibBpaHHOIrO noab3oBatens 6yayt sobaBaeHbl K
CYLLECTBYHOLLEMY CMMCKY CBA3EN.

YT06bl YyAaNNTb CBA3W C NOJIb30BaATENAMM, BblOEpUTe NONb30BaTENEN B CIUCKE U HAXKMUTE KHOTMKY
Ypanuto.

Ecnn yctaHOBNEHO MexceTeBoe B3anmogerncTeune ¢ gpyrumm cetamm ViPNet, To ctatyc cBsizein ¢
NnoJ/ib30BaTeN MU LOBEPEHHbIX CETEN MOXHO U3MEHUTb C MOMOLLbHO KHOMKY CBA3M (CM. VI3MeHeHe
cTaTyca cBsizeli C 06beKTaMu JOBEPEHHbIX CeTeN).

MpumeyaHwue. ECnv nameHeHbl CBA3M MNOAb30BaTENS C NMOJb30BATENAMU AOBEPEHHbIX
ceTeln, COOTBETCTBYHOLLUM 06pa3oM ByayT M3MEHEHbI CBA3WN CETEBbIX Y3/10B, Ha KOTOPble
J06aBNEH JaHHbIN NMONb30BaTENb.

BbinonHmBe HeO6XOAI/1MbIe N3MEeHEeHNA, HaXKMUTE KHOMKY OK.

VI3MeHeHMe NceBAOHMMOB MOJIb30BaTE A

nceBAOHI/IMbI nosib3oBaTeseln NPUMEHAKOTCA NpPpWn BCTpanBaHUN NPOrpaMMHOro obecneyeHns ViPNet B

CTOPOHHME UHPOPMaLMOHHbIE cucTeMbl. Ecam nonb3oBaTtens ceteBoro y3na ViPNet paboTaet B

CTOpOHHEl\;I I/IHCI)OpMaLI,I/IOHHOI;I cncremMe, 71O ero nMa B 3TON cucteme HY>XHO yKa3aTb B KayecTBe

ncesgoHnMMa. Ka>|<p,b||7| nonb3osatens ViPNet MoXeT nMeTb HECKO/IbKO ncesgoHMMOB, BCe NCeBAOHUMDbI

nosib3oBaTesiel AOKHbI ObITb YHUKaAbHbIMW.

YTO06bl M3MEHUTb CNNCOK nceBAOHMMOB MOJIb30BaTENA, BbINONHUTE Caegytouime ,CI,EI‘/’ICTBI/IFIZ

1
2

B okHe nporpammbl ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npescraBneHne Mos ceTb.
Ha naHesnn HaBurauum Boibepute pasgen Nonb3oBatenu.
Ha naHenn npocMoTpa ABaX bl WeAKHWUTE NOAb30BaTeNs, NCeBAOHUMbI KOTOPOTrO HY>XHO U3MEHUTb.

B okHe cBOICTB N0/b30BaTeNA Ha JIEBOW NaHeun Bbl6epI/ITe NYHKT nceB[J,OHI/IMbI.
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¢4 Caoiicrea nonssosarens: Client1-1 = @

OcHoeHele NapameTpsl
MceBAOHWMBI NOAL30OBaTENA
MNceegoHMMEL

[pynnel nonbsosatened
i_petrov@company.com
CeTegbie y3nbl _petrov@ pany M
WMean MNetpos
Cosnsm ¢ nonssosarenman VMoo Mepos |

Ceazu c rpynnamu nons3osarensi

WzmeHuts

-
:E I
7

oK ] [ Otmena l ["pHMeHHTb

PucyHok 117. Cnucok ncegsdoHUMO8 nosib3o8ameis

5 ,ﬂ,06aBbTe, N3MEHNTEe NNn yaanmte NnceBgoHUM Noab30BaTeid C MOMOLWbO COOTBGTCTByI-OLIJ,GIZ

6

KHOMKMW.

YT006bI COXPaHUTb USMEHEHNA, HAXXMUTE KHOMKY anMeHMTb.

I3MeHeHre Crmcka oyrir, B KOTOPbIE BXOANT
MOJIb30OBATE/1b

prnnbl nosab3oBaTenen ynpouwakoT ynpaBaeHne CBA3AMN MeXay NoJib3oBatenamMmm (CM. M3meHeHMe

cBsizen MeXay I'IO}1b3OBaTe}'IFIMI/I). FIpM rCI,O6<':IB]1€HI/II/1 nosib3oBaTend B rpynny aBToMatuyeckn co3jgaeTca

CBfA3b MEXAY MO0JIb30BaTENEM W 3TOW rpynnoi (cM. i3mMeHeHVe cBszel Nosib3oBaTess C rpynnamm

nosab3oBaTenien).

MoapobHee 0 co34aHMM M yNpaBaeHUW rpynnamu noib3oBaTtene cM. pasgen Pabota c rpynnamu

rnoJsib3oBaTeNen.

YTobbI NPOCMOTPETb AN USMEHUTb CNNCOK rpynn, B KOTOPble BXOAUT MNOJib30BaTe/lb, BbINONHUTE

cnepyrowne AencTBus:

1
2

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto Bbibepute npeacrtaBneHme Mos ceTb.
Ha nanenn HaBurauum Beibepute pasgen MNonb3oBatenn.

Ha naHenmn NPOCMOTpPa ABa>XKAbl LLENKHUTE MNOAb30BaTeNA, CNUCOK rpynn KOToporo Tp66yETCﬂ
NPOCMOTPETb NN USMEHUTb.

B okHe CBOWCTB NO/Ib30BaTeNA Ha JIEBOW MaHen Bbl6epI/ITe NYHKT prnnbl noJib3oBaTenen.
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|2l Ceoficrea nonssosatens: Client 2-1 = @

OcHOBHBIE NapaMETDbI

Mcesaonnme: rpynnbl, B KOTOPbIE BXOAWT NONb30EaTEND

e [ Wma

CeTesble ysabl
B User Group 1

CeA3M C NONb30BATENAMN -
*% User Group 2

Ceasw ¢ rpynnamMu nonb3osarenei

Hadmu ’ [ﬂo&aﬁn‘rb...| [ Yaanute

oK | [ Otmena |

PucyHok 118. Cnucok 2pynn, 8 Komopsle 8x00um noJje308ameso

5 ,ﬂ,ﬂﬂ AO6aBI’IeHI/Iﬂ NnoJsib30BaTend B rpynnbl HAOKMUTE KHOMKY AOGaBMTb N B OTKPbIBLUEMCA OKHE U3
CMKncCKa rpynmn, B KOTOPblE HE BXOAUT MONb30BaTE/ b, Bbl6epI/ITe O4HY AN HECKOJIbKO rpynnmn.

BbibpaHHble rpynnbl 6yayT gobaBieHbl B CMUCOK rpynn nosib3oBatens. ABTomaTnueckn byaet
CO3/,aHa CBfi3b MeXJAy NoJib30BaTesieM U 06aBAEHHbIMU rpyrnamMu.

6 UYTobbl yaanuTb Nonb3oBaTens n3 rpynn, Bbibepute B CNvcke rpynmbl, U3 KOTOPbIX TpebyeTcs yaanunTb
noJsib30BaTeNs, U HaXMUTe KHOMKY YaanuTb:

o Ecan TpebyeTcs yaanuTb CBA3M NONb30OBATENS C BbIGPAHHBLIMUW FPynnamMu, B OKHe
NoATBEPXAEHWs ycTaHOBUTe $GaXKoK YAanuTb CBA3U NOAb30BaTeNs C rpynnamm
nosib3oBarenen.

o B okHe NOATBEPXAEHNA HAXKMUTE KHOMKY Ll,a. Bbl6paHHbIe rpynnbl 6yAyT yAaneHbl U3 Crnncka
rpynn noab3oBaTtend. |_|pl/l YCTaHOBKE COOTBETCTBYHOLLETrO q)fla)KKa 6yAyT yAaseHbl CBA3U
noab30BaTeNda C 3STUMU rpynnamu.

7 BbINOMHUB HEOBXOAMMbIE HACTPOKKK, HaxkMuTe KHomKy OK.

[lo6aBnsATb Nonb3oBaTeNel B rpynnbl MOXHO Takxe B pasgene [pynnbl nonb3oBateneit (cm. PaboTa ¢
rpynnamu nosib3oBatenen).

I3MeHeHne CBA3eM Nob3oBaTens C rpynnamm
MOJ1b30BaTeNEM

Ecnn nonb3oBaTent CBf3aH C rpynnow nonb3osartenen, B nporpamme ViPNet [lenosas nouTta OH MOXeT
afpecoBath 3aWMdpPOBaHHbIe COODLLEHNA OTAENbHBIM YYacTHUKaM Fpynmbl UAW HECKONbKUM
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Mo/b30BaTeNsAM OMPEAESIEHHOIO CETEBOrO Y3/1a, BXOAALMM B Fpynny. 9TO BO3MOXHO MNP YCIOBUW, YTO

CBSi3aHbl CETEBbIE Y3/1bl NO/b30BaTe/IeN (CM. VI3MeHeHVe CBA3el MeXay CeTEBLIMU y3amu), KOTOpble

OyAyT OOMEHNBATLCSA COOBLLEHUNAMMN.

YTobbl M3MEHUTb CBA3M NOJIb30BaTeNA C rpynnamu I'IOl]b3OBaTe}'IEI‘/II, BbINOJAHUTE Ciieayroune ,Cl,el?lCTBI/IﬂZ

1

2
3
4

B okHe nporpammsl ViPNet LieHTp ynpaBneHus ceTbto BoibepuTe npeactaBieHne Mos ceTb.

Ha naHenn HaBurauum Bbibepute passgen MNonb3oBatenu.

Ha naHenv npocMoTpa ABaxkabl WeEeSKHUTE NOJIb30BaTess, CBA3MN KOTOPOro TPebyeTcs M3MEHUTD.

B okHe cBOWCTB Nosib30BaTeNs Ha NEBOI NaHenu Boibepute pasgen CBA3M ¢ rpynnamu

rno/sib3oBaTenen.

| Ceoiicrsa nonssosatens: Client 2-1

o & ]

COcHoBHBIE NapameTpbi
McesgoHMmMBI

[pynnel nonszosatenei
Ceteeble y3AbI

CEA3W C NONLI0EATENAMMN

CeAa3M C rpynnamMun nonb3osarenei

prnnbl nonb3oBarened, c KOTOPBIMMW YCTaHOE/NEHA CEASL

Orobpaxats o6bekTs: Moeii cetn [ Jloeepennsrx ceteit (1 us 1)

] Wms : Cets Cratyc ceazn

2 User Group 1 Infotecs, Documentation, Zelensky

e User Group 2 Infotecs, Documentation, Zelensky

=1 Ipynna Client 1-2 WG Infotecs, Documentation, Zelensky He nogteepxaena

. i | ’

Habimu ’ [ﬂoﬁasmb vl [ ¥aanute ] [ Ceasu =

| ok || Omena |

PucyHok 119. Ces3u nosv3osamens ¢ 2pynnamu nosszosamesneli

5 B pa3zgene Mpynnbl nosib3oBaTenen, C KOTOPbIMU YCTaHOBJIEHA CBA3b BbINOJIHUTE HYXXHble

AencTBUS:

o [JobaBbTe CBA3U C rpynnamMu nosib3oBaTenen.

o Ypanute cBasm ¢ rpynnamum nosab3oBaTesen.

MprMeuaHue. Henb3s yaanuTb CBA3b MONb30BATENSA C FPYMMON, Y4aCTHUKOM KOTOPOW

OH ABANAeTCA.

o CkonupyinTe CBA3M APYroro Nosib3oBaTtesns.

e} HOATBepAVITe, 3anpeTnTe Nin NpeanoxunTe CBA3N MeXAy TeKYLLUM Noab30BaTeNeM U
NnoJib30BaTeNnaMun JOBEPEHHbIX ceTen.
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[ns BbINONHEHWA NepeUncaeHHbIX onepaLmii BbINOJHUTE AEUCTBUS, ONWCaHHbIE B NMyHKTax 5-8
pasgena VI3meHeHWe CBA3Eel MexXzy Nob30BaTeNsiMu.

MpuMeyaHue. ECiM M3MeHeHbI CBA3M NOJIb30BaTes C rpyrnnaMu noab3oBaTtener us
[LOBEPEHHbIX CETEW, COOTBETCTBYHOLLMM 06pa3oM ByayT N3MEHEHbI CBA3UN CETEBbIX Y3/10B,
Ha KoTopble 06aBNEH AaHHbIA NONb30BaTENb.

6 BbINOAHWB HEOHBXOAMMbBIE M3MEHEHMS, HaxXMUTe KHomnKy OK.
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Pabota ¢ rpynmnamMm nosib30BaTesen

Ipynnbl Nosb30BaTENEN YNPOLLALOT yNpaB/ieHME CBA3AMU MeXAy noJb3osaTtensmu. MNpu gobasneHnn
noJib30BaTeNs B rpynmy aBTOMaTUYeCKM CO3JaeTCs CBA3b MEXJY MONb30BaTeNIeM U 3TOM rPYynmnown

(cM. N3meHeHMe cBf3el Nosib3oBaTesis ¢ rpynnamu noab3oBatenein). Eciv nonb3oBaTtens CBs3aH C
rpynnoi nosb3oBatesnen, B nporpammMe ViPNet [lenoBas nouta oH MOXeET aZpecoBaThb 3aIMPPOBaHHbIE
COOBLLEeHVS OTAENbHBIM YYaCTHUKaM TpYMmnbl MW HECKOJIbKMM MOJIb30BaTEISIM OMNpPeseNeHHOro CETeBOro
y3/1a, BXOAALLMM B rpynny.

[lobaBneHye rpynmbl NOAb30BaTeNEN

prnnbl nosb3oBaTesen ynpowakT ynpaBaeHne CBA3AMU MeXay Noab30oBaTeNaMu. COBAaHl/Ie CBA3U
nonb3oBatend C prl'll'lOI7I (cm. M3ameHeHMne CBsi3el Mnosib3oBaTens C rpynrnamm I'IOJ'Ib3OBaTeJ'Iel>])
3KBMBAJIEHTHO CO34aHUIO CBfi3el No/ib30BaTeNs C KaX4blM Y4aCTHUKOM Tpynnbl.

YTobbl co3gaTh rpynny noJsib3oBaTtener, BbINOJHUTE CaeytoLime AencTBus:
1 B okHe ViPNet LieHTp ynpaBneHus ceTbto BbibepuTe npeactasneHne Mos cetb.
2 Ha naHenv HaBurauwuu Bbibepute pasgen Fpynnbl nonb3oBatenei.

3 B pa3zgene Mpynnbl nosib3oBaTenen Ha NaHeNN MHCTPYMEHTOB HaXKMUTE KHOMKY (+]

[&l Hosaa rpynna nonb3osaTenei

o % -
s YkaxwuTe napameTpbl HOBOW rpynnbl NOMb30BATENEN

Wms: User Group 1

[7] HactpouTs nocne cosganna Cozgate ‘ | OtmeHa

PucyHok 120. Co30aHue epynnsl nose3osameel
4 B okHe HoBas rpynna nosb3oBaTtesieil BbINOJHUTE Ceaytollime AeACTBUS:
4.1 B cooTBeTCTBYIOLLEE NONE BBEAMTE UMSA CO3/,aBaeMOW rpynmnbl NONb30BaTeNEeN.

4.2 Ytobbl NOC/Ne co3aHus rpynnbl OTKPbITb OKHO A/ €8 HaCTPOWKM, YCTaHOBUTE hiadkok
HactpouTtb nocne cosgaHnsa (N0 YMONYAHUIO CHAT).

4.3 Haxmute kHonky Co3aatb. B cnvcke Mpynnbl nonb3oBaTtesieit NosBUTCS HOBas rpynna.

5 MMpu HeobxoaMMOCTU N3MEHUTE NapaMeTpbl CO34aHHON rpynnbl Noab3oBaTenen (cM. PaboTa ¢
rpynnamu nonb3oBaTtenem).
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YnaneHue rpynnbl NONb30BATENEN

YTt0o6bI yAanuTb rpynmnbl NONb30BATENEN, BbINOJHUTE CEAYHOLIMNE AENCTBUIS:

1
2

B okHe ViPNet LleHTp ynpaBneHus ceTbio Bbibepute npeacraBneHne Mos cetb.
Ha naHenn HaBurauuu Bbibepute pasgen Mpynnbl nonb3oBaTenein.

Ha nanenvn npocmoTpa B pasgene Ipynnbl nonb3oBateneli BbibepuTe OAHY UAN HECKONBKO FPynn
ANA yAaneHus.

HaxxmuTe KHoMKy X ha nanenn WHCTPYMEHTOB UM B KOHTEKCTHOM MEHH rpynrbl BbIGepUTE MYHKT
Ypanutob.

B okHe NoATBEPXAEHUA HAXXMUTE KHOMKY Yp,anmb rpynnbl.

Bbl6paHHbIe rpynnbl nosab3oBaTesnen 6yAyT y4aneHbl. |_|pVI 3TOM MOJIb30BaTe/IN, BXOAUBLLNE B 3TU
rpynnel, He 6y,£l,yT y4aneHbl. CBA3M No/ib30BaTeNen ¢ YAaneHHbIMU rpynnamMmun Takxe 6yAyT YAaneHbl.

13MeHeHme Cnmncka y4acTHUKOB Fpy bl
Nno/ib30BaTenemn

YT0o6bl M3MEHUTb CNNCOK FIOJ'Ib3OBaTe]]eI7I, BXOAAWMX B rpynny, BbINOJIHUTE Cegyroume p,eﬁcnavm:

1
2

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus cetbto Bbibepute npeacraBneHe Mos ceTb.
Ha naHenn HaBurauum Boibepute pasgen Mpynnbl nosb3oBaTenen.

Ha naHenmn NPOCMOTpPa ABa>XKAbl WWENKHUTE rpyrnny, Cnncok y4aCctTHMKOB KOTOpOI7I HY>XHO N3MEHWTD.

B okHe cBouncTB rpynnel Ha NleBOV NaHenm Bbl6epI/ITe pasaen Monb3oBatenn.
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|zl Ceoiictea rpynniel nonssosateneii: User Group 1 = @

OcHoBHbIE NapameTphbl

[NonezoEatenwn, BXoA4ALME B TPYNNY NONb30BaTENEN

Ceasw c nonb3osaTenamn y
[ Wma

& Client 1-3
& Client 1-4
& Client 1-5

g Client 2.1

Hadmu ’ NoBaenTh... |

[ OK | [ OtmeHa |

PucyHok 121. Cnucok nosne3osameneli, 8Xx00AWUX 8 epynny

5 [nsa gobaBneHus nosb3oBaTesen B rpynny HaxXMuTe KHOMKY Jo6aBUTb 1 B OTKPbIBLUEMCS OKHe
BblOepuTe 13 Cmncka Hy>XHbIX NOAb30BaTENEN.

BbibpaHHble nonb3oBaTtenn 6yayT fobaBaeHbl B CIMCOK, aBTOMaTUYeCKn ByaeT co3faHa CBA3b MeXAy
£06aBNEHHBIMY NOIb30BATENAMU U TPYNMON (CM. HUXKE).

6 [nAa yaaneHus nosnb3osaTeseil U3 rpynmnbl BolbeprTe B CMINCKE HY>XKHbIX MNOJIb30BaTENeR N HaXKMUTE
KHOMKY Yaanutb:

o Ecan TpebyeTcs yaanuTb CBA3WN MEXAY rPynmnoi 1 Bbi6paHHbIMK NO/b30BaTENSMU, B OKHE
noATBEPXAeHWs ycTaHoBUTe GIaxoK YAanuTb CBA3U NOMb30BaTesel ¢ rpynnoi
nosib3oBaresnen.

ITOT GNaxKOK YCTAaHOBAEH NO YMONUYAHWUIO, eCAn BblNn 3afaHbl COOTBETCTBYHOLLME NapaMeTpsl
yAaneHus noab3oBatenei us rpynnsl (cM. MNapameTtpbl paboTbl ¢ 06bekTaMu ceTn).

o B okHe NOoATBEPXAEHUNA HAXXMUTE KHOMKY Ll,a. Bbl6paHHbIe noJib3oBatenun 6y,£l,yT YAaneHbl U3
CNncKa y4aCTHUKOB rpynnbl.

7 BbINOSHMB HEOBXOAMMbBIE HACTPOMKK, HaXMUTE KHOMKY OK.

ﬂpmmeanme. ,ﬂ.O6aBVITb Nnosb30BaTeNd B rpynny MOXHO TakXXe B OKHe CBOWCTB
nosb3oBaTena B pa3jene I'pynnbl noJib3oBaTenemn (cm. I3meHeHmre cnncka rpynn, B
KOTOpble BXOAUT nosb30oBaTeNb).
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I3MEHeHWe CBA3EW rpynbl MOAb30BaTENEM

YT06bl N3MEHWTL CBA3M rPYMMbl NOAb30BaTENEN, BbINOJHNTE CefytoLmne AeNCTBUS:
1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbibepuTe npeacraBieHne Mos cetb.
2 Ha naHenn HaBurauunm Boibepute paszgen Mpynnbl nosb3oBaTenen.
3 Ha naHenu npocmoTpa ABaxkAbl LLeJKHUTE FPyrny, CBA3U KOTOPOWN HYXXHO U3MEHUTb.

4 B okHe cBOWCTB rpynnbl Ha NleBOM NaHenm Bbl6epI/ITe pasaen CeA3K Cc Nosnb3oBaTeNAMM.

L’ﬂ CeoiicTea rpynnel nons3ceateneit: User Group 1 = @I

OcHOBHBIE NapaMeTpbl
n [Nonb3oBatenm, c KOTOPbIMK YCTaHOBNEHa CEA3b
OML30EATENN

@

Wma : WMaentudmkatop  Cratyc cEasm
o Client 1-3 15D8 0005
o Client 1-4 15D8 0006
& Client 1-5 15D8 0007
& Client21 15D8 0008

Hatmu / NobaswTs... | b

[ OK | [ OtmeHa

PucyHok 122. Monb3osamenu, c8A3aHHble ¢ 2pynnoli nosis3osamereli

5 ,U,J'IFI AO6aBJ’IeHVIFI CBA3U C NOJIb30BaTENAMU HAXKMUTE KHOMKY AOGaBVITb M B OTKpbIBLUEMCA OKHE B
cnncke Bbl6epVITe ﬂOﬂbSOBaTeJ’IeVI, C KOTOPbIMW HY>XHO CO34aTb CBA3b.

6 [na ypaneHuna cBA3en c Nosb3oBaTeNsamMu BoibepuTte B CMCKe HY>XKHbIX MOAb30BaTesel U HaXmute
KHOMKY YaanuTtb.

ﬂpmmeanMe. Henb3s YAanuTb CBA3b C NONb30OBaTEJIEM, KOTOprI‘/JI ABNAeTCA y4aCTHUKOM
rpynnbl.

7 Ecan ycTaHOB/IEHO MEXCETeBOE B3anMOoAencTBUe ¢ gpyrumu cetamu ViPNet, To ans nonb3osaTtenel
JOBEPEHHbIX CEeTeN MO HaxXaTuto KHOMKM CBA3M AOCTYMHbI CleAytoLne eNCTBUS:

e} nOATBepAVITb CBA3U C rpynnamMmu noJsib3oBarenem — CO34aTb CBA3b TEKyLLI,EI;I rpynnel €
Bbl6paHHbIM NnoJsib3oBaTtesieM AOBepeHHOVI CeTn, ecnn Takasa CBA3b Npeano>XKeHa
aAMUHNCTPATOPOM AOBEPEHHOVI ceTun.
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o 3anpetuTb fOBEPEHHbIM CETAM yCTaHaBAMBaTb CBA3M C rpynmnamMy — OTKa3aTbCs OT CBA3U
TeKyLLen rpynmbl ¢ BbiIGpaHHbIM MOJIb30BaTENIEM JOBEPEHHOW CETY, EC/IN TaKas CBA3b
npeaioXeHa agMUHUCTPAaTOPOM JOBEPEHHOWN CETV AN MOATBEPXKAEHA B CBOEN CETU.

o [lpeanoxutb AOBEpPEHHOW CeTU CBA3U C rpynnaMmuv — MpeanoxuTb agMUHUCTPaTopy
JOBEPEHHOW CeTW cOo3A4aTb CBA3b TEKYLLEWN FPYynbl C BbIOPaHHbIM NONb30BaTENEM LOBEPEHHOM
ceTW, ecn Takasa CBA3b 3anpeLleHa B CBOEN CeTu.

8 BbINONHMB HEOOXOAMMbIE HACTPOMKK, HaxkMuTe KHomnKy OK.

MpumeyaHue. 1o6aBMTb CBA3b OTAENBHOIO NOAb30BaTENA C FPYNNON NoJb3oBaTenen
MO>HO TakXXe B OKHe CBOWCTB 3TOro Mo/b3oBaTens B pa3gene CBA3M ¢ rpynnamu
nosib3oBaTesieit.
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epapxmyeckas cnctema
ceten ViPNet

MpuHuMn paboTbl nepapxunyeckon cnuctemol cetenn ViPNet
Pa3BepTbiBaHWe nepapxmnyeckomn cuctemol ceten ViPNet
PacnpeaeneHune obLen INLEH3NN MEXAY CETAMM
MpocMoTp cBegeHnin 06 obLLen ANLLeH3MM

YpaneHuwe cetn n3 nepapxudeckon cuctemol cetet ViPNet
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[IpUMHUMN PabOoThl MepapXMUeckom
cnctembl ceten ViPNet

Mpw pa3sepTbiBaHumn cetn ViPNet B KpynHol opraHusaLmm, koTopas nMeet 6oablLoe YNCNo PUAnanoBs u
COTPYAHWKOB, LienecoobpasHo BMeCTo OAHON koprnopaTusHon ceTn ViPNet co3saTb Heckoabko
OTAENbHbIX CETEW (HanpvMep, MO TepPUTOPUaNLHOMY NMPUHLUMY) N OOBEAUHUTE UX B MepapXUYeckyto
cmcTemy.

VMepapxunueckas cuctema cetein ViPNet BkitoUaeT 0HY rnaBHYH CETb U HECKObKO MOAUYMHEHHbIX CETEN.
Mexxay rnaBHOM CeTbHO U KaXAON NOAUYMHEHHOW CETbIO YCTaHaBANBAETCA MEXCeTeBOE B3aUMOZENCTBME.
Ha Bce cetn ViPNet, BxogsLume B nepapxnyeckyro cMctemy, BblAaeTca creuunanbHblin Gain avueH3um
*.itcslic WM infotecs. reg (CM. JInueH3una Ha ceTb ViPNet), B KOTOPOM cogep>KnTcs MHPopmMaLmsa o
HOMepax rMaBHOM M NOAUYMHEHHbIX CETEW U OBLLMNX NTMLEH3INOHHBIX OFPaHUYEHNAX ANA BCex ceTen. B
LleHTpe ynpaBneHuns ceTbto rMaBHOW CETU NNLLEH3MOHHbIE OrpaHNUeHNA PacnpesenatoTca Mexay
NOAYMHEHHBIMUN CETAMM.

Obwwin pann
"—’—_;——r,_—~ p— *_ itcslic mm
infotecs.reg
N7 Al S
’, 7/ »_3 \\ \.

MaeHein LIeHTp ynpaeneHua cetbio

*_ itcslic mmm * . itcslic mmm *_ itcslic mmm
infotecs.reg infotecs.reg infotecs.reg

MogunHeHHble LieHTpbl ynpasneHuna ceTbio

————— EKCETEBOE B3aMMOAENCTBUE

—————— Pacnpepienenune NUUEH3NOHHBIX OrPaHNYeHUI

PucyHok 123. Uepapxuyeckas cucmema cemeli ViPNet
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MpumMeyaHue. Ecv B rnaBHOM ceT UCnoab3yeTca dalin AMUeH3nm * . itcslic, nepeg
pacnpegeneHneM ULEH3UOHHbIX OrPaHUYEHN MeXXaY NOAYMHEHHBIMU CETAMM

ybeaunTech, 4to A nx ynpasaeHns ncnonbsyetcsa MO ViPNet Administrator Bepcun He
Huxe 4.4. VIHaue 3afaHHble NNLLEH3VOHHbIE OTPaHNYEHNS He ByayT MPUHATHI B
MOAYNHEHHBIX CETAX.

O6beamHeHne Heckonbkux cetert ViPNet B nepapxmyeckyto cucteMy MeEeT C/esytoLme npermMyLLecTBa:

e PacnipegeneHvie Harpysku Mo ynpaBAeHUIO CETAMU MEXAY HECKOJIbKMMMW aZMUHUCTpaTopaMu. 310
NnpoLLe, YeM LEHTPaAIN30BaHHOE YNpaBAeHME KPYMHOW pacrnpesesieHHON CETbHO CO COXHOM
CTPYKTYPOIA.

e BO3MOXHOCTb KOHTPOIMPOBATb CBA3W MEXJY Y3/1aMV Pa3HbIX CETEN B pamMKax MEXCETEBOTO
B3alIMOJencTBumS.

. Ll,eHTpaﬂI/IBOBaHHOG pacnpeageneHmne nNNMUEH3NOHHbIX orpaqueanZ Mexay cetaMn, BO3SMOXHOCTb
nepepacnpeaeneHnA J'II/ILI,GH3I/IIZ.

Ans o6beanHeHns Heckonbkinx cetein ViPNet B nepapxunueckyto cuctemy Tpebyercs cneunanbHbii dhan
JIVILEH3MK, COAEPXKaLLMA ObLMe NMLEH3NOHHbIE OrpaHNYeHNs 417 BCeX ceTel. 1A noayyeHus Takoro
darina obpatutecs k npeactaButento komnanmm MHdoTeKC (cm. ObpaTHas cBA3b).
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Pa3BepTbiBaHME MepPapXMUYeCcKom
cncTembl ceten ViPNet

Pa3BepTbiBaHWe nepapxuyveckonn cuctemsl ViPNet cnegyet HauaTb € yctaHoBKM nporpammebl ViPNet
LleHTp ynpaBneHuns ceTbto B rNaBHOW CETU U pacnpeseneHuns INLEH3NOHHbIX OTPaHNYEHNN ANs
NOAYMHEHHBIX CEeTeN.

Ytobbl co3saTh Mepapxmueckyto cuctemy ceteri ViPNet, BbinosHWTe ciesytolme AencTBus:

1 Onpegennte OCHOBHbIe NapameTpbl nepapxmnyeckon cuctemol cetein ViPNet, koTopyto Bbl XOTute

co3aars:

o

Tpebyemoe konnyecto ceTein ViPNet B Balleln nepapxuueckoin cucteme. Ecim Bbl xoTute
BKJIFOUNTb C COCTaB MEPaPXMUECKon cucTemsl cyecteyrowme cetn ViPNet, coobwute Homepa
3TUX ceTel npeacTaButento komnaHum NHepoTeKC.

Ponu ceTeBbIX Y3/10B, KOTOPbIE Bbl NAAHWPYETE NCMO/b30BaTh, 06LLEe KOJNYECTBO Y3/10B B
KaXkzom ponu.

MoapobHee o naaHnpoBaHumn cetn ViPNet cM. sokymeHT «Pa3BepTbiBaHue cetn ViPNet. PykoBoactso

aAMUHUCTPaTOpPa».

2 3anpocute y npeactasutens komnaHum MHpoTeKC (cm. ObpaTHas cBsA3b) daa AMueH3nm

*.itcslic WM infotecs. reg C TpebyeMbIMK NapameTpamu.

3 MMoarotoBbTe pabouee MeCTO agMUHUCTPaTopa rnasHou cetn ViPNet:

(¢]

Ecan Bbl co3gaeTe rnaBHyto ceTb 3aHOBO, Ha paboyemM MecTe agMUHUCTPaTopa rMaBHOM ceTn
ViPNet yctaHoBuTe nporpammy ViPNet LleHTp ynpaBaeHus cetbto (CM. YcTaHOBKa NporpaMmel
ViPNet LleHTp ynpaBsiieHus ceTbto). Bo Bpems yCTaHOBKM CEpPBEPHOTO NMPUIOXKEHUS YKaXKMTe
o6l ANns BCEW MepapXMUecKon cucTeMbl Gann AMLeH3nm.

Ecnv Bbl XOTWTe cAenaTb rNaBHOM CETbHO Kakyto-nnbo cywectytolyto cetb ViPNet, 3ameHunTe
TeKyLMI Gain ANLLEH3MM 3TON ceTn Ha obwnin dainn anueHsum (cM. OBHOBEHWE ANLEH3NN).
Mpw 3TOM HeOBXO0AMMO, UTODbI HOMEP 3TOW ceTV 6bla yKa3aH B 0bLieM daine AMLeH3nmn B
KauyecTBe HOMepa r1aBHOW CeTw.

B pe3synbTate B npeacrtaBneHnn [losepeHHble cetn (cM. [peacTtasieHne «/loBepeHHble ceTu»)

aBTOMaTU4veCckn noAaBATCA NOAYMHEHHbDbIE CETU ViPNet (ecan mexceteBoe BBaVIMO,D,eVICTBVIe C HUMWN He

6b110 YCTAHOBNEHO paHee).

Mpumeyanwue. B LieHTpe ynpaBieHus ceTbio rnaBHon cetn ViPNet nogunHeHHble ceTu

OTMeYEeHbl 3Ha4KOM J].B B LleHTpe ynpaBneHus ceTbio nogumHeHHon cetn ViPNet

rnaBHaa C€Tb OTMEeY€EHa 3HaUKOM =

4 B LleHTpe ynpaBneHus ceTbto rnaBHou cet ViPNet pacnpegennte AnMueH3MOHHbIE OrpaHnYeHus

MeX Ay NOAUMHEHHBIMU CeTAMM (CM. PacrnipeseneHne obLLen TNLEH3UN MEXAY CeTAMM).
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5 Ecam kakve-nnbo 13 NogUMHEHHbIX CETEN YyxKe pa3BepHYThl U GYHKLUMOHUPYIOT, 418 Nepegaum B 3Tu
CEeTN HOBbIX JIMLEH3VMOHHBIX $GalNoB C 3a4aHHbIMU BaMU OFrPaHNUYEHUAMM UCMOJb3YATe MeXaHN3M
MEXCETEBOIO B3aMMOAENCTBUS:

o Ecnm c kakon-nmbo ceTbto yKe YCTaHOBAEHO MEXCETEBOE B3aMMOAENCTBME, OTNPaBbTE B 3Ty
ceTb MexceTeBYyH MHbOpMaLmto (cM. OTnpaBka MeXceTeBOW UHPOpPMaLLUn).

o Ecam noauvHeHHas ceTb CyLLEeCTBYET, HO C HEl He YCTaHOBJIEHO MeXCeTeBOe B3anMOAENCTBUe,
ycTaHoBUTe B3anMogencTene (cM. OpraHu3aLms MexKceTeBoro B3aumMoencTeus).

BmecTe ¢ MexceTeBOW MHPOPMaLMel B NOAUYNHEHHbIE CeTU ByayT nepesaHbl HOBble Gaibl
NNLEeH3nN.

6 Ecam kakne-nnbo 13 NOAUMHEHHBIX CETEN elle He CyLLEeCTBYHOT, A/s TaKUX CETeW BbINOHUTE
cnepyoLLne AencTBus:

6.1 B npeactaBneHun [loBepeHHble ceTu Bbibepute pasgen CBoicTBa ceTel.
6.2 Ha naHenn npocmoTpa ABaxzAbl LWEAKHUTE HY>KHYHO MOAUYMHEHHYHO CETb.

6.3 B OTKpbIBLUEMCSA OKHE CBOMCTB MOAYMHEHHOW CETU CoXpaHuTe daiin ANLEH3NN s
NOAYNHEHHON ceTu (CM. Ha3HaueHVe NNLLEH3MOHHBIX OrPaHNUYEHUI A OTAENbHOW CeTh).

6.4 Vcnonb3yite coxpaHeHHbIN dainn NMLEH3UN A1 YCTAHOBKM NPOrpaMMHOro obecneyeHms
ViPNet Administrator B noguMHeHHON ceTw.

6.5 3aBepLumTe OpraHM3aLUIO MEXCETEBOIO B3aUMOAENCTBUS C MOAUNHEHHOM CETbIO
(cm. OpraHusaumns MexXceTeBOro B3anMOZencTems).

B pe3synbTaTte BbIMOJIHEHHbIX ,ﬂ,el‘/’ICTBVIl\/i B NOAYNHEHHbIE CeTn 6yAyT nepeaadobl q>a|7mb| JINLUEH3UN,
cojepXawme 3ajaHHble BaMW TMUEH3NOHHbIE OrpaHN4YeHunsd, 1 Co BCEMU NOAYNHEHHBIMU CETAMU 6yAeT
YCTaHOBJ/IEHO MeXCceTeBoe B3a|/|MO,CI,eI7ICTBVIe.
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PacnpeaenerHme obLen nnMLeH3MM
MEXAY CEeTAMM

B LleHTpe ynpaBneHwus ceTbto rnaBHom cetu ViPNet Bbl MOXeTe pacnpesenvTb CyMMapHble
JINLLEH3UOHHbIE OTPaHNYeH s, 3adaHHble B 0bLeM daline ANLEeH3UN * . itcslic AW infotecs.reg ANA
nepapxmueckoi cuctembl cetein ViPNet, Mexay cBoel ceTbto U MOAUNHEHHBIMU CETAMM.

MpumeyaHue. Eciv B rnaBHOM ceTu UCNoab3yeTcs dalin aMueH3um * .itcslic,

pacnpegeneHune ANLLEH3NOHHbIX OrPaHUYEHUA MeXAY NOAUMHEHHbBIMU CETAMMY,
ynpaensembimMu ¢ nomolubto MO ViPNet Administrator Bepcuu 4.2 n Huxe, Byaet

HEBO3MOXHO.

PacnipeseneHune avLLeH3MI MOXHO BbINOJHUTL ABYMS Crocobamu:
e OpHOBPEMEHHO AJ/11 BCEX CETEN, BXOAALMNX B COCTAB MepPapXNYecKolr CUCTEMDI.

e [1na KaxA0W CeTu Nno oTAeNbHOCTU.

PacnpeaenexHne nLeH3nM Ana BCeEX CeTel

YT106bl pacnpesenunTb IMLEH3NOHHbIE OTPaHNYEHNA ANA BCEX CeTEN OAHOBPEMEHHO, BbINMOAHUTE
cnegytouine AencTBus:
1 B nporpamme ViPNet LleHTp ynpaBaeHuns ceTbto rnaBHOM ceTu B MeHI0 JInueH3ns Boibepute nyHKT

Pacnpegenvtb anueHsumo.

OTkpoeTca okHO PacnpegeneHve AMLEH3UI, B KOTOPOM NPeACTaBAeH CMNCOK JNLEH3NOHHbIX
orpaHuyeHuii. MpeactaBaeHve MHGOPMALIMM B 3STOM OKHE aHa/IOTMYHO MPEeACTaBAeHUIO
nHdopmaLmmn B okHe CBeAEHMA O TNLLEH3UN ANA CBOel ceTn (CM. [TpoCMOTp CBEAEHWNI O NNLLEH3UM

JNA CBOEW ceTu).
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L&l Pacnpesgnenne ANLEHIA = [ = .

B rafinuue oToSpacaoTon MMUSHMIOHHBIE OFPAHITYEHIA ANA CE0SH M MOAMHHEHHELR CATER,
AnA PEARKTHPOBSHNA OFPAHNYEHNA HANMMWTE HA COOTEETCTEYHALYD Aueliy Tabanus!.

3.Lrwu:u B AMLUEHINNH C!Wh SN EHE R n 556 Ill-j 56?
Mapamerps yAGCTOBLPARLIETD LEHTPS -

JecTynHocTs $yHELMOHANS YASCTOREPAMLLATD LEHTRA 26 o+ It

Mamcnmance WRCHD CEPTHENKATOR BHELLHE NCABIEATENER 500 50 50

Mamcomanorce wione cepTigneaTos nonsicearensi ViPMet 500 E 50 i
= MNapamerps paloTes ysaos -

Maxcimanesoe wacnn snesenTor KaacTepa anA poan Cluster Windows 19 2 0

Maxcnmanoree wnone agpecos anA ponn Web Gate 24 0 L

MakcHmansnee YNCHo yInoe, ynpasaremss Policy Manager 15 10 0

MJECLIMMUHQE wAaChD r’,.l“;lﬂ MOHWTORPHATS 26 I:I ﬂ

MaKcnmansHoe YACNo J0UEPHNK CEPEEPOE MOHMTOPUHIA -1 20 8

DAHOEPEMEHRHD TYHHEAMPYEMESE COBIMHEHMA 595 5 ]

= MakcHMaasHee YHCA0 YINOE, HA KOTOPEE MoryT Oums Aobamnens poam

WPN-ermenT 1] L] 1
VPN- iemmenT 0 0 3
VPN- et 2 1 0
VM- camenT 0 1 (1]
VPM-cepeep 1 0 0
VPN-cepeep He arpaHuwens 2 0

’ QK Ormera

PucyHok 124. PacnpedeneHue nuyeH3UuoHHbIX 02paHudeHuli
2 YTO6bl M3MEHUTb ANLLEH3UOHHbIE OTPAHUYEHUS A/ CBOEN MW NMOAUMHEHHON CETU:

o B cTonbue BbiIbpaHHOM CETU LWENKHUTE YUNCNO, BblpaXkatoLLlee NLEH3MOHHOE OrpaHuYeHne
Kakoro-1mbo napamertpa.

o B nosBuBWEMCA Nose BBEAUTE 3HAUEHWNE NNLEH3NOHHOIO OrPaHUYEHMs, KOTOPOE Bbl XOTUTE
3azaTb A1 BbIOpaHHON ceTu.

o Takum e obpa3oM 3asalite Apyrve HEOOXOAMMbIE OTPaHNUEHUS A/1s BblIOpPaHHOM ceTu.

[Ana kaxaoro napameTtpa cyMMa 3afiaHHbIX OrpaHUUYEHNA BCEX CETEN He AO/KHa NpeBblLlaTh obLero
OrpaHUYEHUsA AN nepapxmyeckon cnucteMel. ECim no kakomy-a1bo napametpy obliee orpaHuyeHme
6yseT NpeBbILLEHO, COOTBETCTBYHOLLLAA CTPOKa B CNUCKe OyAeT BbljeneHa KpacHbIM LIBETOM U
COXpaHeHMe N3MEHEHNI, BHECEHHbIX B pacrnpeseneHne AnLeH3nin, byaet HeBO3IMOXHO.

3 3aBeplumB pacnpegesneHmne JULEH3NOHHbIX OrpaHnYeHunin, HaxmuTte kHonky OK. Mocne coxpaHeHus
M3MEHEeHMWIN NosBUTCA coobLLeHMe 06 yCnewHOoM pacnpeseneHny TMLeH3nu.

4 OrtnpaBbTe 06HOBAEHWE MeXCETEBOW MHPOopMaLmu (cM. OTnpaska MexceTeBoi nHGopMaLnm) B
NOJYNHEHHbIE CETU, AN1A KOTOPbIX ObINN N3MEHEHbI NNLIEH3NOHHbIE OTPaHNYEHUA.

Ecnm c kakon-nMbo NOJUMHEHHOW CETbIO MEXCETEBOE B3aMMOAENCTBME HE YCTAaHOBNEHO, COXPaHUTE
HOBbIN Qarn AnMueH3nn (cM. HasHauyeHme NNLEH3NOHHbIX OrPaHUYeHIA NS OTAEbHOM CeTU) 1
nepegante ero agMUHUCTPATOPY NOAYNHEHHOW ceTU AN obHOBAEHWSA AanueH3nm (cM. O6HoBNEHNE
NINLUEH3UN).
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Ha3HaueHue JIMUEH3NOHHbBIX OrpaHVIquMVI ANA

OTAENBHOW CETU

YT06bl HA3HAYMTL JIULLEH3NOHHbIE OFPaHNYEHMs ANs Kakon-1nbo nogumHeHHon cetu ViPNet, BbinosHuTe
cnesyoLLne LencTBus:

1 B nporpamme ViPNet LieHTp ynpaBieHWs CeTbto raBHON ceTu BbibepuTe NpeacTaBaeHmne

[loBepeHHble ceTn (cM. [NpescTaBneHne «/loBepeHHble ceTu»).

2 Ha naHenv HaBurauwumu Bblbepute pasgen CBoiicTBa ceTel.

3 Ha naHeaun NPoCMOTpPa ABaXKAbl LLENKHUTE HY>XXHYH MOAYNHEHHYHO CeTb.

4 B otkpbiBlLEMCA OkHe CBoOicTBa NogumHeHHol cetn ViPNet Ha naHenn HaBuraumm Boibepute

pasgen JIMueH3NoHHble orpaHuYeHus.

s Cemn 667 = [ @k

Offusie craieres

Cerepme yane NAUEHEMOHHBIE OrPAHAYEHMA NOAYMHEHHOA CETH

MNanesosarenn
Jnn peaasTHRORAHHA OTPAHUYEHAR HAKMWTE HA COOTEETCTEY ML Auefy cTonbua

TR HINOHHBIE O PAHRYEHNS ~Pacnpeaenenos.,

BaANcE B AMLEHIAN Crobasmo p‘a:npe_q_-
= MNapaseTpol yAOCTOBEPAIOULETD LiEHTPA

MEKCHMANEHEE JHCND CEPTHEURATOR BHELIHME NoNBIoBATEReR 900 =0

MEKCHMANEHOE YMEND CepTudamaTos NontsosaTene VIPMet 500 50 L
- Mapassetpol pabiare yraos 1

BASKEHIMANRHEE JMERND SASMEHTOR RARCTEpS gna poan Cluster Win 31 a

Maxcnuanesce Jnone aagecos gna pons Web Gate 4 Q

BBKEHIAARHEE JHERE yRA0E, yipaets s Palicy Mansger 24 a

BASKCHMANEHEE YHCIE YIACE MOHUTORUIS | 3

BEKEHIANEHEE SHEE A0YEPHID CEPEEROE MOHUTORIHIE 7 Q

GAHGE PERLEHHD TEIHHE'HIIP:"EMHE COeJMHEHNR 5'95 ﬂ

Baste MBMANEHGE YHLAD YAOE, HI KOTOPGIE MOTYT Beite g_u&mu poam

VPN-xanenT 0

VPN-snment 0 3

VPN-wanesT 2 o

VIPN-cepeep 1 0

VPN-cepeep Heorpan 0 =

m b

ZArpyIHTe OrpAHRHEHAA., | | COXpaniTE MELEHSH..

QK | '_ Ornsera

PucyHok 125. CoxpaHeHue ¢alina auyeHsuu

5 3a,qa|7|Te JINLUEH3NOHHbIE OrpaHn4YeHna ana AaHHOVI I'IO,CI,‘-IVIHEHHOI‘/JI CeTn, Kak onncaHo B pasaene

PacnpegeneHune IMLEH31M ANS BCEX CETEN.

6 Ecnmy Bac nmeetcs npeabiaywias Bepcus Ganna *.itcslic MWAKM infotecs.reg A4 faHHOW

NOJYNHEHHOW CeTW, Bbl MOXETE 3arpy3unTb JINLEH3NOHHbIE OrpaHnYeHns n3 atoro danna. na atoro:

o

o

HaxxmuTte KHOMKY 3arpy3nTb orpaHUYeHuns.

B okHe OTKPpbITb yKaXunTe NpeablayLLyo BEPCUo ANLEH3NOHHOTO dalina Ans faHHOM
NOAYNHEHHON CETW.
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B cnyuae ycnewHom 3arpy3ku IMLEH3NOHHBIX OFPaHNYEHNI MOSBUTCSA COOTBETCTBYHOLLEE
coobuieHme. B ctonbue PacnpegeneHo 6yayT oTobpaXKeHbl orpaHUYeHus, 3arpy>KeHHsle 13 garna

7 YTOObI COXPaHUTL M3MEHEH WS, HAaXXMUTE KHOMKY MpuMeHnTb.

8 Ecam ycTaHOBNEHO MexceTeBOe B3aMMOJAENCTBME, OTNPaBbTE B 3Ty CETb OOHOBAEHNE MEXCETEBON
nHdopmaumm (cM. OTnpaska mexkceTeBo MHGopMaLnm). Bmecte ¢ mexceTeBon MHPopMaumen B
NOAYNHEHHYIO CeTb ByAeT nepesaH HOBbIM dalin ANLEH3UN.

9 Ecan mexceteBoe B3aMMOAeI7ICTBIAe C I'IOALII/IHEHHOI\/’I CeTbH0 He YCTaHOBJIEHO, COXpaHnTe HOBbIN an
NNUEH3NN N rlepe,qa|7|Te €ro agMunHmncTpaTopy 3TOW CceTwn. ,ﬂ,flﬂ 3TOro:

o Haxmurte KHOMKY COXpaHVITb NNLUEH3UI0.

o B okHe 0630p nanok yKaXXute nanky Asaa coXxpaHeHunsa cbaﬁnos JINLEH3UNN N HaXKMUTE KHOTMKY
oK.

B yka3zaHHyto nanky 6yaeTt coxpaHeH ¢ain *.itcslic AW infotecs.reg ANS JAHHOM
NOAYNHEHHON CETW.

o [epepaiTte coxpaHeHHbIN Gann agMUHUCTPATOPY NOJUYNHEHHOW CETU AN OOHOBAEHMS
aueHsun (cMm. OBHOBAEHUE NTNLLEH3NN).

Bbl Takke MOXeTe Ha3HauUNTb JINLEH3UOHHbIE OFPaHUYEHNs 415 cBoel ceTu. Hanpumep, 3To MoxeT
noTpeboBaThCA NPU Nepexose Ha nepapxuueckyro cuctemy cetein ViPNet. B gaHHOM ciyyae

mn

JINLUEH3NOHHbIE OrpaHn4vYeHnAa Bbl MOXeETE 3arpysnTtb U3 Ctaporo ¢a|71na JNINLEH3NN N NPpU HeO6XOAI/IMOCTI/I

OTpenakTMpoBaTh X Bpy4UHYyto. s 3Toro nocne obHoBAeHMS 06LLen anueH3nn Ha ceTb ViPNet
BbIMOJIHWUTE CleAytoLlme AeUCTBUS:

1 B nporpamme ViPNet LieHTp ynpaBieHuWs ceTbto CBOeW CeTU B MeHto JInLeH3us BoibeprTe NyHKT
JINEeH3NOHHBIE OrpaHMUYeHns CBOel ceTu.

2 B oTkpbiBlUEMCs OKHe JINLEH3MOHHbIe OFpaHMUYeHUs CBOEM CETU C MOMOLLbIO KHOMKM 3arpy3unTb
OrpaHUYeHM1s 3arpy3nTe JMLLEH3MOHHbIE OrpaHMUeHns U3 Npeaplayero danna AMLeH3nn, nocae
yero Npu HEOBXOAMMOCTU OTPeAaKTUPYITE X BPYUHYHO (Kak OMucaHo B pasgene PacnpegesneHue
NVLLEH3MM 4151 BCEX CETEN).
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Janmce B Anuenzan

= Napamerpw paboT yanon
MakcunansHoe Yncne snementos knacteps ana pean Cluster Windows 21
Maxcumansmoe wncno agpecoe 4na poan Web Gate 24
MagcHansHoe YMcno yanos, ynpasnasuss Policy Manager
MARCHKANLHOE UHEAD YEAOE MOHUTOPUHIA
MacHmansHOE UNEAD AGUEPHIX CEPEEPTE MOHNTOPMHES
Qanoepentenng TyHHENNpYEMEIE COEIMHENNA
MakeHMANLHOE YMCAS FEAGE, 13 KOTOpLIE MOryT BoiTe gobasaensl poan

BuRkR

m

5l NapameTpes yA0CTOBEpAGUIETS LEHTD
MagcumansHoe YNCND CEPTHGHEATOR BHELIMIK NEABICEATENER 900
MagcnmansHoe wnono cepTiduratos nonsroeatensd ViPMet 900

5

AnR peiaKTHposaia OTDAHIYENHR HAKMITE #3 COTTEETCTEYRCLTO Avefy cTonbua sPacnpegenencs,

5

S D D D

Ceobogno anuerani  Pacnpeaenens

VPN-wnnesT 2
AewctenTensHo ¢ 10012020
VPM-wAmenT 0
Ao sepcnm 30
VPM-cepeep 1
VEM-cepeep He orpanuuens
aedcraumensho ¢ 010012005 a0 01.01.2024
VEM-ceprep He crpasuuenc
a0 sepown 5.9 sedteraurenso ¢ 001012005 300001 2024
VPM-cepaep He orpannuens
A0 sepcnn 6.0
Connect 1

| Fal | 2arpynTe OFPAHHYEHMA, . | |

QK

|[ OrmiaenHa

PucyHok 126. HazHauyeHue nuyeH3uoHHbIx o2paHudeHuli 01s ceoeli cemu

3 /[lnsa coxpaHeHusa HacTpoek HaxxmuTe kHomnky OK.
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[IpoCcMOTp CBedeHMM 06 0bLen
NLEH3M

[ns npocmoTpa nHdopmMauum ob obLLen AMLEH3NN A5 nepapxmyeckor cuctemsl ceteit ViPNet 1 06
MCMO/Ib30BAHWNW 3TOM IMLLEH3MU BbIMOJHUTE Cliedytolline AeACTBUS:

1 B nporpamme ViPNet LieHTp ynpaBieHWs CeTbio rMaBHOM ceTu B MeH0 JIMLeH3uA BeibepuTe NyHKT
CBeaeHus 06 obLen anueHsuu.

Otkpoetca okHo CBepeHna 06 obuuein avueHsuu. MNpescraBaeHe MHGOPMaLMM B 3TOM OKHe
aHaJIorM4YHO NpejcTaBaeHnto MHGopMaLmmn B okHe CBeeHMA O JIMLEH3UN AN CBOEW ceTn
(cm. MpocMOTp CBEAEHUI O INLEH3UN ANA CBOERN CeTn).

2 Ha Bknagke O6was MHGOpPMaALUA NPOCMOTPUTE CBEAEHMA O HOMEpPAaX raBHOW U MOAYMHEHHbIX
cetewt ViPNet, cpoke AeNCTBUA NULLEH3MW, MaKCUMaNbHON AONYCTUMORN BEPCUM NPOrPaMMHOrO
obecneveHuns ViPNet Administrator, a Tak)ke KOHTaKTHbIE JaHHble NOCTaBLLMKa JNLIEH3UMN.

|t2d Crepennn o6 oBlei AuUEHIMN = @

O6wan tHpopMaumrs | SIMYEHSMOHHEIE OFPAHWHEHNA

3anuce B AHUEHZMK

= WMndopmayma o cetn

Homep ceoeii cetn 5614

Bnageney cetu Infotecs, Documentation
Homep ronoeHoil ceti 5614

Homepa noguvHedHbix ceTei 5615

Cpok gefcTBnA NULEH3MN 3112.2015
Makcumanean eepona ViPMNet Administrator 5.0

= Cnpasounan midopmaums
Vzgatents nuuensum
Cait (Poccua)
Email-agpec (Poccna)
Tenedon (Poccua)
Pakc (Poccua)
CaiiT (MexgyHapoaHEI)
Email-agpec (mexaynapoaHbiii)
TenedoH (MexRayHapoaHEI)
Dakc (MexmyHapoAHEIR)

3akpeiTe |

PucyHok 127. Obujue ceedeHus o AuyeH3uu 015 uepapxudeckol cucmemsl cemeli ViPNet

MpumeuaHue. B cnyvae ncnonb3oBaHns dalina AMLEH3UM * .itcslic, B OKHe
CBesieHuns 06 obwen anueHsnn Ha Bkiagke O6was nHpopmaums He oTobpaxatoTtca

KOHTaKTHble AaHHble NOCTaBLWKa NNLLEH3NN. YT106bI NPOCMOTPETb AaHHYHO
nHdopmaLmto, B rnaBHoM okHe nporpammel ViPNet LieHTp ynpaBaeHus ceTbto
nepenaunte B MeHto CnpaBska > O nporpamme.

3 Ha Bknagke JIMLLEH3MOHHbIe OFpaHNYEHNA 03HAKOMbTECH C OBLMMY OTPaHUYEHUAMU Ha CTPYKTYPY
ceteit ViPNet, BXOAALLMX B MEPAPXMYECKYHO CUCTEMY.

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBOACTBO agMuHUCTpaTopa | 228



|2 Ceeaermna 06 oBwei MMuensnn = @
O6wan nhdopmauna | JTMUEHINOHHBIE OFPaHUYEHNA

3annce B AMLEHZ MK Nnuyenznonnoe orpannder  CeoBogHo AMLEHINEA
= MapameTpbl yA0CTOEEPAICWETD LLEHTPA -
JocTynHooTe $yHKLUNOHENE YACCTOBERAILLEND LEHTRE 1 0
MakcumaneHoe Yncne cepTUUKATOR BHELLHKMX NoAb30BaTenel 50 50 3
MakcumaneHoe yncno cepTudkaTos nonbsoeatensi ViPMet 50 50
= Mapametpo pabotm ysnos
MakcnmaneHee yncne 3nemenTos knactepa 4na ponm Cluster Windows 0 0
MakcumaneHaoe uncne agpecce ana ponn Web Gate 0 0
MakcumaneHoe ynene yanoe, ynpasnaemerx Palicy Manager 1 1
MakcumaneHoe UNCC Y3N0B MOHWTOPUHIE 0 0
MakcumaneHOE YNC0 AOHEPHWNX CEPBEPCE MOHWTOPUHIE 0 0
OaHoBPEMEHHD TYHHENNPYEMBIE COEANHEHNA 5 5
= MakcMmansHoe 4MCNO Y3M0E, Ha KOTOpbie MOryT BbiTh AobaBnennl poau
VPN-knment ] 0
VPN-knment 0 0
AedcTErTensHo go 03.06.2019
VPN-knment I 1
AedcTenTensHo ¢ 10.01.2020
VPN-knment 1 il
Ao sepcimn 5.0
VPMN-cepeep 1] 0
VPMN-cepeep 2 2
AedcTenTensHo ¢ 01.01.2015 go 01.01.2024 =
4| m | b

PucyHok 128. /luyeH3uoHHble ozpaHuydeHus 015 uepapxudeckol cucmemel cemeli ViPNet

4 Tony4ymB HEOOXOAMMYIO MHOOPMALMIO, HAXMUTE KHOMKY 3aKpbITb.
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YaaneHme cetm 13 nepapxmyeckomn
cuctembl ceten ViPNet

Ecav Bbl XOTUTE NepeHeCcTV NOJUNMHEHHYHO CETb 13 OAHOW nepapxuyeckon cnctemsl cetet ViPNet B

Apyryto namn 4ytobsl cyulectaytrowwas cetb ViPNet nepecrtana 6biTb NOAYMHEHHON B BalLel nepapxum cetein

ViPNet, BbInoNHUTE CreaytoLme AeNCTBUS:

1 3anpocute n nonyunte y npeacrasutens NHpoTeKC HoBbIn dalin amueHsnm *.itcslic 6e3
NoAYMHEHHOM ceTu. V3 obLel anueH3nm ronoBHOW cetn byaeT yaaneHa NojunHeHHas CeTb.

2 B LYCe nogunHeHHOM CceTH yaanuTe Bce ceTeBble y3/bl (CM. YaneHne CeTeBoro y3sa) Kpome y3na

LLYCa, ero koopauHaTtopa v nosb3oBaTtenei, KoTopble 3apermcTpMpoBaHbl 3a 3STUMM y31amu.

3 B LYCe ronoBHol cetn ocBO6oANTE NNLEH3UU, KOTOPbIE pacnpeseneHbl B NOAYMHEHHYIO CeTb
(cm. PacnpegeneHune nnueHsnm A BCcex ceTein). 3aTeM OTnpaBbTe B MOAYMHEHHYHO CETb
obHoBAeHNe mexceTeBon nHGopMauum (cM. OTnpaBka MexceTeBon MHGopmaLLmn). Bmecte ¢
MexceTeBon nHGopMaumer B NOAYMHEHHYIO ceTb ByaeT nepesaH HOBbIA daiin ANLEH3INN.

4 B LYCe ronoBHoW ceTv 3arpy3unte HoBbIM daiin anueHsnm (cM. O6HoBeHKe avLeH3nn). MoasuTtca

npeaynpexgeHne 06 U3MeHeHUN nepapxmm BalLen ceTu.

5 [pekpaTuTe MexceTeBOE B3aUMOAENCTBME MEXAY FONOBHOM U MOAUYNHEHHOW CETAMMU
(cm. MpekpalyeHne MexceTeBOro B3anMoaencTema).

6 [ns paboTbl NOAYMHEHHON CETU pa3BepHUTe 3aHOBO ceTb ViPNet.
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MexceTeBoe B3anMoaencTBme

OpraHu3aumsa MexceTeBOro B3avMOAenCTBnA
CBA3KM Cc 06bEKTaMU AOBEPEHHbIX CETEN
N3mMeHeHwe LW030BOro KOOpPANHATOPa CBOeN ceTu
OTtnpaBka MexceTeBOM MHGOPMaLmm

Mpviem MexceTeBoM MHPOPMaLIMM

MpekpaLyeHe MEXCETEBOrO B3aMMOAENCTBIS
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OpraHm3aLmsa MexceTeBoro
B3aMMO/ENCTBMA

Ecan TpebyeTca opraHn3oBaTh KaHan Ans 3aluyLeHHOro obMeHa MHPopMaLmen Mexay ABYMA pasHbIMu
cetamm ViPNet, mexay 3TMMKM ceTAMM CedyeT yCTaHOBUTb MeXceTeBOe B3anmogencrane. [lpyrve cetu
ViPNet, c koTopbIMK B Ballei CeTW YCTaHOBAEHO MeXCeTeBOe B3aUMOJENCTBME, Ha3bIBatOTCA
JOBEPEHHBIMUN CETAMMU.

Ans Kaxaon JOBEpPEHHOW CeTU B YA0CTOBEPSIOLLEM M KNHOUYEBOM LIEHTPE CO34aeTCs MEXCETEBOM
MacTep-KJHY, Ha OCHOBE KOTOPOTo GOPMUPYHOTCA KAKOUM ANs 3alMLLEeHHOro obmMeHa MHbopmMaLmeit ¢
JaHHON fOBepeHHON ceTbto. [ogpobHee O CO3JaHNN MEXCETEBbLIX MacTep-KAOUEN CM. JOKYMEHT
«ViPNet YaocTtoBepstoLmii 1 K1HOYEeBOM LEeHTP. PYKOBOACTBO agMUHUCTpaTOpa», pasgen «PaboTta ¢
MacTep-Karo4amMm».

Takke Ans KaXA0W LJOBEPEHHOM CETU Ha3HaYaeTCs LLUIH030BOM KoopanHaTop. Lnto3oBon koopanHaTop
CBOEW CETW CBA3aH C aHaNOrMUHbIM KOOPAMHATOPOM JOBEPEHHOW CETY, U Yepes 3T KOOPAUHATOPbI
HampaBAsAtOTCA BCE TPAHCMOPTHbIE KOHBEPTLI, MepesaBaeMble MEXAY ABYMS CETAMM.

Y106kl 06eCneunTb BOIMOXHOCTb 3aLLMLLLEHHOIO COEANHEHNA MEXAY CETEBLIMM Y3/1aMu Ballen 1
JOBEpEeHHOW ceTell, obmeHa nucbMamu B nporpamme ViPNet [lenosas nouta, annamu u Tak ganee,
cnesyeT co3zath CBA3M Mexay obbekTamu Baweli cetn ViPNet n obbektamum goepeHHol cetu. 06
0COBEHHOCTAX CO3ZaHunA CBA3el C 06bekTaMu JOBEePeHHON ceTu cM. pasgen CBsA3n ¢ obbekTamu
[LOBEPEHHbIX CeTeN.

OpraHu3auuns MeXCeTeBOro B3aMMoAencTBrs Mexay cetamu ViPNet cocTouT u3 cneayroLmx 3Tanos:

1 AamuHuctpatop nepsoii cetu ViPNet, HMuumnpyrowmii MmexxceTeBoe B3aMMOeNCTBYE
(cM. IHMUmaums mexceTeBOro B3anMozelncTems), cosgaet B LleHTpe ynpaeneHus cetbto daiin
MeXXCeTeBON MHPOPMaLMK, a B Y0CTOBEPAIOLLEM U KJHOYEBOM LIEHTPE — MEXCETEBON
MacTep-katou. 3aTeM OH nepegaeT dain MexceTeBon MHGOPMaLIMK N MEXXCETEBOW MacTep-KarY
agMUHUCTpaTopy BTOpol ceTn ViPNet.

2 AamuHucTpaTop BTopoit ceTn ViPNet npuHumaeT mexceteByto MHGopMaLmto (cM. Mpuem 1
06paboTka NoayUYEeHHONM MeXCETEBON MHGOPMALLMK), 3aTeM cO3aeT dalin C OTBETHON MeXCeTeBOM
nHdopMaLmen n nepeaaet ero agMUHUCTPaToOPy NepBoO CETU.

3aTeM agMUHUCTPATOP BTOPOW CETU UMMOPTUPYET NepesaHHbI eMy MEXCETEBON MacTep-KatoY.

3 AAMVHUWCTpaTOp NEpPBON CETU 3aBepLUAET OPraHn3aLLMio B3aUMOAENCTBUS MPUEMOM OTBETHOM
MexceTeBON MHPOpMaL MM (CM. 3aBeplUeHne opraHn3aL M MeXXCeTeBOro B3anuMoencTBumA).

4 AaMUHUCTPATOP KaXZAOW CeTU Co3AaeT HOBble CMPaBOYHWUKM U KAHOUM U OTMPaBAAET UX Ha y3/bl
csoen cetn (cM. O6HOBIEHWE CMPaBOYHNKOB U KIOYEN).

Mocne 3TOro y3nbl JOBEPEHHbIX CETEN, YYacCTBYHOLLME B MEXCETEBOM B3aUMOAENCTBIN, MOTYT
0bMeHMBaTbCA MHOPMaLMEN APYT C APYTOM.

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBOACTBO agMuHUCTpaTopa | 232



MHVUMaLMA MEXCETEBOrO B3aMMOAENCTBMSA

ANs VHULMMPOBaHNS MEXCETEBOTO B3aMMOAeNCTBUA ¢ apyron cetbto ViPNet Heobxoaumo:
e co3aaTb Garin c MexceTeBoW MHGOPMaLIME O CBOEN ceTy;
e CO3/aTb MEXCETEBOWN MacTep-KHOY;
e COXpaHUTb dalin MexceTeBOM MHHOPMALIMM Ha CbEMHbIA HOCUTEND;

® MepefaTb HOCUTENb C MEXCETEBON MHOPMaLMEN BMeCTe C MEXCETEBLIM MacCTeP-KAHOUOM
agMuHUcTpaTopy apyron cetn ViPNet.

YT06bl MHULMMPOBaTL MEXCETEBOE B3aMMOAENCTBME, BbIMOJHUTE CeAYHoLLNe AeACTBUS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto B MeHt0 JloBepeHHble ceTn BblibepuTe NyHKT
YctaHOBUTbL B3auMogeiicTeume. byaet 3anyuieH mactep YcraHoBKa MeXCeTeBOro B3aUMOZAENCTBUA.

2 Ha nepBoW cTpaHuLe MacTepa BbibepuTe BapmaHT A MHULMATOP MeXCeTeBOro B3auMOAEeNnCcTBIA U
HaxxmuTe KHonky fanee.

3 Ha cTpaHuue 3againte nHpopmauumio o gpyroi cetn ViPNet n koopamnHatop ans cBA3n C He
yKaXxuTe HOMep CeTH, C KOTOpoW TpebyeTca yCTaHOBUTL B3aUMOAENCTBINE, UMA CETH, KOTOpoe ByaeT
oTobpaxaTtbcs B nporpamme ViPNet LleHTp ynpaBaeHuns ceTbio, U BbibepuTe LWIO30BOW
KOOpAMHATOP CBOEN ceTu. 3aTeM HaxxmuTe kHonky Janee.

¥CTaHOEKE MEX CETEEOrD BE3AMMOAEHCTEMA

l H 3anaiTe MHbopMaLKKo O Apyroi ceTk VIPNet 1 KOOpAWHATOP ANA CBA3K C HER

=

BEEﬂ,HTE HOMER CETH MKW B:IﬁEpHTE HOMER I'ICI,CI,‘-{HHEHHCH CETH U3 ERINAASHOLLENS CONCKE A4NA YCTEHOEKH
MERMCIETEEOMD 53311!.10,[53:“3119. 3E£l,aﬁTE WIMA, NO4 KOTODbIM CETH 5'_-,:’,0,&“ OTO{JPaXaThCF B J,e—‘pe ¥NpasneHKA
CETBHHD.

Homep cetw: 12780 -

Vma cemu CeTe 12780

Onwcanwe:

BriGepute wWarosoEsIid KooparHaTop cecel cemw ViPNet, uepes koTopeid SyaeT OCyWIECTENATECA CEASE ¢ APYTOWH
cetaio ViPNet,

Koopavnatop #f Coordinator? Buibpars... |

danes = | [ CTmeHa

PucyHok 129. OpeaHu3zayus mexcemego2o 83aumodelicmeus

4 Ha ctpaHuue YkaxuTe ceTeBble y3/bl cBoel cetn ViPNet BbibepuTe y3nbl CBOEN CETH, KOTOpPbIE
6yayT y4acTBOBaTh BO B3aMMOAEWCTBMM C y31aMu AOBEpPEHHOW ceTu. Bbl MoxeTe BbIGpaThb cpasy Bce
ceTeBble Y3/ibl C MOMOLLbIO (axKa, PaClnONOXEHHOrO B 3aro/JIoBKe CimcKa.
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LLeHTp ynpaBieHNs CeTbIO U LIIHO30BOW KOOPANHATOP CBOEW CETU AOMKHbI 06583aTe/IbHO
NMPWCYTCTBOBATb B CMMCKE Y3/10B A1 B3aVMOZAENCTBUS, UX HEBO3MOXHO YAaaUTb.

YcTaHOBK3 MEXCETEBDIO BIAMM O,D'Eﬁ CTEWNA

Ezl - i
1 |] YKamuTe ceTesble yaabl ceoer cetn ViPNet

o

,ﬂoaﬁﬁhT& B CNWCOK CETEBLIE Y3NbI CBOEH CETH, KOTOpbIE 6}',\’],&"1' ACCTYNHEBl ANA YCTEHOBNEHWR CER3M C ,ﬂp)’l’Dﬁ CETBHD

ViPMNet,
Tun | Mima
Bi  Client 1-1 (LVC+PM)
_-"_fj= Coordinator 2
EY  Ivanov

’ JoBasuTh.. |

[ danes = | [ OTtmeHa

PucyHok 130. Belbop y3n106 cgoeli cemu 0189 mexcemegoz0 83aumodelicmaus
BbibpaB ceTeBble y3/bl, HaXXMUTe KHOMNKy Janee.

Ha ctpaHuue Ykaxknte nonb3oBaresneit ceBoe cetn ViPNet Bbibepute nonb3oBatenent ans
MEXXCETEBOrO B3aMMOZENCTBMA. [10 yMOAYaHWIO B CMUCOK Ao6aBieHbl MO/b30BaTENN CETEBLIX Y3J10B,
BbIGpaHHbIX Ha MpeablAyLiei CTpaHuLLe.

MpumeyuaHue. Ecan Ans MeXCeTeBOro B3avMOAENCTBUA BbIGpaH CETEBON y3e, HO He

BbIGpaH HW OAWH NOJIb30BaTENb 3TOTO Y3/1a, CBEAEHUs 06 3TOM y3/1e He BYAYT BKIOUEHbI
B MeXceTeByto MHPopMaLmto. VickntoueHnsMm sBastoTcs LLeHTp ynpaeaeHus ceTbio 1
LL/IFO30BOW KOOPAMHATOP.

Bbl6paB HOﬂbBOBaTeneVI, Ha>XMUTE KHOMKY Ll,anee.

Ha OTKprBLIJeVICFI CTpaHuue npu HEO6XOAVIMOCTI/I yKaxwute KOMMeHTapI/II7I ANnAa aAMNHNCTPAaTopa CeTy,
C KOTOpOPI yCTaHaBAMBaeTca BBaVIMO,D,EI‘/JICTBI/Ie, N HaXXMUTE KHOMKY Ll,anee.

Ha ctpaHuue Ykaxute ¢aiin ana coxpaHeHUs MexceTeBon MHbopmaunm Haxmute kHonky O63op
W yKaxxuTe nanky Aas coxpaHeHus gainna MexxceteBolr MHPopMaL M. 3aTeM HaXXMUTE KHOMKY
Danee.

Ha ctpannue CoxpaHeHue mexxceTeBoM MHbOpPMaLMKU NOC/e 3aBepLUEHNs 3annck gana HaxmmTe
KHonky [lanee, Ha cneayroLLei CTpaHuMLe HaXkMuTe KHoMKy FoToBo.

MepepaliTe co3gaHHbIV hanin mexceTeBo MHGOPMaLMW aiMUHUCTPATOPY AOBEPEHHOW CeTU.
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BmecTte ¢ dannom mexceteBon nHGopmaLnm nepesante aiMMHNCTPATOPY AOBEPEHHON CETU
ME>XCETEBOI MacTep-KHOY, CO34aHHbIN AJ/1f 3TON CeTU B YAOCTOBEPSIOLLEM U KNHOUYEBOM LIEHTpE.
MNMoapobHee 0 CO3aHMM MEXCETEBOIO MacTep-karoya cM. JokyMeHT «ViPNet YaoctoBepstowmii n
KJIFOUEBOM LeHTpP. PyKOBOACTBO agMUHUCTpATOPa».

OcobeHHOCTM CO34aHMA MEeXCeTeBOM
nHPopMaumm B IO ViIPNet Administrator 3.x

[na opraHn3aLmmn MexxceTeBoro B3anMoaencTBuna ¢ JOBEPEHHOM CeTbo, B KOTOPOU ucnosbsyetcs MO
ViPNet Administrator Bepcum 3.x, nocne GopMnMpoBaHnNa AaHHbIX 418 IKCMOPTa aAMUHUCTPATOPY 3TOM
ceTu HeobXoAMMO BbIMOAHUTL CeAytolwmne JONOAHNUTENbHbIE AeACTBUS, UTOObI co3aaTb paiin
MexceTeBon MHPopMaumm, nogaep>kmeaemsblid MO ViPNet Administrator Bepcun 4.x:

1 B okHe ViPNet LieHTp ynpaBneHus ceTbto B MeHto Cny>k6bl BbIGpaTh KOMaHAy IKCNopT.
2 B okHe 3kcnopT BbIbpaTh HY>XXHYH JOBEPEHHYHO CETb U HaXkaTb KHOMKY ApXMB.

3 B okHe 3agaiiTe KaTanor Ha3HauYeHMA yKasaTb Mnarnky, B KOTOPYyo OyAeT CKONMMpoBaH apxus (Mo
YMOJIHaHWUIO NporpamMma npegsaraeT nanky \NEW\EXPORT) U HaxaTb KHOMKY MpuHATb.

®ain popmata LZH 6yseT nomelleH B Nanky ¢ UMEHEM, COBMaZaroLLMM C HOMEPOM JIOBEPEHHOM CETH,

A5l KOTOPOW NpefHasHadveH akcnopT. Janee agMUHUCTpaTOp ceTu, B KOTOpol ncnonbsyetcsa MO ViPNet

Administrator 3.x, MOXeT nepesaTb ero Bam.

[1premM 1 0bpaboTtka NoNYYEHHOM MEXCETEBOM
MHDOPMaLLMK

Ecan mexceTeBOe B3aUMOAENCTBME HbINO MHULMUPOBAHO agMUHUCTPaTopoM apyroi cetu ViPNet, oH
nepeaaet Bam dainn MexceTeBor MHGOPMALMKN U MEXCETEBOW MacTep-K/HOu.

Y106bI NpUHATL Gaiin C MexceTeBOl MHOOPMaLMEN, BbINONHUTE Cleytolme AeACTBUS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto B MeH0 JloBepeHHble ceTu BbibepuTe NyHKT

YctraHoBUTb BBaVIMO,D,eVICTBVIe. Byﬂ,ET 3anyuleH Mactep YcTtaHOBKa MeXCceTeBoro B3aMMOA6I>’ICTBMﬂ.

2 Ha nepBoii cTpaHuue MacTepa Bbibepute BapuaHT A npuHUMato ¢ain ¢ mexxceTeBoi
nHpopMaLmelt u Haxmute kHonky flanee.

3 Ha crtpaHuue 3arpyska mexxceteBon nHbopmMaumm us daina ykaxute Gana ¢ MeXXCeTeBOM

NHPOpMaLMel, NoAyYeHHbIW OT agMuHucTpaTopa cetn ViPNet, KOTOpbIA MHULMMPOBaN MeXceTeBoe

B3aumogenctame. MNocne ykasaHns dainna B OKHe MacTepa NosBUTCA NpesynpexaeHne, uto
B3aVMOZENCTBME C CETbHO He YCTaHOBJIEHO.
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3arpyska MeXCETEBON MHGOpMaLMK

l 'E 3arpyska MexceTesol nHdopmMaumn M3 daina

STOT MaCTep NOMOXET SArPYsUTE M3 daiina u oBpaboTare MEXCETEBYI MHGOpMaLMI vz apyroi cetu ViPNet.
YeamuTe halin ¢ pacwmpennem ~.lzh, cogepsaumi mexceTesyo MHbopMaLMo apyroi ceti ViPNet,
3TOT aiin 4omxeH NPeAoCTaENTE AIMWHWCTDATOP CeTH, C KoTopol Bel yCTaHaBnMEasTe MeECETEROR

E3a 11r.1o,£5|31:13115.
O630p.

CeeasHua o ADESPEHHON C2TH
Homep cetu: 12780
WniozoEnii xoopguHaTop: Coord112780

Mparpamuace ofecnevenne: ViPNet Lestp ynpasnequwa cetore 4.6,54530

Iy MexcceTepoe B3amMoasicTsmne ¢ ceTeio N212TE0 He yeTaHoEASHD, YeTaHOBMTE E3aMMOSENRCTEME. ..
A 4 ¥ oL

Ormeda |

PucyHok 131. Mpuem u obpabomka nosyqeHHoU mexcemesoli uHgopmayuu

Y106bI NPOAOIKUTL 3arpy3Ky MEXCETEBON NHPOPMALNK, HAXKMUTE KHOMKY YCTaHOBUTb
B3auMogaencTeue.

Ha ctpaHuue 3apaiite uHbopmauuto o gpyronn cetn ViPNet 1 koopanHaTop AnsA CBA3U C HeM
BblOepuTe LLO30BOW KOOPANHATOP CBOEN CETU, 3aTEM HaxMuTe KHomnky [Janee.

Ecam dainn mexceTeBon MHOOPMaLIMM COZEPXKMUT OLLIMBKM, OTKpoeTcs cTpaHuua MpoBepka

MeXKCeTeBOW VIHq)OpMaLI,I/IVI CO CNMMCKOM O6Hapy>KEHHbIX KOHq)J'II/IKTHbIX NN HEMOJIHbIX AaHHbIX.
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3arpyska mexceTesol MHpopMaunn cetn BaT1

| E [Mpoeepka mexceTeBoi nHboOpMaLK

MapameTpel ceTM M MeXCETEBOH MHGOPMALMK, KOTOPEIE MOTYT BNMATE Ha PaboToCNOCOGHOCTE B3ANMOAERCTENA:

B HenonHele ceeaehna o nonssoeatens 1A0F0006.

B Henonwele ceeaenun o ceTesom yane 1AOFO0OF (Client 2-1).

CoxpanunTe B ¢aﬁn...|

[ « Hasapg, |[ lanee » | [ Otmena |

PucyHok 132. B mexcemegoli uHgopmayuu obHapyxeHol HenosiHele 0aHHbie

Mpw 0bHapy>XeHUN KOHPAMKTHBIX JaHHbIX 3arpy3ka MeXCceTeBon MHpopmMaLmnm byaet HEBO3MOXKHA.
B 3TOoM ciiyyae obpatnTech K aAMUHUCTPATOPY JOBEPEHHON CETU AR YCTPaHEHUA KOH(IVKTOB.

Y106bl NPOA0IKNTE 06pabOTKy MexceTeBON MHPOPMaLMK, HaXXMUTE KHOMKY Janee.

Ha ctpaHuue MameHeHus B MexceTeBoW MHGOPMaLMN O3HAKOMbTECh CO CMUCKOM Y3/10B U
nosib3oBaTesel, KoTopble Gblav BbIGPaHbI A1 MEXCETEBOrO B3aMMOAENCTBUS aMUHUCTPATOPOM
apyron cetn ViPNet. 3aTem HaxxmuTe kHornky [anee.
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3arpyska MexceTesoi MHgopmaymn cetn 12780

l 'E VaMeHeHMA B MeXCeTEBOW MHODOPMaLWMK

W3meHeHns, KOTOpPEIE BHEC B MEXCETEEYHO MHEOPMALLMI0 3AMUHUCTPETOR Apyrof ceTkn ViPNet:

Wzmenunmce cBoiicTEa ceTh
}fﬂ Wzmenen wnrozosol koopawHaTop ((Coord2_112780" smecte "Coord1127807)
[o6aBneHbl CeTEBbIE Y3 bl
[%f Coordz_112780
¥paneHo! ceTeBble y3abl
[%f Coord112780
JobaBneHLl CBAZK
b Client2-1- &b Clientl
=| ¥paneno KOOPAWHATOPLI, ABAAILWECT MEXCETEEBIMM IKPAHAMK
[2§ coord112780

[ Oanes » l [ OTmena |

PucyHok 133. lMpocmomp ob6vekmos, 0ob6assieHHbIX 8 Mexcemesyro UHPHOPMayuro

Ha ctpaHuue 3arpy3ka mexkceteBol MHOpMaL MM noc/ie 3aBeplueHns 06paboTkm MHPopmMaLmm
HaxxmuTe kHonky FoTtoBo. CeTb byseT fo6aBneHa B CMUCOK JOBEPEHHbIX CETEN.

MpymeuaHue. Ecnv Balwa ceTb ABASETCA YacCTbO Mepapxmyeckor cuctembl cetein ViPNet,
rnaBHas CeTb WA NOAYMHEHHbIE CETU NMPUCYTCTBYHOT B CMNCKE JOBEPEHHBIX CETEN MO
YMONYaHUo.

[na nonb3oBatenelt HOBOY AOBEPEHHOM CETU 3ajaiiTe CBA3W C NOJIb30OBATENSAMU CBOEN CETU
(cMm. NI3meHeHwMe cBa3eli ¢ 06beKTaMU LOBEPEHHOM CeTu).

Mocne npuema 1 06paboTkM NoNyYeHHO N MexceTeBo nHbopMaumm B nporpamme ViPNet
YA0CTOBEPSAIOLWLMIA U KIHOYEBOW LIEHTP UMMOPTUPYITE NepesaHHbI agMUHUCTPAaTOPOM ApYro CceTu
ViPNet mexceTeBoi macTep-ktou. MogpobHee cm. gokymeHT «ViPNet YaoctoBepstowmii u
K/IHOUEBOW LLeHTP. PyKOBOACTBO agMUHMCTPaTOpa».

B nporpamme ViPNet LleHTp ynpaBneHus ceTbto B NpeacTaBaeHn JoBepeHHble ceTh Bblibepute
pa3aen CBoiicTBa ceTeil.

Ha naHenmn npocMOTpPa WeakKHnTe I'IpaBOI‘/JI KHOMKOM MbILIN AO6aBJ’IEHHle LOBEpPEHHYHO CéTb U B
KOHTEKCTHOM MEHHK Bbl6epVITe NYHKT C03,anb MeXceTeByro VIH(I)OpMaLI,VIlO.
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|z ViPNet Administrator [LlenTp ynpaenenua cetero] - Admin = | = @
Mos cete  [Josepentbie cetn  [luuensua Bug Cepeuc  Cnpaska

pﬁ_— CnpaBoyHUKM U KNKOUN ¥ EE;: MexceTtesan nadpopmauua v

&) Ceoiictea cetei
o 4321 - Cets 4321
s 9993 - Cets 9993 [} Ycranosuts B3aumogeiictene 3arpysutb mexceteByto uHOpMaumMio  CoXpaHuTb MMLEH3NIO

i 9996 - Cets 9996

CBoiicTBa ceTei Hatimu P

Tun cen Wma Homep cetw  WLntos moeii cetu  LLntos gosepennoit cet  Mcxoaswas mexcer
T "
el Cenne CeoiicTea m
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PucyHok 134. Co30aHue mexcemesoli uHghopmayuu

13 B nosBuBLLUEMCA OKHE yCTtaHOBWUTE COOTBeTCTBy}OLLI,I/II\/’I q>na>|<0|< N HaXXMUTE KHOMKY CO3,£I,aTb, YTOObI

aBTOMaTN4eCKM OTNpaBUTb MEXCETEBYHO I/IHq)OpMaLI,I/IIO nocne co3gaHuA.

14 Mocne co3gaHns OTBETHOWN MeXCeTeBOW MHPOPMaLIMM COXPaHUTE ee Ha CbeMHbI HocuTenb. s

3TOrO CHOBA LUENKHUTE JOBEPEHHYH CeTb MPaBOM KHOMKOM MbILIN 1 B KOHTEKCTHOM MEHHO
BbI6epuTe NyHKT COXpaHUTb MeXceTeByto UHPOpMaLMto B ¢aiin, 3aTeM B okHe CoXpaHUTb Kak
yKaxkunTe nanky 418 COXpaHEHUs MeXCeTEBOW MHPOopMaLmK.

15 Mepepalite co3gaHHbIN $alin aAMUHUCTPATOPY AOBEPEHHOM CETU.

16 Co3p,a|7|Te HOBbI€ CNPaBOYHUKN N KNHOYN N4 Y310B cBoen CeTn, y4acTByrOLLMX B MEXCETEBOM

B3aMMOZENCTBUW, N OTMNPaBbTe UX Ha y3/bl (CM. OOHOBNEHWE CMPaBOYHUKOB U KJOYEN).

3aBepLUEHME OpraHmM3aLnmn MEXCETEBOIO
B3aMMO/JENCTBMA

|/|HI/ILI,I/IVIpOBaB npoueaypy opraHmnsaunm MexceTeBoro B3aVIMO,CI,eI7ICTBVIﬂ, Bbl MOArOTOBUAN U Nepeaanmn

aAMUHMUCTpaTopy apyron cetn ViPNet daiin mexceTeBon MHPOPMaLMK O CBOEN CETU U MEXCETEBOW

MacTep-katoy. AJMUHNCTPATOP APYrov CeTv NMPUHAA 1 06paboTan NoNYUEHHYHO OT BaC MEXCETEBYHO

nHbopMaLuto, a 3aTeM nepegasn Bam dalis C OTBETHOW MeXCETEBON MHPOpMaLmei. Tenepb HEOHXOAMMO
MPUWHATbL OTBETHYO MHOPMaLMIO 1 06paboTaTh ee.

YT06bI 3aBEPLUNTL OpPraHM3aLmno MEXCETEBOrO B3aMMOAENCTBISA, BbIMONHUTE Clesytolme AeNCTBUS:

1

Monyunte y agMmnHUCTpaTopa gosepeHHon cetn ViPNet dain, cogep>Kallnii OTBETHYO MeXXCETEBYHO
nHpopmaumio.
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B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto B MeHIO JloBepeHHble ceTu BbibepuTe NyHKT
3arpy3utb MexxceTeByto MHdopMaumio ns panna.

B okHe 3arpy3ska mexceteBoi MHopMaLmn ykaxkmte dpann mexxceTeBon MHGopmaLmm,
NnoJly4eHHOW OT agMuHKcTpaTopa apyron cetn ViPNet (cM. 3arpy3ka mexxceteBo MHGopmaLmm 13
danna).

MpvMKTe OTBETHYIO MEXCeTeBY0 MHPOPMaLMIO € MoMOoLLblo MacTepa ObpaboTka MexxceTeBow
uHbopmauum (cm. ObpaboTka mexceTeBOW MHGOPMALUK 4151 OTAEbHON CeTM).

Mocne 3aBepueHuna pa6OTbI MacTepa MexXceTeBoe B3aMMOAeIZCTBMe 6y,a,eT yCTaHOBEHO.

[ns y3noB Ballei ceTu, yuacTBYHOLLMX B MEXCETEBOM B3aMMOJAENCTBUN, CO34ailTe U OTNpaBbTe
HOBbIE CMPABOYHUKM U KoUMW (cM. OBHOBAEHME CMIPaBOYHUKOB U KJOYei).
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CBA3K C OObEKTAMW JOBEPEHHbIX
ceTeun

CBsi3n ceTeBbIX Y3/10B W MOAb30BaTeNel Ballel CETU C CETEBLIMU Y3/1aMU U NOJb30BaTENSMN JOBEPEHHOWN
ceTn obecneymBaroT BO3MOXHOCTb B3aMMOZAENCTBUSA 3TUX O6BEKTOB MexXay CODOW, Tak Xe Kak CBA3n
mexay obbekTamu ogHon cetn ViPNet (cM. CesA3m Mexxay obbekTtamu cetu ViPNet).

OpHako co3zaHue cBsA3en Mexay obbekTaMy Ballen ceTn U 06bekTaMm LOBEPEHHbIX CETEN U
yrnpaBieHMe 3STUMM CBA3AMUN UMEET Psj 0COBEHHOCTEN:

e B mexceTeBOM B3aI/IMOAel\/‘ICTBI/IVI obs3aTenbHO ydacTByeT napa 06bEeKTOB — M0J/1Ib30BaTe/b U
ceTeBom Y3€n 3TOro noJjib3oBarenAa. Yuactme B MeXCETEBOM B3aI/IMOAeI7ICTBI/IVI CeTeBoro ysna un
noJsib3oBatena No oTAe/IbHOCTN HEBO3MOXKHO.

MpumeyaHwue. VcknroueHne COCTaBASAOT Y3/bl, KOTOPbIE ABAAIOTCA LLeHTpOM ynpaBaeHus ceTbio
W LLIKO30BbIM KOOPAMHATOPOM Ballel ceTu. [10 yMOAUaHUIO NMOJIb30BaTENN STUX Y3/10B He
YUYaCTBYHOT B MEXCETEBOM B3aVIMOAENCTBUM, Bbl MOXeTe J06aBUTb UX BPYUHYHO.

L] I"Ipm MeXCeTeBOM B3aI/IMOAeI7ICTBI/II/1 Bbl MO>XKeTe€ NSMEHUTb TOJIbKO CBA3UN MeXJY NMosib30BaTe/IAMU.
Ceszn MeXay CeTeBbIMU y31aM aBTOMaTUYECKUN USMEHAKOTCA COOTBETCTBYHOLLMM o6pa30M.

o [Ipy n3mMeHeHUn cBsA3ein c obbekTaMun JOBEPEHHOW CETU HEOBXOAMMO COracoBaTb M3MEHEHMS C
aAMVHNCTPATOPOM 3TOW AOBEPEHHOW ceTu. [lns 3TOro npejHasHayeHbl CTaTyCbl CBA3EN MeXAY
obbekTaMu JoBepeHHbIX ceTel (cM. VI3meHeHre cTaTyca cBA3eli ¢ o6bekTaMu JOBEPEHHbIX CETEN).

L] I"Ipm CO3J4aHUN CBA3UN MeXAY KINEHTOM CBOEN CETU N CETEBbIM y3n10M AOBGPEHHOIZ cetn co3p,a|7|Te
CBA3b MeXAy KOOpANHATOPOM (ecnv oH He ABNAETCA LWAO30BbIM), Ha KOTOPOM 3aperncrtpnpoBaH
KJANEHT, N O4HNM U3 CheAyroWnX CETEBDLIX Y310B!:

o WJIH30BbIM KOOPAUHATOPOM cBoel cetu;
o WIH30BbIM KOOPANHATOPOM AOBEDEHHOPI ceTn.

|_|pl/l CO34aHNN CBA3U MEXAY KOOpAUHATOPOM CBOEW CETU N KJINEHTOM AOBepeHHOVI ceTn,
CBAI3bIBAEMbIW KOopAUHATOpP AOJIKEH ObITb LJIFO30BbIM WN UMETb CBAA3b C O4HUM M3 Chegyromnx
CeTEBbIX Y3/110B:

o WIH30BbIM KOOPANHATOPOM cBoem ceTn;
o WIH30BbIM KOOPANHATOPOM AOBepeHHOPI ceTn.

e Ecnn ycTaHOBNEHO MexceTeBOe B3aumogelicteue ¢ ceTbto ViPNet, B KoTopoi ncnonb3yetcsa Bepcua
nporpammHoro obecneuvenns ViPNet Administrator Huxe, yem 4.0:

o Co CTOPOHBbI 3TOM AOBepeHHOVI CETN B MEXCETEBOM BBaI/IMO,D,EI‘/’ICTBVIVI MOTYT y4aCTBOBaTb
rpynnbl nosib3oBaTesel. IT0 NnponcxoanT B TOM Cay4dae, ecJin B MeXCeTeBOM BBaI/IMO,D,EI‘/JICTBI/IVI
y4acCTBYHOT HECKOJIbKO nosb3oBaTenen 13 OAHOI‘/II rpynnel.
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o Bbl He MOXeTe yaanuTb NOATBEPXKAEHHbIE CBA3W C MO/b30BATENSAMU M TPYMNamMun noJib3oBaTenen
3TOM AOBEPEHHOW ceTu. B cyyae HEOBXOAMMOCTM Bbl MOXKETE 3aMpPeTUTh Takne CBA3M
(cM. MI3MmeHeHWe cTaTyca CBf3eln C 0OBbEKTaMU JOBEPEHHbIX CETEN).

Mpw yCcTaHOBAEHNUN MEXCETEBOTrO B3aNMOAENCTBUA 0b6A3aTeIbHbIMUN ABAAIOTCA CeAytoLlne CBA3N:
o CpAa3n mexay LleHTpamu ynpaBaeHWs ceTbto JOBEPEHHbIX CETEN.

o (CBA3M MeXJy LAH030BbIMW KOOPAMHATOPaMU AOBEPEHHBIX CETEN.

13MeHeHme cnmncka 0ObEeKTOB, YYaCTBYHOLLMX B
MEXCETEBOM B3aMMOAENCTBUM

[ns Kaxaon AOBepPEeHHOM CeTU Bbl MOXETEe 3a/aTb CMINCOK CETEBbIX Y3/10B W NONb30BaTeNel Ballel CeTu,
KOTOpble MOTYT y4acTBOBaTh B MEXCETEBOM B3aUMOZAENCTBMM C ONPeseNeHHON JOBEPEHHON CETbHO.

Y106bI N3MEHUTb CNUCOK O6BEKTOB, YYACTBYHOLLMX B MEXCETEBOM B3aUMOZAENCTBMMN C ONpeaeaeHHON
LOBEPEHHOW CETHHO, BbIMONHUTE CeAyHOLLINe AeACTBUS:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbIbepuTe NpescTaBieHne [loBepeHHbIe ceTu.
2 Ha naHenu HaBurauum BolibepuTe pasgen CBOMCTBa ceTel.

3 Ha naHenn npocMoTpa ABaxAbl LLENKHUTE JOBEPEHHYO CETb, 415 KOTOPOM TpebyeTcs M3MEHUTb
napamMeTpbl MEXCETEBOro B3anmoaencTeus. OTKPOETCS OKHO C Ha3BaHMEM JOBEPEHHON CETH.

4 1715 npocMOTpa UM N3MEHEHUS CNWCKA Y3/10B CBOEW CETY, YYaCTBYHOLLMX BO B3aUMOZAENCTBUN C
JOBEPEHHOW CETbIO, Ha MaHen HaBurauum Boibepute pasgen CeTteBble y3bl.

o UYTobbI AO6aBVITb CeTeBbIE Y3/1bl B CNNCOK, HaXXMUTE KHOMKY AOGaBVITb M B OKHe Bbl60p
obbekToB Bbl6ep|/ITe OAWH NN HECKOJIbKO Y3/10B.

|_|pl/l AO6aBJ’I€‘HI/II/I CeTeBoro y3na B Cnncok I'IOJ'Ib3OBaTeJ'IeI7I, Yy4acCTBYHOLWUX B MEXCETEBOM
BBaMMOAeVICTBVIM, 6y,£l,yT ,D,O6aBJ'IEHbI BCe NO/b30BaTe/IN 3TOrO y3na.

o UYTObbI UCKNOUNTL CETEBLIE Y3/1bl N3 MEXCETEBOIO B3aI/IMO,£I,eI7ICTBI/IFI, Bbl6epI/ITe X B CnNncke 1
Ha>XMUTE KHOMKY y,qaﬂVITb, B OKHE MNOATBEPXAEHUNA HAXKMUTE KHOMKY yp,aﬂVITb n3 cnucka.

Mpwv yaaneHny CeTEBOrO y3/a U3 CNmncka noib30BaTeNel, yUuacTBYOLWMUX B MEXCETEBOM
B3aVMOAENCTBUW, ByAyT yAaneHbl M0b30BaTeNN 3TOrO y3na. CBA3N yAaNEHHbIX Y3/10B U
noJsib3oBatesiell ¢ 06bekTaMn JOBEPEHHOW ceTu ByayT pa3opBaHbl.

MprmMeyaHue. HeBO3MOXHO UCKIOUUTL U3 MEXCETEBOTO B3aMMOAENCTBUS CETEBbIE
y3/1bl, KOTOPbIE UMEOT CBA3M C y371aMU OBEPEHHOI ceTu co cTatycoMm MpepnodxkeHa
JOBepeHHOl ceTblo (CM. VI3MeHeHMe cTaTyca cBsizell ¢ 06bekTaMu JOBEPEHHbIX CeTel).
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OBwwe ceorcTEa

¥3nbl MOEW CeTH, YUACTBYHOLLME B MEXCETEEOM B3aMMOAEACTBUM
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PucyHok 135. Y356l ceoeli cemu, yyacmayroujue 8 Mexcemegom g3aumodelicmauu

5 [na npocMoTpa uamM M3MEHEHWs CMCKa NoJib30BaTeNein CBOEN CeTH, yHacTBYHOLLIMX BO

B3aMMOAENCTBMM C JOBEPEHHOW CETbIO, Ha NMaHeAn HaBUrauum BobibepuTe pasgen Mosab3oBaTtenu.

o B cnncok mMoryT 6bITb 06aBAEHbI TOJILKO MOJ/Ib30BATENN CETEBbIX Y3/10B, YYaCTBYHOLLMX B
MEXCETEBOM B3aUMOLENCTBUN C aHHOW JOBEPEHHON CETbIO.

Y106bl 406aBUTL NONb30OBATENEN B CMIUCOK, HAXXMUTE KHOMKY [lo6aBUTb 1 B OTKPbIBLUEMCS OKHE

Bbl6epI/ITe OA4HOIo Nanm HECKONbKO no/sib3oBaTenen.

o YTO06bI UCKAOUNTL NO/Ib30BATENEN M3 MEXCETEBOIO BBaVIMO,D,eIZCTBVIFI, Bbl6ep|/ITe nx B Cnncke
Ha>XMUTE KHOMKY y,qaﬂVITb, B OKHE NOATBEPXAEHUNA HAXKMUTE ,Cl,a.

Mpv 3TOM CBA3U MEXAY YAaNAeMbIMU NOJIb30BATENAMU U NMONb30BATENAMMN JOBEPEHHON CETU
ByayT pa3opBaHbl. ECn yaaneHHbIM Noab3oBaTeb 6bl1 e4MHCTBEHHBIM MOJIb30BaTENEM Ha
CBOEM CETEBOM Y3J/1e, KOTOPbI/ yYaCTBOBaA B MEXCETEBOM B3aMMOAENCTBUM C AaHHOW CETbHO,
y3en Nonb3oBaTeNs TakxKe ByAeT UCKAOUEH N3 MEXCETEBOrO B3aUMOAENCTBUS.

[na coxpaHeHus HacTpoek HaxmuTe KHorKy OK.

Mocne fobaBneHns y310B 1 NoAb30BaTeNEN CBOEW CETU B CMUCOK OOBEKTOB, YYaCTBYHOLLMX B
MEXCETEBOM B3aUMOZENCTBMM, CO3alTe CBA3M C OOBbEKTaMU JOBEPEHHbIX CeTel (cM. 13meHeHne
cBA3elr ¢ 06beKkTaMu LJOBEPEHHOW CeTn).
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13MeHeHWe CBA3eln C 0bbekTaMm A0BEPEHHOM
Cet

YnpaBseHune cBA3AMUM MexXay 0bbekTamun CBOEN CeTu M 06BbeKTaMM JOBEPEHHOMN CETU OCYLLECTBASETCS C
MOMOLLbIO U3MEHEHUS CBA3EM MEXAY NOb30BaTeNsIMM 3TUX ceTei. [pun 3TOM co3zaThb CBA3U MeXay
rpynnamu nosb3oBaTenen JOBEPEHHOMN CETU 1 NOAb30BaTENSAMMN CBOEN CETU HeJlb3S.

YT06bl N3MEHUTL CBA3M MOJb30BATENA JOBEPEHHOW CETU C NMONb30BATENAMU Ballel CETU, BbINOAHUTE
cnegyroLine AencTBus:

1 B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbibepuTe npeacraBieHne loBepeHHble ceTu.

2 Ha naHenu HaBuraumm pasBepHuUTE CNUCOK OBBEKTOB HYXXHOM JOBEPEHHOM CETU 1 BbibepuTe pasgen
Monb3oBatenn.

3 Ha naHenn npocMoTpa ABOWHBLIM LLEJYKOM OTKPOMTE OKHO CBOMCTB MOb30BaTENS 4OBEPEHHOM
CeTu, CBA3M KOTOPOTro TpebyeTcs M3MEHWUTD.

4 B otkpsbiBlLUEMCS OkHe CBOICTBa NOJIb30BaTeNA Ha NaHeAn HaBuraummn Beibepute pasgen Ceasum ¢
nosib3oBaTeNsAMMU.

MpuMeyaHue. B okHe CBOMNCTB NO/Ib30BATENS BaLLEN CETU Bbl MOXETE U3MEHUTb CBA3M C
Mo/b30BaTENIMUN JOBEPEHHbIX CeTel (CM. VI3MeHeHMe CBA3en Mexay Nosib30BaTessMu),

a TakXKe CTaTyChbl CBS3el C NOJIb30BaTENAMU AOBEPEHHBIX ceTel (CM. I3MeHeHMe cTaTyca
CBAi3el C 06beEKTaMU JOBEPEHHbIX CETEN).
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PucyHok 136. Ces3u nosb3osamess dosepeHHoUl cemu

5 UYtobbl co3path CBA3M MeXAY BbIOpaHHbIM MO/b30BaTeNEM JOBEPEHHONM CETU U NOJIb30BaTENSIMU

CBOEN ceTu:

o

Haxxmute KHOMKY [,06aBUTb 1 BbIMOJIHUTE O4HO W3 AEVCTBUIA:

. B meHto Bbl6epI/ITe NYyHKT CBA3K C Nonb3oBaTeNAMU U B OTKPbIBLUEMCA OKHE YKaXute
no/sib30BaTesIeN CBOEN CeTn, CBA3U C KOTOPbIMW Bbl XOTUTE CO34aTb.

e B MeHo BbIbepuTe NyHKT CBA3M No obpasuy v B OTKPbIBLLIEMCS OKHe BbibepuTe
MoNb30BaTeNs TOW Xe JOBEPEHHON CETH, CBA3MN KOTOPOTO Bbl XOTUTE CKOMUPOBATh.

Mpw co3zaHmm cBA3el MeXAY NOJb30BaTeeM JOBEPEHHOM CETU U NOJIb30OBaTENSIMM BaLLEN CeTu

NPOV30MAYT CesytoLLme N3MEHEHMS:

o

By,ﬂ,yT CO34aHbl CBA3UN MeXAYy CETEBbIMU Y3/laMU CBA3aHHbIX nosab3oBaTesien.

Monb3oBaTenn n ceteBble Y3Abl Ballen ceTn, C KOTOpbIMK Oblnu CO3/4aHbl CBA3WY, 6yAyT
AO6aBﬂ6HbI B CMWCOK 06bEKTOB, y4acCTBYHOLWUNX B MEXCETEBOM B33I/IMOA€I7ICTBI/II/I (echm oHuM
OTCYTCTBOBa/JIn B 3TOM cnuncke).

[JobaBneHHble CBA3MN MeXAy y3namun 1 noab3oeatenamm 6yayT nMeTb ctatyc He noareepikaeHa
AOBEPEHHOW CeTblo.

6 YTO6bl yaanuTb CBA3W MeXAy BblOpaHHbIM MNONb30BaTENEM JOBEPEHHON CETU M NOAb30BaTENAMM

CBOEW ceTu, BbiIbepuTe HY>KHbIX MONb30BaTENEN CBOEW CETU N HAXXMUTE KHOMKY YAanuThb.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMuHUCTpaTopa | 245



7

MpymeyaHue. HEBO3MOXHO yAanunTb CBA3U co cTaTtycoMm MNpeanoxkeHa AoBepeHHON
ceTblo (M. VI3meHeHMe cTaTyca cBA3ei ¢ 06bekTaMu JOBEPEHHbIX CETeN).

Mpwv yaaneHny cesizein Mexay Nnosib3oBaTesieM AOBEPEHHOW CETU U NMONb30BaTENSMM BaLLEN CeTU
ByayT TakKe yAaneHbl CBA3M MeXAY CETEBbIMU y3/1aMu 3TUX NOJIb30OBaTENEN.

MNMocne n3MeHeHus CBA3EN C NOAb30BaATENAMU LOBEPEHHOW CETU:

o [ina y3noB Ballei ceTw, CBA3M KOTOPbIX BblIM U3MEHEHbI, CO3AaNTe 1N OTNPaBbTe CNPABOYHUKN U
kAroun (cm. O6HOBAEHME CMPaBOYHUKOB W KAHOUER).

o [nA poBepeHHON ceTu, CBA3N 0H6bEKTOB KOTOPOM BbINN U3MEHEHDI, CO34alNTe N OTNpPaBbTe
MexceTeByto MHGopmMaLumio (cM. OTnpaska MeXXceTeBOn MHbOpMaLnn).

13MeHeHKe cTaTyca CBA3el C 0bbekTamm
NOBEPEHHbIX CeTeM

CBs3b Mexay 06bekToOM (Y3/710M UM NoJb30BaTeNeM) CBOEN CeTU U 06 bEKTOM AOBEPEHHOW CETU MOXKET

MMEeTb OAUH U3 CEAYHOLLUNX CTaTyCOB:

I'IpeAnoera AOBepeHHOVI CeTbHO — CBA3b MeXAy obbekTamu co3jgaHa aAMUHUCTPATOPOM
,qosepeHHon CeTn 1 NoKa He NoATBep>XAeHa U He 3anpeLlleHa B Balllel ceTu.

He noaTtBep>kaeHa JOBEPEHHON CeTbIO — CBS3b MeXAYy 0bbeKkTaMun Co3aHa B Ballen cetu
(cm. MI3meHeHne cBa3el ¢ 06bekTaMm JOBEPEHHOW CETW) 1 MOKa He MOATBEPXKAEHA U He
3anpelleHa aZMUHUCTPATOPOM JOBEPEHHOW CETH.

I'Iop,TBep>K,qua — CBA3b MeXAay obbekTaMu noAaTBep>XaeHa B Balllel ceTm 1 B p,osepeHHon ceTn.

3anpeu.|,eHa AOBepeHHOﬁ CeTblo — aAMUHUNCTPATOP ,ﬂ,OBepeHHOI7I CeTn 3anpeTna co3jaBaTb CBA3b
Mexay obbekTamu.

3anpelleHa cBOei ceTbio — CBA3b 3anpeLlleHa B Ballel CeTW, aAMUHUCTPATOP AOBEPEHHON CETU He
CMOXeT CO3/aTh CBA3b MeXAy 06bekTaMu.

YTOobbl M3MEHUTb CTaTyC CBA3N MeXAy Nosib3oBaTenem CBOEW CEeTU M MN0J/Ib30BaTEEM AOBepeHHOl‘/II cetn (a

TakKXe CTaTyC CBA3U MeXay CETEBbIMU Y31aMU 3TUX I'IOJ'IbBOBaTeJ'Iel‘/‘I), BbINOAHUTE Caeayrowme ,Cl,el7|CTBI/IFIZ

1
2

w

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto Bbibepute npeacrtaBneHe Mos ceTb.

Ha naHenn HaBurauum Boibepute pasgen Nonb3oBatenu.

Ha naHenn npocMoTpa ABaX bl WEeAKHUTE 3anncb HY>XHOrO No/b30BaTens.

B okHe cBOWCTB Nosib30BaTeNA Ha NaHEeNN HaBuUrauum Bbibepute pasgen CBA3M € Nosb3oBaTeNsAMU.

YcraHoBuTe dnaxok [loBepeHHbIX ceTen NN LeKHUTE CCbIKY cripaBa oT Gaxka, 4Tobbl BbibpaTtb
HY>KHble JOBEPEHHbIE CETU.

B cnncke BbibepuTe CBA3N, CTATyC KOTOPbIX TPEBYETCA N3MEHUTD.
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|¢s| CeoiicTea nonesosatens: Client 1-2 = @

(QcHOBHBIE NapaMETpEI

n Monbsosateny, C KOTOPbBIMW YCTaHOBAEHA CEA3b
CEBACHWMEI

Ipynnel nonsscsatenei

Cetesbie yanei OToBpaxate oBbekTel S| Moefi cetn || [Jlosependsix ceteii (1 ns 1)
CBAZK € NOALI0BATENAMMK -
s Cete Cratyc caAsm
CBAZW C rpynnamm nons3oeatensi - "
o| aw Client1-1 Cers 10781 He noaTeepieHa A0BEPEHHDIA CETRIO
ab Client1-2 Cers 10781 He noarteeps#aeHa A0BEPEHHON CETHIO
;. Client 2-1 Metwork for 5., CeAZb € NONL30EATENEM CEOEH CETH
;. Client 2-2 Metwork for 5... CeA3b € NONB30E3TENEM CBOER CETH
as Coordinator 2 Network for 5... CBASE C NOMBS0BATENEM CEOEN CETH

BEﬂpETHTb ,ﬂ,DEEpEHHDﬁ CETH YCTAHABENWEATE CEAZN C NONLIOEATENAMK

Habmu ’ l,ﬂ,oﬁasmb V| I ¥aanuTte | l CeAzn

[ QK |[ OTmeHa |

PucyHok 137. VIameHeHue cmamyca ces3u ¢ nosib3osamesissmu dogepeHHoU cemu
7 Haxmute kHonky CBA3U 1 B MEHIO BbibepuTe OANH U3 NMYHKTOB:

o nOp,TBepp,I/ITb CBA3M C NO/b30BATENAMM — YTOObI noATBEPAUNTL CBA3U, NMPeasioXXeHHbIe
AAMUHNCTPATOPOM p.osepeHHoﬁ ceTn.

o 3a|'|p6TVITb AOBGPEHHOVI CeTn yCTaHaB/InBaTb CBA3U C NOJib3OBaTeNAMUN — UTOObI 3anpeTnTb
aAMUHNCTPATOPY ,qosepeHHoﬁ CeTn yCTaHaB/IMBATb CBA3UN MeXAY Bbl6paHHbIMI/1
nosab3oeartenamu. B okHe NnoATBEPXAEHUNA HAXXKMUTE KHOMKY 3al'lp9TVITb CBA3N.

o I'Ipep,no>K|/|Tb AOBEPEHHOI\;I CeTUn CBA3U C NONb30BaTeNAMU — UTOObI npeanoxuTb
aAMUHNCTPATOPY ,qosepeHHoﬁ CeTN YCTaHOBUTb CBA3b MeXAY MoJib30oBaTe/IAMun, KOTOpaAd 6bina
paHee 3anpelwieHa. B okHe NOATBEPXAEHUNA HAXKMUTE KHOMKY npeAﬂO)KVITb CBA3N.

8 Tllocne n3aMeHeHWs CTaTyCoB CBA3EN ANS JOBEPEHHOM CeTU, CBSA3N OOBEKTOB KOTOPOU Bblan
M3MEHEHbI, CO3faliTe 1 OTNPaBbTe MeXceTeByto UHGOPMaLMto (cM. OTrpaBka MeXCeTeBOW
NHPopmMaLnn).
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VI3MeHeHne LWAK30BOro

KOOPpAMHATOPa CBOEW CeTu

YTOobbl M3MEHUTb KOopAuUHaTOop cBoel ceTn, KOTOprI‘/’I MCNoJib3yeTca B KayecTBe LWAK30BOro Asid CBA3U C

OI'Ipe,CI,EI'IeHHOI‘/’I AOBepeHHOVI CeTbko, BbINOJIHUTE CNiegyroune Ael‘/‘ICTBI/IFII

1
2

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbibepuTe NpescTaBieHne [loBepeHHble CETH.

Ha nanenn HaBurauum Beibepute pasgen CBolcTBa ceTel.

Ha naHenmn NpPOoCMOTpPa ABa>XKAbl LWENKHUTE JOBEPEHHYIO CETb, ANA KOTOpOI‘/’I Bbl XOTUTE N3MEHUTb

LUFO30BOW KOOPANHATOP.

B oTKpbIBLLIEMCS OKHE C Ha3BaHMEM JOBEPEHHON CETU Ha MaHesu HaBurauuv Bbibepute pasgen

O6wme cBONCTBA.

B cnucke Wnro3 moeit cetn Bbibepute KOOpANHATOP, KOTOPbLIV ByAeT NCMOAb30BaTbCA ANA CBA3M C

JAHHOW JOBEPEHHON CeTbHO.

|¢2| Cere 5640

CfLwme ceolcTEa
CeTeBble y3bl

Monesosarenu

lAraq:

LW Akos moei ceTi:

Onwcanume:

Homep cetu:
Tun ViPMet ceTu:

Beprua mexceTesni
MHopMALMK:

WAtz AoEEpEHHOH CETH:

OCHOBHEIE NapaMeTpal CaTH

Cere 3640

= [-& sl

Coordinator 1

5640
CUSTOM 4.%

?

S Coordinator 1

Ok

| [ OTmeHa

PucyHok 138. Ceolicmea dosepeHHoU cemu

6 [lna coxpaHeHunsa HacTpoek HaxxmuTe kHonky OK.

7 [ns paHHOW JOBEPEHHOM CETU CO3jalTe M OTNpPaBbTe HOBYH MeXCeTeBYH MHOPMaLMIO

(cm. OTnpaBka MexceTeBON MHPOPMaLLMn).
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8 Tlocne Toro, kak MexceTeBas MHbopmaLma ByaeT AoCTaBaeHa B JOBEPEHHYIO CETb, ANA MPEXHEro
LL/TFO30BOrO KOOPAMHATOPa U HOBOTO LLKO30BOr0 KOOPAMHATOPa CO34anTe U OTNPaBbTe HOBbIE
CNPaBOYHUKMN N KArOUN (cM. OBHOBNEHME CMPAaBOYHUKOB W KAHOYER).
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OTnpaBka MexceTeBowu
MHOPMaLM

I'Ip|/| M3MEHEHNUN NapaMeTPOB MeXXCeTeBOro BBaI/IMO,CI,eI?ICTBMﬂ C Kakon-anbo AOBepeHHOI?I CeTbHO

(Hanpmmep, €C/1IN Bbl UISMEHNAN CBA3U MeXAY obbekTamu Ballen ceTu n ob6bekTamm rCI,OBepeHHOI‘/’I CeTI/I)

HeO6XO,£I,I/IMO co34aTb 1 OTNPAaBUTb HOBYHO MEXCETEBYHO I/IHq)OpMaLI,I/II-O Aana aTOMN ,ﬂ,OBepeHHOVI ceTn.

Ecnm gns kakor-nmbo foBepeHHOM ceTn TpebyeTcs co3aaTb MW OTNPaBUTb MEXCETEBYHO MHPOPMaLUIO,

B nporpamme ViPNet LleHTp ynpaBaeHus ceTbio ByayT OoTOOGpaXKeHbl CiesytoLme OnoBeLLeHNs:
K]

e 3HauoK NpeacTasneHvs [losepeHHas ceTb npumer sug AL

L] PHAOM C NMEHEM AOBepeHHOVI CeTN Ha NaHe I HaBUraumm noaBmTCA 3Ha4OK ..2,

e Ecan TpebyeTca co3paTtb MexceTeByo MHbOpMaLmio, B pasgesne CBoWcTBa ceTeil B cTonbue
Ncxopawan mexcereBas nHdpopmauma nossutcs cratyc Tpebyerca co3gatb.

o Ecnm TpebyeTcs oTNpaBuTh MexXceTeBYHO MHGOPMaLMto, B pasaene CBoiicTBa ceTelt B cTonbue
Ncxoaswan mexxceTeBas nHpopmMaumsa Nossmtcs cratyc Tpebyertca oTnpaBuThb.

|tz ViPNet Administrator [LlenTp ynpaenenma cetsro] - Admin o 3@ @

Mos cete  [losepeHHbie cet  Jluuensma Bua Cepsuc  Cnpaska

= o
[I‘lgj Cnpasounuky u knoun ¥ g Mexcetesan nHpopmauua

© Ceoiicrsa cereit VnbopmaLma o AoBEPeHHO CeTh
I 4 4321 - Cetn 4321 5
7Y . 99 O6uwas nHdpopmauma O6beKTbl JOBEpeHHOW ceTu, yuacT |
%J Koopaumatope: (1) Homep v uma cetu KoopauHatopsi:
KM Knuentsl (7) 9993 "Cetb 9993" KnuenTsr:
<% Monb3osatenu (7) Monbsosatenu:
o o WUcxoaauwan mexceresas nidopmauyma pynnsi nonb3osateneii:
s Tpynnbi nonb3osatenei... e e
1PEebyeTca co3aaTtb
I g 9996 - Cets 9996 _
Bxoasauwan mexceresas uHpopmauma OB6bekTbl MOEN CceTH, yuacTByrouwm,
Mpunsata Koopaunatops:: £
~ Tun ViPNet cetn F]nuembl: .
ﬁ: Mos ceTb CUSTOM 4.X ONb30BaTenn:
| =) ~
£ & Aosepentbie ceTh Wintos oo
2 Coordinator 1
El_, AAMUHUCTPUpOBaHUe Linto3 goBepeHHoM cetn
Coordinator 1 4

PucyHok 139. Tpebyemcs co30ame mMexcemesyro UHHOpMAyuro

Co3/aHre MexXceTeBor MHPOpMaLIMK

UTtobbl cO34aTb MEXCETEBYHO MHGOPMALIMIO ANsl LOBEPEHHOW CETY, BLIMOJHUTE CleytoLine AeNCcTBUS:
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B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto Bbibepute npeactaBneHne [loBepeHHble ceTu.
Ha naHenn HaBurauum Bbibepute passen CBoiicTBa ceTeln.

Ha naHenun npocMoTpa LWenKHUTE HY>KHYH JOBEPEHHYH CeTb MPaBOW KHOMKOW MbILLV U B
KOHTEKCTHOM MeHH0 BbibepuTte nyHKT Co3aaTb MeXXceTeByto MHGOPMaLMIO, B OKHE MOATBEPXKAEHUS
Ha>XMUTE COOTBETCTBYHOLLYH KHOTKY.

B oTkpbiBLIEMCS OKHE ByayT oToBpaxeHbl CBefieHUs O X0o4e npoLiecca.

Ecam coszgaHmne mexceTeBol MHPOPMaLMK 3aBEPLLUEHO C OLUMGKOMW, ANs MPOCMOTpPa OTYeTa O
HEBbIMOJIHEHHbIX OMepaLusax HaxMuTe KHOMKY OTueT. B ciyuae ycnewHoro co3gaHuns MexceTesom
MHPOPMaL K ANs JOBEPEHHOW CETU OKHO CO CBEAEHMAMM O XOAe NpoLiecca 3aKpoeTcs
aBTOMaTUYECKM.

OTnpaBka MEXCETEBOM MHOOPMALMM Yepes CeTb
ViPNet

Ecan opraHMsayuma MexxceTesoro B3aMMO,D|eI>’ICTBMﬂ C AOBepEHHOIZ CETbHO 3aBepLUEHa, AJ1d OTnpaBkn

MeXXCeTeBOw I/IHCI)OpMaLI,I/II/I B AOBEPEHHYHO C€Tb Bbl MOXETE NCMNONb30BaTb 3aLIJ,I/ILLI,eHHbIIz KaHan,

yCTaHOBJ’IeHHbII7I Mexay Ballen n AOBepeHHOl\/ﬁ ceTaMn.

[Ans oTNpaBKM MeXCeTeBON MHOOPMaLMW BbIMOJHUTE CeAytoLLne feNCTBUS:

1
2

B okHe nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto BbibepuTe npescraBaeHve [JoBepeHHble ceTu.
Ha nanenu HaBurauum Beibepute pasgen CBoMCTBa ceTel.

Ha naHenn npoCcMOTpPa WEeNKHNTE HY>KHYHO AOBEPEHHYHO CEeTb npaBof/i KHOMKOW MbILLV U B
KOHTEKCTHOM MEHHK Bbl6epI/ITe NYHKT OTﬂpaBI/ITb MeéeXXceTeByro MHqJOpMaLI,IAIO.

B okHe NnoATBEPXAEHUA HAXXMUTE KHOMKY OTﬂpaBVITb I/IHq)OpMaU,IAI-O. OTKpOGTCFI OKHO OTI'IpaBKa
Me>KceTeBow |/|H¢opmauvw|, B KOTOPOM 6yAyT OTO6pa)KeHbI cBeAeHUA O Xo4e OTrnpaBKU.

MpumeuaHne. OTnpaska MeXCceTEBON MHOOPMaLMM OCYLLLECTBASETCA C MOMOLLbHO

TpaHcnopTtHoro mogynsa ViPNet MFTP,, koTopbii siBasieTcs yacTbto nporpaMmbl ViPNet
Client. Y6eantecsh, uto Ha KOMMblOTEpPE € cepBepHbIM npuaoxeHnem ViPNet LieHTp
yrnpaB/ieHna CeTbIo 3anyLyeHa 3Ta Mporpamma.

Ecam oTnpaska mexceTeBoW MHPOPMaLMKM 3aBepLUeHa C oWNMBKamMu, AN MPOCMOTPa OT4YeTa o
HeBbINONHEHHBIX OMepauuax HaxxMuTe KHomnKy OTueT. B cnyuae ycrnewHom oTnpaBku OKHO
OTnpaBka MeXXceTeBOW MHPOPMaLMK 3aKPOETCA aBTOMaTUUECKW.

MoApo6HbIV OTUET 06 OTMPaBKE MEXCETEBON MHPOPMALMK U ee CTaTyce MOXHO NMPOCMOTPETL B
XypHane TpaHCMOPTHbIX KOHBEPTOB (CM. XKypHasibl TPaHCMOPTHbLIX KOHBEPTOB).
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[pynnoBast OTNpaBKa MeXceTeBon MHOOPMaLM

Ecnu Bbl opraHn3oBanu MexxceTeBOe B3aMMOJAENCTBME CPa3dy C HECKOAbKUMM JOBEPEHHBIMU CETAMM, Bbl
MOXKeTe BbIMONHNTL rPYMNMNOBYHO OTNPAaBKY MeXCeTeBOM MHPopmMaLmu. na aToro:
1 B nporpamme ViPNet LieHTp ynpaBieHWs ceTbtO Ha NaHe M MHCTPYMEHTOB HaXXMUTE KHOMKY
El
MexceTteBas nipopmauma /& 1 B meHio BbiGepuTe NyHKT OTNPaBUTL MEXCETEBYHO
uHpopmMaLuto.

2 B OTKpbIBLLEMCA OKHE 6yp,eT npeacraBsieH CNMNCOK JOBEPEHHbBIX CeTEI‘/’I, ANA KOTOPbIX UMeeTCA
HeOoTnpaBJieHHaA MexXceTeBas Mchopmau,vm.

|¢sal ViPMet Administrator [LlenTp ynpasnenmns ceToro] = @

u BoibepuTe AoBepeHHbIe CETW ANA OTNPABKW UM MEXCETEBON MHBOPMaLIMK

_____ Hran z Mexopaawan mexccetesan uHgopmaums  [lata nsmeHedna c...
Certs 9996 29.11.2013 14:21:39
Cers 9993 29.11.2013 14:20:50

|| Nokasate cetw, Ana KOTOpbIX He TpebyeTca oBHOBASHNA MEXCETEEON MHdOPMaLMI

Halmu g "Cemu s [ OTI'IpaBIf\Tb BCEMY CNWCKY | [ OtmeHnTs

PucyHok 140. pynnosaa omnpaska mexcemesol UHhopMmayuu

|_|pl/l HEO6XOAVIMOCTVI Bbl6epVITe B CNCKe AOBepPEHHbIE CETU, B KOTOPbIE Tpe6yeTc;| OTNnpPaBnTb
MeXCeTeByro VIHq)OpMaLI,VHO. ,U,.I'IFI NoncKa JOBEPEHHDbIX ceTeln B CNucKke BBEAUNTE YaCTb UMEHU CETU B
CTPOKY NMOMnCKa, PaCnONOXEHHYHO BHN3Y OKHa.

Ecam nepes oTnpaBKoOM Bbl XOTUTE MPOCMOTPETH CMUCOK CETEN, A1 KOTOPbIX He TpebyeTcs
06HOBJIEHNE MEXCETEBON MHPOPMALMK, YCTAHOBUTE COOTBETCTBYHOLLMI GaXKOK.

3 YT06bI OTNPaBUTL MEXCETEBYH UHPOPMALMIO, BbINOJHUTE O4HO U3 AENCTBUIA:

o YTtobbl OTNPaBUTL MeXCETEBYHO MHOOPMaLMIO B BbIBpaHHbIE AOBEPEHHbIE CETH, HAXMUTE
KHOMNKy OTNpaBUTb BbIGPaHHbIM.

o YTtobbl OTNPaBUTL MeEXCETEBYHO MHDOPMaLUIO BO BCe JOBEPEHHbIE CETH, OTObpaXxaemble B
CMMCKeE, HaXKMUTe KHOMKY OTNpaBUTb BCeMy CMUCKY.
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[lepenava mexcetTeBOW MHGOPMALMN B BUAE
danna

Ecnv no kakon-ambo npuumnHe Bbl HE MOXETE OTMNPaBUTb MexceTeByto MHGopMauuto yepes cetb ViPNet,
nepegante MHOPMaLIMIO B JOBEPEHHYIO CETb B BUAe daina. s 3Toro BbINOAHUTE CreaytoLine
JencTeus:

1 B okHe nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto BbIbepuTe nNpescTaBieHne [loBepeHHbIe ceTu.
2 Ha naHenv HaBurauwumu Bblbepute pasgen CBoiicTBa ceTel.

3 Ha naHean NnpoCcMOTpPa WeNKHNTE HY>KHYHO AOBEPEHHYHO CeTb npaBoﬁ KHOMKOWM MbILIN N B
KOHTEKCTHOM MEHHK Bbl6epVITe NYyHKT COXpaHI/ITb MeXceTeByro MHq)OpMaLI,I/ﬂO B q)al?lﬂ, 3aTeM B OKHe
COXpaHVITb KaK yKa>Xute nanky anAa coxpaHeHunA MeXXCeTeBOM I/IHCI)OpMaLI,VII/I.

4 Tepepalite coxpaHeHHbIV $halin afMUHUCTPATOPY AOBEPEHHOWN CETU KaKNUM-IMB0 HaZeXHbIM
cnocobom.
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[Tonem mexceTeBon MHGOPMaLIMM

Ecnn agMMHMCTPaTOpP OAHOWM M3 OBEPEHHbIX CETEN U3MEHUT NapaMeTpbl MEXCETEBOIO B3aUMOAENCTBUA
¢ Bawew cetbto ViPNet, emy notpebyeTcs OTNpaBuTh B Bally CETb HOBYH) MEXCETEBYH MHPOpPMaLMIo.
MexceTeBasi MHGOPMaLMA MOXET ObITb NepesaHa B Bally CeTb NO 3aliueHHomy kaHany ViPNet

(CcM. HMXKe B 3TOM pa3gene) nam B Buae darina (cMm. 3arpyska mexceteBon nHGopmaumm 13 daina).

Koraa TpaHcnopTHbI mogynb ViPNet MFTP, Ha ceTeBOM y3ne ¢ cepBepHbIM npuaoxeHnem ViPNet LieHTp
yrnpaB/ieHusa CeTbio MPUHMMAET HOBYIO MexXceTeByto nH$opMaumio, B nporpamme ViPNet LieHTp
ynpaBfeHus ceTbio 0TObpaxkatoTca ciedytoLime ONoBeLLeHUS:

3]

e 3HauoK NpeAcTaBneHus [loBepeHHas ceTb NpuHMMaet sug AT

L] PHAOM C NMEHEM AOBepeHHOVI ceTn, ot KOTOpOIz noctynuaa Mmexxcetesas I/IHq)OpMaLI,I/Iﬂ, Ha naHean

HaBuUraymnmn noaBafaeTca 3Ha4yok .-2,

e B pa3zgene CBolicTBa ceTe B cTonbue Bxogswasn mexceteBasa MHGopmaLms NosBASETCS CTaTyC
loToBa k o6paboTke.

|tz ViPNet Administrator [LlenTp ynpaenexua cetbro] - Admin =]

Mos cete  [flosepenHbie cetn  Jluuensua Bug Cepeuc  Cnpaska

o 5
[!".E CnpasouHuku v k4 ¥ g Mexcetesas nHpopmauua v

f: CroCiea.ceTel UHpopmaLma 0 AoBepeHHOIi ceTy
wita 5608 - Cets 5608 O6wan napopmaums O6beKTbl AOBEPEHHOM CETH, YU
2 <
s ot Homep v uma cetn Koopauxatopst:
fg 9996 - Cets 9996 4321 "Cetb 4321" Knuentor:
Monbsosatenu:
Wcxoaswas mexcetesan nidopmauma [pynnei nonb3osatenen:
[JocrasneHa A
Bxogauwan mexceTtesas nHpopmaumna O6bekTbl Moei ceTh, yuacTsyio
N [oToBa K 06pabortke KoopauHatopei:
f% Mos ceTb Knuenter:
Tun ViPNet cetn Monbsosatenu:
| =)
£ & Aosepetnbie cen CUSTOM 3.X

Linto3 moeit cetn

@ MWHWUCTpUpOBaHuWe :
il Coordinator 1

LLinto3 pgosepeHHOM ceTn -
‘ . B »

PucyHok 141. lMocmynuna exodsaujas mexcemesas uHgpopmayus

Yto6bl 06paboTaTh UM OTKNOHUTL BXOAALLYH MEXCETEBYH MHGOPMAaL MO, BbINMOAHUTE OAHO U3
AeNCTBUIA:

e YT10ObI MPOCMOTPETHL N3MEHEHNA B MEXCETEBON MHOOPMaLUN A8 OTAENbHOWN JOBEPEHHON CeTU U
NPUHATb 1MB0 OTKNOHUTL UX, B pa3gene CBOWCTBA CeTEW LLENKHUTE HYXKHYHO CETb NMPaBON KHOMKOW
MbILIW N B KOHTEKCTHOM MeHH0 BbibepuTe nyHKT ObpaboTaTb MeXceTeByto UHopmMaLuto
(cm. ObpaboTka MexceTeBOM MHPOPMaLUK ANS OTAENbHOW CeTH).
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YT06bI BbINONHUTL aBTOMaTUYeCKyto 06paboTky MexceTeBon MHGOPMaLMK, MOCTYNUBLLIEN U3
HECKOJIbKMX JOBEPEHHbIX CETEW, Ha MaHeNn NHCTPYMEHTOB HaXkmuTe KHonky MexkceTeBas
El

nupopmauma E'E B meHto BbibepuTte NyHkT O6paboTaTh MeXCceTeBYHO MHPOPMaLMIO
(cm. Tpynnosas obpaboTka MexceTeBOM MHDOPMaLLUN).

YT0Bbl HEMEANEHHO OTKJIOHUTb MOCTYMMBLLYHO MEXCETEBYO MHbOPMaLnto, B pa3gene CBOMCTBa
ceTel LWeNKHUTE HYXHYH CeTb NPaBOW KHOMKOM MbILIW U B KOHTEKCTHOM MEHHO BbibepuTe NMyHKT
OTKJIOHUTb MeXCeTeBYIO MHPOpPMaLUIO.

ObpaboTka MeXCEeTEBOM MHOOPMaLMK AN
OTAe/IbHOW CETU

Yto6bl 06paboTaTh MEXCETEBYH MHPOPMALMIO A/ OTAEbHOW JOBEPEHHOW CETY, BbINOJHUTE

cnepyroLine AeicTBus:

1
2

B okHe nporpammebl ViPNet LieHTp ynpaBneHus ceTbto BoibepuTe npeactaBieHne JloBepeHHble CeTu.
Ha nanenu HaBurauum Beibepute pasgen CBolMcTBa ceTel.

Ha naHenn npocmoTpa LWeNKHUTE HY>HYH AOBEPEHHYHO CETb NPaBOW KHOMKOW MbILWW U B
KOHTEKCTHOM MeHHo BbibepuTe NyHKT O6paboTaTb MeXkceTeByto MHpopmauuto. byaet 3anyLueH
mactep ObpaboTka mexxceTeBoO MHPOPMaLUK.

Ha FIGpBOI7I CTpaHMue MacTepa BbIMoONHNTE Caeagyrouimne Ael;ICTBI/IﬂZ

o YT0bbI NOATBEPANTL BCE CBA3M, MPEAIOXKEHHbIE AZMUHNCTPATOPOM AOBEPEHHON CETH,
YCTaHOBUTE COOTBETCTBYOWMI GAaxoK. B 3Tom ciyuae Bcem npeanoxeHHbIM CBA3AM byaeT
npuceoeH cTtatyc MoaTBepxxaeHa.

Ecnv Bbl He ycTaHoBUWTe dnaxxok MoATBepAUTL BCe CBA3W, NPeA/IOXKEHHbIE JOBEPEHHOW CETbIO,
BaM noTpebyeTcs M3MeHUTb CTaTyC CBS3ei A/ KaXA0ro nosb3oBatens (cMm. Vi3ameHeHuve cTaTyca
cBA3el ¢ 06beKTaMU LOBEPEHHbIX CETEN).

o ,U,J'IFI NPOAO/IXKEHNA HAXXMUTE KHOMKY ,D,a.nee.

Ecnm mexceTeBas MHGOpPMALIMSA COAEPXKMUT OLLIMBKYM, OTKpoeTcs cTpaHuua MpoBepka MeXceTeBo
MHPOPMALIUK CO CMMCKOM OBHaPYXKEHHbLIX KOHPAUKTHBIX UAN HEMOJHBIX JaHHBIX.

Mpwn 06Hapy>XeHUN KOHAMKTHBIX JaHHbIX 3arpy3ka MeXCceTeBon MHPopmMaLmm 6yaeT HEBO3MOXHA.
B 3TOoM ciiyyae obpatnTech K agMUHUCTPATOPY JOBEPEHHON CETU ANS YCTPaHEHWS KOHPINKTOB.

YTt06bI MPOAOMKUTE 06PabOTKy MEXCeTeBOM MHPOPMaLMK, HaxXMUTe KHOMKY Aanee.

Ha ctpaHuue N3meHeHus B mexXxceTeBOW MHPOPMALMKN MPOCMOTPUTE CMIMCOK UBMEHEHW,
BHECEHHbIX aZiMMHNCTPaTOPOM JOBEPEHHOM CeTu:

o YTObbl OTKNOHUTb NPEAIOKEHHbIE aAMUHUCTPATOPOM APYron CETU M3MEHEHMSA, HaXXMUTE
KHonKy OTKAOHUTb N3MeHeHus. B 3Tom cnyyae o6paboTka mexceTeBon MHPopMaumm byaet
npekpatieHa.
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o YTObbI NPUHATE U3MEHEHUS N NPOAOIXKNTE 06PabOTKy MexceTeBON MHPOPMaLUN, HaXKMUTE
kHonky fanee.

OBpaBoTka mexceTesol MHGopMalymun cetw 5609

| |E A3meHeHWa B mexceTeBOW MHOOPMALLIMK

WMameHenun, KOTOpbIE BHEC B MEXCETEBYIO MHPOPMaLMIO agMuHncTpaTop apyroi cetn ViPNet:

1= No6aeneHsl ceTeBbie Y3nbl
4 Client 1-2

=l JobasneHnsl nonb3oBaTENM
ab Client 1-2

=l NoGagneHsl CBAZX

&b Client 2-3 - Z} Client 1-2

MNowck ¢ OTKNOHWTE M3MEHEHKA |

[ « Hasapg, |[ lanee » | [ Otmena |

PucyHok 142. Cnucok usmeHeHul 8 mexcemesol uHgopmayuu

7 TNocne ycnewHorn obpabotkn mexceteBon MHGOPMaLMM Ha CTpaHWLEe 3arpy3ka MeXceTeBowm
uHpopMauumn Haxxmute kHonky FoToBo.

8 B ciyuae HEOBXOAMMOCTY CO3aliTe HOBblE CMPABOUYHUKN U KU W OTAPaBbTE UX Ha y3/1bl CBOEN
cetn (cm. O6HOB/IEHME CNPaBOYHMKOB U KJIKOYEN).

[pynnoBas 0bpaboTka MexceTeBON MHPOPMaL K

[Ans aBTomMaTUUeckon 0bpaboTkmn MexceTeBol MHGOPMaLMK, MOCTYMNMBLLEN N3 HECKOBbKMX JOBEPEHHbIX
ceTel, Bbl MOXeTe 1CNO/b30BaTb OKHO rPYMNMNOBON 06paboTKu MM KOHTEKCTHOE MEHHO B CMCKe
[OBEPEHHBIX CETEN.

UT06bI BEINOAHWTL FPYNMOBYO0 06PaboTKy MexXceTeBOW MHGOPMALIMM C BO3MOXKHOCTbHO
npeABapVTENBHOMO NMPOCMOTPA CMNCKa CETEN, ANA KOTOPbIX MMeeTca HeobpaboTaHHas MexceTeBas
MHbOPMaLMA, BEIMOTHATE CeAytoLLME JeNCTBUS:

1 B nporpamme ViPNet LleHTp ynpaBieHns ceTbto Ha NaHe M MHCTPYMEHTOB HaX>XMUTE KHOMKY
K

If

' 1 B MeH10 BbI6epuTe nyHKT O6paboTaTbh MeXCeTeByHO

",

MexceTeBasa nHdpopmaums
nHPpopmauuto.

2 B oTKpbIBLIEMCS OKHe ByAeT NpeACTaB/ieH CMINCOK AOBEPEHHbIX CETEN, AN KOTOPbIX MMEeTCs
HeobpaboTaHHas MexceTeBas HdopMaLms.
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|es] WiPMet Administrator [LeHTp ynpasaedna ceTem] = @

1
b | BribepuTe A0BEpEHHbIE CETH, UbhD MEKCETEBYHD MHPOPMAaLMID HykHD 0bpaboTaTk

Hma fata uzmeHeH...
g Cets 5640 31.03.2015 17:01....
o CeTs 5641 31032015 1703,

o HD,\'J'TBEP,\'J'MTb BCE CEASM, NPeino¥eHHBI2 A0EEPEHHBIMK CETAMK

| ¢ [ QfpakoTaTe Beck CNMCOK | [ OTMEHMTE

PucyHok 143. Ipynnosas obpabomka mexcemesoli uHghopmayuu

Mpv HEOHXOANMOCTU BbIBEpUTE B CINCKE JOBEPEHHbIE CETH, A/ KOTOPLIX TPebyeTcs obpaboTtaTb
MexceTeByto nHdopmauuto. [1ns novcka JoBepeHHbIX CETei B CNNCKE BBEAUTE YacTb MMEHW CeTU B
CTPOKY NMOWCKa, PaCcrNoOXEHHYHO BHMU3Y OKHa.

3 YTtobbl NOATBEPAUTL BCE CBA3M, NPEA/IOXKEHHbIE afMUHUCTPATOPaMMN JOBEPEHHbIX CETEW, YCTaHOBUTE
COOTBETCTBYHOLLMI GaaxkoK. B aToM cnyyae BceM NpeAnodKeHHbIM CBA3AM ByeT NPUCBOEH CTaTyC
MoaTteepxaeHa.

Ecam Bbl He ycTaHOBUTE daaxok MNoaTBepANTb BCe CBA3N, NPeANodXKeHHble JOBEPEHHBIMU CETAMM,
BaM noTpebyeTcs UIMEeHUTH CTaTyC CBA3EN A5 KaXAoro nosb3osatess (cM. VI3MeHeHve cTaTyca
cBA3el ¢ 06beKkTaMu LOBEPEHHbIX ceTeln).

4 Yrtobbl HauaTb 06paboTKy MexceTeBON MHGOPMaLMK, BbIMOAHUTE O4HO U3 AENCTBUIA:

o UYTtobbl 06paboTaTh MeXCETEBYO MHPOPMALIMIO A5 BbIGPAHHBIX JOBEPEHHbIX CETEN, HaXMUTE
kHonky O6paboTaTb BblbpaHHbIe.

o UYTtobbl 06paboTaTh MeXCETEBYO MHPOPMALIMIO ANSl BCEX AOBEPEHHBIX CETEN, OTOOPa>KaeMbIX B
CrVCKe, HaxXMuTe KHoMKy O6paboTaTh BeCb CMUCOK.

OTKpoeTCFI okHO MexceTeBas I/IH(I)OpMaLI,VIFI C MHAMKATOPOM BbINOJIHEHNA Onepaynn.

5 Korpa obpaboTtka MexceTeBON MHOOPMaL MW ByaeT 3aBepLUeHa, A1 MPOCMOTPa OTYETa O
BbIMOJIHEHHBIX OMepaLusax HaxXMuTe KHOMKY OTueT. YTo6bl 3aKkpbiTh OKHO MexxceTeBas
UHPOPMALUSA, HAXKMUTE COOTBETCTBYHOLLYHO KHOMKY.

Y106bI 3anyCTUTh aBTOMATUUECKY0 06paboTKy MeXCeTEBON MHPOPMaLUKN C MOMOLLbH KOHTEKCTHOTO
MEHI0, BbINOJIHUTE C/iedytoLine AeNCTBUS:

1 B okHe nporpammbl ViPNet LieHTp ynpaBaeHus cetbto Bbibepute npeacraBneHne [loBepeHHble ceTu.

2 Ha naHenun HaBurauwum BoibepuTte pasgen CBoicTBa ceTei.
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3 Ha naHenun npocmoTpa BbibepuTe OAHY UM HECKOJIbKO JOBEPEHHbIX CETEN, WENKHUTE BbIOpaHHbIe
CETV NPaBOW KHOMKOM MbILIN N B KOHTEKCTHOM MEHHO BblibepuTe NyHKT ABTOMaTnueckasa obpabortka
Me>kceTeBon uH$popmauum.

4 B OTKPbIBLUEMCS OKHE BbIMOJIHUTE CleAytolme AeNCTBUS:

o UYTtobbl NOATBEPAUTL BCE CBA3M, MPEA/IOKEHHbIE a4MUHNCTPATOPaMMN JOBEPEHHbIX CETEN,
yCTaHOBWTE COOTBETCTBYOLWMIA Bnaxok. B 3ToM ciyyae BceM nNpeanoXeHHbIM cBA3sM byaet
npuceoeH ctatyc MoareepikaeHa.

o YT06bI HauaTb 06PabOTKY MeXCceTeBOM MHPOPMaLMK, HaxxmuTe KHonky ObpaboTaTb.
Otkpoetcs okHo MexceTeBasi HGOpPMaLMA C MHAMKATOPOM BbIMOJHEHWUS onepaLn.

leag] WiPMet Administrator [LeHTp ynpaenedus ceTem] 2

Byaer obpaboTana mexceTesas vudopmMauma Ana BsiBpaHHeIx
ceteid

“ rCl,CI,TEbEP,\'J,Ir’Tb BCE CEASK, NPEeanockeHHbIE AOBEEDEHHBIMA
CETAMMK

OBpadSorats | [ OTmena |

PucyHok 144. Aemomamudeckas obpabomka mexcemesoli UHgopmayuu

5 Korga o6pabotka mexceTeBol nHGopMaLmm ByeT 3aBepLueHa, A5 NPOCMOTPa OTYeTa O
BbIMOJIHEHHbIX OMepauusx HaxmuTe KHonky OTuet. YTobbl 3akpbiTb OKHO MexceTeBas
NHPOPMaLUA, HAXXMUTE COOTBETCTBYHOLLYHO KHOMKY.

3arpyska MexceTeBou MHGopMaLmMm 13 damna

Ecam no kakon-Anbo NpuumMHe HEBO3MOXHO OTMNPABUTb MEXCETEBYHO MHMOPMALIMIO 13 AOBEPEHHON CETU
B Ballly CeTb Mo 3alyuileHHoMy KaHany ViPNet, agMUHWUCTpaTOp AOBEPEHHOM CEeTU MOXKeT nepeaarb
MEXCETEBYHO MHPOPMaLWIO B Buae daiina.

UT06bI 3arpy3nTb MexXceTeBytO MHGOPMaLMIO U3 dalina, BbINOAHWTE Clieytolne fencTBIS:

1 B okHe nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto B MeHO JloBepeHHble ceTu BbibepuTe NyHKT
3arpy3utb MexceteByro UHopMauuto ns daina.

2 B okHe 3arpyska me>xceTeBoW MHOPMaL MM HaxxMuTe KHOMKY O630p 1 ykaxute Gaitn MexxceTeBomn
MHGOPMaL MK, MONYYEHHBIN OT aAMUHUCTPaTOPa AOBEPEHHOW CETU.
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3arpyska MEKCETEEOH MHPOPMALNMK

| |E 3arpyska MexceTeson MHGopMaumm 13 daina

2TOT MACTEP NOMOMET 3arpy3uTE M3 $aina v obpaboTats MEeKCeTesy0 MHbopMaUVe v apyrod cetk ViPNet,
YrammTe dadin ¢ pacwupennen “lzh, cogepsalid MexceTesy 0 MudopMauro apyrod cety ViIENet,

3TOT ain gomseH NpeaoCTaEMTs AAMWHWCTRATOP CETH, € KoTopol Bul ycTaHaBnMEaSTe MamCeTEEDE
E3aMMoAsHcTENE,

\Admir\Desktop\5640-5573.1zh

Ceeaetns o fOEEPEHHON caTH

(O

Homep cetm: 5640
Wniosoeci koopauHaTop: SM Coordinator 1
Mparpamuace ofecneusnue: ViPNet Uestp ynpasnesua cemsee 4.4,.2,.3265

KonmmenTapuii Kommentapui

M\ Mexceteeoe Esanmogeiicreme ¢ ceTbio N23640 He ycraHosneHo. ¥CTaHOENTE B3av1uo,u,eﬁcmu1e...|

Crmena |

PucyHok 145. 3aepy3ka mexcemesol uHgopmayuu u3 gaiina

YT1obbl NOATBEPAUTL BCE CBA3U, MPEA/IOXKEHHbIE AOBEPEHHOW CETbIO, YCTaHOBWUTE COOTBETCTBYIOLLNIA
dnaxok. B aTom cnyyae BceM npegioxeHHbIM CcBA3AM ByaeT npuceoeH cratyc MogreepxkaeHa.

Ecam Bbl He ycTaHoBUTE daaxok MoaTBepANTb BCe CBA3N, NPeaoXKeHHble JOBEePEHHOW CeTbio, BaM
notpebyeTcs M3MEHUTb CTaTyC CBA3EW 4NN KaXKAOro nonb3oBatens (cMm. Vi3ameHeHne cTaTyca cBfzel ¢
obbekTaMu LOBEPEHHbIX CETEN).

[na npopomkeHuna Haxmute kHonky flanee. byaet 3anyweH mactep 3arpyska Me>XceTeBoW
nHPpopmaumm.

BbinonHute 06paboTky MexceTeBon nHdopmMauum ¢ noMoLbio mactepa (cM. ObpaboTka
MeXXCeTeBOM MHPOPMaLMKN ANs OTAENBHOW CeTh).

B cnyuae HeOBXOAMMOCTM CO3zaliTe HOBbIE CMPABOYHUKU U KJKOUM Y OTMPaBbTe WX Ha Y3Jibl CBOEW
cetn (cM. OBbHOBAEHME CMPABOUYHMKOB U KtOUei).
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[ TpekpalleHne MexceTeBoro
B3aMMOAENCTBUS

Ecnn 6onblie HeT HeO6XOAMMOCTM BO B3aI/IMOAEI‘/’ICTBVII/I C Kakon-1nbo AOBepeHHOI;I CeTbHO, Bbl MOXKETE
NPeKpaTnTb MexceTeBoe B3aI/IMOAeI7ICTBVIe. ,ﬂ'}'lﬂ 3TOro BbINOAHUTE Cheayrouimne AelzCTBMﬂZ

-

B okHe nporpammsbl ViPNet LieHTp ynpaeneHuns ceTbto BoibepuTe npeactaBieHne JloBepeHHble CeTu.
2 Ha naHenv HaBurauwuu Bblbepute pasgen CBoiicTBa ceTel.

3 Ha naHenu npocMoTpa LWEeNKHUTE NPaBoOM KHOMKOMN MbILIW AOBEPEHHYHO CEThb, MEXCETEBOE
B3aMMOZENCTBME C KOTOPOW TpebyeTcs NpekpaTuTb, N B KOHTEKCTHOM MEHHO BblibepuTe NMyHKT
MpekpaTnTb B3anmoaencreue.

4 B okHe MOATBEPXAEHUSA yCTaHOBUTE Gaaxok MpekpaTuTb B3aMMogencTBre, 3aTeM HaXXKMIUTE KHOMKY
MpekpaTnTb B3anmoaencreue.

B oTkpbiBlUEeMcA okHe MNpekpaleHne B3anMoencTBUA € BbIbpaHHbIMU ceTAMM OyaeT oTobpaxeH
npoLecc yaaneHnsa faHHbix 06 06bekTax JOBEPEHHOWN CETU U X CBA3AX C OObeKTaMM Ballen ceTu.
Takxe nHdopmaums o JoBepeHHON ceTn ByaeT yaaneHa B nporpamme ViPNet YgocTtosepsatowmii n
KJIFOUEBOW LLEHTP.

5 Ecav yaaneHve faHHbIX O JOBEPEHHON CETU 3aBEPLLEHO C OLUIMBKON, ANA NPOCMOTpa oTyeTa O
HEBbIMOJIHEHHBIX OMepaumax HaxXMUTe KHOMKY OTUeT. B ciyuae ycrnewHoro yaaneHus gaHHbix O
JOBEPEHHOW ceTu okHO MpekpaLyeHme MeXceTeBOro B3auMoaeicTBUA 3aKPOETCs aBTOMaTUYECKM.
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BO3MOXHbIE HEMOAaAKM

He yaaeTca yCTaHOBWUTb COeIMHEHME C CepBepOM
ViPNet LleHTp ynpaBaeHma ceTbro

Ecnv He yaaeTcs ycTaHOBWTL coeanHeHwe ¢ cepBepoM ViPNet LieHTp ynpaBaeHus ceTbto, 3T0 MOXET BbITb

BbI3BaHO CiegyrOWUMN NpUYnHaMu:

Ha komnbtoTepe c cepepHbiM npunoxeHnem ViPNet LieHTp ynpaBaeHus ceTbto He 3anyLyeHbl

CNyxbbl NccService WM NccFilewatcherService.

[na peweHnsa npobaembl 3anycTute ykasaHHble cayxX0Obl (CM. 3anyck 1 3aBepLieHne paboTsl
nporpammsbl ViPNet LleHTp ynpaBaeHusa ceTbto).

CepBepHoe npunoxeHue ViPNet LleHTp ynpaBieHWs ceTbio yCTaHOBNEHO Ha yAaleHHOM
KOMMbIOTEPE, N B KAVEHTCKOM MPUAOXEHUN HeBePHO yka3aH IP-agpec nan DNS-umsa storo
KomnMbloTepa.

[na peweHnsa npobaembl B OKHe COODLLEHNA O HeyauHOM NoMbITKe COeANHEHNA C CEPBEPOM
yKaxxuTe BepHbIi IP-agpec nan DNS-ums cepeepa (cM. 3anyck v 3aBepLieHne paboTbl MporpaMmbl
ViPNet LleHTp ynpaBieHuns ceTbto).

CepsepHoe npunoxeHue ViPNet LieHTp ynpaBaeHna ceTbro YCTaHOBAEHO Ha yaNeHHOM
KoMMbrOTEpE, ¥ 3akpbiTbl NopThl 9000, 9100, 9200, 9300, 9400, 9500, 9600, 9700, koTOpbIE
NCMONb3YOTCA AR MOAKAOUEHUSA KINEHTCKOrO MPUIOXKEHUS K CEPBEPHOMY MPUNOXKEHNO MO
npotokony TCP.

Ans pelwenns npobaembl y6eAnTECh, UTO YKazaHHbIE MOPTLI OTKPLITHI.

CepsepHoe npunoxeHue ViPNet LleHTp ynpaBaeHns ceTbio yCTaHOB/IEHO Ha yAaseHHOM
3aLlMLLIeHHOM y3/1e. B To e Bpems KOMMNbOTEP C KAVEHTCKUM MPUNOXKEHNEM ABAAETCA OTKPbITbIM
Y3/10M VAW 3aLWMLLEHHBIM Y3/10M, KOTOPbIA HE UMEET CBA3M C Y3/1IOM CEPBEPHOTO MPUJIOXKEHWS.
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[na peweHns npobaeMbl peKOMeHAYETCA YCTaHOBUTL KaneHTckoe npuaoxeHne ViPNet LieHTp
yrnpaB/ieHWsA CETbIO Ha 3aLUMLEHHOM Y3/e, CBA3aHHOM C Y3/10M, Ha KOTOPOM HaxoAMUTCA cepBep.

o CepBepHoe 1 kaneHTckoe npunoxeHus ViPNet LieHTp ynpaBaeHus ceTbto YCTaHOBAEHbI Ha ABYX
pa3HbIX KOMMbOTEPAX, Ha KOTOPbIX OT/IMYAOTCA HAaCTPOMKM AaTbl U BPEMEHW.

[Ans peweHns npobaembl Ha KOMMNbHOTEPE C CEPBEPHBIM MPUNOXKEHNEM M Ha KOMMbIOTEPE C
KAMEHTCKMM npunoxeHneMm ViPNet LLeHTp ynpaBaeHus ceTblo peKoMeHAyeTcs caenatb OAMHAKOBbIE
HaCTPOWKM AaTbl, BOEMEHW M YAaCOBOrO Mosca.

e Ha komnbtoTepe ¢ cepepHbIM npunoxeHvem ViPNet LleHTp ynpaBaeHuns ceTbto Hef0CTaTOUYHO
CcBOBOAHOrO ANCKOBOrO MPOCTPAHCTBA M B XypHasiax MMErTCs COOTBETCTBYHOLLME 3aMUCH.

[Ana pewerns npobaemsl paclumpbTe 06bEM 4UCKOBOrO NPOCTpaHcTBa MUHUMYM Ha 10 .

He yaaeTca yCTaHOBUTb COeAMHEHME C
SQL-cepBepom

Ecnun He yaaetca nogkatountbcs K SQL-cepBepy, 3TO MOXET 6bITb BbIZBAHO TEM, UTO Ha KOMMbIOTEPE, Ha
KOTOPOM YCTaHOBJIEHO cepBepHoe npuioxeHune LLYCa, 6b110 ycTaHOBAEHO Kakoe-1Mbo 06HOB/IEHNE
Windows.

Ans peweHns NnpobaemMbl BbINOAHUTE O4HO U3 AENCTBUNA:
e BoccraHoBuWTe nan 06HOBUTE yCTaHOB/IEHHbIE KOMMOHEHTbI NporpamMmbl ViPNet CSP.
e BHecuTe n3meHeHus B cuctemHbln peectp Windows. [ns aToro:
o B meHto Myck BbIbepute NyHKT BbINOAHUTD.

o B okHe BbinonHntb B nose OTKpbITb BBEAUTE regedit U HaXXxMuTe kHomnky OK. OTkpoeTca okHO
Pepaktop peectpa.

BHuMaHwme! HenpanmbHoe PeAaKTnpoBaHME peectpa MOXET NpMBeCTU K BO3SHUKHOBEHUIO
/A\ HENOJNaAO0K B pa60Te OI'IepaLI,VIOHHOVI CNCTeMbI, MO3TOMY obsazatenpHO co3,a,a17|Te pe3epBHyO
KONuKo peectpa. ITO NO3BOJIUT BOCCTAHOBUTb peecTp npn BOSHUKHOBEHNW HEMO1aA0K.

o B pasgene peectpa
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Cryptography\Configuration

\Local\Default\00010002 wenkHMTe Functions n B okHe PegakTMpoBaHne MyabTUCTPOKM
nepeHecuTe cTpoku, cogepcatme «GOST» B KOHeL, CNncKa, He N3MeHAA MOPAAOK N COCTaB
OCTa/bHbIX CTPOK. 3aTeM HaxmuTe OK.

o B pasgene peectpa
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Cryptography\Configuration
\Local\SSL\00010002 wenkHnTe Functions n B okHe PepgakTpoBaHne MyabTUCTPOKM
nepeHecuTe cTpoku, cogep>kawme «GOST» B KOHeL, Cnncka, He N3MeHAA MOPAAOK N COCTaB
OCTaNbHbIX CTPOK. 3aTem HaxxmuTe OK.

o BbinonHuTe nepesarpysky KoMnbroTepa.
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Owwbka Npr BBOAE MMEHM aAMUHMCTPATOPA M
Mapos

Ecav npu Bxoge B knneHTckoe npunoxeHune ViPNet LieHTp ynpaBneHuns ceTbo Bbl BBEAW NPaBUbHOE
MM#A Nosfb30BaTeNsA U NapoJb, HO B pe3y/bTaTe NOABUIOCH COODLLEHNE O BBOAE HEBEPHbBIX JaHHbIX
MoJiIb30BaTess, 3TO MOXET 6bITb BbI3BaHO CHOEM CEPBEPHOTO MPUIOXKEHUS.

[ns pelweHns npobaembl 0CTaHOBUTE CAYXOY NccService, 3aTEM CHOBa 3anycTuTte ee.

HekoppekTHas 0bpaboTka MeXCETEBOM
MHDOPMaLLMK

Ecam npn 06paboTke MexceTeBON MHPOPMaLMK U3 ONpeseneHHON JOBEPEHHON CETU BO3HMKaIOT
ownbKK, HanprYMep, HEBEPHO OTOBPaXKatOTCA U3MEHEHWS NapaMeTPOB MeXCETEBOrO B3aMMOAENCTBHS,
BbINOJIHUTE CIEAYIOLLME AEUCTBUS:

1 YpanuTe gaHHble O MeXCeTeBOW MHPOPMaLMK, 3arpy>KeHHOW ANs 3TON fOBEpPEHHON ceTu paHee. [ns
3TOrO:!

o B pa3gene CBoiictBa ceTel (cm. [MpeacTaBneHve «/JloBepeHHble CETU») LLENKHUTE JOBEPEHHYHO
CeTb NPaBOW KHOMKOMW MbILWW U B KOHTEKCTHOM MeHI0 BblbepuTe NyHKT OUMCTUTD KL
Me>kceTeBon uH$popmauum.

o B okHe NOATBEPXAEHNA HAXKMUTE KHOMKY Ll,a.

2 CHoBa 0bpaboTaiiTe NOCTYNMBLLYHO MeXCeTeBYtO MHPOopMaLWto. B pesynbTtate Bce napameTpsl
Me>XCeTeBOro B3avIMOAENCTBUA C OBEPEHHOW CeTbiO ByayT onpejeseHbl Ha OCHOBE NOCAeAHEN
BEPCMN MeXCceTeBO MHbOPMaL.

OWKnbKM Npu 3arpyske CTPYKTYPbl CETU 13
nporpammbl ViIPNet LIeHTp ynpaBaeHna CeTbro
BEpCUM 3.X

Ecnv npu 3arpyske CTpyKTypbl ceTu, co3saHHon B nporpamme ViPNet LleHTp ynpaBaeHusa ceTbio Bepcumn
3.X, BO3HMKAN OLWINOKM, O3HAKOMbTECh € AoKyMeHTOM «ViPNet Administrator. PykoBogctso no
obHoBNEHUIO € Bepcun 3.x Ha Bepcuto 4.0». PekoMeHzaumnm No ycTpaHeHUto oLWnMb0oK NpuBeaeHbl B
pa3zene «Bo3moxkHble Npobiembl Npy MUrpaLMm» 3TOrO AOKYMEHTA.
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ICTeKaeT CpoK AEUCTBUA NINLIEH3MM Ha CETb
ViPNet

Ecnv npm 3anycke knmeHTckoro npunoxeHus ViPNet LLeHTp ynpaBaeHUs ceTbro NOABASETCS
npeaynpexaeHne o6 OKOHUYaHWW Cpoka AeNncTBus anLeH3nmn Ha ceTb ViPNet, BbinoaHuTe cnegytowime

AencTBus:

1 O6patuTech k npeactaBuTento komnaHnm NHPoTeKC ana npoaneHns cpoka AeNCTBUS AULEH3NN.

2 [Monyuute HoBbIN dalin AnMLeH3nn 1 3arpysute ero B nporpammy ViPNet LieHTp ynpaBneHuns ceTbio

(cMm. OBbHOBIEHME NNLLEH3NM).

[ 1peBbILIEHO MaKCKMManbHOE YMCI0 Y3108, Ha
KOTOpPble f0baBAEHa PO/b

Mocne obHoBAEHMA NnLeH3MK Ha ceTb ViPNet (cm. O6HOBAEHME NLEH3MM) MOXET BO3HUKHYTb
CUTyaL s, KOr4a HoBas JINLLEH3MS NO3BOJISIET CO34aTb MEHbLUEE KOJIMYECTBO Y3/10B C ONpeAeeHHOM

POJbIO, YeM B CTapas. Tak>ke BO3MOXHO N3MEHEHME q>opMaTa JINLEH3UN, B pe3ysibTaTe Yero nogaep>kka

onpejeneHHbIX pone|71 MOXET BbITb npekpalleHa.

B atom Ccnydae npu co3gaHnm cnpaBoOYHMKOB NOABUTCA COO6LLI,€HVI65 <<|_|peBbIUJEHO MaKCnMaJibHOE Yncno

Y310B, Ha KOTOpPbIE p,o6aBneHa PONb <UMA POSN>».

Y106kl pelwntb Npobaemy, BbINOSHUTE Ceytolme AeNCTBUS:

1 B nporpamme ViPNet LleHTp ynpaBneHus ceTbto B NpescTaBieHnn Mos ceTb Bbibepute paszen

Poan.

2 Ha naHesnv npocMoTpa HalauTe poJib, A/ KOTOPOW 6blIv NMPEBbILLEHb! TMLEH3VOHHbIE
OrpaHMYEHUs!, N OTKPONTE OKHO CBOWCTB POJIV.

3 W3 cnucka Y3/10B, Ha KOTOpble p,o6aBneHa poJab, yaanute HeOGXO,D,I/IMOG YNCNO Y3N0B, yTObBI

YCTPaHUTb NpeBblleHne TNLEH3NOHHbIX OFpaHMHEHMVI.

OWKMBKM NPU COXPaHeHMM OTUETa O CTPYKTYpe
ceTu

Ecnu Bbl coxpaHseTe oTueT o cTpykType cetn ViPNet ¢ konnuectBoMm ceTeBbix y310B 6osblie 1000 B dainn
C paclumpeHnem * .html, OTYET O CTPYKTYpe CETUN MOXET OblTb COXpaHeH HeKOpPpPeKTHO. B 3Tom cnyuae

PEKOMEHAYETCA COXPaHATb CTPYKTYPY CeTU B dalin C pacliMpeHnem * . xml.
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PONIN CeTEBbLIX Y3/10B

B Ta6m4u,e nepeyncsieHbl poan CeTeBblX Y3/10B, KOTOPbIE MOTYT 6bITb ,D,O6aBﬂeHbI Ha ceTeBble y3/ibl Npu

Ha/MuMK paspeLleHnin B anLeH3un Ha ceTb ViPNet. Jns Kaxxaol posv npuBejeHbl onvcaHune 1

MHbOPMaL S O COBMECTUMOCTU C APYTVMU POSISMMU.

Tabauya 8. Bo3amosxHele posiu cemesbix y3/108

NpeHTtun-
¢ukato  HassaHue ponun
p

0000 Business Mail
0004 Network Control
Center

0005 Dispatcher

000C Policy Manager

Onucanune

Mo3BonseT ncnonb3oBaTthb Ha KAVEHTe
Windows unu Linux nporpammy ViPNet
[Jenosas noura. Mpwn gobasneHnu
JaHHOW POAN MOXHO 3a/aTb YPOBEHb
NOJHOMOUYNIA NoNb30BaTeNS B
nporpamme ViPNet [lenosas nouta.

Mo3BosAeT yCTaHOBUTL Ha KANEHTe
cepBepHoe npunoxeHue ViPNet LieHTp
yrNpaB/IeHNA CETbHO.

Mo3BonseT Ncnonb30BaTh Ha KAVEHTe
nporpammy ViPNet Dispatcher.

Mo3BonseT NCNONb30BaTh Ha KAVEHTe
nporpammy ViPNet Policy Manager ans
LeHTPasIM30BaHHOrO ynpaBaeHns
noAnTUKammn 6e30nacHOCTM CeTeBbIX

y3n08. Mpun fo6aBneHUN AaHHOW PoaM Bbl
MOXeTe 3aZaTb CMNCOK KOHTPOIVPYEMbIX

y3/10B.

OrpaHunyeHus

MoskeT 6bITb f06aBAEHa Ha
KANEHTbI C PONSMM
«VPN-knneHT» nam «Client for
Linux».

ABTOMaTMueckun fgobasnseTcs
Ha nepBbI KAneHT ceTn ViPNet
N HE MOXET bbITb A0baBieHa
Ha Apyrve KANeHThbl.

Mo>keT 6bITb f0HaBNEHa
TOJIbKO Ha KJIMEHT.

Mo>keT 6bITb f0HaBNEHa
TOJIbKO Ha KJIMEHT.
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NpeHTtn-

¢vkato  HasBaHue poau

p

0017 VPN-knuneHt

0018 MporpamMmmMHbIi
VPN-koopaunHaTop

001D Registration Point

001E SafeDisk

0020 CryptoService

0025 Failover

OnucaHue

Mo3BOASET NCMONb30BaTh Ha KAWEHTE
nporpammHoe obecneyeHune ViPNet
Client gns paboTbl B 3aLUMLLEHHON CETU
ViPNet. MNpu pobaBneHnmn gaHHOW poan
Bbl MOXeTe 3a4aTb YPOBEHb MOJIHOMOYMM
nosb3oBatens B nporpamme ViPNet
MonwuTop.

Mo3BoAsieT NCMO/b30BaTh Ha
KoopgMHaTope nporpaMMHoe
obecneuerune ViPNet Coordinator gns
Windows uau Linux ans pabotsl B
KayecTBe cepBepa 3alLMLLEHHON ceTu
ViPNet. MNpu gobaBneHnn gaHHOW poan
MO>XHO Ha3Ha4nTb KOOPAMHATOP
3aLMLLEHHBIM UHTEPHET-LUHO30M

(cM. DyHKLMK KOOpAMHATOPA B
3awmuieHHon cetn ViPNet).

Mo3BOASIET NCMOB30BATh Ha KIMEHTE
nporpammy ViPNet Registration Point ans
perncrpaumm nonb3osatenein ViPNet.
Mpwn fobaBneHNN JaHHON POAN MOXHO
OrPaHNUNTb YMCIO CO3ABAEMBIX B
nporpaMMe 3anpocoB Ha cepTUduKaTbl 1
ANCTPUBYTUBBI A5 MONb30OBaTENEN.

Mo3BonseT NCMo/b30BaTh Ha CETEBOM
y3ne nporpammy ViPNet SafeDisk-V.

Mo3BonseT NCnonb30BaTh Ha CETEBOM
y3ne nporpammy ViPNet CryptoService.
Mpw fo6aBAEHUM AaHHON POSN MOXHO
3azaTb YPOBEHb NMOAHOMOYMNN
nosb3oBatensa B nporpamme ViPNet
CryptoService.

Mo3BonseT pa3BepHyTb knactep ropsyero
pe3epBMpoOBaHUs Ha Hase
koopanHatopos ViPNet Coordinator for
Linux nan ViPNet Coordinator HW100
Bepcumn 4.2.1 v Bbiwe.

ViPNet LleHTp ynpaBaeHus ceTbto 4. PyKOBOACTBO agMUHUCTpaTOpa

OrpaHunyeHus

Mo>keT 6bITb A0baBNeHa
TONbKO Ha KAWEHT. s y3108B
[LOBEPEHHOW CETU He
oTobpaxaeTtcs.

Mo>keT 6bITb g0HaBNeHa
TONbKO Ha KOOPAMHATOP.
HecosmecTuma ¢ poaamu,
npegHasHaYeHHbIMU A5
nporpaMMHo-annapaTHbIX
KOMMJ1EKCOB:

e ViPNet Coordinator HW;
e ViPNet Coordinator KB;
e ViPNet Coordinator IG.

[ns y3noB goBepeHHON ceTu
He oTobpaxkaeTcs.

Mo>keT 6bITb f0HaBAEHa
TONBbKO Ha KJIMEHT.

MoxeT 6bITb J06aBNEHA Ha
KANEHT NAN KOOPAMHATOP.

MokeT 6bITb f06aBAeHa Ha
KAVEHT WU KOOPAMHATOP.

MoxeT 6bITb J06aBNEHA
TONIbKO Ha KOOPAMHATOP C
pobto «[MporpaMmHbI
VPN-koopanHatop»,
«Coordinator HW-VA»,
«Client+», «Coordinator
HW-MCM».
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NpeHTtn-
¢dukato
p

0029

002C

002D

0032

0038

003B

003C

003E

Ha3ssaHwne poau

SDK

Web Gate

Coordinator KB1000

Cluster Windows

Publication Service

KnneHt SGA

CepBep TLS

WHterpaumsa ¢ CO3

OnucaHue

Mo3Bonset BcTpavBaTth
kpunTorpadpuyeckme dpyHkumm ViPNet Bo
BHeLLHMWeE MPUNOXKEHNS.

Mo3BonseT ncnonbzosatb ViPNet
Coordinator for Linux B kauecTBe
Be6-Lwto3a. MNpu jobaBaeHNN faHHOM
POAN MOXHO 3a4aTb YUNCIO aApPecoB Ans
LuIH03a.

Mo3BonseT pa3BepHyTb KOOPAMHATOP Ha
6a3e ViPNet Coordinator KB1000.

Mo3BonseT ncnosb3oBaTh Ha
KoopgMHaTope nporpaMMHoe
obecneuenune ViPNet Cluster ans
06beANHEHNA HECKOJIBKUX KOMMbIOTEPOB
B OTKA30YyCTOMYMBBIN KiacTep.

Mo3BoOASIET NCMOB30BaTh Ha KAMEHTE
nporpammy ViPNet Publication Service
AN nybankaumm ceptmduKaTos.

Mo3Bo/IAET NCMOL30BaTb HA KJINEHTE
annaet ViPNet SGA ansa yaaneHHoro
MOHMWTOPUWHra 1 yrnpaBaeHus
KOOPAMHATOPOM MoZ, ynpaBaeHneM
onepawymoHHOM cuctemsl Linux.

Mo3BoAseT NCNoab30BaTh CETEBOW y3en B
KauecTBe cepBepa A7 COeANHEHUI MO
npotokoay TLS.

Mo3BosAeT 3KCNOPTUPOBaTb Ha CETEBOM
y3ne faHHble B CUCTeMy OLLEHKM
3awmieHHocTH npounssogcTea (CO3

LiBW).

OrpaHunyeHus

MoskeT 6bITb f06aBAeHa Ha
KANEHT NAN KOOPAMHATOP.

MoxeT 6bITb J06aBNEHA
TONbKO Ha KOOPZAMHATOP.

MoskeT 6bITb g0HaBNEeHa
TONbKO Ha KOOPAMHATOP.
CoBMecCT1Ma TONIbKO C POasAMHU
«DNS-Cepsep» 1
«WINS-Cepaep».

Mpw 3Tom ana ViPNet CSP
JOMKHa ObITb yCTaHOBNEHA
camas NocieAHss Bepcms
nporpaMmMHoro obecneveHus.

MoxeT 6bITb fO0baBieHa
TONbKO Ha KOOPAMHATOP C
posibto «[porpaMMHbI
VPN-koopanHatop».

Mo>keT 6bITb f0HaBNEHa
TONBbKO Ha KJIMEHT.

Mo>keT 6bITb f0HaBNEHa
TONBbKO Ha KJIVEHT.

MoxeT 6bITb J06aBNEHA Ha
KANEHT AN KOOPAMHATOP.

MoxeT 6bITb J06aBNEHA Ha
KJNEHT UAK KoopanHaTop.
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NpeHTtn-
¢dukato
p

0040

0041

0042

0044

0045

Ha3ssaHwne poau

Coordinator HW100 A

Coordinator HW100 B

Coordinator HW100 C

Coordinator HW1000

Coordinator HW2000

OnucaHue

Mo3Bonset pa3BepHyTb ViPNet
Coordinator HW100.

Mpwn fobaBneHNN JaHHON POAN MOXHO
Ha3HauWTb KOOPAMHATOP 3aLUMLLEHHBIM
NHTEePHEeT-WA030M (cM. DyHKL MK
KOOpAMHATOpa B 3alL/LLEHHON ceTn
ViPNet).

Mo3Bonset passepHyTb ViPNet
Coordinator HW100.

Mpw fo6aBAEHNN JaHHOW POAN MOXKHO
Ha3Ha4MTb KOOPAMHATOP 3aLUMLLEHHbIM
WNHTEPHET-LWA030M (CM. DyHKLMN
KoopaMHaTopa B 3allULLEeHHON CeTh
ViPNet).

Mo3Bonset pa3BepHyTb ViPNet
Coordinator HW100.

Mpw fo6aBAEHNN JaHHOW POAN MOXKHO
Ha3HauWTb KOOPAMHATOP 3aLUMLLEHHBIM
WNHTEPHET-LWA030M (CM. DyHKLMN
KoopZMHaTOpa B 3alMLLEHHON CeTu
ViPNet).

Mo3Bonsdet pa3BepHyTb ViPNet
Coordinator HW1000.

Mpwn fobaBneHNN JaHHON POAN MOXHO
Ha3HauWTb KOOPAMHATOP 3aLUMLLEHHBIM
WNHTEPHET-LWA030M (CM. DyHKLMN
KoopaMHaTopa B 3alMLLEHHON CeTu
ViPNet).

Mo3Bonset pa3BepHyTb ViPNet
Coordinator HW2000.

Mpwv f06aBAEHUM JaHHOW PO MOXHO
Ha3HauYMTb KOOPAMHATOP 3alLULLEHHbBIM
WHTEPHEeT-LWAH030M (CM. PyHKLMK
KoopAMHaTopa B 3alluLLEeHHON ceTn
ViPNet).
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OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TONbKO Ha KOOPAMHATOP.
CoBMecT1Ma TOIbKO C POnAMuU
«DNS-Cepsep» 1
«WINS-Cepep». KoopanHaTop
C JaHHOV POJIbIO HE MOXET
BbINOAHATb GYHKLMIO
TPaHCNOPTHOrO cepBepa.

VimeeT orpaHunyeHmne Ha
KONINYECTBO TYHHeNNPYeMbIX
coeAnHeHnn — 2.

Mo>keT 6bITb foHaBNEHa
TOJIBKO Ha KOOPAUHATOP.
CoBMecTMa TOIbKO € POaAMU
«DNS-Cepsep» 1
«WINS-Cepsep».

VimeeT orpaHunuyeHmne Ha
KONNYECTBO TYHHENNPYEMbIX
coeAnHeHnn — 5.

MoxeT 6bITb fO0baBNeHa
TO/IbKO Ha KOOPAMHATOp.
CoBMecTMa TOIbKO € POAAMU
«DNS-Cepsep» 1
«WINS-Cepsep».

ViMeeT orpaHuyeHve Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeanHeHunn — 10.

MoxeT 6bITb JO0baBNEHA
TONIbKO Ha KOOPAMHATOP.
CoBMecTvMa TOJIbKO € PONAMU
«DNS-Cepsep» 1
«WINS-Cepsep».

MoxeT 6bITb f0baBNeHa
TO/IbKO Ha KOOpAMHATOp.
CoBMecTvMa TOJIbKO € PONAMU
«DNS-Cepsep» 1
«WINS-Cepsep».



NpeHTtn-
¢dukato

0047

0048

0049

004B

004C

004D

004F

Ha3ssaHwne poau

StateWatcher

CryptoService Linux

Terminal

Client+

Coordinator HW100 CU

Coordinator HW100 AU

VPN Client ans
MOBWBHBIX YCTPOCTB

OnucaHue

Mo3BonseT pa3BepHyTb Ha KANEHTe
cepBep cnctembl MoHUTOpMHra ViPNet
StateWatcher. MNpwn gobaBneHnmn gaHHom
PO MOXHO 3a4aTb YNC/O Y3/10B
MOHMTOPUHIa 1 JOYEPHNX CEPBEPOB.

Mo3BosAeT ncnonb3osaTb
kpuntorpadunyeckune dyHkumm ViPNet Ha
y3/1ax C onepalMoHHON cnctemon Linux.

Mo3BOASIET NCMO/BL30BATh Ha KAVEHTE
nporpammMHoe obecrneveHmve ViPNet
Terminal.

Mo3BonseT TyHHeAnpoBaTb Tpaduk
YCTPOWCTB C MOMOLLbHO NPOrpammbl
ViPNet Client+.

Mo3Bonset passepHyTb ViPNet
Coordinator HW100.

Mo3Bonset passepHyTb ViPNet
Coordinator HW100.

Mo3BosAeT CNoab30BaTh Ha MOBUIBHBIX
YCTPOMCTBax NPOrpaMMHOe obecrneveHmne
ViPNet Client a5 onepauyoHHbIX cMcTeM
Android, iOS 1 macOS. Mpu gobasaeHUn
JAAHHOW PO/IM MOXHO 3afaTb YPOBEHb
NMOJHOMOUMIA NONb30BaTENSA B
npunoxeHun ViPNet Client ans
yKa3aHHbIX OMepPaLMOHHbIX CUCTEM.
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OrpaHunyeHus

Mo>keT 6bITb g0HaBNeHa
TO/IbKO Ha KJIMEHT.

MoxeT 6bITb 06aBNEHA Ha
KJANEHT WU KOOPAMHATOP.

MoxeT 6bITb J06aBNEHA
TO/IbKO Ha kaneHT. CoBMecTMMa
TONBKO C PONAMMU
«DNS-Cepsep» 1
«WINS-CepBep».

MoxeT 6bITb fO0baBNeHa
TONbKO Ha KOOPAMHATOP.
CoBMecTMa TO/IbKO € POaAMU
«Failover», «<kDNS-CepBep» u
«WINS-Cepaep».

Mo>keT 6bITb f0HaBNEHa
TO/IbKO Ha KOOPAMHATOP.
CoBMecCTMa TONbKO C ponamu
«Failover100», «<DNS-CepBep»
n «WINS-Cepsep».

Mo>keT 6bITb f0HaBNEHa
TONIbKO Ha KOOpZAMHATOP.
CoBMecT!Ma TOIbKO C POAsAMU
«Failover100», «<DNS-Cepeep»
n «WINS-Cepsep».

MoxeT 6bITb JO0baBNeHA
TONIbKO Ha KJIMEHT.
Hecosmectuma ¢ ponamu
«DNS-Cepsep» 1
«WINS-CepBep».
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NpeHTtn-
¢dukato
p

0054

0055

0058

0059

005A

005B

Ha3ssaHwne poau

Coordinator KB100

Coordinator HW-VA

Coordinator HW-MCM

O6meH coobLyeHmAMN
n dbannamu

DNS-Cepsep

WINS-Cepsep

OnucaHue

Mo3Bonset pa3BepHyTb ViPNet
Coordinator KB100.

Mo3BoasieT pa3BepHyTb KOOPAMHATOP Ha
BUPTYa/IbHOW MaLUMHE C NMOMOLLbHO
nporpammMHoro obecneyeHuns ViPNet
Coordinator HW-VA. MNpwu so6aeneHnmn
JAAHHOW PO/IN MOXHO Ha3Ha4nTb
KOOPANHATOP 3alMLLEHHBIM
NHTEPHET-WN030M (cM. DyHKLMK
KOOPAMHATOpa B 3alUWLLEHHON CeTH
ViPNet).

Mo3Bonset pa3sepHyTb ViPNet
Coordinator HW-MCM. Mpwu gobasneHun
JAAHHOM PO/IN MOXHO Ha3HaunTb
KOOPAMHATOP 3alMLLEHHBIM
WNHTEPHET-LWA030M (CM. DyHKLMN
KOOpZAMHaTOpa B 3alMULLEHHON CETU
ViPNet).

Mo3BosiseT ncnonb3osaTb Ha y3ne
BcTpoeHHble B MO ViPNet cpescta
KOMMYyHMWKaLn — obmeH
3aLMLLEHHBIMW COOBLLEHNAMMN Y
darinoBbIi O6MEH.

Ty ponb cnesyeT fo0b6aBAATb Ha ceTeBble
y3/1bl, KOTOPbIE ABNAOTCA
DNS-cepBepamut nav TyHHeAMpyroT
DNS-cepBepbl.

3Ty ponb cnepyet fobaBnATb Ha CeTeBble
y3/1bl, KOTOPbIE ABAAIOTCA
WINS-cepBepamu v TyHHeENUPYHOT
WINS-cepBepbl.
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OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TONbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOIbKO C POASAMU
«DNS-Cepsep» 1
«WINS-Cepaep».

Mpwn 3Tom ana ViPNet CSP
JOMKHa ObITb yCTaHOBNEHA
camas NoC/NeAHAs BEPCUS
nporpamMMHoOro obecrneyeHus.

MoxeT 6bITh J06aBNEHA
TOJIBKO Ha KOOPAMHATOP.
CoBMECTUMA TONIbKO C POASIMMU
«Failover», <DNS-Cepsep» u
«WINS-CepBep».

KoanuectBo TyHHeAnpyembIx
COEAVHEHNI onpeaensieTcs
JIMLLEH3NEN.

Mo>keT 6bITb f0HaBAEHa
TO/IbKO Ha KOOPAMHATOP.
CoBMecCTMa TONbKO C ponamun
«Failover», <DNS-Cepsep» u
«WINS-CepBep».

MoxeT 6bITb J06aBNEHA Ha
HeorpaHMYyeHHoOe KOIMYeCcTBO
KANEHTOB AN KOOPAMHATOPOB
¢ posibto «VPN-KANEHT» nan
«[porpammHbIi
VPN-koopanHatop».

MokeT 6bITb f06aBAeHa Ha
HeorpaHMUyeHHOE KOIMYeCTBO
KJMEHTOB NN KOOPANHATOPOB.

Mo>keT 6bITb f06aBAEHa Ha
HeorpaHWUyeHHOe KOJIMUYeCcTBO
KJMEHTOB UAN KOOPAVHATOPOB.

270



NpeHTtn-
¢dukato

0061

0062

0063

006C

0065

006E

Ha3ssaHwne poau

Coordinator VA100

Coordinator VA1000

Coordinator VA2000

Coordinator VA500

Connect

Coordinator HW1000 C

OnucaHue

Mo3BoAsET pa3BepHYTb KOOPANHATOP Ha
BMPTyasbHON MallMHe C MOMOLLbLO
nporpammMHoro obecneyeHuns ViPNet
Coordinator VA100. Mpu gobaBneHunn
JaHHOW POIN MOXHO Ha3HauUTb
KOOPAMHATOP 3aLLMLEHHBIM
NHTEPHET-LLAO30M.

Mo3BonseT pa3BepHyTb KOOPAMHATOP Ha
BUPTYa/IbHOW MaLUMHE C MOMOLLbHO
nporpaMmmMHoro obecneuyerus ViPNet
Coordinator VA1000. Mpu gobasneHnn
JAAHHOW PONN MOXHO Ha3HauUTb
KOOPAMHATOP 3aLUMLLEHHBIM
NHTEPHET-LLIIO30M.

Mo3BoasieT pa3BepHyTb KOOPAMHATOP Ha
BUPTYa/IbHOW MaLUMHE C NMOMOLLbHO
nporpammMHoro obecneyenuns ViPNet
Coordinator VA2000. MNpwu so6aeneHnmn
JAAHHOW PO/IN MOXHO Ha3Hau4nTb
KOOPAMHATOP 3aMLLEHHBIM
NHTEPHET-LLAO30M.

Mo3BonseT pa3BepHyTb KOOPANHATOP Ha
BUPTYa/IbHOW MaLUMHE C MOMOLLbHO
nporpammHoro obecneyveruns ViPNet
Coordinator VA500. Mpu gob6aBneHnn
JAAaHHOW PONN MOXHO Ha3HaunTb
KOOPAMHATOP 3aLMLLEHHBIM
WHTEPHET-LLUIF030M.

Mo3BoNseT NCNoNb30BaTh Ha KAVEHTe
nporpammy ViPNet Connect.

Mo3Bonsdet pa3BepHyTb ViPNet
Coordinator HW1000.

Mpwn gobaBneHNN JaHHON POAN MOXHO
Ha3HauYUTb KOOPAMHATOP 3aLUULLEHHBIM
WHTEPHET-LWAF30M (CM. DyHKLMK
KOOpAMHAaTOpa B 3alUWLLEHHON CeTn
ViPNet).
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OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TO/IbKO Ha KOOpAUHaTOp.
CoBMecT1Ma TOIbKO C POnAMuU
«Failover100», «<kDNS-CepBep»
n «WINS-Cepsep».

Mo>keT 6bITb g0HaBNeHa
TONbKO Ha KOOPAMHATOP.
CoBMecT1Ma TOJIbKO C POasAMU
«Failover1000», «<DNS-CepBep»
n «WINS-Cepsep».

Mo>keT 6bITb f0HaBAEHa
TOJIBKO Ha KOOPAMHATOP.
CoBMECTUMA TONbKO C POASIMU
«Failover2000», «DNS-Cepsep»
n «WINS-Cepsep».

MoxeT 6bITb fO0baBNeHA
TONbKO Ha KOOPAMHATOP.
CoBMecTvMa TOJIbKO € PONAMU
«Failover500», «DNS-CepBep»
n «WINS-CepBep».

Mo>keT 6bITb f0HaBNEHa
TONBbKO Ha KJMEHT C POJIbtO
«VPN-knaneHT» nnm «VPN Client
A5 MOBUNBHBIX YCTPOUCTB».

MoxeT 6bITb JO0baBNEHA
TONIbKO Ha KOOPAMHATOP.
CoBMecTvMa TOJIbKO € PONAMU
«DNS-cepsep»,
«WINS-cepBep».
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006F

0070

0071

0074

0075

Ha3ssaHwne poau

Coordinator HW1000 D

Coordinator HW5000

Coordinator IG10

Coordinator KB2000

StateWatcher
SHW1000

OnucaHue

Mo3Bonset pa3BepHyTb ViPNet
Coordinator HW1000.

Mpwn fobaBneHNN JaHHON POAN MOXHO
Ha3HauWTb KOOPAMHATOP 3aLUMLLEHHBIM
NHTEePHEeT-WA030M (cM. DyHKL MK
KOOpAMHATOpa B 3alL/LLEHHON ceTn
ViPNet).

Mo3Bonsdet pa3BepHyTb ViPNet
Coordinator HW5000.

Mpwn fobaBneHNN JaHHON POAN MOXKHO
Ha3HauYNTb KOOPAMHATOP 3aLUULLEHHBIM
NHTEPHET-WN030M (cM. DyHKLMK
KOOPAMHATOpa B 3alUWLLEHHON CeTH
ViPNet).

Mo3Bonset pa3BepHyTb ViPNet
Coordinator 1G10.

Mpwn fobaBneHNN JaHHON POAN MOXHO
Ha3HauYUTb KOOPAMHATOP 3aLUULLEHHBIM
NHTEPHET-WA030M (cM. DyHKLMK
KOOPAMHATOpa B 3alLMLLEHHON CeTH
ViPNet).

Mo3Bonsdet pa3BepHyTb ViPNet
Coordinator KB2000.

Mo3BO/IAET pa3BepHYTb CEPBEP CUCTEMDI
MOHMWTOpPUHra Ha 6a3se
NpPOrpaMMHoO-anmnapaTHoOro KoMriekca
ViPNet StateWatcher SHW1000. Mpwn

J06aBNeHNN JaHHOW POAU MOXHO 3aAaThb

YMCIIO Y310B MOHUTOPVHTA U AOYEPHMX
CepBepoB.

OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TONbKO Ha KOOPAMHATOP.
CoBMecTVMa TOJIbKO C POSMU
«DNS-cepsep»,
«WINS-cepBep».

MoxeT 6bITb fobaBNEHA
TONbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOJIbKO C POasAMU
«DNS-cepBep»,
«WINS-cepBep».

MoxeT 6bITb fO0baBNeHa
TOJIbKO Ha KOOPAMHATOP.
CoBMecTMa TOIbKO € POAAMU
«DNS-cepBep» 1
«WINS-cepBep».

VmeeT orpaHuyeHuve Ha
KOJIMUYECTBO TYHHEIMPYEMbIX
coeanHeHnn — 5.

He nogaep>xusaeT BoIGOp TUNa
mexceTeBoro akpaHa (OCTIK).

MoxeT 6bITb JO0baBNeHA
TOJIbKO Ha KOOPAMHATOP.
CoBMecTvMa TOJIbKO € PONAMU
«DNS-Cepsep» 1
«WINS-Cepsep».

Mpw atom ans ViPNet CSP
A0JKHa BbITb YCTaHOB/IEHA
camas nocaefHss Bepcus
nporpaMMHoro obecneveHus.

MoxeT 6bITb JO0baBNEHA
TONIbKO Ha KJIMEHT.
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0076

0077

0078

0081

0082

0083

0084

Ha3ssaHwne poau

StateWatcher
SHW?2000

StateWatcher VA

Coordinator HW50 AU

ConServer

CPNs

xF100

xF1000

OnucaHue

Mo3BoAsET pa3BepHyTb CEPBEP CUCTEMBI
MOHUTOPWHra Ha base
nporpaMMHoO-annapaTHOro KoMmnaekca
ViPNet StateWatcher SHW2000. Mpwn
f06aBneHMM JaHHOW PO MOXHO 3a4aThb
UNCIO Y3/10B MOHUTOPUHIA U JOUYEPHUX
cepBepoB.

Mo3BonseT pa3BepHyTb CEPBEP CUCTEMbI
MOHUTOPUWHra Ha 6ase BUPTyasbHOrO
yctpoinctea ViPNet StateWatcher VA. Mpwu
806aBNEeHNIN JaHHOW POAN MOXHO 3aAaThb
UNCNO Y3/10B MOHWUTOPUHTA U JOUYEPHUX
cepBepoB.

Mo3Bonset pa3sepHyTb ViPNet
Coordinator HW50.

Mpwn fobaBneHNN JaHHON POAN MOXKHO
Ha3HauUWTb KOOPAMHATOP 3aLUMLLEHHBIM
NHTEPHET-WA030M (cM. DyHKLMK
KOOPAMHATOpa B 3alLWLLEHHON CeTH
ViPNet).

Mo3BosAeT yctaHOBUTL cepBepHoe MO
ViPNet Connect gna opraHusaumm
rpynnoBbIX YaToB.

Customer Push Notification Server (CPNs)
Mo3BOJAET pa3BepHyTb cepBepHoe MO
AN paccblIKW push-yBesoMAEHWI Ha
ycTpoicTea ¢ kameHtckum MO ViPNet
Connect.

Mo3sonset pa3sepHyTb ViPNet xFirewall
100.

Mo3sonset pa3sepHyTb ViPNet xFirewall
1000.
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OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TONIbKO Ha KJIMEHT.

Mo>keT 6bITb g0HaBNeHa
TO/IbKO Ha KJIMEHT.

Mo>keT 6bITb f0HaBAEHa
TONbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOIbKO C POAsAMU
«DNS-Cepsep» 1
«WINS-Cepaep».

MoxeT 6bITb fO0baBNeHa
TONbKO Ha KJMEHT C POJIbO
«VPN-knaneHT» nam «Client for
Linux».

Mo>keT 6bITb f0HaBNEHa
TONBbKO Ha KJMEHT C POJIbtO
«VPN-knaneHT» nnm «Client for
Linux».

MoxeT 6bITb J06aBNEHA Ha
KoopauHaTtop 6e3 dyHKLUNiA
VPN-cepsepa. CoBMmecTnma
TOJIBKO C POSISMM

«DNS-Cepsep» 1 «IPS100».

MoxeT 6bITb JO06aBNEHA Ha
KoopgunHaTtop 6e3 GyHKLMIA
VPN-cepsepa. CoBmecTnma
TOJIbKO C POAAMU
«DNS-Cepsep» 1 «IPS1000».
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0086

0088

0089

008A

008B

Ha3ssaHwne poau

xF5000

Coordinator IG10 AO

Coordinator IG10 BO

Coordinator IG10 A1

Coordinator IG10 B1

OnucaHue

Mo3sonset pa3sepHyTb ViPNet xFirewall
5000.

Mo3Bonset pa3BepHyTb ViPNet
Coordinator IG10 AO.

Mo3Bonset pa3BepHyTb ViPNet
Coordinator 1G10 BO.

Mo3Bonset pa3sepHyTb ViPNet
Coordinator IG10 A1.

MosBonset passepHyTb ViPNet
Coordinator 1G10 B1.

OrpaHunyeHus

MoskeT 6bITb f06aBAeHa Ha
koopaunHaTtop 6e3 GyHKLMA
VPN-cepepa. CoBmecTMma
TONIbKO C PONAMMU
«DNS-CepBep» n «IPS2000».

MoxeT 6bITb J06aBNEHA
TONIbKO Ha KOOPZAMHATOP.
CoBMecTMa TOIbKO C POnAMuU
«DNS-cepsep» n
«WINS-cepBep».

VimeeT orpaHunyeHmne Ha
KONNYECTBO TYHHENNPYEMBbIX
coeanHeHnn — 5.

MoxeT 6bITb fO0baBNeHa
TOJIbKO Ha KOOPAMHATOP.
CoBMecTMa TOIbKO € POAAMU
«DNS-cepBep» 1
«WINS-cepBep».

VmeeT orpaHuyeHuve Ha
KOJIMUYECTBO TYHHEIMPYEMbIX
coeanHeHnn — 65535,

Mo>keT 6bITb f0HaBNEHa
TOJIbKO Ha KOOpAUHaTOp.
CoBMecTVMa TOJIbKO C POMU
«DNS-cepsep» 1
«WINS-cepBep».

ViMeeT orpaHuyeHve Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeAnHeHnn — 5.

MoxeT 6bITb fO0baBNeHa
TONbKO Ha KOOPAMHATOP.
CoBmecTrMa TONbKO € ponAMu
«DNS-cepsep» n
«WINS-cepBep».

VimeeT orpaHnueHmve Ha

KONNYECTBO TYHHENNPYEMBbIX
coeanHeHnn — 65535,
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008C Coordinator IG100 AO Mo3sonset passepHyTb ViPNet MoxkeT bbiTb f0baBNeHa
Coordinator 1G100 AQ. TONbKO Ha KOOPAMHATOP.

CoBMecTMa TOIbKO C POnAMuU
«DNS-cepsep» n
«WINS-cepBep».

ViMeeT orpaHnyeHve Ha
KONNYECTBO TYHHENNPYEMbIX
coeHeHnn — 5.

008D Coordinator IG100 BO Mo3Bonset pa3sepHyTb ViPNet MoxeT 6bITb f06aBNEHA
Coordinator 1G100 BO. TONbKO Ha KOOPAMHATOP.
CoBMecTMa TObKO C POnAMuU
«DNS-cepsep» n
«WINS-cepBep».

ViMeeT orpaHunyeHve Ha
KONNYECTBO TYHHENNPYEMBbIX
coegmHeHnn — 65535,

008E Coordinator IG100 A1 Mo3Bonset pa3sepHyTb ViPNet MoxeT 6bITb f0baBAEHA
Coordinator IG100 A1. TOJIbKO Ha KOOpPAUHaTOP.
CoBMecT!Ma TOIbKO C POnAMuU
«DNS-cepsep» n
«WINS-cepBep».

ViMeeT orpaHnyeHve Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeAnHeHnn — 5.

008F Coordinator IG100 B1 Mo3Bonset pa3sepHyTb ViPNet MoxeT 6bITb f06aBAEHA
Coordinator IG100 B1. TONbKO Ha KOOPANHATOP.
CoBMecTMa TOIbKO C POnAMU
«DNS-cepsep» n
«WINS-cepBep».

ViMeeT orpaHuyeHve Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coegmHeHnn — 65535,

0090 xF-VA Mo3Bonset pa3sepHyTb ViPNet xFirewall MoxkeT 6bITb f0b6aBAEHA Ha
VA. KoopauHaTtop 6e3 dyHKLUNiA
VPN-cepBepa. CoBmecTMmMa
TONBbKO C PONSAIMU
«DNS-CepBep» 1 «IPS-VA» .

0091 Client for Linux Mo3BonseT ncnonbzosatb MO ViPNet MoxeT 6bITb 06aBNeHa
Client for Linux, npegHa3sHayeHHoe a5 TO/IbKO Ha kaneHT. CoBmecTMMa
YCTaHOBKM Ha KOMMbOTepPbI ¢ Linux. TosIbKO ¢ posamu «ConServer»
n «CPNs».
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p

0093 Coordinator KB5000
0095 IPS100

0096 IPS1000

0097 IPS5000

0098 IPS-VA

0099 QSS Server

009A QSS Point

009B QSS Phone

OnucaHue

Mo3ssonset passepHyTb ViPNet
Coordinator KB5000.

Mo3BonseT Ncnonb3oBaTh CUCTEMY
npegoTBpalleHmns BTopxkeHni (IPS) Ha
ViPNet xFirewall 100.

Mo3BoNAeT NCNoNb30BaTh CUCTEMY
npegoTBpaLleHns BTop>keHni (IPS) Ha
ViPNet xFirewall 1000.

Mo3BosiseT ncnonb3osaTb CUCTEMY
npeAoTBpaLLeHns BTopxkeHui (IPS) Ha
ViPNet xFirewall 5000.

[Mo3BosfeT ncnonb3osaTtb CUCTEMY
npesoTBpaLLeHns BTopXeHui (IPS) Ha

ceTeBoM y3ne ¢ MO ViPNet xFirewall VA.

Mo3BOASET NCMONb30BaThb YCTPONCTBO
ViPNet QSS Server ana ynpaBneHus
CeTbIO C KBAaHTOBbIM pacnpeAeneHnem
KAtoYen.

Mo3BonfeT NCnonb30BaTh YCTPONCTBO
ViPNet QSS Point ans BblpaboTky 1
pacnpegeneHuns KBaHTOBbIX KNtOUel B
cetu.

Mo3BOASET NCMONb30BaThb YCTPONCTBO
ViPNet QSS Phone ans opraHmsauum
roJI0COBO CBA3U NOJIb30OBaTeNEeN,
3alUMLLEHHON Ha KBAHTOBbIX K/HOUaX.

OrpaHunyeHus

Mo>keT 6bITb g0HaBNeHa
TONbKO Ha KOOPAMHATOP.

CoBMecCTMMa TONbKO C ponamun

«DNS-Cepsep» n
«WINS-Cepsep».

Mpwn 3Tom ana ViPNet CSP
JOMKHA ObITb yCTaHOBNEHA
camasi MoC/ieAHss Bepcms

nporpamMMHOro obecrneyeHus.

MoxeT 6bITb 06aBNEHa Ha
KoopauHaTtop 6e3 GyHKUniA
VPN-cepBepa ¢ posibto
«xF100».

MokeT 6bITb fob6aBAEHa Ha
KoopAauHaTtop 6e3 GyHKLUNiA
VPN-cepBepa ¢ posibio
«xF1000».

MoxeT 6bITb JO06aBNEHA Ha
koopamnHaTtop 6e3 GyHKLMIA
VPN-cepBepa ¢ posibio
«xF5000».

MoxeT 6bITb J06aBNEHA Ha
koopgunHaTtop 6e3 dyHKL i
VPN-cepBepa ¢ posibio
«XF-VA».

MoxeT 6bITb J06aBNEHA Ha
koopamnHaTop 6e3 GyHKLMIA
VPN-cepBepa.

MmeeT orpaHuyeHue Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeanHeHnn — 65535,

MoxeT 6bITb J06aBNEHA Ha
koopaunHaTop 6e3 GyHKLMIA
VPN-cepsepa.

Wmeet orpaHuyeHue Ha
KOJIMUECTBO TYHHENPYEMbIX
coeAnHeHnn — 65535,

MoxeT 6bITb 06aBNEHA Ha
KNNEHT.
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009C Failover xF100 Mo3BonseT pa3BepHyTb kiactep ropsvero  MoxeT 6bITb fobaBieHa Ha
pe3epBupoBaHusa Ha 6a3e ViPNet koopgunHaTop 6e3 GyHKLMIA
xFirewall 100. VPN-cepBepa ¢ posibto

«xF100».

009D xF1000 C Mo3sonset pa3sepHyTb ViPNet xFirewall MoxkeT 6bITb f06aBAEHA Ha

1000 C. KoopanHaTtop 6e3 dyHKLMI

VPN-cepBepa. CoBmecTMma
TONIbKO C PONAMMU
«DNS-Cepsep» 1 «IPS1000 C».

009E xF1000 D Mo3Bonset pa3BepHyTb ViPNet xFirewall MoxkeT 6bITb J06aBAEHA Ha
1000 D. KoopaunHaTtop 6e3 GyHKLUNiA
VPN-cepsepa. CoBmecTMa
TOJIBKO C POSIAMM
«DNS-Cepsep» 1 «IPS1000 D».

009F IPS1000 C Mo3BonAeT ncnonb3oBaTb CUCTEMY MoxkeT 6bITb f06aBNEHA Ha
npeAoTBpaLLeHns BTopxKeHWi (IPS) Ha koopamnHaTtop 6e3 GyHKLMIA
ViPNet xFirewall 1000 C. VPN-cepBepa ¢ posbto «xF1000
C».
0100 IPS1000 D Mo3BosiAeT ncnonb3oBaTb cMCTEMY Mo>keT 6bITb flobaBneHa Ha
npegoTtBpalleHns BTopxkeHni (IPS) Ha KoopAauHaTtop 6e3 GyHKLUNiA
ViPNet xFirewall 1000 D. VPN-cepBepa ¢ posbto «xF1000
D».
0101 Coordinator HW10000  [Mo3BoasieT pa3sepHyTb ViPNet MoxkeT 6bITb f06aBAEHA Ha
Coordinator HW10000. KoopgauHaTtop. HecoBmectnma ¢

APYyrMMn ponamMmun.

ViMeeT orpaHuyeHve Ha
KONNYECTBO TYHHENNPYEMBbIX
coegmHeHnn — 65535.

0102 L2-10G Mo3Bonset pa3sepHyTb ViPNet L2-10G. MoxkeT 6bITb f0baBAEHA Ha
KoopauHaTtop. HecoBmectnma ¢
APYrMMU POASIMU.

0103 L2-100G Mo3Bonset pa3sepHyTb ViPNet L2-100G.  MoeT 6bITb fobaBneHa Ha
koopgunHaTtop. HecoBmectnma ¢
APYrMMU POASIMU.

0104 Failover KB100 Mo3BoniAeT pa3BepHyTb knactep ropsyero MoxeT bbiTb fobaBieHa
pe3epBrpoBaHus Ha H6a3e ViPNet TO/IbKO Ha KOOPAUHATOP C
Coordinator KB100. poabto «Coordinator KB100».
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0105

0106

0107

0108

0109

010A

Ha3ssaHwne poau

Coordinator 1IG10-12 A0

Coordinator 1IG10-12 A1

Coordinator IG10-12 BO

Coordinator 1G10-12 B1

Coordinator 1G100-14

A0

Coordinator IG100-14
A1

OnucaHue

Mo3ssonset pa3sepHyTb ViPNet
Coordinator IG10-12 AO.

Mo3sonset passepHyTb ViPNet
Coordinator IG10-12 A1.

Mo3Bonset pa3BepHyTb ViPNet
Coordinator 1G10-12 BO.

Mo3zsonset passepHyTb ViPNet
Coordinator 1G10-12 B1.

Mo3Bonset pa3BepHyTb ViPNet
Coordinator 1G100-14 AQ.

Mo3Bonset pa3BepHyTb ViPNet
Coordinator IG100-14 A1.

OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TO/IbKO Ha KOOpAUHaTOp.
CoBMecCTMa TO/IbKO C PObIO
«DNS-cepBep».

ViMeeT orpaHnyeHve Ha
KONNYECTBO TYHHENNPYEMbIX
coeauHeHnn — 5.

Mo>keT 6bITb g0HaBNEeHa
TONbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOJIbKO C POJIbHO
«DNS-cepBep».

MmeeT orpaHuyeHuve Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeAnHeHnn — 5.

MoxeT 6bITb fO0baBNeHa
TONbKO Ha KOOPAMHATOP.
CoBMecTMa TOJIbKO C POJIbHO
«DNS-cepBep».

VmeeT orpaHuyeHue Ha
KOJIMUYECTBO TYHHEIMPYEMbIX
coeanHeHnn — 65535,

MoxeT 6bITb fO0baBNeHA
TONbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOJIbKO C POJIbHO
«DNS-cepBep».

VIMeeT orpaHunueHue Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeAnHeHn — 65535,

MoxeT 6bITb fO06aBNeHa
TONIbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOJIbKO C POJIbHO
«DNS-cepsep».

VIMeeT orpaHunueHue Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeauHeHnn — 5.

MoxeT 6bITb JO06aBNEHA
TOJIbKO Ha KOOpAUHATOP.
CoBMecTVMa TOJIbKO € POJIbIO
«DNS-cepsep».

Nmeet orpaHuyeHue Ha
KOJIMUECTBO TYHHENMPYEMbIX
coeAnHeHnn — 5.

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMMHUCTpaTopa |

278



NpeHTtn-
¢dukato

010B

010C

010D

010E

0114

0115

0116

0117

0118

Ha3ssaHwne poau

Coordinator 1G100-14
BO

Coordinator 1G100-14
B1

Quandor Tx

Quandor Rx

SSL100

SSL1000 C

SSL1000 D

SSL5000

SSL-VA

OnucaHue

Mo3ssonset passepHyTb ViPNet
Coordinator 1G100-14 BO.

Mo3Bonset pa3BepHyTb ViPNet

Coordinator IG100-14 B1.

Mo3BOASET NCMONb30BaThb YCTPONCTBO
ViPNet Quandor, npesHasHauyeHHoe /s
pacrnpeAeneHuns KBaHTOBbIX KNHOUEN.

Mo3BOASET NCMO/b30BaTh YCTPONCTBO
ViPNet Quandor, npesHasHayeHHoe /s
pacrnpeAeneHns KBaHTOBbIX KNHOUEN.

Mo3BonseT nHcnekTMpoBaTtb Tpadumk
SSL/TLS Ha ViPNet xFirewall 100.

Mo3BoASET NHCMEKTMPOBATL TPAGUK
SSL/TLS Ha ViPNet xFirewall 1000 C.

Mo3BoAsieT NHCMEKTMPOBATL TpadumK
SSL/TLS Ha ViPNet xFirewall 1000 D.

Mo3BoAsieT NHCMEKTMPOBATL TpadumK
SSL/TLS Ha ViPNet xFirewall 5000.

Mo3BonAeT MHCNekTMpoBaTh Tpabuk
SSL/TLS Ha ViPNet xFirewall VA.

OrpaHunyeHus

MoskeT 6bITb g0HaBNEeHa
TO/IbKO Ha KOOpAUHaTOp.
CoBMecCTMa TO/IbKO C PObIO
«DNS-cepBep».

WmeeT orpaHuyeHue Ha
KOJIMUYECTBO TYHHEIMPYEMbIX
coeanHeHnn — 65535,

Mo>keT 6bITb g0HaBNEeHa
TONbKO Ha KOOPAMHATOP.
CoBMecT!Ma TOJIbKO C POJIbHO
«DNS-cepBep».

MmeeT orpaHuyeHuve Ha
KOJIMYECTBO TYHHEIMPYEMbIX
coeAnHeHnn — 65535,

MoxeT 6bITb JO06aBNEHA Ha
KNnMeHT. HecoBmecTtnma ¢
APYTMMU POIAMMU.

MoxeT 6bITb J06aBNEHA Ha
KiveHT. HecoBmecTnma ¢
APYTVIMU PONSIMMN.

MoxeT 6bITb fO0baBNeHa
TOJIbKO Ha KOopAMHaTop 6e3
¢dyHkumii VPN-cepBepa ¢
ponbto «xF100».

MoxeT 6bITb JO0baBNeHA
TONbKO Ha KoopaunHaTop 6e3
dyHkunin VPN-cepBepa ¢
ponbto «xF1000 C».

Mo>keT 6bITb f0HaBNEHa
TONbKO Ha KoopaunHaTop 6e3
dyHkumi VPN-cepBepa ¢
ponbto «xF1000 D».

Mo>keT 6bITb f0HaBNEHa
TONbKO Ha KoopaunHaTop 6e3
dyHkunin VPN-cepBepa ¢
ponbto «xF5000».

MoxeT 6bITb 06aBNEHa
TO/IbKO Ha KoopAuHaTop 6e3
oyHkumii VPN-cepBepa ¢
posibto «XF-VA».
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0120

0121

0122

0123

0124

0125

0129

0130

Ha3ssaHwne poau

IPS2000

xF-VA100

xF-VA500

xF-VA1000

xF-VA2000

xF-VA5000

KYKC

IPS-VA100

OnucaHue

Mo3BonsieT ncnonb3osaTtb IPS Ha ViPNet
xFirewall 2000.

Mo3BonseT ncnonbzosatb ViPNet
xFirewall-VA100.

Mo3Bonset ncnonsb3osaTb ViPNet
xFirewall-VA500.

Mo3BonseT ncnonbsosatb ViPNet
xFirewall-VA1000.

Mo3Bonset ncnons3osaTb ViPNet
xFirewall-VA2000.

Mo3BonseT ncnonbsosatb ViPNet
xFirewall-VA5000.

Mo3Bonset ncnonsb3osaTb ViPNet KYKC
nnn ViPNet KYKC lant

[Mo3BonseT ncnonb3osaTthb IPS Ha ViPNet
xFirewall-VA100.
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OrpaHunyeHus

Mo>keT 6bITb g0HaBNeHa
TO/IbKO Ha KoopauHaTop 6e3
dyHkum VPN-cepBepa ¢
ponbto «xF2000».

MoxeT 6bITb J06aBNEHA Ha
KoopanHaTtop 6e3 byHKL I
VPN-cepBepa. CoBmecTnma
TONIbKO C PONAMMU
«DNS-Cepsep», «<SSL-VA» 1
«IPS-VA100».

MoxeT 6bITb J06aBNEHA Ha
koopgmnHaTop 6e3 GyHKLMIA
VPN-cepsepa. CoBmecTMa
TOJIBKO C POSIAMM
«DNS-CepBep», «SSL-VA» 1
«IPS-VA500».

MokeT 6bITb fob6aBaeHa Ha
KoopauHaTtop 6e3 dyHKUniA
VPN-cepBepa. CoBmecTMMa
TONbKO C PONAMMU
«DNS-CepBep», «SSL-VA» 1
«IPS-VA1000».

MoxeT 6bITb J06aBNEHA Ha
koopamnHaTop 6e3 GyHKLMIA
VPN-cepsepa. CoBMmecTnma
TOJIBKO C POSISMM
«DNS-CepBep», «SSL-VA» un
«IPS-VA2000».

MokeT 6bITb f06aBAeHa Ha
KoopaunHaTtop 6e3 dyHKLUNiA
VPN-cepBepa. CoBmecTnMa
TONBKO C PONAMMU
«DNS-CepBep», «SSL-VA» 1
«IPS-VA5000».

MoxeT 6bITb J06aBNEHA Ha
KoopauHaTtop 6e3 dyHKLUniA
VPN-cepsepa. HecoBmectnma ¢
APYrIMU pOAAMMU.

MoxeT 6bITb 06aBNeHa
TO/IbKO Ha KoopAuHaTop 6e3
oyHkumii VPN-cepBepa ¢
ponbto «xF-VA100».



NpeHTtn-
¢dukato

0131

0132

0133

0134

013A

013B

013C

013D

013E

0135

Ha3ssaHwne poau

IPS-VA500

IPS-VA1000

IPS-VA2000

IPS-VA5000

Failover xF-VA100

Failover xF-VA500

Failover xF-VA1000

Failover xF-VA2000

Failover xF-VA5000

SSL-VA100

OnucaHue

[Mo3BonsieT ncnonb3osaTtb IPS Ha ViPNet
xFirewall-VA500.

Mo3BonseT ncnonbzosatsb IPS Ha ViPNet
xFirewall-VA1000.

Mo3BonseT ncnonbzosatsb IPS Ha ViPNet
xFirewall-VA2000.

Mo3BonseT ncnonb3osaTb IPS Ha ViPNet
xFirewall-VA5000.

[Mo3BonsAeT pa3BepHyTb Kaactep ropsyero
pe3epBrpoBaHua Ha H6a3e ViPNet
xFirewall-VA100.

[Mo3BonseT pa3BepHyTb Knactep ropsyero
pe3epBrpoBaHus Ha H6a3e ViPNet
xFirewall-VA500.

Mo3BonsieT pa3BepHyTb KaacTep ropsyero
pe3epBrpoBaHus Ha H6ase ViPNet
xFirewall-VA1000.

Mo3BonsieT pa3BepHyTb KaacTep ropsyero
pe3epBrpoBaHus Ha H6ase ViPNet
xFirewall-VA2000.

Mo3BosifeT pa3BepHyTb Knacrtep ropavero
pe3epBrpoBaHus Ha H6a3e ViPNet
xFirewall-VA5000.

Mo3BonseT nHcnekTMpoBaTtb TPapmk
SSL/TLS Ha ViPNet xFirewall-VA100.

OrpaHunyeHus

Mo>keT 6bITb g0HaBNeHa
TO/IbKO Ha KoopauHaTop 6e3
dyHkumi VPN-cepBepa ¢
ponbto «xF-VA500».

MoxeT 6bITb J06aBNEHA
TOJ/IbKO Ha KOOpAuHaTop 6e3
dyHkumin VPN-cepsepa ¢
ponbto «xF-VA1000».

MoxeT 6bITb J06aBNEHA
TOJIbKO Ha KOOpAuHaTop 6e3
dyHkum VPN-cepBepa ¢
ponbto «xF-VA2000».

MoxeT 6bITb fO0baBNeHa
TO/IbKO Ha KoopAuHaTop 6e3
¢yHkumii VPN-cepBepa ¢
ponbto «xF-VA5000».

MoxeT 6bITb fO0baBNeHa
TONbKO Ha KoopaunHaTop 6e3
dyHKuMA VPN-cepBepa ¢
ponbto «xF-VA100».

MoxeT 6bITb fO0baBNeHa
TO/IbKO Ha KoopAuHaTop 6e3
dyHkumi VPN-cepBepa ¢
ponbto «xF-VA500».

Mo>keT 6bITb f0HaBNEHa
TONbKO Ha KoopaunHaTop 6e3
dyHkunin VPN-cepBepa ¢
ponbto «xF-VA1000».

Mo>keT 6bITb f0HaBNEHa
TO/IbKO Ha KoopAnHaTop 6e3
dyHkumi VPN-cepBepa ¢
posbto «xF-VA2000».

MoxeT 6bITb JO0baBNEHA
TOJIbKO Ha KOOpAMHaTop 6e3
odyHKumA VPN-cepBepa ¢
posbto «xF-VA5000».

MoxeT 6bITb 06aBNEHa
TO/IbKO Ha KoopAuHaTop 6e3
oyHkumii VPN-cepBepa ¢
posbto «xF-VA100».
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NpeHTtn-

dukato  HasBaHue poau OnwucaHne OrpaHuyeHus

p

0136 SSL-VA500 Mo3BosAeT MHCNekTMpoBaThb Tpaduk Mo>eT 6bITb fobaBneHa
SSL/TLS Ha ViPNet xFirewall-VA500. TO/IbKO Ha KoopauHaTop 6e3

dyHkum VPN-cepBepa ¢
ponbto «xF-VA500».

0137 SSL-VA1000 [Mo3BosAET MHCMEeKTMPOBaThb Tpaduk MoxeT 6bITb f06aBNEHA
SSL/TLS Ha ViPNet xFirewall-VA1000. TOJ/IbKO Ha KOOpAuHaTop 6e3
dyHkumin VPN-cepsepa ¢
ponbto «xF-VA1000».

0138 SSL-VA2000 [No3BoNAET MHCMEKTMPOBaTh TPaduK MoxeT 6bITb f06aBAEHA
SSL/TLS Ha ViPNet xFirewall-VA2000. TOJIbKO Ha KOOpAuHaTop 6e3
dyHkum VPN-cepBepa ¢
ponbto «xF-VA2000».

0139 SSL-VA5000 Mo3BosAeT MHCNeKTMpoBaTh Tpaduk MoxeT 6bITb f0baBNEHA
SSL/TLS Ha ViPNet xFirewall-VA5000. TO/IbKO Ha KoopAuHaTop 6e3
¢yHkumii VPN-cepBepa ¢
ponbto «xF-VA5000».

0140 L2Q-10G Mo3BonseT ncnonbzoeatb ViPNet MoxeT 6bITb J06aBNEHA Ha
L2Q-10G KoopgauHaTtop. Hecoemectnma ¢
APYTMMU POIAMMU.

0141 PYKC Mo3eonsieT ncnonbzoeatb ViPNet PYKC MoxeT 6bITb J0baBNEHA Ha
nan ViPNet PYKC Jlait KoopaunHaTtop 6e3 dyHKUNiA
VPN-cepsepa. HecoBmectnma ¢
APYTVMU PONSIMMN.

0142 MYKC Mo3BonseT ncnonbzosatb ViPNet MYKC MoxeT 6bITb J06aBNEHA Ha
nan ViPNet MYKC Jawt koopamnHaTop 6e3 GyHKLMIA
VPN-cepBepa. HecoBmectnma ¢
APYTVIMU PONSIMMN.
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Ictopma BepCcnm

Y10 HOBOrO B Bepcmn 4.6.9 R3

0630p M3meHeHn B Bepcumn 4.6.9 R3 no cpaBHeHuto ¢ 4.6.9 R2.
e Microsoft SQL Server 2014 Express Service Pack 3 (SP3)

B ViPNet LleHTp ynpaBneHus cetbto o6HoBaeHa CYB/, Microsoft SQL Server 2014 Express o naketa
obHoBneHnn Service Pack 3 (SP3).

e MMopaep>xka ViPNet L2Q-10G

[JlobasneHa HoBasa posb «L2Q-10G» ans ueHTpanmsoBaHHOro yrnpasaeHusa ViPNet L2Q-10G. Takue
Y3/1bl OTHOCATCA K KOOPAMHATOPaM W Bbl MOXeTe 3aperncTpnpoBath KJANEHTbI 3a HUMW. YaaneHHoe
obHoeneHwne ViPNet L2Q-10G un3 LIyCa He npegycMoTpeHo.

¢ [oaaep>kka y310B KBAaHTOBO3aLULLEHHOW CETH
[JlobaBneHbl HOBbIe poaw:

o «KYKC» — no3BonseT pa3BepHyTb KANeHTCkniA y3en kBaHToBow cetn ViPNet KYKC nan ViPNet
KYKC NalAT. 9TO OKOHEUHbIN y3es, KOTOPbI COeAMHEH OnTuYeckM kabenem c yanom PYKC naun
PYKC Nawrt.

o «PYKC» — no3BonsieT pa3BepHyTb pacnpeaenuntenbHbliii y3en kBaHtoBow cetn ViPNet PYKC nan
ViPNet PYKC JlaiT.

o «MYKC» — no3Bonset pa3BepHyTb MarucTpaibHblii y3en kBaHToon cetn ViPNet MYKC nan
ViPNet MYKC J1aiiT. 3TO TpaH3WUTHbIW y3en, KOTOPbIA CoeAMHAeT Heckobko y3noB MYKC Ha
paccrosHuax 6onbe 100 km.

MoapobHee cM. B JOKYMEHTaL MM COOTBETCTBYHOLLLEN NpoaykToBOW AnHenkn ViPNet Quantum
Trusted System (ViPNet QTS) nam ViPNet QTS Lite.
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Y3/1bl C 3TUMU PONSMU OTHOCATCA K KoopanHaTopam 6e3 dpyHkuuin VPN-cepsepa. Ha ceTeBble y3nbl
«KYKC», «PYKC» n «MYKC» Bbl MOXeTe yaaneHHO oTnpasunTb obHosaeHme MO. Mpwu cozgaHum
cBAzen ceteBble y3nbl «<KYKC», «<PYKC» n «MYKC» posixHbl 6bITb CBA3aHbI MeXay cOH0i.

Y70 HOBOrO B Bepcmn 4.6.10

e WHcnekuums Tpaduka SSL/TLS B ViPNet xFirewall

[JlobaeneHbl HoBble poan «SSL100», «SSL1000 C», «SSL1000 D», «SSL5000», «SSL-VA», «SSL-VA100>,
«SSL-VA500», «SSL-VA1000», «SSL-VA2000», «SSL-VA5000» ans COOTBETCTBYHOLUMX UCMOAHEHWIA
ViPNet xFirewall. HoBble poan cOBMeCTUMbI C APYrMMU POASIMU KaXKAOrO UCMOJHEHUS TakUMU Kak
«DNS-ceBep», «Failover xF100», «IPS1000 C», «<IPS1000 D» u ap.

e [Moppep>kka HOBbIX BapunaHToB ncnoaHeHus ViPNet xFirewall

[Job6asneHbl HoBble poan «xF-VA100», «xF-VA500», «<xF-VA1000», «xF-VA2000», «xF-VA5000» a5
cooTBeTCTBYHOLWMX UcnonHeHn ViPNet xFirewall.

e [oppaepikka cUCTeMbl NPeaOTBPALLLEHUSA BTOPXKEHWI AN HOBbIX ncrnosiHeHui ViPNet xFirewall

[Job6asneHbl HoBble poan «IPS-VA100», «IPS-VA500», «IPS-VA1000», «IPS-VA2000», «IPS-VA5000»
Ana cooTBeTCTBYOWMX ncnonHeHui ViPNet xFirewall.

e [Mopaep>kka knactepa ropsyero pesepsupoBaHus Ha ViPNet xFirewall

[JobasneHbl HoBble poan «Failover xF-VA100», «Failover xF-VA500», «Failover xF-VA1000», «Failover
xF-VA2000», «Failover xF-VA5000», KOTOpble MO3BOAIOT Pa3BEPHYTb KNacTep ropsyero
pe3epBupoBaHus Ha 6ase ViPNet xFirewall.

o lMopaep>kka TyHHenupytouero kaveHTta ViPNet Client+

[JlobaBneHa HoBas posb «Client+» Ans TyHHeAMpOBaHWS Tpaduka 1 JOCTyMNa B BUPTYaabHYHO
3awmieHHyro cetb ViPNet VPN ¢ nomouwpsto ViPNet Client Plus 4U for Linux. PaHbLue 3Ta ponb
Ha3biBanacb «Coordinator HW-VPNM».

e 3MeHUAnCb Ha3BaHUA o6HoBaeHu 1O

Ha3BaHue obHoBneHus ans ViPNet Client nsmenunocs ¢ «Client ¢ peeepc-firewall» Ha «Client 4», gns
ViPNet Client 4U for Windows — ¢ «Client 6e3 peBepc-firewall» Ha «Client 4U for Windows».

e ViPNet JenoBas Nouta ana Linux

Tenepb Bbl MOXeTe f06aBUTb poab «Business Mail» Ha kaneHTbl ¢ ponbto «Client for Linux». 310
No3BOANT Ucnonb3oBaTb Nporpammy ViPNet lenosas Mouta ans Linux.

e YnpaBneHue pacwumpeHHbiMU HacTponkamu ViPNet Client 4U

PaHblwe HacTpoikn ViPNet Client 4U Bbl 3agaBanu Ha KaXaoM CETEBOM Y3/e BPYUHYH — C
nomoLlbo dana KOHPUrypauum * . vpnconfig MM B HaCTPOKMKax NporpaMMbl. Tenepb Bbl MOXeTe
3agaBatb mx B LIYCe. HacTpoikin MOXHO OTNpaBWTb Ha HECKOJIbKO Y3/10B C MOMOLLbHO LWabsoHOB nUau
3afaTb UX UHAMBUAYaNbHO B CBOWCTBAX KAMEHTa. DT OOHOB/IEHMSA PacChbiNatoTCAa Ha CeTeBble y3/bl B
cocTaBe CnpaBoYHMKOB. [ogpobHee cM. B pasgene 3asaHyvie pacluMpeHHbIX HaCTPOeK.
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&l Ceoiictea knmenTa: Client 1 O *

OcHOBHBIE NapaMETpBI -
PaCLUHpE!HHbIE HaCTpOKMKK
CeAzM € y3namu

CBA3N C rpynnamm y3nos 3anonHuTe none toneko ana ViPMet Client 4U
MNoneszoeatenu network:
Ipynnet ysnos

privateSubnet: 192,168.0.0
Ponuyzna

. tunnelVirtualVisibility: true
Paclumpetele HacTpeiikn

tcpMssDecrease: 100
Appeca B0 BHELLIHWY CETAX

. firewall:
MexceTesoil 3kpan

DMNS-cepeepsl blockOpenMetwork: true
WINS-cepeepsi logging:
level: 5

fileSize: 10M

fileCount: 10

OTNpaenATE HACTROHKN HA y3en

OK | | OTmena | ||-|pHMEHHTb

PucyHok 146. Hacmpolika pacuiupeHHsix napamempos kaueHma

4710 HOBOTO B Bepcun 4.6.9 R2

o TMoaaep>xka Windows Server 2019

Y70 HOBOrO B Bepcun 4.6.9 R

o TMoaaep>xka Windows Server 2016
e CoBmectumoctb ¢ Microsoft SQL Server 2017 n SQL Server 2019
¢ VIaMeHeHuA B CNUCKe Noajep>KnBaeMbiX OnepaLMoOHHbIX CUCTEM

B cBs3M ¢ Tem, uto KomnaHua Microsoft npekpatuna obLLy0 NOAAEPXKKY ONEPALIMOHHBIX CUCTEM
Windows 7 (32/64-pa3psgHas), Windows 8 (32/64-pa3psaaHas), Windows Server 2008 R2
(64-pa3pagHasn), Windows Server 2012 (64-pa3psgHas), Windows 8.1 (32/64-pa3psaaHas), pabota
LLYC Ha koMnbloTepax C 3TUMMK OnepaLMOHHbIMK CUCTEMaMK TakxKe Bosiee He NOAAEPXKMBAETCS
NupoTeKC.

e [oppaep>kka HOBbIX KoopamMHaTopoB Ha 6a3e MAK ViPNet Coordinator IG
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[JobasneHbl HoBble poan «Coordinator IG10-12 AO/A1/B0/B1» n «Coordinator IG100-14
A0/A1/B0/B1», KOTOpble NO3BOASAIOT Pa3BEPHYTb KOOPAMHATOPBI Ha Ha3e COOTBETCTBYHOLLMX
ncnosHeHnn annapatHbix naatdopm ViPNet Coordinator IG10 12 n 1IG100 14.

HoBbii TN mexceTeBoro akpaHa ana MAK ViPNet Coordinator IG

MAK ViPNet Coordinator IG c Bepcum 4.3.3 MOXET NCNOAb30BaTbCA Kak MeXCeTeBOM 3KpaH Tuna «b»
no knaccupukaumm ®CTIK. Ycnoeua nprMeHeHNs TUNOB MeXCeTeBOro akpaHa «A» 1 «b»
COBMajatoT N 06BLEANHEHBI B OHY HACTPOWKY.

|t&| Ceoiictea ponw: Coordinator G100 B1 X

TN MEXCETEBOTD IKPAHE HA CETEBOM Y3NE:
() Mexceresoii 3kpaH ypoeHa ceth (Tun «=4/B»)

(®) Mexkcereoii 3kpaH ypoBHA NpoMeILLNEHHON ceTh (Tun «fls)

A MameHeHne THNA MEXCETEBONS 3KPAHA NOBAMAET Ha
GYHKLNOHANBHOCTE CETERBOTD Y3713,

| oK || OTmena |

PucyHok 147. Hacmpolika muna mexcemesoeo skpaHa 05 MAK ViPNet Coordinator IG
LeHTpannsoeaHHoe ynpaeaeHue MAK ViPNet Quandor

[Job6aeneHbl HoBble poan «Quandor Tx» u «Quandor Rx», KOTOpble MO3BOASOT Pa3BEPHYTb KANEHTbI
Ha 6a3e [AK ViPNet Quandor c Tononorvein «Touka-Touka» A5 opraHM3aLmnm KBAHTOBOW
KpunTorpadunyeckomn cmcteMbl BbipabOTKM M pacnpeaeneHns Katouen.

Bsanmogeiicteue c cetamu ViPNet nog ynpaBneHnem ViPNet Prime

Ecan ogHa Bawa cetb ViPNet ynpasnsetca c nomouwbto ViPNet Prime, a gpyras ceTb — C MOMOLLbIO
ViPNet Administrator, Bbl MOXeTe opraHvM30BaTb B3anMOAENCTBNE MEXAY TaKUMU CETAMM.
AzmuHuctpaTop ViPNet Prime nHuLmmpyeT MexxceTeBOe B3avMOZeNCTBYe U nepeaeT Bam daiibl ¢
MeXCeTeBON MHGOPMaLMEN N MEXCETEBLIM MacTep-KAOUOM Ans 3arpy3ku. B LLYCe npu atom
oTObpaxkaeTcs MHPOPMALMA O Ha3BaHWM OpraHU3aLnii JOBEPEHHOW CETH.
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|t&| ViPNet Administrator [LlenTp ynpaenenna ceteto] - Administrator — O X

Mon cete  Jlosepennbie cetn  fluuensua  Bug  Cepeuc  Cnpaska

_
(]
5 Crnpasounui v kKakoum ¥ g Mexcetesan wnbopmalmna =

© Ceoiicrea ceteii KavieHTsl Haiimu pe
4 gy 13508 - Cern 13.. & -
[xf KoopamHaTopsi... UL Oprannzauua CeTeeoif agpec
| B BanangmHa ¥nesna (Windows) Bektop s r. HosocuBupck 13598.4.1
&4 Monssosaten (6) K Kasanues Buwrop (Windows) BexTop & r. HosocuBupck 13598.4.2
B4, Tpynnsl nonsso... KM Tropun Bragucnas (Windows) Bektop s r. HosocuBupck 13598.4.3
o 14499 - Cers 14499 Bl uerp ynpasnesna Core Network 13598.11

_
L Mos cete

117 Jdosepertbie ceTh

I
'__vl__‘ AQMUHNCTPUPOEaHUE

PucyHok 148. PazdeneHue ViPNet-knueHmos no opeaHu3ayuam
YnyulieHve BHYTpeHHel GYHKLMOHaIbHOCTM

VcnpaBneHbl olwmnbky, BbiABAEHHbIE B NpoLecce skcnayataumm nporpammbl ViPNet LieHTp
ynpaBaeHus ceTbto Bepcumn 4.6.7.

470 HOBOTO B Bepcun 4.6.7

Moaaep>kka HOBbIX KoopAuHaTopoB Ha 6a3e ViPNet L2

[JobasneHbl HoBble poan «L2-10G» 1 «L2-100G», KOTOpble MO3BOAAOT Pa3BePHYTb KOOPAMHATOP Ha
6a3e COOTBETCTBYIOLLMX BapuaHToB ncnonHeHns MAK ViPNet L2. laHHbI KoOpAnHaTOpP He
npeAHasHayeH AN PerncTpaLmm Ha HeM KJAMEHTOB U MOXeT BbiTb CBA3aH TO/IbKO C KOOPAMHATOpamu
Ha 6a3e MAK ViPNet L2.

YnyuweHune BHyTpeHHeN PpYyHKLMOHaNbHOCTH

VcnpaBneHbl He3HaunTe IbHbIE OLLNOKY, BbISIBAEHHbIE B NPOLLECCe 3KCnyaTalmm sepcum 4.6.6.

410 HOBOrO B Bepcmn 4.6.6

Moppaepikka YCTPOWCTB CETU C KBaHTOBbIM pacrpejeneHneM Katouen
[Jlob6aBneHbl HOBble poau:

o «QSS Server», koTopas No3BoAseT pa3BepHyTb ceTeBow y3en ViPNet QSS Server ans ynpaBneHus
CeTbIO C KBAHTOBbIM pacnpeseneHnemM Kirouen.
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o «QSS Point», koTopas no3soaseT pa3BepHyTb ceTeBon y3en ViPNet QSS Point ans BbipaboTky
pacrnpefeneHns KBaHTOBbIX KJHOUER B CETU.

o «QSS Phone», koTopas no3BoaseT pa3BepHyTb ceTeBoi y3en ViPNet QSS Phone ans
OpraHu3aLunmn rol0CoBON CBA3M NOJIb30BaTeNEN, 3aLUNLLEHHON Ha KBAHTOBBIX KJtOYaX.

Moaaep>kka HOBbIX BapUaHTOB MCMOJIHEHWSA NMpOrpamMMHo-annapaTHbix komniekcoB ViPNet
ViPNet xFirewall 1000

[Job6asneHbl HoBble poan «xF1000 C» n «xF1000 D» ansa MAK ViPNet xFirewall 1000 C n MAK ViPNet
xFirewall 1000 D cooTBeTcTBEHHO.

Moppepikka cuctembl NpegoTBpalLeHus BTop>keHuii s ViPNet xFirewall 1000

[JlobaeneHbl HoBble poan «IPS1000 C» n «IPS1000 D» Ans cCOOTBETCTBYOLMUX BapPUAHTOB UCMOTHEHUA
MAK ViPNet xFirewall.

Moppep>xkka HoBOro koopanHatopa Ha 6a3e ViPNet Coordinator HW10000

[Job6asneHa HoBas posb «Coordinator HW10000», koTopas NO3BO/ISET pa3BepPHYTb KOOPANHATOP Ha
6a3e MAK ViPNet Coordinator HW10000.

Moaaep>kka knacrepa ropsayvero pesepsupoBaHus Ha ViPNet xFirewall 100

[JobaeneHa HoBas posb «Failover xF100», koTopas NO3BOAAET pa3BepPHYTb KiacTep ropsayvero
pesepBupoBaHusa Ha 6a3ze MAK ViPNet xFirewall 100.

YnpaBsieHWe ypoBHeM MOJIHOMOUYMIA NOJIb30BaTeNsA U UCMNob30BaHUe nporpammbl ViPNet
Connect 1 Ha ceTeBbix y3nax c M0 ViPNet Client for Linux

Tenepb Bbl MOXeTe 3aaBaTb YPOBEHb MOJHOMOUMIA AN KAneHToB ¢ poabto «Client for Linux».
Takxe ana poam «Client for Linux» sobaBnaeHa coBMecTUMOCTb € posibto «Connect». Ternepb Bbl
MoxeTe ncnonb3osaTb nporpammy ViPNet Connect a5 3awmiLeHHOro obLeHns mexay
nosib3oBatensaMmn Ha kanenTax ¢ MO ViPNet Client for Linux.

|¢s| Ceoiictea ponw: Client for Linux @

Moanomouna:
@ MakcumansHbie
Cpeatne

MuHnmansHele

[ oK | [ Otrmena

PucyHok 149. YnpasneHue yposHeMm nosHomouuli nosb3osamess Ha cemeselix y3nax ¢ 10 ViPNet
Client for Linux

YnpoueHue paboTbl Npu 3arpyske ¢aiina obHoBaeHMs nporpammMHoro obecnevenuns ViPNet
Client for Android, ViPNet Client for Linux, ViPNet Connect for Android, ViPNet Connect for
Windows

Tenepb npu 3arpy3ke o6HoBAeHNUI O ByaeT BbiNoAHEHa NpoBepKa dpaina 06HOBAEHNUS Ha
cooTBeTcTBME BbIBpaHHOMY Tvny MO Ha OCHOBaHUU cogep>kumoro darina 418 ciesyroLmnx
nporpamm: ViPNet Client for Android, ViPNet Client for Linux, ViPNet Connect for Android, ViPNet
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Connect for Windows. 2To NO3BOAWT YCNELIHO 3arpy>atb Gpannbl 06HOBAEHUS Ans gaHHoro M0,
Jaxke eciv Ms Galina o6HOBAEHNA He COOTBETCTBYET TpebyeMo Macke.

470 HOBOTO B Bepcun 4.0.5

Ucnonb3osaHue ViPNet Policy Manager Ha oTaenbHOM KomMnbloTepe

PaHblue cepBepHoe npunoxeHue ViPNet LleHTp ynpaBneHus cetbro n nporpammy ViPNet Policy
Manager MOXHO 6bIfI0 YCTaHOBWTL TOJIbKO Ha OAMH KOMMbLOTep. V13-3a 3TOro 66110 HefOCTYMHO
pa3srpaHuyeHne paboTbl Mo agMUHUCTPUpoBaHuto cetn ViPNet n ynpasneHunto napameTpamm
6e30MacHOCTM ceTeBbIX Y3108, NpaBuaaMu GuabTpauumn Tpaduka. Tenepb Bbl MOXeTe YCTaHOBUTb
nporpammy ViPNet Policy Manager Ha oTaenbHOM y3ne. Takxke Tenepb CETEBON y3es C posbto
«Policy Manager» oTmeueH B nHTepderice 3HauKoM = 4 y3en ¢ ponamum LIYCa un «Policy Manager»

Y

Moaaep>kka cuctemMbl NpepoTBpaLyeHns BTopxxeHui ans ViPNet xFirewall

[JobasneHbl HoBble poan: «IPS100», «IPS1000», «IPS5000» n «IPS-VA» ans COOTBETCTBYHOLMNX
moandmkaunin ViPNet xFirewall.

MNoppep>xka ViPNet Client for Linux ansa MO ViPNet ConServer n ViPNet CPNS

Yrtobbl yctaHoBuTb ViPNet ConServer 1 ViPNet CPNS, Tenepb Heobxoanmo Ao6aBuTb Ha y3en posb
«Client for Linux».

MoBbiweHMe ceTeBOW JOCTYNHOCTM Y3/10B NPU CMEHe KoopAuHaTopa

Y106bl yCTPaHWUTL PUCK NOTEPU COEANHEHUSA Y3/1a C APYTUMU Y31aMU 3aLUMLLEHHON CeTU Npu
nepeHoCe ero 3a Apyron KOOPAMHATOP, B CNPaBoOYHMKM gobaBaeHa MHPopmMaLms o cepepe
IP-agpecoB 1 cepBepe COeaNHEHUN.

470 HOBOTO B Bepcun 4.6.4

B 3ToM paszene npeactaBieH KpaTkuil 0630p M3MEHEHWI U HOBbIX BO3MOXHOCTEN nporpammbl ViPNet

LLeHTp ynpaBaeHus ceTbto MO CPaBHEHMIO € Bepcumel 4.6.3.

HacTtpoiika Tvna mexxceteBoro akpaHa gnsa MNAK ViPNet Coordinator I1G

B 3aBucMmocTy oT TpeboBaHUi, NpeabaABAAeMbIX K PYHKLMAM 6e30MacHOCTN MeXCeTeBbIX IKPaHOB,
Bbl MOXeTe HacTpouTb MexxceTeBoi akpaH MAK ViPNet Coordinator IG gns npvmMmeHeHus B
NPOMbILUNEHHbIX CETAX (TN «/1») UK ANA NCNONBb30BaHNA B TPAAWLMOHHON MHPPaCTPYKType
IP-ceTeit (Tvin «A», HaCTPOEH NO YMONUaHUIO). TN MEXCETEBOro 3KpaHa onpesenseTcs
knaccndukaument ®CTIK. Bbl MoxeTe BbIOpaTh TUM MEXCETEBOro 3kpaHa (cM. Hactpoiika Tvna
mexceTeBoro akpaHa [MAK ViPNet Coordinator IG) B cBolcTBax poau koopanHatopa Ha 6a3ze MAK
ViPNet Coordinator IG.

NHdopmaLms o Tne MeXCeTeBOro 3KpaHa 3anmcbiBaeTcs B CNPaBOYHWUKM U KNFOUM 1N NepesaeTcs Ha
ceteBow y3en no cetu ViPNet. [ocne nonyyeHns cnpaBoOYHMKOB U KAKOUEN Ha CETEBOM Yy3e
agmuHnctpatop MAK ViPNet Coordinator IG cMoxeT ynpaeasaTb pexxuMamu paboTbl B COOTBETCTBUM
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C BbIBpaHHbIM TUMOM MeXCeTeBOro 3kpaHa. [MoapobHee o pexnmax paboTbl CM. B KOMMAEKTE
AokymeHTaumm Ha MAK ViPNet Coordinator IG.

&l CeoiicTea ponw: Coordinator 1G100 B1 *

TN MEXCETEBOrD 3KPAHA HA CETEBOM Y3Ne:
() Mexceresoii 3xpaH ypoena cetn (Tun «f/bx)

(®) Mekceresoil 3KkpaH ypoBHA NPOMBILLAEHHONA ceTh (Tun «[s)

Ay MsmeHeHne THNA MEKCETEBDTO 3KPaHa NOBANAET Ha
$YHKLNOHANEHOCTE CETEBOTD Y3Na,

| OK || OTmeHa |

PucyHok 150. Hacmpolika muna mexcemesgozo skpaHa 015 NAK ViPNet Coordinator IG
Moppep>xkka HoBoro knueHTa ¢ MO ViPNet Client for Linux

B nporpammy ViPNet LleHTp ynpasneHus ceTbto 6bina gobasneHa HoBas posb «Client for Linux»,
koTopas nossoaset ycraHoBuTb O ViPNet Client for Linux gns 3awutsl IP-Tpaduka Ha kaveHTax ¢
OC Linux.

Moaaep>kka HoBoro KoopamHatopa Ha 6a3e MNMAK ViPNet Coordinator KB5000

B nporpammy ViPNet LleHTp ynpaBneHus ceTbto bbiia fobaBneHa Hoas poab «Coordinator
KB5000», koTopas no3BoaseT pa3BepHyTb koopauHaTop Ha 6a3e MAK ViPNet Coordinator KB5000.
Mpw atom ans ViPNet CSP gonxxHa ObITb yCTaHOB/IEHa camas NocaeHAs BepCUs NPOrpaMMHOro
obecneyeHus.

O6HoBneHue MO ViPNet Connect gnsa pa3Hbix onepaumnoHHbix cuctem (Windows nnm Android)

PaHble npu otnpaeke obHoBaeHW MO ViPNet Connect 6bi1 04MH TUM OBGHOBAEHWU, KOTOpPOE
paccblnanocb Ha BCe ceTeBble y3/bl € posibto «Connect» 6e3 yueta pasHuLLbl MeXAY OnepaLnoHHbIMA
cuctemamu. Tenepb npu obHosaeHnm MO ViPNet Connect Ha ceTteBbix y3nax ¢ OC Windows u
Android Bbl MOXeTe BblIbpaTh COOTBETCTBYHOLWMIA TUN 06HOBAeHMs MO «Connect agna Windows» nan
«Connect gns Android».

|tz 3arpyzxa daiina oBHoBnEHUA @

Mporpammuoe obecneqenne: | Connect gna Android L4

Client Android

Client for Linux

Client i0S

Client 6es pesepc-firewall

Client c peepc-firewall
Connect ana Android ‘
Connect ana Windows -

Coordinator for Linux
Coordinator HW10

Taiin cBHoBNEHNA:

m

PucyHok 151. Beibop muna obHosneHus 10 ViPNet Connect

ABTOMaTUUYECKOE UCMO/Ib30BaHNe MMEHM U KOOPANHaTOpa y3/1a 13 wabaoHa npu cosgaHnm
ceTeBOro y3na

PaHblie npn Co3jaHNn CeTeBoro yssia BaM nNpunxoanaocb BBOANTbL UMA U Bbl6|/|paTb KoopauHaTtop
CETEeBOrO y3/a, Aaxe ecaun 6bin gobaBaeH WabnoH CeTEBOro y3na C COOTBETCTBYHOLUMMU 3a4aHHbIMU
napameTpamu y3na. Tenepb Npu cO3AaHNKN CETEBbIX Y3/10B, €CNN Bbl NPUMeHsieTe WabaoH, HOBOMY
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y3/ly aBTOMaTMUeCKM Ha3HayaroTCa MMSA U KOOPAMHATOP CETEBOTO y3/1a 13 WwabnoHa. MNapameTpsl
CEeTEBOrO y3/1a 13 WabioHa B OKHE CO3JaHus HOBOTO CETEBOTO y3/1a CTAHOBATCSA HEJOCTYMHbIMU AJ15
pesakTypoBaHus. B ciyyae fobaBneHVs HECKONbKUX LabNOHOB CETEBbIX Y3/10B, MEHSAS NMPUOPUTET
wabnoHa, Bbl MOXeTe 3ajaBaTb HEOOXOANMbIE UMS UAN KOOPAUHATOP Yy3/1a 13 WwabsioHa.

¢z Hoeenid knunent IEI

L ¥ Ykaxute napameTpel HOBOMO KAMEHTa

Wmas: Ceresoii yzenl 3gannel Gunwan 1

KoopanHatop: % Coordinater1

MpwumernTe B 3aunel Gunnanl JoBaeute |
wabnoHe!:

=

CDEﬂETb OAHOWMEHHOMD NONB30EATENA HA3 HOBOM YW3NE aBTOMATHHECKK

DHaUpowanocnecomaHmn [ Co3gate |[ Otmena |

PucyHok 152. Co30aHue cemesbix y3/108 Ha OCHOBAHUU WAb/I0HA

410 HOBOrO B Bepcun 4.6.3

B 3TOM pasaene npeactaBaeH KpaTkmii 0630p U3MEHEHMWI U HOBbIX BO3MOXHOCTEN nporpammbl ViPNet
LleHTp ynpaBieHus CETbHO MO CPaBHEHUIO C Bepcuelt 4.6.2.

e [lo6aBneHve koopanHaTtopa 6e3 ¢pyHKumiI1 cepBepa IP-aapecoB 1 TpaHCMOpPTHOro cepBepa

Tenepb AN YMEHbLUEHWs HArpy3kn Ha BbIUMCAUTE/IbHBIE PECYPChI KOOPAMHATOPA Bbl MOXETe
MCNO/b30BaTh KOOPANHATOP C OTKAHOUYEHHbIMU GYHKLMAMUN cepBepa IP-aapecoB 1 TpaHCNoOpPTHOro
cepBepa. Takoll KOOPAUHATOP HE pPacchlNaeT MHHOPMALMIO O APYTMX y3aaX, ero Heo6XoaUMOo
perncTprpoBaTh Ha APYroM KOOPAMHATOPE U Ha HEro Heb3s A06aBUTL KANEHTbI. Bbl MoXeTe
MCNOAb30BaTh €ro A/ TYHHEMPOBAHMWA U B KaUECTBE MEXCeTeBOro 3kpaHa. HoBblIli koopanHatop
Ha3blBaeTCa KOopAnHaTopoM 6e3 dyHkunii VPN-cepBepa 1 oTobpaxaeTcs 3Ha4UKoM ¥ B crvcke
KOOPAMHATOPOB.

e YnpaBsieHWe JOMEHHbIMU 30HaMK, 06CAY>KMBaEMbIMU BblAENEHHbIMU 3aLLULLEHHBIMMW
DNS-cepBepamu

MobwunbHble knneHTbl ViPNet 1 gpyrve y3/1bl MOTYT O4HOBPEMEHHO UCMOJIb30BaTh MyBANYHbIE U
kopnopaTneHble DNS-cepBepbl. [Mpu HaxoxaeHWW nosb3oBaTtens B nybanyHon cetv DNS-3anpoc o
pa3speLueHnn JOMEHHOTO MMEHN KOPMOPaTUBHOIO pecypca MOr ObiTb OTNPaB/IeH Ha He3aLLMLLEHHbIe
ny6anuHble DNS-cepBepbl, co3jaBas BOSMOXHOCTb aTak, HarnpaBAeHHbIX Ha MOAMEHY
3anpaluvBaemMblx pecypcoB. Tenepb, YTObbl 3aNpPOChl KOPNOPATUBHBIX PECYPCOB OTMPaBAAINCH
TOJIbKO Ha 3almieHHble DNS-cepBepbl, Bbl MOXEeTe HaCTPOUTb JOMEHHbIE 30HbI, KOTOpble By ayT
06CY>KMBaTbCsA TONbKO BblAeNEHHbIMM 3aluuieHHbIMM DNS-cepBepamu. B 3Tom cnydae 3anpocsl
KOpNopaTVBHbIX PECYpPCOB, OTNpaBeHHble Ha NybanyHble DNS-cepBepbl, 6yayT 610KMpoBaThCS.
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YTo6bl co3aaTb CNUCOK 3alunLLeHHbIXx DNS-cepBepoB 1 JOMeHHbIX 30H, B npeacTaBaeHn Mos CeTb

BblbepuTe HOBbIN pa3gen DNS-cepBepbl 1 DNS-30HbI.

L1 CNpaBouHMkm W Knroumn

& Wndopuauns o cetu

_riﬁ Koopamnatops (7)

[}
£ Mexceteean nHbopMauma ~

o= ViPNet Administrator [LenTp ynpaenedna cetero] - Administrator
ViPMet Admini [LUenTp ynp ] - Admini =)
Mon cete  [losepenHuie cetw fluuenswa  Bug  Cepeuc  Cnpaska

»

DNS-cepeepbl 1 DNS-30HbI

WabnoHsl ceTestix yznos (4)

L Mon ceTs

K Knuentel (12) LR o)
&b Monssosatenn (21) . ] WM Onucanne
£ Mpynnil nonssosaTensii (2) | ) Segment 1
. [pynnel ysnos (2) () Segment 2
| L. Q) Segment 3
& Ponn (12)

PucyHok 153. ¥npaenerue cnuckom 3awuwyeHHeix DNS-cepsepos u domMeHHbIx 30H

JlobaBneHune HOBbIX ponei

B nporpammy ViPNet LleHTp ynpaBaeHus ceTbto 6bi1n gobaBaeHbl HOBble POU:

o

o

«xF100», «xF1000», «xF2000», «xF5000», «xF-VA» — n0o3BOAAIOT pa3BepHyTb KOOPANHATOP Ha
6a3e cooTBeTcTBYHOLWMX Moandukaumin MAK ViPNet xFirewall.

«Coordinator IG10 A/B», «Coordinator IG100 A/B» — no3BoAAOT pa3BepHyTb KOOPANHATOP Ha
6a3e cootBeTcTBYtOWMX MoandumKkaumin NMAK ViPNet Coordinator IG10 u MAK ViPNet Coordinator
1G100.

«ConServer» — No3BOAAET yCTaHOBUTL cepBepHoe MO Ana opraHnsaumm rpynnoBbiX YaToOB C
NOMOLLbLO KAneHTckoro npuaoxenus ViPNet Connect.

«CPNs» (Customer Push Notification Server) — no3sonset pa3sepHyTb cepepHoe M0 ans
paccbinkmn push-yBegomneHunin Ha yctpoictaa ¢ ViPNet Connect.

Ponb «VPN-cepBep» neperMeHoBaHa B posb «[porpammHbin VPN-koopauHatop».

Ponb «ThinClient» nepenmeHoBaHa B posib «Terminal».

N3meHeHns B HacTpolike napamMmeTpoB poau «Terminal» (paHee «ThinClient»)

Tenepb ¢ nomouypto MO ViPNet LieHTp ynpaBneHus ceTbto Bbl MOXETE 3aJaBaTb CieaytoLume
HaCTPOWKM y3/1a ¢ ponbto «Terminal»:

@)

NoAKAOUEHWE NONb30BaTeNs K BUPTyanbHOMY pabouemy ctony IBS, nucnonbsytoemy
TexHosnoruto Parallels VDI,

noakntoueHne USB-mozema K y3ny (cM. Hactpolika napameTpoBs nogkaroyeHns USB-mogema B
TEPMUHANBHOW ceccum);

napameTpsbl JOCTyna K Beb-pecypcamM yepes NpoKcu-cepBep B TEPMUHaIBHON ceccunm
(cm. HacTpoika napameTpoB Npokcu-cepBepa Ans Be6-bpaysepa);
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o nepeHanpasieHne USB-ycTponcTB Ha cepBep M3 TepMUHaNbHOM ceccum (cM. Hactpolika
napamMeTpoB NMNOAKAHOYEHNA K TEPMUHANIbHOMY cepBepy).

Ucnonb3oBaHne TCP-TyHHeNs B HacTpoMKax NOAKAOUEHMSA K BHELLUHEN ceTu ANA KoopAuHaTopa

Tenepb Bbl MOXeTe ycTaHOBUTb TCP-TyHHe b ANs KaXA0ro 13 BblIOpaHHbIX KOOPAMHATOPOB B OKHE

CBOWCTB KOOpAMHaTopa B pasgene MexceteBol akpaH. Vicnonb3oBaHne TCP-TyHHeNs MOXET ObiTb
HaCTPOEHO MPW MNOAKJOUEHUM Yepe3 MEXCETEBON 3KPaH CO CTaTUUECKON TpaHCAsALMEN afpecoB Uan

6€e3 NCrno/ib30BaHUA MEXCETEBOTO 3KpaHa.
YHpaBneHme BpeMeHeM XpaHeHus 3anvcen XKypHanoB TPAHCMOPTHbIX KOHBEPTOB

Tenepb Bbl MOXeTe 3aaTbh BPEMSs XpaHEHWs 3anuncen Ans >XYpPHai0B TPaHCMOPTHbIX KOHBEPTOB
(cM. MapameTpbl XXYypHanoB).

MNepenmeHoBaHWe napameTpa GYHKLUKN cepBepa oTKpbIToro MHTepHeTta

B cBoiicTBax ponert ans pasnuuHbix MoaudukaLmin koopanHatopos dnaxok KoopauHatop
ABAsAETCA cepBepoM OoTKpbiToro MHTepHeTa nepermMeHoBaH B dnaxok KoopguHaTtop aBasetcs
3alMLLEHHBIM UHTEPHET-LLUIO30M.

|tz CeoiicTea ponu: Mperpammueni VPN-koopauHatop @

KoopawHatop SENAETCA 33LLMLLIEHHBIM WHTEPHET-LLIOSOM
[] 2agats nonHomMoumna

MakcnmaneHele

PucyHok 154. NepeumeHosaHue yHkyuu omkpeimozo ViIHmepHema

,ﬂ,06aBHEHa BO3MOXXHOCTb MNONCKa NO MacCKe C NCnoJib3oBaHnemM cneLnajibHbiIX CMMBOJIOB

Tenepb B Ntobo CTpPOKe nouncka Bbl MO>XKeTe NCMNOoNb30BaTb CMMBOJIbl MOACTAHOBKN, CM. rlo,a,po6Hee

B pa3gene NHtepdelic nporpammel ViPNet LleHTp ynpaBaeHus ceTblo.

|¢2s| ViPMNet Administrator [Llentp ynpagnenns ceteto] - Administrator o |

Mon cete [eosspedHsie ceth fluuenswa Bug  Cepeuc  Cnpaska

[ x]
5 Cnpasounuky v kKntoun 5 MeskceTesan undopmayva ~

© Vindopmauma o cemn MonbsoBaTenm

"fﬁ Koopawnatops (8) - -
Y Y 2
B Knuentol (12) [+ = X w e B30

:i O s

88 Ipynnel nonssosateneii (2) :; Client-14
% pynnel y3nos (2) ﬁ Client-24
& DNS-cepeepnl v DMS-30H1 (3) e Client-34
&7 Ponn (12) a Cl-4

Wa6noHel ceTessix yanos (4)

i Mon cets

(]
i doBepeHHEle ceTi

PucyHok 155. [Nouck no macke npu noMowju cneyudsabHbIX CUMBO0JI08

ViPNet LieHTp ynpaBaeHus ceTbto 4. PykoBOACTBO agMMHUCTpaTopa |

293



410 HOBOrO B Bepcmn 4.6.2

Ynpasnenue cnuckom DNS- n WINS-cepsepos y3nos

B kauectBe 3awmiieHHoro DNS- nan WINS-cepsepa Ha ceTeBbIx y3nax ViPNet MOXHO ncnonb3osatb
ntoboi ysen ceoelt nan goseperHon cetn ViPNet, Ha koTopbI gobaBieHa COOTBETCTBYOLAA POb
(cm. flobaenerune poneinnt «<DNS-Cepsep» 1 «WINS-Cepep»). PaHblue nHpopmaLms 060 Bcex
VMMeoLLMXCA B ceTu y3nax ¢ poasmm «DNS-cepeep» n «WINS-cepBep» nomMelanacb B CNpPaBOYHUKN
B BMAe dalina dns.txt U NepegaBanacb Ha CeTeBbIE y3/bl, MO3TOMY Ha KaXXJOM y3/ie MOl OKa3aTbCA
[L0BOJIbHO 60/1bLWON cnNncok 3awmieHHbIXx DNS- 1 WINS-cepBepoB. Tenepb Ans KaXk40oro CeTeBoro
y3/1a Bbl MOXeTe 3asaTb cobcTBeHHbIN cnncok DNS- n WINS-cepBepoB 1 HacTpouTb NPUOPUTET X
ncnosb3oBaHus (cM. Hactporika cnuckos DNS- 1 WINS-cepBepoB ceTeBoro y3na), 4tobbl 3anmcu o
Hanbonee npuroputetHbix DNS- n WINS-cepBepax He Oka3anncb B KOHLE crivcka U He bblin
NMPOVTHOPMPOBaHbI UV Xe y3ea He NCNoJb30oBaa HegocTynHble emy DNS- 1 WINS-cepsepbl.

[lobaBneHre HOBbIX poJiei

B nporpammy ViPNet LleHTp ynpaBieHuns ceTbto Obian gobaBneHbl HOBble poan (CM. Posin ceTeBbIx
y3/10B):

o «Coordinator HW50 AU», «Coordinator HW1000 C», «Coordinator HW1000 D», «Coordinator
HW5000» — no3BossrOT pa3BepHYTb KOOPANHATOPbLI Ha Haze COOTBETCTBYHOLLMX MOAMUKALIUIA
MAK ViPNet Coordinator HW.

o «Coordinator IG10» — no3BosisieT pa3BepHyTb koopanHaTop Ha 6aze MAK ViPNet Coordinator
IG10.

o «StateWatcher SHW1000», «StateWatcher SHW2000» — no3BosifieT pa3BepHyTb CcepBep
cuctemMbl MoHUTOpUHra ViPNet StateWatcher Ha 6a3e cooTBeTcTBYOWMX MOogMdUMKaumi MAK
ViPNet Statewatcher SHW.

o «StateWatcher VA» — no3BsonseTt pa3BepHyTb cepBep cnctemMbl MOHMTOpUHra ViPNet
StateWatcher Ha 6a3e BupTyanbHoro ycrporictea StateWatcher VA,

Co3paHue OTYETOB O CTPYKType CeTH

B nporpamme ViPNet LleHTp ynpaBaeHus ceTbto peanmsoBaHa GyHKLMSA CO34aHNA OTHETOB O
cTpykType cetn (cm. Co3gaHmne oTyeTta o0 cTpykType ceTn). C MOMOLLBIO Hee agMUHUCTPATOPbl MOTYT
coxpaHATb nHGopmaumnto 06 nmetowerca ctpyktype cetn ViPNet B dopmat XML nan HTML ans
NoC/eAyoLLLEero NCNOJb30BaHNA B CTOPOHHWX NpOorpaMmax wiv 4aa BCTpavBaHua B Apyrve
MHPOPMaLMOHHbIE CUCTEMBI, HAMPUMEP CUCTEMbI YMpaBaeHusa Npeanpuatiem. B gaHHbIx oTyeTax
MHPOPMaL A O CeTU NpesCTaBieHa B MepapXnmyeckoM Buae, oTobpaxkeHbl BCe UMEtOLLMeCS
KOOPAMHATOPbI, KIVEHTbI 1 MOAb30BATENN, @ Tak)Ke MHPOPMAaLMA O CBA3AX Y310B U NONb30BaTeNeN 1
Ha3HaYeHHbIX POAAX.
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Crpykrypa cetu 10773

PazeepHyTb BCR =l CeepHyTs BCE

= KeopawuHatop Coordinator 1 (2A15000A)
= Poaw

B MonszoBatenw
B Coordinator 1 (2A150002)

= CEAZM C NOAL20EBATENAMM

= CeAzK € y2aamm

B ¥znwel
= Knawedt Client 1-1 (2A15000C)
E Poaw

MonszoeaTtenw
CeA2M C y2namm
KawenT Client 1-2 (2A15000E)
Knwent Client 3 (2A150010)
Koopagwnatop Coordinator 2 (2A15000B)

PucyHok 156. [pocmomp omyema o cmpykmype cemu ViPNet 8 gpopmame HTML
° COBAaHVIe OTYETOB O JIMUEH3NOHHbIX OrpaHNYeHnAX n nx pacnpeageneHnmn

B nporpamme ViPNet LleHTp ynpaBneHuns ceTbto Tenepb MOXHO CO34aBaTb ClefyroLine OTYETbI O
AnueH3un Ha cetb ViPNet (cm. Co3aHne OTUeTOB O /INLLEH3UN Ha CETb):
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o OTyeT 0 IMLEH3MOHHBIX OFrPaHNYEeHMAX, B KOTOPOM COZAepXKaTca cBeAeHns ob obLiem
KOJIMYECTBE IMLLEH3UNIN Ha pa3inyHble KOMMOHeHTbI ceTh ViPNet, a Takxxe o kosmyecTse
CBOBOAHBIX M UCMOb30BaHHbIX MLEH3NA Ha 3TV KOMMOHEHTHI.

o Ortuer 0 pacnpegeneHnmn INLEH3NOHHBIX OrpPaHNYeHI, B KOTOPOM COZepXKaTca CBEAEeHNA O
TOM, CKOJIbKO JINLLEH3UI Ha pa3/InyHble KOMMOHEHTbI CETU UCMOb3YeTCA B I1aBHOW U
nogumHeHrHbix cetax ViPNet. Co3gaHve oT4eToB AaHHOrO TUMa AOCTYMHO, TOBKO €C/IN B BaLLel
opraHv3aLuny paseepHyTa vepapxuyeckas cucrema cetert ViPNet.

OrtyeTbl 0 IMLEH3MM Ha ceTb ViPNet coxpaHstoTca B dainbl popmata CSV, 3aTem Bbl MOXeTe
MCMoAb30BaTh MX B CTOPOHHMX MpOrpaMmax niam pacrneyatbiBaTb Ha NpUHTepe.

e lI3mMeHeHus B cucteme JINUEeH3NpPOoBaHUA

PaHbLe B vLeH3MKM Ha ceTb ViPNet Bbian npesycMOTpPeHbl OrpaHNYeHMst Ha UCMOJb3yeMble B CETU
POAN Y KONNYECTBO Y3/10B C Pa3inNyHbiMK poasMn. OrpaHMyYeHna Ha BEpPCUMN yCTaHaBAMBaeMbIX
komnoHeHToB ViPNet onpegenanvcb 06WMMM OrpaHNYeHNAMMN, 3a4aHHBbIMW B IMLLEH3UN ANA Y310B
cetn ViPNet.

B HoBOW cucTeme NuLLeH3MpoBaHNA Aob6aBieHa BO3MOXHOCTb YNPaBAEHUA BEPCUAMU OTAENbHbIX
komnoHeHToB ViPNet. Tenepb dalin MLEH3MM MOXET BKAtOUATb B Cebs 4OMNONHUTENbHbIE
OrpaHVMYeHUs 4 poner No BepcMmn 1 Nepuoay NCnoib3oBaHWsA yCTaHaBIMBaEMOro NPOrpaMMHOro
obecneyeHmns (cMm. Posiv ceTeBbIx y310B).

|¢2| CeeaeHna o nuueH3UN ANA cBOER ceTh = @

O6an uHgopmayma JTMUEH3MOHHBIE OrPaHUYEHNA

3aNNck B TNLEHZMN Nuuerznonnoe crpannder  CeoBogHO NULEH3KMIA

= lNapameTpbl yAOCTOBEPAIDLLETO LLEHTPA

JoctynHocTe hyHKLMOHANE YACCTOBERAICLLErD LEHTPA 1 0
MakcumaneHoe Yncno cepTdMKaTOR BHEWLHMY Nons3oeaT 50 50
MakeumanesHoe yncno cepTudkatos nonssceateneid ViPM 50 37

= Mapamerpo: paboTtel y3nos
Makecnmaneroe yncno ysnes, ynpasnaemenx Policy Managr 25 25
MakeumansHoe YWCNO YSNOE MOHUTOPUHIE 25 25
MakcumaneHoE YNCND O4HOBPEMEHHO TyHHENMpYemex co 1000 1000

= MakcumanbHoe Yucno Y3n0E, Ha KOTOpBIE MOTYT 6EITE gobaBnensl ponwn

CryptoService

Business Mail

Terminal

Registration Point

SafeDisk

VPN Client gna mMoBuneHelx ycTpoiAcTe
VPN-knneHtT 10

Mporpammueni VPN-koopaunatop

[ R R Y, -]

Security Gateway
Failover
Coerdinator KB100
Coordinator KB1000

Publication Service

3akpeiTe |

(=T =T = = T I = = L =]

=T T R = T = T V¥

Policy Manager

PucyHok 157. [pocmomp uHgopmayuu o AUYeH3UOHHbIX 02paHUYeHUsIX

e HacrtpoWka nogkatoueHms K 6a3e AaHHbIX
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B nporpamme ViPNet LieHTp ynpaBieHUs ceTbio peann3oBaHa BO3MOXHOCTb HaCTPOMKM
NOAK/IOUEHNS K KOHKPEeTHOW 6a3e faHHbix Ha SQL-cepBepe. [laHHas GYHKLMSA MOXET NOHaZ006MTbCS,
ec/n B opraHm3aumnm nmeetcs Heckonbko cetelt ViPNet n ans kaxaon ns HUX Cnosb3yeTcs
oTaensHasn 6a3a gaHHbix MO ViPNet Administrator Ha obwem SQL-cepsepe.

3apaHue ypoBHsA nosHoMouunin ana ponn <VPN-cepep»

PaHblue AN HaCTPOWMKM YPOBHA MOAHOMOUMIA NOAb30BaTeNs KoopauHaTopa (y3na ¢ AobaBaeHHOM
ponbto «VPN-cepBep») Hy>XHO Bbl1I0 AOMONHNTENBHO J06aBAATE Ha 3TOT y3es posb «VPN-KANEHT» 1
B €€ CBOWCTBAaX yKa3blBaTb HYXHbI ypOBEHb MOAHOMOUMIA. Tenepb Bbl MOXETE 3a/aTb YPOBEHb
NOJHOMOUMNIA HENOCPEACTBEHHO B cBOMCTBaX poan «VPN-cepBep» (cM. VI3MeHeHMe ypoBHsA
MOJHOMOUMI NONb30BaTENS).

|¢s| Ceofictea ponn: VPM-cepeep @
KoopawHatop ABNAETCA cepBepom oTkpeiToro MIHTEpHETa
| 3apate NnonHoMouNA
MakcumaneHele
@ Cpeanne
MuHumaneHeie

CrneymaneHeIe:

[ oK | [ Otmena

PucyHok 158. Hacmpolika yposHs nosHomouuli 0415 poau «VPN-cepsep»
N3meHeHns B HacTpolike napameTtpoB poan «ThinClient»

PaHbuwe ¢ nomoubto MO ViPNet Administrator MOXHO 6b110 3a4aTb TOJIbKO HECKObKO CTaHAAPTHbIX
napameTpoB y3aa ¢ posbto «ThinClient». OcTasbHble HACTPONKMN BbIMNOJHAANCS HEMOCPEACTBEHHO Ha
y3ne B nporpamme ViPNet ThinClient.

Tenepb ¢ nomoubto MO ViPNet Administrator Bbl MOXeTe 3ajaBaTb BCe NapamMeTpbl y3/1a C POJbHO
«ThinClient», koTopble Nnoagep>KnBaroTCa NporpammHbiM obecneyermem ViPNet ThinClient
(cMm. HacTpoiika AONONHMTENbHbBIX NapaMeTpoB TepMUHana).
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|¢s| Ceoiicea ponw: Terminal

Ceccmn | Mogkntouenue K cepeepy | USB-mogem I Mpokcn |

OcHoBHbIE

MonHomeuna npn Web-goctyne
Pexcnm 3neprocBepeskenna:
Mcnonssoeanne TokeHa:
MoakntoueHne USB-HakonuTene:
BO3MOXKHOCTE NOKANEHOW NeYaT:

Meawma

Bo3MOXHOCTE BOCNPOMSBELEHNA 3BYKE:
MHorockoHHEIR pexaim paGoTer

PaspelweHmne skpana:

[KEK YK33aHO Ha TEpMUHANE

[KEK YKa3aHO Ha TEpMUHANE

[KEK YEd3aHO Ha TEpMUHANE

[KEK YK33aHO Ha TEpMUHANE

[KEK YKa33HO Ha TEpMUHANE

[KEK YK33aHO Ha TEpMUHANE

[KEK YKa3aHO Ha TEpMUHANE

@ Kak ykasaHo Ha TEpMUHANE

_) ¥cTaHaenMBaTs aBTOMATMHECKM

IB5-VDI
MocnegoeatensHilil nopT ana IBS-VDL [KEK YKA33HO Ha TEpMUHANE - |
Microsoft Easy Print gns IBS-VDIE: [KEK YK@33HO Ha TEpMUHANE v |
Cropocte coeguHenna IB5-VDL [KEK YKA33HO Ha TEpMKHANE - |
‘ [ Monb3cEaTenbCKue NapaMEeTph | ‘
|¢2 MonszosaTensckmii napamerp ceccun @
Mapamerp: proxy [ QK | [ Otmena
3HaueHue: 0n|
[ 0K | [ Otmena |

PucyHok 159. Hacmpolika OonosHUMebHbIX hapamempos mepMuHana

410 HOBOTO B BEpcUM 4.5

e [lobaBneHue HOBbIX posei
[JlobaBneHbl cnegyrolme ponmn AN CETEBbIX Y3/10B:

o «Coordinator VA500» — no3BoseT BaM pa3BepHyTb KOOPAMHATOP Ha H6ase BUPTYaNbHOro
yctpownctea ViPNet Coordinator VA500.

o «Failover500» — no3BosnseT BaM pa3BepHYTb KJacTep ropsayero pe3epBmpoBaHma Ha Hase
BMpTyanbHoro ycrpoiictea ViPNet Coordinator VAS500.

. CBe,quI/Iﬂ O AOBEpPEHHbIX CeTAX B OKHe CBOWCTB LUH030BOrO KoopAauHaTtopa

CBGAF_‘HVIFI O TOM, ANA KakKnxX 4OBEPEHHbIX ceTen TOT UK MHOM KOOpAMHATOP Balllel ceTn ABAseTCA
LLIJTKO30BbIM, Bbl MO>XKeTe NMPOCMOTPETL B CBOWCTBAXx LOBepPeHHbIX ceTen. Tenepb MMA, HOMEP U WJI03
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JOBEPEHHOW CEeTU, ANSi KOTOPOU KOOPAMHATOP BaLLeW CeTU SBASETCS LUAHO30BbIM, Bbl MOXETE TakXe

NPOCMOTPETL B OKHe CBOMCTB 3TOro KOOpAMHAaTOpa, Boibpas pa3gen MexceTeBble KaHasbl.

|tz CeoiicTea koopamnatopa: Coordinator 1

OCHOBHBIE NapaMETPLI
KnneHTe

CBA3K C y3namu

CBA3M C rpynnamm y3nos
Monesosarenn

[pynnel y3noe
MescepeepHeIe KaHanbl

Ponw yana

E\Apeca EQ BHELWHWX CETAX

[loBepeHHble CETH, ANA KOTOPLIX KOOPAWHATOP ABAAETCA LUAKD30EL

Tun cet Mman

Cets 11111

Homep cet

11111

Wnwoz goBEpEH...

E.,g HezagaHo

PucyHok 160. CeedeHusi o dosepeHHOU cemu 8 cgolicmeax wijirn308020 KOopouHamopa

Y10 HOBOTO B Bepcun 4.4

e [lobaBneHue HOBbIX posei

,ﬂ,06aBneHbl caiegyrouine poan ana CeETeEBbIX Y310B!

o

«Connect» — No3BOAAET UCNOAb30BaTh Ha kaneHTe nporpammy ViPNet Connect, ¢ nomoLubto

KOTOpOIz Bbl MOXXeTe 0BOMeHMNBATbCA TEKCTOBbIMMU COO6LLI,eHl/IFIMI/I C ApyrnMu Noab3oBaTeNnamMu.

«Coordinator HW100-D», «Coordinator HW50-A» n «Coordinator HW50-B» — no3sonsatot Bam

Pa3BepPHYTb KOOPANHATOPbI Ha base COOTBETCTBYHOLLMX NMPOrpaMMHO-annapatHOro KOMMJekcos.

«Failover100», «Failover1000» n «Failover2000» — no3BoAAtOT Bam pa3BepHYTb KaacTepsl

ropsiyero pesepBrpoBaHMs Ha ba3e COOTBETCTBYHOLLMX NPOrpaMMHO-annapaTHbIX KOMMJEKCOB

ViPNet Coordinator HW.

N3meHeHne Ha3BaHUI posei

Tabauya 9. Cmapeie u Hoable Ha3e8aHus poseli cemessix y3/108 8 L{YCe

CTapoe Ha3BaHune

HoBoe Ha3BaHue

[enosas nouta
LleHTp ynpaBneHus cetbto
ViPNet Cluster

ViPNet Terminal

Business Mail
Network Control Center
Cluster Windows

ThinClient

MN3meHeHne nornkun NPOBEPKU INUEeH3NN

Tenepb daiin, cogepxaluii MHGOPMaLMIO O IMLLEH3UNOHHBIX OFpaHNYeHusx, TpebyeTcs ykasbiBaTb

He npw ycTaHoske nporpaMmmbl ViPNet LieHTp ynpaBieHus ceTbio, a Npv ee nepBoM 3anycke. 3To

No3BOJIAET YyNPOCTUTb U YCKOPUTb Npouecc yCTaHOBKW NMpPOrpamMmebl.

HacTpolika napameTpoB 6e30MacHOCTM CETEBbIX Y3/10B
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Tenepb B nporpamme ViPNet LleHTp ynpaBaeHus CeTbio Bbl MOXETE LIEHTPaAN30BaHHO HaCTPOUTb

cNlesytole napameTpbl 6€30MacHOCTV CETEBbIX Y3/10B:

o

WndposaHune faHHBbIX.

Tenepb agmuHucTpatop cetn ViPNet MoxeT LueHTpann3oBaHHO 3a4aBaTb ajropuTm
wndpoBaHma ncxoaawero IP-tpadvka ceTeBbIX Y310B 1 NMUCEM, OTNPaBAAEMbIX
NnoJsib30BaTeNIAMUN CeTEBbIX Y3/10B C MoMoLLbto nporpammbl ViPNet lenoBas nouyta.

OtkntoueHne bpaHamayspa Windows npwu 3anycke nporpamm ViPNet Client n ViPNet
Coordinator.

Ecam ana dunbtpaumm IP-Tpaduka, KoTopbln NpoxoanT Yepes y3nbl ViPNet, ucnonbsytorcs
ceTeBble 3KpaHbl, BCTPoeHHble B nporpaMmsbl ViPNet Client n ViPNet Coordinator, Ha gaHHbIx
y3nax HeobxoAnMo oTKoUNTE BpaHamaysp Windows. B npotneBHoM cnydae mexay
BCTPOEHHbIM CETEBbLIM 3KpaHOM 1 bpaHamayspoM Windows MOryT BO3HUKHYTb KOHPAUKTBI,
BJIeKyLLMe 3a cO6oW NpobaemMbl C 4OCTYNOM B ceTb. PaHblue oTK/toueHne BpaHamayapa
Windows npoucxoamnno aBTomatudecky npu 3anycke nporpamm ViPNet Client n ViPNet
Coordinator, 1 agMUHUCTPaTOP He MOT U3MEHUTb AaHHYH HacTPoiKy. Tenepb B cayyae

HeobXxo4MMOCTH MCNoAb30oBaHuA bpaHamayapa Windows agMUHMNCTPATOP MOXET OTMEHUTb ero

aBTOMaTMyecKoe OTKAtoYeHMe.
CoxpaHeHue naponas nonb3sosatens nporpammbl ViPNet Client n ViPNet Coordinator.

PaHblue gaHHbIN napameTp agMmuHuctpatop cetn ViPNet HactpavBan B nporpammax ViPNet
Client n ViPNet Coordinator. Tenepb ero MoxHo 3agaTb B nporpamme ViPNet LleHTp
ynpaBJ/ieHWs CETbIO U NepesaTh Cpasy Ha BCE y3Jbl, HA KOTOPbIX MCMOJ/b3YHOTCS MPOrpaMmbl
ViPNet Client naun ViPNet Coordinator, B coctaBe anctpmbyTmBa katouei nam obHoBAeHS
CMPaBOYHUKOB.
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|tsl Napamerper ViPMet LlenTp ynpaenenna cetero = IEI

PaBoTa ¢ obwekTamn )
MNapameTpel 6230NacHOCT Y3A0B 3aWMueHHo W ceTk ViPNet

Poan
[ pakeTpRlGE D nacHOEI 37100 Anropwtm wudposanua: | [TOCT 28147-89 Y|
KypHanel

OmentounTe Bpangmayap Windows npu sanycke ViPNet Coordinator n ViPMet Client

Wcnonezoeate NapaMeTpbl COXpaHEHNA I'IEFIDJ'IEﬁ NoAL3I0BATENE:
@ 3E,ﬂ,EHHbIE Ha3 CETEBBIX Y3nax
33,\'J|EHHbIE AMUHNCTRATOPOM CETH LIEHTPANW30EaHHD

3p ) pos b3 p pe Windows (0o, )
PaspelunTe coxpaHeHme naponsa nonb3oeatens 6 peectpe Windo NA KOOPAWHATOpPOE

CCX[’JEHHTI: naponk No YMOA4aHWHD NpY NEQEOM 33Ny CKE KOOpAWHATOPA

PazpelunTe coxpaHeHe Napona nons3ceatens B peectpe Windows ana knneqTos

CCX[’JEHHTE napone No YMOA4aHWH NpW NEQECM 33MYCKE KNWEHTE

(5} Mprmenerne napameTpos GEIONACHOCTH NPONS0ALET NPW CHEAYIOLIEM NONYYEHNKN CNPaE0HHIKOE
CETEBBIM Y3NOM.

QK | [ OTmeHa

PucyHok 161. Hacmpolika napamempos 6e3onacHocmu cemegbix y3/108
¢ T[loBbiweHUe bbicTpoOaenCcTBUA
o YBenmyeHa CKOPOCTb CO3JaHMA CNPaBOYHNKOB.

o YckopeH npouecc 3arpysku AaHHbix 13 nporpammel ViPNet LieHTp YnpaBaeHuns ceTbio Bepcun
3.2.x

e YnyuyweHune BHyTpeHHel GYHKLMOHaNbHOCTH
WNcnpaBneHbl He3HaunTeNbHble OLINOKM, BbIABAEHHbIE B NpoLiecce akcnayataumm sepcum 4.4.0.
o OG6HOB/EHNE AOKYMEHTaL N 1 CNpaBKu

[JopaboTaHbl JOKyMeHTaLmMa 1 cnpaska Ans nporpammbl ViPNet LieHTp ynpaBaeHus ceTblo.

Bonee noapobHyto nHGOPMaLMIO O HOBbIX BO3MOXHOCTSX MPOrpaMMbl CM. B OKyMeHTe «HoBble
Bo3moxkHOCTM ViPNet Administrator. MpunoxeHue k gokymeHTauum ViPNet».

410 HOBOrO B Bepcun 4.3

e Wcnonb3oBaHue Wab/OHOB CeTEBbIX y3noB

B nporpamme ViPNet LieHTp ynpaBieHuWs ceTbto MOSBMIACh BOSMOXHOCTb UCMOJb30BaTh LWab/IoHbI,
B KOTOPbIX MOXHO 3aZaBaTb Pa3/inyHble HaCTPOMKM CeTeBbIX y3/10B. [JaHHas GYHKLMOHANbHOCTb
obneryaer 3afauy Co3faHusa U pesakTMpPOBaHUA NapaMeTpoB 6ObLIOTO KOANYECTBA CETEBbIX Y3/10B.
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Tenepb Npu CO34aHUN Y3/10B Bbl MOXETE HAa3HaYNTb UM HEOBXOAUMBIE LLABAOHbI, HACTPOMKHN 13
KOTOpPbIX ByAy MPUMEHEHBI K 3TUM y3/1aM.

(& Hosenit xnwesr @

E 4 Ykaxute napameTpsl HOBOTO KAMEHTa

Vimn: Client1
Koopammarop:  %f Coordinstor 1 Bubpares..,
Mpusernms [=] Template 1 AobasuTe
wiabnoHe: ¢
[=) Template 2
Yaanure
* ¢

v CC",‘JT’B QAMOUMEHNOTD NOMALIOBATENR N3 HOSOM YINE ABTOMATHNECKMN

Hactpowts nocae cosganns Cozgare Ormena

PucyHok 162. lpumeHeHue wabs0Ho8 k cozdasaemMomy y3y
PaclumpeHbl BO3MOXHOCTM paboThl € rpynnamMu y3nos

PaHbLuUe rpynnbl Y3/10B MCMNO/b30BaANCh TONbKO AS 3ajaHWs Naposeil aAMUHUCTPATOPOB Y3/10B
ViPNet. Tenepb ¢ NOMOLLbHO FPYMNN MOXHO BbICTPO CO34aBaTh CBA3M MEXAY CETEBLIMM y3/amMu, He
TpaTa BPEMs Ha HAacTPOWKY CBA3EN A5 KaXAO0ro y3aa no oTaenbHoctu (cM. PaboTa ¢ rpynnamu
y3/10B). Tak>Ke Bbl MOXETE OCYLLECTBAATL OTNPaBKY CMPaBOYHNKOB, KroUen n obHoBaeHnr MO
ViPNet Ha oTgenbHble rpynnbl y3/10B.

Bo3Mo>xHOCTb NepeHoca ceTeBOro y3/a, Ha KOTOpoM pa3BepHyTa nporpamma ViPNet LieHTp
ynpaBJ/IEHUA CETbIO, Ha APYroi KoopauHaTop

B npeablayLueli BEPCUM CMEHUTL KOOPAMHATOP MOXHO BbIJI0 TOIbKO A5 O6bIUHBIX KIMEHTOB CETU.
Tenepb peannzoBaHa BO3MOXHOCTb NMepeHoca KIMEHTa, ABasAtoLLerocs LieHTpom ynpaBaeHus ceTbio,
Ha Jpyrov KOoOpAMHATOp, HanNpuYMep, eCan Hy>XKHO BKatounTb LLYC B cerMeHT ceTu, KOTopbli
OTHOCUTCA K ApYyroMy KoopauHatopy (cMm. MNepeHoc kaveHTa LIYCa Ha apyron koopzanHaTop).

N3ameHeHns uHtepdeiica nporpamMmmsl

NuTepdeic rnaBHoro okHa nporpammel ViPNet LieHTp ynpaBaeHus 6bin n3ameHeH — B
npeacTtasneHnn Mos ceTb Ha NaHesnb HaBurauum 6oin gobasneH paszgen LLabaoHbl ceTeBbIX Y3/10B.
Tak>xke B OKHax CO3/jaHus KANEHTOB, KOOPANHATOPOB, NOAb30BaTENEN U TPy Nob3oBaTesneit bbino
yfaneHo none Ans BBOJa onvcaHuns obbekra.
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Mos cete  [JoBepesHbe CETH

Nuuexzua

|:z| ViPMet Administrator [LledTp ynpaenesun cetoro] - Administrator

Ban Cepewc Cnpasea

h- CNpaBoYHHMER W E10MK LL_!_ Mexcerenan nndopmaumn

& Mindopmaums o ceta KnMeHTRI .
%l Koopannatopw (2)
i | B2 X9 &
& Noswsosatenn (12) Hur Cetenon agpec Koopawwatop Cnpapounwen v kmor [laTa wameHeHWs
& Tpynnu noswsosatencd (1) Py Client 1-1 5592.1.1 Coordinator 1 Tpefyetcs cosgare 20,1113 15:44
%2 Tpynnw ysnon (1) W Client 1-2 5592.1.2 Coordinator 1 TpeGyetcs cosgare 20,1113 15:44
— Bogu (54) W Client 1-3 5592.1.3 Coordinator 1 TpeGyetcs cosgare 20,1113 15:44
(=] Wasnowe cevessix yanos (3) Y Client 1-4 5592.1.4 Coordinator 1 lovonw k onpasee 20,1113 15:44
Y Client 1-5 5592.1.5 Coordinator 1 lotosw k otnpasee 20,1113 15:44
~ Y Client 2-1 5592.2.1 Coordinator 2 Crmpasneni 201113 15:46
ﬁ Monr cets WY Client 2-2 5592.2.2 Coordinator 2 Owmaasorca wmoun 201113 15:46
WY Client 2-3 5592.2.3 Coordinator 2 Owmaasorca wmouw 201113 1547
!....'_.'... Nlomepentne ceti W Client 2-4 5592.2.4 Coordinator 2 Ommgasorca wnoui 201113 15:47
; Y Client 2-5 5592.2.5 Coordinator 2 TpeGyetca cosgame 2001113 15:47

|_=.L_! AAMUHACTRHMPOBAHIE

PucyHok 163. VameHeHus 8 uHmepdgelice
HoBble NpuHUUNbI IMLEH3UPOBaHUA

OTMeHeHbI INLLEeH3UOHHbIE OrpaHNYeH s, HakNabiBaeMble Ha obLLee KONNYECTBO KANEHTOB U
koopanHatopos ceth ViPNet. Tenepb Gainn AnLEH3MM orpaHUUMBaET NNLLb YNCAO POJiel, KoTopoe
Bbl MOXeTe f06aBUTb Ha y3bl BalLel ceTh. TaknM 06pa3oM OrpaHMUYMBaETCA YMCNO NPOrpamm
ViPNet, koTOpOe Bbl MOXeTe YCTaHOBWUTb Ha CeTeBble Y3bl.

JIVeH3MsA Tenepb MOXET He TOJIbKO OFPaHMUMBaTh KONNMYECTBO CEPTUPGMKATOB, KOTOPOE MOXKET
6bITb 3gaHo B YKL, HO 1 MoAHOCTBIO ncktoYaTb GYHKLUMM YAOCTOBEPAIOLLErO LLEHTPA, CKPbIBas Mpu
3TOM COOTBETCTBYHOLLME 3/1eMeHTbI MHTepdelica. BnocneacTBum Bbl MOXeTe pa3biiokMpoBaTth
byHKLMM yaoCcTOBEpSAtOLLErO LieHTpa. [ 3Toro Heo6X0AMMO OBHOBUTL IMLLEH3MIO.

MN3meHeHbl HeKOTOpble TEPMMUHBI U Ha3BaHWUA 31EMEHTOB MHTepdeiica, cogepkallme 3Tn
TEPMUHbI, B COOTBETCTBMU ¢ DegepanbHbiM 3akoHoM 06.04.2011 N263-D3 «O6 31eKTpOHHOIA
noanucu»

CrapbIil TepMUH HoBbI TepMuH Ha3BaHue anemeHTa nHTepdeiica

oM

Moanuck
3aKpbITbIA KAKOY

OTKPBITHIN KAHOY

CepTndukar OTKpbLITOro Kato4a
NoAMNVCK Nosb3oBaTtens

DNeKTpOHHaa NOAMNMNCh
Kntou 3nekTpoHHOM nognucu

Kntou npoBepkun 31eKTPOHHOM
noAnNncK

CepTudukar knroya NpoBepKum
3N1eKTPOHHOM NOoAMUCK
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Bnageney, ceptndmkara Bnageney ceptndukara karova Bnageney ceptndukata
NPOBEPKM 3N1IEKTPOHHOW Noanucu

Cnncok oTo3BaHHbIX Cnncok aHHYMPOBaHHbIX CRL
ceptudmkaros (COC) ceptndmkatos (CRL)
OT3bIB cepTndukara AHHyAnpoBaHue cepTndukaTa —

B cBs3u C M3MeHeHMAMU NepepaboTaH NHTepderc NporpamMmel.
¢ Jlokanusauusa uHtepdeiica nporpamMmmeol

HoBble Bepcnn CEPBEPHOrO M1 KAMEHTCKOTo npuaoxeHunin ViPNet LleHTp ynpaBaeHus ceTbio
JAOCTYMHbI Ha PYCCKOM W aHFIMNCKOM fi3blKax. A3bIK MHTepdelica cepBepHOro npuaoxenus LIYCa
BblOMpaeTca Npw yCcTaHOBKe Nporpammel. [py yCTaHOBKE KAMEHTCKOTO NPUAOXKEHWUA NOIb30BaTENEM
BbIOMpaeTca A3blK TONbKO AN NPOrpaMMbl YCTaHOBKM. fA3bik MHTEpdeca KAMEHTCKOro NPUAOXKEHWS
onpeaenseTcs aBToOMaTMyeCckn Npu NOAKAOHYEHMM K cepBepHOMY npuaoxeHuto LLYCa n coBnagaert ¢
A3bIKOM, BbIBpaHHbIM A5 CEPBEPHOrO NPUAOXKEHUSA. YTOObI M3MEHUTb A3bIK KIMEHTCKOTO
NPUAOXKEHUS, HEOOBXOAMMO NepPeyCTaHOBUTL cepBepHOe npuaoxeHne LIYCa v BbibpaTb HY>KHbIN
A3bIK.

Y4710 HOBOTO B Bepcun 4.2

e HoBas ponb «O6meH cooblieHnamMmu u painamm»

B Bepcuun 4.2 peannzoBaHa BO3MOXHOCTb OrpaHMUUTb UCMOJIb30BaHWe Ha CeTEBbIX y31ax
BCTPOEHHbIX CPeACTB KOMMYHMKaLMN — obMeHa coobLueHuamu 1 obmeHa dainamu. Ansa 3toro
NCNoNb3YHOTCA NapameTpbl HOBOW pon «OBMeH coobLueHnaMU 1 darinamm». OrpaHnyeHne
KOMMYHMWKaLMN MO3BOAAET 3aLUUTUTL CETEBBIE Y3/Ibl OT MONYYEHUS HeXXenaTeIbHbIX COOBLLEHWNI 1
bannos, a TakxKe 3anpeTUTb OTAE/bHBIM CETEBLIM y31aM 06MeH CoObLEeHNAMU nan Gainamu.

|tz Ceoiictea ponw: OBmeH cooBLueHUAMK 1 daitnamn @

| Pazperunte dainoesii cbmed

| Pazperunte cBmed coobLUeHnamMi

[ QK |[ OTmena |

PucyHok 164. 3adaHue paspeweHuli Ha obmeH coobweHuamu u gadnamu

Mo ymonyaHuto posb «ObMeH coobLueHmaMU 1 darinammn» paspellaeTr 06MeH COOBLLEHNAMN U
obmeH dalinaMmn 1 aBToMaTUYecky A06aBASETCA Ha CETEBbIE Y3/bl MPU X CO34aHNM. ITO
COOTBETCTBYET OTCYTCTBMIO OFPaHNYEHNI Ha UCMONb30BaHNE CPEeACTB KOMMYHMKaLMK, Kak 6bli1o
NMPVHATO B Npeapbiaywnx sepcmax cetn ViPNet. Ha ceTeBbix y3n1ax, KOTOpbIM 3Ta poJib HE Ha3HayeHa,
obMeH coobLyeHnaMY 1 darinamm ByaeT HeJOCTyMNeH.

e HoBbI NopAaokK 3arpy3ku ¢anaos o6HOBAEHUS NPOrpaMMHOro obecrneyeHus
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N3meHeH nopszok 3arpysku Gpainnos 0O6HOBAEHWs NPOrPaMMHOro obecneyeHns Ans OTNpPaBKy Ha
ceTeBble y3/bl. B MacTepe 06HOB/IEHMS NOABUAACH OAHA KHOMKA A/ 3arpy3Kyv BMECTO MHOXECTBA
OTAENbHBIX CCbIIOK A5 3arpy3Ky OBHOBAEHWUI ANs Pa3HbIX TUMOB MPOrPaMMHOro obecrneyeHus.
Tenepb A5 3arpy3ku Gaina cHayana HaxXMUTE KHOMKY, a 3aTeM BblGepUTe TUM NPOrpPamMmmMHOro
obecneyeHmns n dann c obHoBaeHeM. HOBbIV NOPSAOK 3arpy3kmn No3BoaseT otobpaxartb B MacTepe
O06HOB/IEHNS TONIbKO 3arpy>KeHHble B 6a3y AaHHbIX Gaibl, a TakKe yaanaTe U3 6a3bl AaHHbIX
HeHy>Hble Gaiibl OBHOBAEHUS.

, L Bribepure obroaNEHUe ANA OTNPABKK HA Y3NbI
ﬂb >

Jarpysure $aitn ¢ pacwmpennen *izh, cogepxauii obHoBNEHME NPOrPAMNMHOID OecnEverna,

Yxammre, Kaxoe 06HOBAEHWE St XOTUTE OTNPAENTE, W HAKNETE KNOMKY «Janees,

Nporpasminoe coecnevyere Bepoma obscanenma  3arpyaxa $aina obnonaemma B e p cuA 4 . 1
Cliont Android

Client i05

Coordinator Limux HW100 [Evwnasdn]

Coordinator | Be apor = mw =

Coordinator

Conetinatn i Bouibepute 06HOBAEHUE ANA OTNIPABKW HA Y3INbi

ViPNet Clien| _-3 3
Jarpysnre $asta ¢ pacwmp "lzh, cogepxaugpnt obsosAeHe NPOTPAMMBOrO ObBecheuer
ViPNet Coor Yamure, Kakoe OBHOBACHIE Bbi XOTUTE OTNPIBKTE, M HAXMUTE KHONKY «danees,

ViPNet Coor o

ViPNet Coor :pu-, : obec Bepcunn M'Mu obnonnerna

ViPNet Koun ViPNet Terminal 3.1-367 terminal_driv_3.1-367.Izh

ViPNet Coordinator Linux 3.6.0 build 1386 driv-i386-linux2.x-3.6.0-1386.Izh
F ’ l-. aitn o6
Bepcun 4.2
« Hnaa | 3axpure |

PucyHok 165. Hoselili nopsdok 3azpy3ku ¢paliznng 06Ho8AeHUs Npo2paMMHO20 obecneyeHuUs

Bbl60p 3/1eMeHTOB B CNMNCKaX C NOMOLLbIO q)ﬂa)KKOB

Peann3oBaHa BO3MOXHOCTb BbIOOpa 31€MEHTOB B CMMCKax C MOMOLLbIO GAaxKoB. [na 3Toro B
cnucku pobasneH nepsblin cTonbel, cogepxalymin aaxkkn. Tenepb Bbl MOXeTe BbI6paTh nau

OTMEHUTb Bbl60p Cpa3sy BCeX 3/1IeMEHTOB CNncKa C NOMOLLUbHO CI)J'Ia)KKa, PacnoN0>XeHHOro B 3arosnoBKe
CnNuncka.
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Hma Cetesoid agpec  KoopawHatop
~1 Client 1-1 5592.1.1 Coordinator 1
af Client 1-2 5592.1.2 Coordinator 1
A Client 1-3 5592.1.3 Coordinator 1
af Client 1-4 5592.1.4 Coordinator 1
A Client 1-5 5592.1.5 Coordinator 1
af Client 2-1 5592.2.1 Coordinator 2
A Client 2-2 5592.2.2 Coordinator 2
af Client 2-3 5592.2.3 Coordinator 2
A Client 2-4 5592.2.4 Coordinator 2
af Client 2-5 5592.2.5 Coordinator 2

NEEEEEEEEE &

CnpascyHiky ¥ kntodK  [laTa M3MEHEHWA CTaTyca
Tpebyerca cozpam
Tpebyetca co3pat
Tpebyerca cozpam
Tpebyetca co3pat
Tpebyerca cozpam

Tpebyetca co3pat
Tpebyerca cozpam
Tpebyetca co3pat
Tpebyerca cozpam
Tpebyetca co3pat

20.11.13 15:44
20.11.13 15:44
20.11.13 15:44
20.11.13 15:44
20.11.13 15:44
20.11.13 15:46
20.11.13 15:46
20.11.13 15:47
20.11.13 15:47
20.11.13 15:47

PucyHok 166. Bbibop 31emeHmo8 8 cnucke ¢ NOMOWbro (haxKo8

HacTpoiika napameTpoB XypHanoB ayanTa

PeannzoBaHa BO3MOXHOCTb HACTPOMKN BPEMEHU XPaHEHUS 3aMnNCel B XypHasiax ayauta. Tenepb Bbl

MoxeTe 3agaTb Tpebyemoe BpemMa B AuanasoHe oT 7 1o 365 aHen.

[pynnoBas oTnpaBka MeXceTeBoh MHPopMaLmn

PeannsoBaHa BO3MOXHOCTb OTMPAaBKN MeXCETEBOM UHGOPMALMKN Cpa3y B HECKOJIbKO JOBEPEHHbIX

ceTen. Tenepb Bbl MO>XXeTe CHa4dasla Co34aTb MEeXCEeTeBYHO MHCI)OpMaLI,MI'O ANA pasHbIX ceTel, a 3aTeM B

O4HO ,qel‘/'ICTBI/Ie OTNnpaBunTb €€ BO BCE JOBEPEHHbIE CETU. DTa BO3MOXHOCTb n3baBsideT Bac oT

HeO6XOAI/IMOCTI/I Bbl60pa AOBEPEHHbIX cetemn npn oTnpaesKke — MeXceTeBas MHCI)OpMaLI,VIﬂ 6y,qu

OoTnpas/ieHa BO BCe CETU, ANA KOTOPbIX Tpe6yeTc;1 ee obHOB/IEeHNE.

OrpaHuueHne Ha ucnonb3oBaHue poau «Policy Manager»

B Bepcun 4.2 ynpaeneHve noantnkamm 6€30nacHOCTU CETEBbIX Y3/10B C MOMOLLbIO MPOrpaMmel
ViPNet Policy Manager Bo3MOXHO nckarountenbHo u3 LieHTpa ynpasneHus ceTbto. Ternepb posb
«Policy Manager», koTopas onpegensieT BO3MOXHOCTb YMpaBAeHWs NoUTUKaMn 6e30MnacHoCTy,
MOXHO A06aBUTb TOJbKO Ha OZMH CETEBOW y3e1 — TOT, KOTOpPbIV fABAseTcs LleHTpoMm ynpaBaeHus

CEeTbHO.

ABTOMaTMUeckas AocTaBka O6HOBEHUS NPU CMeHe TPaHCMOPTHOrO cepBepa KAMEeHTa

PeannsoBaHa aBTOMaTMyeckas JocCTaBka OOHOB/IEHWSA CNPaBOYHUKOB W K/IKOUEl Ha KINEHT Mnpu
CMeHe ero TpaHCMNopTHOTO cepBepa. Ternepb BaM He HaAo BbIMNOJHATL OOGHOBAEHWE BPYUHYHO C
NMOMOLLbIO ANCTPUBYTUBA KAtouen. JocTaBky 06HOBAEHWS obecneunBaeT CTapbli TPAHCMOPTHbIN

cepBep K/MEHTa, KOTOPbIV UCMOJIb3YeTCA elle B TeYeHVEe HEKOTOPOro BPeMeHMW nociie cMeHbl. Bpems

MCMONb30BaHWA CTAPOro TPAHCMOPTHOTO CepBEpPa 3aJAE€TCA B HACTPOIKaxX MPOrpammbi.

Bo3mo>kHOCTb pa3melleHns 6a3bl JaHHbIX Ha cywecTBytowem SQL-cepBepe

B Bepcun 4.2 peannsoBaHa BO3IMOXHOCTb NUCMONb30BaTh /11 pa3MelleHna 6a3bl JaHHbIX
CYLLeCTBYIOLMI MMEHOBaHHbIN 3k3emnaap SQL-cepeepa. Tenepb Npu ycTaHOBKe CEPBEPHOTO
npunoxeHunsa LLIYCa Bbl MOXeTe He TOIbKO ycTaHOBUTb SQL-cepBep, BXOAALLMIA B KOMMIEKT
MoCTaBKM, HO TakXKe ykasaTb 3k3emnaap SQL-cepBepa, paHee YCTaHOBAEHHbI Ha JIOKa/bHbINA UK

yAaNeHHbI KOMMNbLOTEp.

N3meHeHne nHTepdeiica

ViPNet LieHTp ynpaBneHus ceTbto 4. PykoBOACTBO agMMHUCTpaTOpa
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Ipaduueckmii MHTEPDENC NporpaMMbl NprBeAeH K 6osee KOMMNAKTHOMY Buay. Tenepb Ha NaHeu
HaBWraumm HeT 3aroioBKa TeKyLLero npeacTaB/ieHus, a NaHe b MHCTPYMEHTOB COAEPXXNUT BCErO JBe
KHonkW. Mi3ameHeHa Takxxe LiBeTOBasA raMMa nHTepdelica, kotopas ctana bonee caep>kaHHOW.

\sd ViPNet Lewsp ynp ceTaio - Admen [P O |
Moa cers  Qosepermme cet fluggrona  Baa  Cepevc  Crpaexa

"@ Cosgame cnpanoss i, O6paborats MEXCETESYNO MHPOPMALING..

- =
-3 O rpasnTy CRPABONMAKN W KA. =

*| Bepcuna 4.1
Mons cets Wndopmaumn o cetu
< K . 'wa 2 OcHOBHBIE NAPAMETPOI CranmcTnKa cetm
oopal {
N KamenTed (109 Hou 155 ST
2 n 139 560! \ad ViPNet Adminastrator [Uertp ynpaznesies cetes] - Administrator |- @
0AbLIOSATEMM | —
; Mpynems mnuo‘nvmﬁ ) Beoa Mon cer  [oeepermmie cemv  [lwuewsan  Bua  Cepewc  Cnpasca
.‘: ::‘:r\{:;;moo o Info n Crpasossimem m kasoun ~ l.‘cc Mexceresan undopmayus ~
¢ J [ 3
Moy & Widopmaumn o cemn VHdopsmauma o cetn
&‘ Moa cens 5609 %J Koopammatopw (2)
S Owod Y Kamenret (10) Ocnosmbie napamerpel Crarncriuxa cetn
[l o) Acsepenntie cern 311 :. Nonbsosarenn (12) L H -
i Homep ce Koopammaropex <
E AammHpCTpRposanse 84 Npynnis nonssosavened (1] | 5608 Knmentst:
&1 Ipynnu yanos (1) Nonssosarenn na yasxc
&’ Pomn (54) Brageney cetw [pynine nospIoearesei:
Infotecs, Documentation pynne: yanos:
r = TyHuennpyesse Coeqmmenm;
25 Mo
n
% o R, 52:;;“"“"' e Ponw, pobasnestsie Ha
g/l Aonepen
E AgmnrscTpuposarse Ouotrasens AeCTS My \8/:'9,:0%:;:0'":
BepCMﬂ 4.2 S | 31.12.2013 Policy Manager:
i VPN-xament:
VPN-cepeep: b
m »

PucyHok 167. Onmumu3suposaHHsili uHmepgelic

Bosee noapobHyo MHGOPMALIMIO O HOBbLIX BO3MOXHOCTAX NMPOrpaMmMbl CM. B JOKYMeHTe «HoBble
Bo3MoxkHOCTM ViPNet Administrator Bepcum 4.x. MpunoxeHne k gokymeHTtauum ViPNet 4.x».

Y70 HOBOrO B BepCun 4.1

e Ponun «Cepsep DNS» n «Cepsep WINS»

B nporpamme ViPNet LleHTp ynpaBneHus ceTbto 4.1 peanv3oBaHa BO3MOXHOCTb
LIeHTpa/In30BaHHOTIO 3ajaHuna crnmcka kopnopatmeHbix cepeepos DNS (WINS). [nsa atoro
HeobxoAnMO:

o [lobaButb ponn «Cepeep DNS» n «Cepep WINS» Ha 3alLMLLeHHbIe Y3/bl, KOTOPbIE ABAAHOTCA
cepsepamu DNS nan WINS.

o [obasuts poan «Cepsep DNS» n «Cepep WINS» Ha koopamHaTOpbl, TYHHEAUpYyroLmne
cepsepbl DNS nan WINS.
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7 Ceccres ponw: Ceprep DNS [ ]

1P-agpeca DNS-cepeepos:
192.168.135.3
1921681334

Hobaswto... | | Masemir.. YaanuTs

QK Omaersa

PucyHok 168. 3adaHue adpecos myHHeupyemoix DNS-cepsepos

Mocne pobaBneHNA ykazaHHbIX POJieW Ha 3alUMLLEHHbIN y3eN Ha CBA3aHHbIE C HUM Y3/bl B COCTaBe
CNpaBOYHUKOB ByaeT nepesaHa MHPOPMALMA O TOM, UTO y3eN C 3TOW POJbIO MW ero
TYHHEeNMpyeMble y3/bl CiedyeT NCNoab3oBaTb B kayectse cepBepoB DNS nan WINS.

HacTtpoika napametpos poau «ViPNet Terminal»

B Bepcuu 4.1 peannsoBaHa BO3IMOXHOCTb LLEHTPANN30BaHHOTO 3aaHu1s NapaMeTpoB TEPMUHAbHbIX
CEPBEPOB 1 NOJIHOMOUNI NOJIb30BaTesIEN Npn paboTe B TepMUHaNbHON ceccun. [ns 3Toro
ncnonb3sytotca ceorcta poan «ViPNet Terminal», koTopble MOXHO 3aAaTb ABYyMsA cnocobamu:

o WHamBmnayanbHO AnA KaXaoro KAMeHTa, Ha KOTopbld fobaBneHa posb «ViPNet Terminal», B okHe
CBOWCTB pO/IW.

o LleHTpannsoBaHHO a/15 Bcex kamMeHToB ¢ posbto «ViPNet Terminal», koTopbie
3aperncTpupoBaHbl Ha onpeseneHHOM KOOpAMHaTOpe, B OKHe CBOMCTB KOOpAMHaTopa.
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& Crodcrea pom VieNet Terminal o B

W 3Th MACTPOMOL KOOPAMHATOPS, 33 KOTOPLIM CTOWT KAMENT

0 Hicnons0sams muansngyassmees naCTpORon

Ceconn | Mogmmortrone x cepoepy

BOIMORMOLTE IKAOABIOEIHME TOKEIS: Brovero v

Bo3Moumec e MOAKMOUCHIA USE- nakonuresed: ] .
—ee e -
-
& Napassery x cepecpy ==

BOIMOMMECTE AOKANRHOR NEvI I

Cepoep | flonoammresssane | Nomsooaresacone
Noamomorans npw Web- goctyne:

Moaxmouesme
BOIMOMMOC TH BOIPONIBLACHMNE 3OYEA
Cepaep: o P-appec: 192 . 168 . 135 . &7
MG oot peaim PaSOte:
ONS-mas:
Pexmm 3mepe o Gopeneramns:
Ceresod yren:
Paspesuerane sxpara: Nporoson: o -
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e vz Nopn: 115 ¥ Noymossaso
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“¥a T¥a

- ‘e, px

Ayrentaguagns
Viva noasscesatens useIname
Mapons nosss0earens qwerty
Aomer: mydomain

PucyHok 169. Ceolicmea poau «ViPNet Terminal»

Bnoknposka oTaenbHbIX onepauuii co ctopoHbl ViPNet YaocToBepAowWwmin U K1KOUeBOW LeHTP

Mporpammbl ViPNet Yaoctosepstowmia n karouesol LeHTp u ViPNet LieHTp ynpaBieHus ceTbto npu
paboTe MCNOoNb3YIOT OAHY W Ty e 6a3y AaHHbIX. [103TOMY OfHOBPEMEHHOE BbIMNOJHEHNE HEKOTOPbIX

onepaumii HEBO3MOXHO. B Takom cnyuae nossaseTcs npeaynpexaeHue, v BoiNoJHEHWE AeNCTBUSA
610kupyeTtcs.

Bonee noapobHyto nHbGOPMaLMIO O HOBbIX BO3MOXHOCTAX MPOrpaMMbl CM. B JOKYMeHTe «HoBble

Bo3MoxkHOCTK ViPNet Administrator 4.x. MpunoxeHne k gokymeHTtaumm ViPNet 4.x».

410 HOBOrO B Bepcun 4.0

HoBas apxutekTypa nporpammbl ViPNet LieHTp ynpaBaeHus ceTbto

ViPNet LleHTp ynpaBneHuns cetbto 4.0 MeET KIMEHT-CEPBEPHYIO apXUTEKTYPY 1 COCTOUT U3 ABYX
nporpaMMHbIX KOMMOHEHTOB: CEPBEPHOrO 1 KAMEHTCKOro npuioxeHuii. CepBepHoe NpuaoxeHne
B3aumogenctayet ¢ 6a3oi gaHHbIX SQL, B KOTOPOWN XpaHUTCA MHPOpMaLMsa 06 obbekTax ceTu
ViPNet, ee cTpyKkType 1 HacTpoiikax. KnmeHTckoe npuioxeHne obecneyvmBaet nHtepdeic ans
ynpasaeHus cetbto ViPNet.

MHorono/ib30BaTeNbCKUI PEXNM PaboTbl

Moajep>XunBaeTca OfHOBPEMEHHOE NOAKNOUYEHME K cepBepHOMY npuaoxeHuto ViPNet LieHTp
yrnpaBAeHUsA CeTbIO HECKONbKMX KNNEHTCKMX NpuaoxeHui. Tenepb cTpyktypon cetn ViPNet u ee
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06beKTaMun MOTYT yrNpaBAsTb HECKO/IbKO aAMUHUCTPATOPOB C HECKOJIbKMX paboumnx MecT. [ns
ayTeHTMdUKaLMM aAMUHMCTPaTOpa B NporpaMmMe TpebyeTcs ykasaTb MMS yUEeTHOM 3anvcy U naposb.

HoBas TepmuHonorus

B cBfi3n C M3MeHeHVeM YHKLMOHAABHOCTU U IOTUKK paboTel LieHTpa ynpaBieHmns ceTbio bbian
N3MEHEHbI HEKOTOPbIE TEPMUHBI U Ha3BaHWS 3/1EMEHTOB UHTepdeiica nporpaMmsl. Takxke 6buim
N3MeHeHbl Ha3BaHWUs HEKOTOPbIX POSEN.

MosBneHne rpapunueckoro nHTepdeiica

[Ons nporpammbl ViPNet LleHTp ynpaBaeHus cetbto pa3paboTaH HOBbIM MHTYUTUBHO MOHATHbIN
rpaduuecknii MHTepdenc nosab3oBaTens, KOTOPbIA 3HAUUTENBHO YNpoLLaeT paboTy C MPOrpaMmMon.

/) Vi®Net Lientp ynpasaenus cetsio o 77_-, @

|zl ViPNet Administrator [Uewrp ynpassenns cernio] - Administrator W

Mor cetw  Jdosepewnwe cet  flnyerous Beg  Cepowc  Cnpasca

r L
g Cnpasounit m kmouwn ¥ g Mexcetesan nadopuauma v

& Wndopmaums o cemw KoopanHatopet s
xJ

¥ Kawewmw (12)

BEX¥ S

& Nonssossresa (25) Tun Wms Ceresoi anp.. Cnpasousuks n kaoun
‘ 85 Mpynnw nosssozarenes (2) X} Coordinator1 1 Ompaenens
&2 Mpynne: y2noe (2) § Coordinator. 18 OmpanoTea Kmosu
 DNS-cepsepe it DNS-30mw (3) Rf Coordinator 20 Ompaenens:
Poau (12) w Coordinator 3 Omassorca Kaouu
= WaBnons corestix ysnos (4) §  Coordinator. Omnpasness
‘ Coordinator A Onmansorca wasouu
n Mos cers '<V,i Coordinator T 1 OWMBIOTCA KmoMH
v § Coordinator. Ompagners

S Aoseperrme cetn

—
& AZMUHACTDHDOBaMME

m

PucyHok 170. CpasHeHue uHmepgelica npoepammei ViPNet LieHmp ynpasaeHus cemeto gepculi 3.2.12
u4.6.3

N3meHeHne cueHapueB paboTbl agMUHUCTpaTopa

MHorue cueHapum paboTbl agmuHnctpaTtopa cetn ViPNet 66111 3HaUMTENbHO N3MEHEHbI, Hanpumep:
o Mpoctyto ctpykTypy cetn ViPNet MoxHO co3aaTtb ¢ nomMousto mactepa CosgaHue cetn ViPNet.
o Peructpaumsa nonb3oBatesnein OCyLLLECTBAAETCA HEMOCPEACTBEHHO Ha CETEBbIX Y31aX.

o YcTaHOBAEHME MEXCETEBOrO B3aMMOAENCTBMA NPON3BOANTCS C MOMOLLBbHO MacTepa YcTaHoBKa
Me>XXCeTeBOro B3auMoiencTems.

o Csasu Mexay obbekTamu 3a4akoTCA HE Ha YPOBHE TUMOB KOJIIEKTUBOB, a MeXAy Y3/1aMu, MexXay
NnoJib30BaTenaMun, Mexxay noab3oBatesaMun 1 rpynnamMmm nonb3oBaTesnen.
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o OTnpaBka CNpPaBOYHMKOB U KJtOUE NPOU3BOANTCH OJ4HOBPEMEHHO N3 OAHOMO OKHa.

o [nsa oTnpaBkn 06HOBAEHMA NPOrpPaMMHOro obecrneyeHmns Ha ceTeBble y3/bl TpebyeTcs
3arpy3nTb daribl 06HOBAEHUS B 6a3y AaHHbIX. [Tpy 3TOM NpoBepseTCs TMM NPOrpPaMMHOrO
obecrneyeHus, KOTOPOE COAEPXKUTCA B 3arpyxaemom daine.

KoHBepTaumsa gaHHbix nporpammbl ViPNet LleHTp ynpaBneHus cetbio 3.x

Ecam ana ynpaeneHus Bawein ceTbto ViPNet ncnons3osanock nporpammHoe obecneyeHue ViPNet
LleHTp ynpaBneHus ceTbio 3.x, Npu nepexoge Ha Bepcuto 4.0 Bbl MOXETe COXPaHUTb CTPYKTYpPY U
napameTpsbl ceTu. [lna 3Toro paspabotaH yA06HbI MacTep, C MOMOLLbIO KOTOPOrO MOXHO
KOHBEPTUPOBaTb AaHHble nporpammsbl ViPNet LleHTp ynpaBaeHuns ceTbio 3.X.

yCOBepLIJeHCTBOBaHHaﬂ AOKyMeHTauusa

Ansa nporpammbl ViPNet LleHTp ynpaBaeHus ceTbto pazpaboTaH NONHOCTbHO HOBbIA KOMIMIEKT
JOKyMeHTauwuu. MNpwu paspaboTke AOKyMeHTaLMMN akLEeHT 6bla cAenaH Ha ONMMCaHUM OCHOBHBIX
cueHapwveB paboTbl C MPOrpPamMMON.
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TepMUHbI 1 COKpaLLEHUA

DHCP (Dynamic Host Configuration Protocol)

CeTeBOI NPOTOKO NPUKAAZHOTO YPOBHSA, MO3BOAIOLLMIA KOMMbIOTEPaAM aBTOMAaTMYeCK/ Noay4YaTb
IP-agpeca n gpyrve napameTpbl, Heobxoanmble ans pabotbl B cett TCP/IP. K Takmm napametpam
OTHOCATCA Macka nogcetw, IP-agpec wnto3a, IP-agpeca DNS- n WINS-cepsepos.

DNS-30Ha

YacTb NpocTpaHCTBa 4OMEHHbIX MMEH, 06beaunHstowas DNS-3anncn ogHoro gomMeHa 1 ynpassisemas
OZHWUM UAN Heckonbkumn DNS-cepBepamu.

DNS-cepBep

XpaHuT nHbopMaLnio 0 COOTBETCTBUM AOMEHHbIX MMEH UHTEPHET-y310B ux IP-agpecam n npegoctasnset
3Ty MHGOPMaLMIO MO 3anpocam.

DPI (Deep Packet Inspection)

TexHoorMs pacluMpPEHHON NHCMEKLMK COAEPXKUMOro CETEBOTO Tpaduka Ha ypoBHsax 2 — 7 mogenu OSI
1 HaKOMIEHUs CTAaTUCTUKW. Ha OCHOBaHWM aHanu3a NoJyyYeHHbIX AaHHbIX NAEHTUOULMPYHOTCS
MPUNOXKEHUS N MPUKNASHbBIE MPOTOKOIbI.

DPI-knaccndumkatop

XML-dbain ipoque PACE2 dpid.xml, B KOTOPOM COAEPXKATCA NpaBuia ANs CO3aHus ceTeBblX GUALTPOB
no TexHonorum DPI. Knaccndukatop popmmpyetca aBTomatudeckn npu obHoeaeHnn mogynsa DPI
xFirewall nan obHosneHnmn MO xFirewall n3 nporpammel ViPNet LLYC n nomeluaetcs B nanky:
C:\ProgramData\InfoTeCS\ViPNet Policy Manager\DPI\Classificator.
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IP-agpec

Apec y3na B CeTy, NOCTPOEHHOW Ha ocHOBe npoTtokona IP.

IP-nakeTt

®opMmaTMpoBaHHBbIN 610K MHPOPMaL MK, NepeaaBaeMblli B ceTh No npoTokoay IP.

PKI (Public Key Infrastructure)

WNHbpacTpykTypa OTKPbITBIX K/IHOUEl — KOMMIEKC anmnapaTHbIX U MPOrpaMMHbIX CPEACTB, MOJNTUK U
npoueayp, obecneurBaoLLMx 4OBEPUE K OTKPLITBIM KtoYaM (B TOM Unc/ie KiovaM NpoBepKu
3NEKTPOHHOM MOANUCK) NYTEM M3gaHUA cepTUdUKATOB KIHOUEN MPOBEPKN INEKTPOHHOW NOAMNCYK U
noaaep>XaHus UX XU3HEHHOTO LinKAa.

SQL-cepBep

CepBep 6a3bl AaHHbIX, KOTOPLIN paboTaeT Noj ynpasieHneM nporpammMHoro obecrnedeHuns Microsoft
SQL Server.

ViPNet Administrator

Habop nporpammHoro obecneuvenns ana agMuHucTpupoBaHus cetn ViPNet, Bkatouatowmin B cebs
cepBepHoe 1 kaneHTckoe npunoxeHns ViPNet LleHTp ynpaBaeHusa ceTbio, a Takxe nporpammy ViPNet
YA0CTOBEPSIOLWNIA U KNHOYEBOW LIEHTP.

ViPNet Policy Manager

I'IporpaMlvla Ana UeHTpann3oBaHHOro ynpasaeHuUa NnoanNTMKamMm 6e3onacHoCcTn y3noB 33LLI,I/ILLI,eHHOI7I cetn
ViPNet.

ViPNet YaoctoBepstowmm n kntoueson LeHTp (YKLL)

Mporpamma, BxoasLias B cocTaB nporpammHoro obecnevexus ViPNet Administrator. lpegHa3sHaueHa
ans GopMMpPOBaHUs 1 0BHOBAEHMS Kitoven ceTeBbIX y310B ViPNet, a Takxe A1 ynpaBaeHus
ceptTudurkaTtaMm 1 CNUCKaMm aHHYIMPOBaHHbIX CepTUdUKATOB.

ViPNet LleHTp ynpasnenus cetbio (LLYC)

Mporpamma, BXoasLLas B cocTaB nporpammHoro obecnevexus ViPNet Administrator. MpegHasHaueHa
A9 CO3AaHNA W ynpaBaeHns KOHUrypaLven cetm 1 No3BoAAET PeLUnTb CiedytoLme OCHOBHbIE 3a4aumt:

® OCTPOEHME BUPTYasbHOW CeTH (CeTeBble OOBEKTLI U CBA3M MeXAY HUMMU, BKAKOYas MeXCeTeBbIe);
* V3MeHeHVe KoHbUrypauum cety;
e (dopMMpoBaHMe 1 paccblika CrPaBOYHMKOB;

e paccblika KJIKO4el Y310B 1 KIoUen noab3oBaTenen;
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o dopmMupoBaHme NHOpPMaL MK O CBA3AX NOJb30BaTeNeln A8 YA0CTOBEPSAIOLLETO U KJIHOUEBOTO
LEeHTPa;

e 33jlaHWe NOJHOMOUYMI Noab3oBaTenen ceTeBbix Y3108 ViPNet.

VPN-cepBep

®yHKLMA KOOpAMHaTOPa, BKAOYaroLwas B cebs 3agaun cepBepa IP-agpecoB 1 TpaHCNOPTHOrO cepBepa
cetu ViPNet.

ABTOMaTU3MpPOBaHHaA CUCTEMA ynpaBaeHNsa TexHonornyeckmm npoueccom (ACY TIT)

lpynna TeXHWYeCKMX 1 NMPOrpPaMMHbIX CPEACTB, MPegHa3HauYeHHbIX A5 aBTOMaTM3aLUMmK yrpaBaeHus
TEXHOIOTUYECKMM 0B0PYAOBaHMEM Ha MPOMbILLIEHHbIX NPEANPUATUSX.

Apmunnctpatop cetn ViPNet

Jlnuo, otBevatoLee 3a ynpasaeHue cetbto ViPNet, cozgaHne 1 06HOBIEHWE CMPaBOYHMKOB W KAKOYEl
ans ceTeBblx y3n0B ViPNet, HacTpoiky MeXceTeBOro B3anMoAeNCTBUS C JOBEPEHHbLIMUN CETAMM U
obnagatoee npaBom goctyna k nporpamme ViPNet LieHTp ynpaBaeHus cetbto u (nan) ViPNet
YA0CTOBEPSIOLWMNIA U KNHOUEBOW LIEHTP.

AyTeHTndumKaums

Mpouecc 04HOCTOPOHHEN NAN ABYCTOPOHHEW (B3aVMHOM) NPOBEPKMN MOAJMHHOCTU MEXAY KANEHTOM
(nonb3oBaTesnem) 1 CMCTEMOW (CepBepoM), HanpuMep, C MCNOJIb30BaHNEM YUYETHBIX AaHHbIX UK
cepTMdNKATOB KAOUEN NPOBEPKU 3NEKTPOHHON NOANUCH.

BupTyanbHas 3almiieHHas ceTb

TexHONOrNA, NO3BOAAOLLLASA CO34aTb JJOrMYECKYHO CeTb, UTOObI 0becneunTb MHOXEeCTBEHHbIe CETeBbIe
COefMHEHNA MEeX Ay KOMMbOTEPaMM UM JIOKaAbHBIMWU CETAMU Yepes CYLLEeCTBYIOLLYHO PUINYECKYHO CeTb.
YpoBeHb f0BEpUs K TaKOW BUPTYasbHON CETU He 3aBUCUT OT YPOBHSA AOBEpPUSA K GU3NUECKUM CETAM
6narogaps NCNoAb30BaHUIO CPeACTB KpunTorpadun (LUndpoBaHus, ayTeHTUPUKaL M) U CPesCTB
NepCcoHaNbHOIo N MEXCETEBOro 3KPaHNPOBaHUA.

BupTyanbHbin IP-agpec

IP-agpec, KOTOpbI NpUAoXeHWs Ha ceTeBoM y3ae ViPNet (A) ncnonbsyrot ans obpallyeHuns K pecypcam
ceteBoro y3na ViPNet (b) nav TyHHennpyembix UM y3/710B BMECTO peanbHoro IP-agpeca y3na.
BuptyanbHble IP-agpeca y3ny ViPNet (b) HasHauaroTCsa HenocpeaCcTBEHHO Ha y3ne A. Ha apyrux yanax
y3ny ViPNet (B) MoryT ObITb Ha3HaueHbl Apyrue BUpTyanbHble agpeca. Y3ny ViPNet (B) Ha3HauaeTcs
CTOJIbKO BUPTYabHbIX afpeCcoB, CKOJIbKO peabHbIX aApecoB UMeeT JaHHbIW y3e. [Tpn nsmeHeHun
peanbHbIX agpecoB Y y3na b BbligeneHHble eMy BUPTYyanbHble agpeca He 3MeHAtoTcA. BupTyanbHble
ajpeca TYHHeAnpyemblx y310B NPUBA3bLIBAIOTCA K PeasibHbIM ajpecamM 3TUX y3/10B U CYLLLeCTBYHOT, MOKa
CYLLeCTBYeT fjaHHbIN peanbHblid agpec. cnonb3oBaHne BUPTyanbHbIX aJpecoB No3BoaseT n3bexartb
KoH®AMKTa peanbHbIX IP-agpecoB B ciyyae, ecam ceTeBble y3nbl ViPNet paboTatoT B 10KaNbHbIX CETAX C
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nepeceKaroLMMCs apecHbIM NPOCTPAHCTBOM, a TakXKe UCMOb30BaTh 3TV ajpeca ANs ayTeHTudMKaunm
yAaneHHbIX y310B B npunoxeHusax ViPNet.
BHewHwne IP-agpeca

AZpeca BHelLHen ceTu.

BHewHsAA ceTb

CeTb, OTAENIEeHHasH OT BHYTPEHHEW CETU MEXXCETEBbIM 3KPaHOM.

'pynna DNS-cepsepos

CoBOKYMHOCTb CrMCKa AOMEHHbIX 30H U CNucKa 3akpenaeHHbIx 3a HUMn DNS-cepBepos.

lpynna y3nos

MHoxecTBO ceTeBbIx y3/10B ViPNet, 06beanHeHHOe Nog o6WUM nMeHeM a5 y406cTBa
aAMUHUCTPUPOBaHMSA. HanprMep, NO3BOASET 3a4aTb €4MHbIN Napo/b aAMUHUCTPATOPa AN BCEX CETEBbIX
y3n08B ViPNet, BXOAALLNX B AaHHYO rpynmny.

AncTpnbyTne Krouen

®aiin ¢ paclumpeHmem *.dst, co3gaBaemblii B nporpamme ViPNet YaocToBepsaroLWwmnin n KArUYeBOM LEHTP
A5 KaXkaoro nosab3oBatens ceteBoro y3na ViPNet. CoaepXut cnpaBouHMKY, KNtoUumn 1 Gann AmueHsum
A5 MEPBUYHOrO 3anycka v nocaeayrollein pabotel nporpammbl ViPNet Ha ceteBoMm y3ne. [as paboTbl
nporpammel ViPNet gnctpnbyTns kitoueli HEO6X0AMMO YCTaHOBUTL Ha CETEBOM y3en.

[loBepeHHas ceTb

Cetb ViPNet, c y3namu koTopoi y3nbl cobctBeHHOM ceTn ViPNet ocyLecTBAsrOT 3aLumLLeHHOe
B3aVMoOJelcTBue.

3aWmLLEeHHOEe COeaNHEHME

CoeaviHeHVIEe MeXAY Y3/1aMK, 3alnMdPOBaHHOE C MOMOLLbO NporpaMmMHoro obecrnevenus ViPNet.

3almiLeHHble NpUKaajHble cepBepbl

MpuknagHble cepBepbl (Beb-cepBep, NoUToBbLIN cepBep, FTP-cepBep v Tak fanee), pa3MeLleHHble Ha
3aLUMLLEHHbIX Y3Nax.

3awmueHHbI DNS-cepBep

BHyTpeHHWA DNS-cepBep opraHu3aLunm, KOTOPbIN ABAAETCA 3aLUMLLLEHHBIM Y3/1I0M CEeTU Uan
TyHHennpyetca koopanHatopom ViPNet n Bxogut B rpynny DNS-cepsepoB.
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3alUNLLEHHbIA MHTEPHET-LUHO3 (OTKPBITbIA MHTEPHET)

TexHonOrMs, peannsoBaHHas B nporpammHoM obecneyeHun ViPNet. Mpn NogkNtOUeHNN K UHTEPHETY
y3/bl JIOKaIbHOW ceTu n3oampyrotcs oT cetn ViPNet, a npu pabote B cen ViPNet — oT nHTepHeTa, uTo
obecneunBaet 3alMTy OT BO3MOXHbIX CETEBbIX aTaK M3BHE 6€3 PU3MYECKOro OTKIOYEHNA KOMMbIOTEPOB
OT JIOKa/NIbHOW CeTu.

3alUnLLEeHHbIN y3en

CeTeBoW y3e/, Ha KOTOPOM YCTaHOBJ/IEHO nporpaMmHoe obecneveHue ViPNet ¢ dyHkumen wnpposaHms
Tpaduka Ha CETEBOM YpPOBHeE.

Knactep (ViPNet-knactep)

lpynna KoMMbOTEPOB (3/IEMEHTOB KaacTepa), 06beANHEHHbIX BbICOKOCKOPOCTHBIMU KaHaaamm CBA3N U
bYHKLMOHMPYIOLWUX KakK eAVHOE Liefoe.

[ns pa3sepTbiBaHWs, HacTpoOrikn 1 ynpasaerus ViPNet-knactepom ncnonbyetcs MO ViPNet Cluster. Ha
KOMMbIOTEpPax, BXOAALLUMX B COCTaB KaacTepa, Takxke A0MKHO bbiTh yctaHoBaeHo MO ViPNet Coordinator.

C Touku 3peHus ceTn ViPNet, k1actep npejctaBieH OAHVUM CETEBBIM Y3/10M, ABAAETCA KOOPAVHATOPOM 1
obnagaert Bcel ero GyHKLNOHaNBbHOCTbIO.

KnneHnt (ViPNet-kaneHT)

CeteBoi y3en ViPNet, KOTOpbIN ABASETCS HaUaNbHOM WM KOHEYHON TOUKOW nepesayun AaHHbIX. B
OT/IYMNE OT KOOPAMHATOPA KANEHT He BbIMOAHAET QYHKLUM MapLLIpyTU3aLmm Tpaduka u cnyxxebHom
NHPopMaL L.

Kntou npoBepku 3neKTpOHHOW noanunck (karod nposepku 1)

HecekpeTHbIl (OTKPbITLIN) KAKOY U3 Mapbl aCUMMETPUYUHBIX KAOUEN, KOTOPbIA NpeacTaBaseT cobol
YHUKa/bHYHO MOCNe0BaTENbHOCTb CMBOJIOB, OAHO3HAUHO CBA3aHHYHO C CEKPETHLIM KAHOUOM (KJIHOUYOM
3NEKTPOHHOM MOAMUCK UAN 3aKPbITbIM KJHOUOM) U NMPeAHa3HauYeHHYH A1 NMPOBEPKU MOANNHHOCTH
3NEeKTPOHHON NOoAMNNCK.

Kntou anekTpoHHOU noanucu (karoy I11)
CeKpeTHbIV (3aKpbITbIN) KAKOY M3 Napbl aCMMMETPUUHBIX KJIHOYEN, KOTOPbIA NpeAcTaBaseT coboin
YHUKaAbHYHO NMocnefoBaTtesibHOCTb CUMBOJIOB, NpeaHasHavYeHHYr Anda co3jaHnA 3neKTpOHHOIZ noanucu.

Knroum nonb3oeatensa ViPNet

COBOKYMHOCTb KJFOYEN, KOTOpble HEOH6XOAVMbI MOJIb30BaTENtO ANs ayTeHTUOMKaLmm B cet ViPNet 1
WrdpOBaHWA JPYTUX KIHOUEW, U K KOTOPbIM MMEET AOCTYM TONbKO AaHHbIV MOJb30BaTeNb.

Kntoum nonb3oBatens MoryT cogepatb:

e [eMCTBYHOLLMIA NEePCOHaNbHbIA KAKOY MOAb30BaTENS;
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e KJIHOY 3/IEKTPOHHOM MOAMMUCK Y COOTBETCTBYHOLLMI eMy cepTUdUKaT KAtoUa NPOBEPKN 3NEKTPOHHOWM
noanucu;

e X3W naposia nonb3oBaTtena.

Cogep>xmmoe katoyen noab3osatens GoOpMUpyeTca B 3aBUCUMOCTU OT TMNa ayTeHTUPMKaLIMK
noab3oBaTens.

Kntoum y3na ViPNet

CoOBOKYMHOCTb KJHOUEK, C UCMOAb30BaHNEM KOTOPbIX MPOU3BOAMTCS WndpoBaHme Tpaduka, cryxebHom
MHPopMaumm 1 nucem nporpammel ViPNet lenosas noura.

KoHTenHep karoyen

®aiin nan ycTpomncTBo, B KOTOPOM XPaHATCS KU 31EKTPOHHOW MOAMUCU U COOTBETCTBYHOLLMI EMY
cepTmdmKaT KaroUa NPOBEPKM INEKTPOHHOW MOAMUCH.

KoHTeHT-$punbTpaumsa

®unbTpaumsa IP-tpadmka Ha npuknagHom ypoBHe Mogenn OS| ¢ MOMOLLbHO TEXHONOMMM PacLLUMPEHHOM
MHCNeKuunn cogep>kxmmoro ceteBoro Tpaduka (Deep Packet Inspection, DPI). Ha ocHoBaHuW aHanun3a
MOJlyYeHHbIX AaHHbIX NAEHTUOULIMPYHOTCA MPUAOXKEHMA N MPUKAaSHbIE MPOTOKOIbI.

KoopawnHatop (ViPNet-koopanHaTop)

CeteBoi y3en ViPNet, npeactaBastolmii COb0i KOMMNbOTEP € YCTAHOB/IEHHBIM NMPOrPaMMHbIM
obecneueHnem koopauHatopa (ViPNet Coordinator) nan nporpammHo-annapatHbIi Komnaekc. B cetu
ViPNet-koopanHaTop BbINOJHAET CepBeEPHble GYHKLIMK, a TakKe MapLupyTM3aumio Tpaduka n ciyxxebHon
NHPopMaL L.

JInueHsna Ha ceTb

PazpelueHune Ha Nonb3oBaHWe onpejeneHHbIM Habopom GyHKLUMIA NpoaykToBon anHenkn ViPNet. B
4acTHOCTW, IMLLEeH3MA Ha ceTb ViPNet onpegenseT ciesytollee: HOMEP CETU, MakCMMasbHOE KOIMUECTBO
KOOPANHATOPOB 1 KINEHTOB, MakCMMaJlbHOe CyMMapHOe KOJIMYECTBO aApecoB, TYHHEMPYEMbIX
KOOpAMHaTOpaMM CeTW, MakCMMaslbHOE KOIMUECTBO Y3/10B, Ha KOTOPble MOXHO A06aBWTb Ty UAU NHYHO
pOJib, MaKCMMaJIbHYHO pa3peLLleHHy BEPCUIO NporpammHoro obecnevenus ViPNet, cpok gelicteus
JNLEH3UN 1 ApYyTUe napameTpsi.

MexceTeBas nHpopmauums

ViHpopmaLms O LOBEPEHHOM CETU AN CBOEN CETU, NMPpeAHa3HauyeHHas A5 opraHM3aunm UM N3MeHeHUs
MeXCeTEBOro B3anMOAeNCTBUA. B cocTaB MexxceTeBOM MHOOPMALMM BXOAAT CBA3M MeXJy CeTeBbIMU
obbekTamu, NnapameTpsbl ceTeBbix y310B ViPNet n cnyxxebHas nHdopmaums (ceptndukatbl nsgatenen,
CMNCKN aHHYIMPOBAHHbIX CepTUPUKATOB).
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MexxceTeBoe B3anMOencTBmne

VHpopMaLIMOHHOE B3anMOAEeNCTBME, OpraHmM3oBaHHoe Mexay cetamu ViPNet. Mo3Bosser y3nam
pa3nnuHbix cetelt ViPNet obmeHMBaTbCA MHDPOPMaL e NO 3aLluULLLEHHBIM KaHanaMm. [as opraHusaymm
B3aMMOZAENCTBMA MEXAY y3naMu pasnnuHbix cetern ViPNet agMuHncTpaTopbl 3TMX ceTel 0bMeHMBarOTCS
MeXCETEBON MHPOPMaLMEN.

Me>ceTeBOM MacTep-KaHOu

Kntou, cnyxawmii ans GopmMmpoBaHmns kntouen obmMeHa Mexay ceTeBbIMU y31aMu pasHbix ceTeit ViPNet.

Me>ceTeBoM 3KpaH

YCTPOWCTBO Ha rpaHuLe JI0KaAbHOW CETH, CyXKallee A5 NpeaoTBpaLleHns HeCaHKLMOHMPOBAHHOTO
A0CTyNa 13 OAHOM CeTu B Apyryro. MexceTeBon akpaH NPOBepPAET BECb BXOAALLMA U UCXOAALLNIA
IP-Tpaduk, nocne yero NPUHMMAETCA peLleHne O BO3MOXHOCTM AajibHeWLWero HanpasaeHus Tpaduka K
NYHKTY HazHauyeHuns. MexceTeBOM 3KkpaH 0ObIYHO OCyLLEeCTBASET Npeobpa3oBaHNe BHYTPEHHMX
IP-agpecoB B agpeca, 4OCTYMNHblE U3 BHeLLHeN ceTu (BbinoaHaeT NAT).

Mogynb DPI

MporpammHbi mogynb MO ViPNet xFirewall, BbinoaHsAOWmMI duabTpauuio Tpadurka Ha NpuKIagHOM
ypoBHe mogenu OS| ans onpeseneHHoOro Habopa NPUAOXEHUN 1 NPOTOKOJIOB.

Obg3aTenbHble CBA3MU

CeA3n mexay ceteBbiMU y3namu ViPNet, Hanmume KoTopbix ABAAETCA 06s3aTeNbHbIM A5
dyHKLuMoHMpoBaHus ceTn ViPNet. 3T cBA3W He MOTYT bbiTb YAaNneHbI.

anMepOM obs3aTe/IbHbIX CBSA3EN ABAAETCA CBA3b KJANEHTA C KOOpAMHATOPOM, KOTOprIz ABNAETCA ero
TPaHCNOPTHLIM CEPBEPOM.
OTKpbITbIM TPadPUK

MoTok He3awmndpoBaHHbIX IP-nakeToB.

OTKpbITbIN y3en

¥Y3en 6e3 MO ViPNet ¢ dyHKkumen wndposaHus Tpadurka Ha CETEBOM YPOBHE, PacroOIOXEHHbIA B CETU «3a
KOOPAMHATOPOM».

Manka kaouer nosb3oBaTtens

Manka, B KOTOPOW HaxoAaTca katoum nonb3osatens ViPNet.

MNMaponb agmuHUcTpaTopa ceteBoro y3na ViPNet

Maposb Ans BXxoga Ha ceTeBoM y3se ViPNet B pexvM agMUHMCTpaToOpa, B paMkax KOTOPOro CTaHOBATCA
[OCTYMHbI JOMOJIHUTENbHbIE BO3MOXHOCTW HacTporiku npunoxenuin ViPNet. Maponb agMuHucTpatopa
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ceTeBoro y3na ViPNet MmoxeT 6bITb co3gaH agMmuHucTpaTopom cetn ViPNet B nporpamme ViPNet
YA0CTOBEPSAIOWUIA U KNHOYEBOW LIEHTP.
[MlonHOMOUMA Nonb30OBaTeENS

Pa3spelueHuns Ha onpegeneHHble JeNCTBUA Noab3oBaTenein Ha ceteBoM y3ne ViPNet no nsmeHeHuto
HacTpoek HekoTopbix Nnporpamm ViPNet.

Apamunuctpatop LLYCa 3agaet nosHoMouns ans Bcex noJsib3oBatenei ceteBoro y3na ViPNet B cBoicTBax
posen.

[MpombiwneHHasa ceTb

CeTb nepesaun faHHbIX, CBA3bIBatOLLAA Pa3vYHble AaTUMKM, UCMIONHUTEbHbBIE MEXaHW3MbI,
MPOMBILLIEHHbIE KOHTPOIEPBI U UCMOJIb3yeMast B MPOMbILLAEHHON aBTOMaTM3aLuu.

MNpoTtokon 241

IP-npoTokon ¢ naeHtTndmnkatopom 241, cneumanbHo paspaboTaHHbIN A1 NCMONb30BaHNA B
nporpamMmmHom obecrneyeHmun ViPNet.

My6anuHbIv agpec

IP-agpec, KOTOPbIN MOXET NPUMEHATLCA B UHTEPHeETE.

Ponb

®YHKLMOHaNbHOCTb CETEBOTO Y3/1a, MPeAHa3HaueHHas A5 peLueHus LLefeBbIX U CY>XeBHbIX 3asa4 CeTu
ViPNet. Posib MCNoib3yeTcs B INLEH3MPOBAHUN CETU C MOMOLLbIO daina IMLEH3UN 1 onpesenseT
BO3MOXHOCTM CETEBOTO y3/a 1 nporpammHoe obecnevenHne ViPNet, koTopoe MoxeT 6bITb YCTaHOBAEHO
Ha 3TOM Yy3Jie.

Poan MOTyT UMETb anI/I6yTbI B BUAE KONMYECTBEHHbIX XapakKTEPUCTUK U FIO]]HOMOl-II/Il\/'L KOTOpble TakxXe
BNAKOT Ha q)yHKLI'I/IOHaﬂbHOCTb.

Habop ponelt gns Kaxaoro ceTeBoro y3na 3agaetca agmuHnctpatopom cetn ViPNet B nporpamme ViPNet
LleHTp ynpaBaeHuna ceTbto.

Cepsep IP-agpecos

®YHKLIMOHaNBHOCTb KOOpAMHaTOpa, obecneunBatoLas PerncTpaLmio, pacchbliiky 1 NpejocTaBaeHne
MHPOPMaLMN O COCTOAHMM 3aLUMLLEHHbIX Y310B.

CepBep coeanHeHWU

®yHKLMOHaNBHOCTL KOOPAMHATOPa, obecneyrBaroLLan COeJMHEHNE KANEHTOB APYr C APYrOoM B Cy4ae,
€C/IN OHW HAXOAATCA B Pa3HbIX MOACETAX U HE MOTYT COEANHUTLCA Hanpamyto. [aa Kaxaoro knmeHTa
MO>HO BblbpaTb CBOI cepBep coeAnHeHWn. 1o yMon4aHUIo cepeep COeANHEHWI AN KAMeHTa Takxke
ABNseTca cepsepom IP-agpecos.
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CepTudukar kitoua NpoBepPKN 3NEKTPOHHON NOAMUCH

[OKYyMEHT, N3laHHbIV YA0CTOBEPSOLWMM LEHTPOM U NOATBEPXKAAOLLNN NPUHAAIEXHOCTD KIHOYa
NpoBepKM 3NEKTPOHHOW NOANMCY BRajenbLy cepTudmkaTa Katova NPOBEPKN SNEKTPOHHOM NOANNCHA.
CeTeBoW MHTEpPdENC

®ursnyeckoe A BUPTyaabHOE YCTPOWCTBO ANA MOAKAOUEHNA KOMMbloTepa K ceT. C NOMOLLbHO
ceTeBOro UHTepdeiica KOMMNbIOTEP NPUHUMAET U NepesaéT IP-nakeTbl. PU3nMUYECKNM MHTEPHENCOM MOXKET
CNY>XXWTb CceTeBas naata, MOAEM U Apyrve NojO6Hble YCTPONCTBA, BUPTYabHbIM — arpernpoBaHHbIN
nHtepoeiic, nHtepdeiic ana VLAN.

CeTeBOV 06BbEKT

CeTeBoli y3es, NOAb30BaTes b, FPYNMa y3/10B UAK Tpyrna nojib3oBaTenew.

CeteBou y3en ViPNet

Y3en, Ha KOTOPOM YCTaHOBJNIEHO NporpammHoe obecneveHune ViPNet, 3apernctpmpoBaHHbIv B
ynpasasatoLiem MO.

Cetb ViPNet

Jlornyeckas ceTb, opraHM3oBaHHas C MOMOLLbIO NporpamMmmHoro obecneverus ViPNet n
npeacTaBastoLas cobon COBOKYNMHOCTb 3alumileHHbIx y310B ViPNet. CeTb ViPNet nmeet HanoxeHHyro
MapLupyTM3aumto, obecneumBatoLLyo B3anmogencTeme ysnos cetu. Kaxaas cetb ViPNet nmeet ceol
YHUKaNbHbIN HOMEP (MaeHTUdunKaTop).

CummeTpuyHoe wndpoBaHme

LLindpoBaHme, Npn KOTOPOM A5 3alUMPPOBaHNs 1 pacliMdpOoBaHUS UCMOAb3YETCH OAMH U TOT Xe
CEKPETHBIN KAHOY.

Cnuncok aHHynnpoBaHHbIX ceptugukartos (CRL)

Cnncok CepTI/Iq)I/IKaTOB, KOTOpble A0 NCTEYEHUA CPOKa UX p,eﬁcnavm Oblnn AHHYJINPOBaHbI NN
NPUOCTaHOBJIEHbI aAMUHUCTPATOPOM YAOCTOBEPAOLENO LLeHTpa U NOTOMY HeAeIZCTBMTeﬂbeI Ha
MOMEHT, yKaBaHHbII7I B AaHHOM CNMNCKe aHHYJIMPOBAaHHbIX CepTI/Iq)I/IKaTOB.

CnpaBoYHMKMK

Habop dannos, cogepxalumx nHpopmaumto o6 obbektax cetn ViPNet, B Tom uncne o6 nx umeHax,
naeHTduKaTopax, agpecax, cBasax. ITv dpanabl bopmupytotcs B nporpamme ViPNet LieHTp ynpasaeHns
CeTbto, NPejHa3HaUYeHHOW A/1A CO3AaHWsA CTPYKTYpbl U KOHdUTyprpoBaHus ceTn ViPNet.

CrpykTtypa cetn ViPNet

Ynopsgo4eHHas COBOKYMHOCTb CBA3EM MeXAy KOMMNoHeHTamu ceTu ViPNet, Takumu kak:
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e pabouee MecTo agMuHUcTpaTopa cetn ViPNet;
® KOOPAMHATOPSI;

® K/NNEHTbI.

Kaxabli KIMEHT foKeH GbITb 3apPErncTprMpoBaH Ha koopanHatope. CBA3WM MeXay KoopaMHaTopamMu u
pabourM MecToM aZMWHUCTPATOPA, a Takxke MeXAy KOOPAMHAaTOPOM U ero KiaveHTamun obs3atesibHbl.
OcranbHble CBA3M CO34aK0TCA B COOTBETCTBUMN C KOPNOPATUBHOM NOANTUKOM 6e30MmacHoCTH.

TepMuUHanbHbIA cepBep

BbifeneHHbIV KOMMbIOTEP, MPEfOCTaBAS LM NOAKIOUYEHHBIM K HEMY KJNEHTaM BbIUNCIUTENbHbIE
pecypcbl (MPOLECCOPHOE BPEMS, NaMsATh, ANCKOBOE NMPOCTPAHCTBO, CETEBbIE CYXKObI, MOAK/IHOYEHHbIE
nepudepuniiHbie yCTPOMCTBa W NP.) A/ PELLUEHUs onpeaeneHHOro Habopa 3ajau.

TepMMHaﬂbeIVI cepBep CAyXuT anda yaaneHHoro O6CJ'Iy)KVIBaHI/IFI noJsib3oBaTtena C npejsocrtaBneHneEM
pabouero cToa.
Tun mexceTteBoro akpaHa (PCTIK)

COBOKyI'IHOCTb 0COBEHHOCTEN MEXXCETEBBIX 3KpaHOB B 3aBUCUMOCTN OT UX MPUMEHEHNA B
I/IHCbOpMaLI,VIOHHbIX cncTeMax n TeEXHN4YeCKoro NCnosHeHuna (I'IpOFpaMMHOE nnn

nporpamMmmHo-annapaTHoe), BbigensemMble knaccndukauymen ®CTIK Poccmm. BoigeneHbl HECKOIbKO TUMOB

MeXCEeTeBbIX 3KPaHOB: TUM «A», TN «b, TN «B», Tun «I», Tn «/». NoapobHee cm. Ha carite PCTIK
Poccun.

TOHKUWN KANEHT

KomnbtoTep, NpesHa3HauYeHHbI A5 4OCTYNa K NPUAOXKEHNSAM U JaHHbIM, KOTOPbIE Pa3MeLLLatoTCs Ha
TEPMUHaNBHOM CcepBepe.

TpaHcnauma cetesbix agpecos (NAT)

TexHonorus, No3BosstoLWas Npeobpas3oBbiBaTh IP-agpeca v NOPTbI, UCNOAb3YIOLWMECS B OAHOM CeTH, B

ajpeca n NopTbl, NCNONb3yroLWKneca B ApyFOl‘/‘I.

TpaHCNOPTHbIN KOHBEPT

3awmndposaHHas nHGOpMaLUsa CYXKO UK NPUNOXKEHWUI, LOCTaBASEMAn Ha 3alUuLLeHHble y3ibl ViPNet
TpaHCNopTHbIM cepsepom MFTP.

TpaHcnopTHbI cepBep MFTP

KomnoHeHT nporpammHoro obecnevenns ViPNet, npegHasHayeHHbIn 415 obMeHa MHGopMaLveli B CeTH

ViPNet.
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TpaHcnopTHbIV cepBep MFTP

KoMnoHeHT koopamnHaTopa, obecneunBaroLLnin MapLIpyTM3aLLMIo TPaHCMOPTHbIX KoHBepTOoB MFTP mexay
y3namm cetn ViPNet.

TyHHennpoBaHue

TexHONOTNA ANA 3aLWMUTLI COEANHEHUI MEXAY YCTPONCTBAMM JIOKabHBIX CETel, KOTopble CBA3aHbl Yepe3
WHTepPHET uaun agpyrue nybanyHele cetv. LLndposaHme Tpaduka yCTPpONCTB BbINOAHAETCA
KoopAMHaTopaMu, YCTaHOBAEHHBIMW Ha rpaHuLax NoKalbHbIX CEeTEN.

TyHHenvpyembi y3en

¥Y3en, Ha KOTOPOM He yCTaHOBAEHO NporpammMmHoe obecrneyenmne ViPNet ¢ pyHkLmen wndpoBaHms
Tpaduka Ha CETEBOM YPOBHE, HO ero TpadurK Ha MNOTEHLMabHO ONacHOM y4acTKe CeTu
3aWndpPOBLIBAETCA U pacliMdPOBLIBAETCS Ha KOOPAMHATOPE, 38 KOTOPbLIM OH CTOWT.

®ann anueH3nn

CneumanbHbIi Gain *.itcslic, B KOTOPOM 3adUKCMpPOBaHbI OrpaHuyeHns ans Baleli cetn ViPNet.

LleHTp ynpaBaeHuns noantukamm 6esonacHoctn (LLYT1B)

CeteBoW y3en ¢ nporpammMHbiM obecneveHnem ViPNet Policy Manager.

YacTHbIV agpec

[ns cetelr Ha 6a3e npoTokoa IP, He TpebyroLLMX HENOCPEACTBEHHOIO NMOAKAKOUEHUS K UHTEPHETY,
BblAeneHo Tpu aguanasoHa IP-agpecos: 10.0.0.0-10.255.255.255; 172.16.0.0-172.31.255.255;
192.168.0.0-192.168.255.255, KOTOpble HMKOTAa HE NCMO/b3YHOTCA B MHTEPHETE. YTOObI BBINTA B
WHTEPHET C aJPECOM M3 TaKOro AnanasoHa, HEOHXOANMO MCMOAb30BaTh MEXCETEBOM 3KpaH C GyHKLUMeR
NAT nan TexHoNornto NPoKcu.

Jlobas opraHv3aLms MOXET UCMOAb30BaTh Ntobble Habopbl aPeCcoB U3 3TUX AMana3oHOB As Y3108
CBOEW N0KaNbHOM ceTu.
LLinto30BOM KOOpAMHATOP

KoopgaunHaTop, Yyepes3 KOTOpbI OCyLLECTBASETCA OOMEH TPaHCMOPTHLIMU KOHBEPTAMU MeXAY CETAMMU
ViPNet, ycTaHOBMBLUMMUK MeXCETeBOE B3auMogelicTeume. LLnto3oBble KOOpANHATOPbI Ha3HaUakOTCs B
ViPNet Administrator kaxxaoi ceTu Npu opraHM3aLumn B3anMoAeNCTBUA MEXAY ABYMS Pa3NUHbIMU
cetamun ViPNet.

JneKTpoHHasa nognuce (3M1)

CozgaHHas Kpuntorpapuyeckon onepaumen 4onoaHUTeNbHas MHGOPMaLLMS, C MOMOLLbI KOTOPOW
MOXHO MOATBEPAUTb aBTOPCTBO U HEM3MEHHOCTb OCHOBHOW MHbOPMaLIM.
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13MeHEeHWA B AOKYMEHTaLMM

B pasgene nepeuncieHbl N3MeHeHUs B JOKYMeHTaUuKW nocae Bbinycka ViPNet Administrator Bepcun

4.6.11.
[ ]

18.01.2024 — BbINyLLeHa AOKyMeHTauus K Bepcun 4.6.11

29.08.2024 — o6HOBNEH A OKYMEHT:

«ViPNet LLYC 4. PykoBoacTBO agMUHUCTpaTOpa»
[JobasneHo npeaynpexaeHune o6 otcytcteum nogaep>kkm WINS-cepsepos B ViPNet Client 4U B
pa3genbl «lobasneHne ponenn «DNS-Cepsep» 1 «WINS-Cepsep»», «<HacTpoinka cnuckos DNS-

n WINS-cepBepoB ceTeBOro y3na».

05.03.2025 — 06HOBAEHDbI JOKYMEHTbI:

e}

«ViPNet YKL, 4. PykoBOACTBO agMUHUCTPaTOpa»

B pasgen «YcTaHoBka 1 nepBryHas nHnumanmnsauma nporpammel ViPNet Prime
YA0CTOBEPAOLWMIA 1 KNHOUYEBOW LIeHTp» fobaBieHa nHGopMaLma O TOM, YTo
noJib30BaTeNb, OT UMeHW KOTOPOro byaeT Npon3BOANTLCS YCTaHOBKA, NepBMYHan
nHMLManm3auna n pabota, fJokeH obnagate NpaBamun agMUHUCTPaTOPa.
«ViPNet Administrator 4. PykoBoACTBO Mo yCTaHOBKe»

B pasgen «[Mopsagok yctaHoBky komnoHeHToB 1O ViPNet Administrator» gobaeneHa
MH$OpMaL A O TOM, YTO MO/b30BaTeNb, OT UMEHN KOTOpOro ByaeT Mpon3BOANTLCA
yCTaHOBKa, NepPBMYHaA MHULMaNU3aLms 1 paboTa, AomkeH obnagaTte npaBamu
aAMVHMCTpaTopa.

«ViPNet LLYC 4. PykoBOACTBO agMMHMCTpaTopa»

B pasgen «Bo3mMoxxHble Henonagku», «<He ygaetca yctaHOBUTb COeAMHEHME C CEPBEPOM
ViPNet LleHTp ynpaBaeHusa ceTbio» gobaBneHa pekomeHjaLmsa no ycrpaHeHu o
npobaembl HeAOCTaTOHYHOro 06bemMa AMCKOBOrO NMPOCTPaHCTBA.

«ViPNet Administrator 4. PykoBOACTBO Mo cMeHe MacTep-katouer B cetu ViPNet»
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B pazgen «[Mopsgok aencrenin» gobasneHa MHPopMaumns o TOM, UTO NOPSAJOK CMEHBI
mactep-kntovelt ViPNet Coordinator KB 4 Heo6xoaMMO CMOTpeTb B JOKYMEHTaL MM Ha
KoopAmnHaTop.
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